RICHARD J. DURBIN, ILLINOIS, CHAIR

PATRICK J. LEAHY, VERMONT CHARLES E. GRASSLEY, IOWA
DIANNE FEINSTEIN, CALIFORNIA LINDSEY O. GRAHAM, SOUTH CAROLINA

SHELDON WHITEHOUSE, RHODE ISLAND ~ JOHN CORNYN, TEXAS

AMY KLOBUCHAR, MINNESOTA MICHAEL S. LEE, UTAH .

CHRISTOPHER A. COONS, DELAWARE TED CRUZ, TEXAS qanltzd tatzg Enat[
RICHARD BLUMENTHAL, CONNECTICUT BEN SASSE, NEBRASKA

MAZIE K. HIRONO, HAWAII JOSHUA D. HAWLEY, MISSOURI

CORY A. BOOKER, NEW JERSEY TOM COTTON, ARKANSAS COMMITTEE ON THE JUDICIARY

ALEX PADILLA, CALIFORNIA JOHN KENNEDY, LOUISIANA

JON OSSOFF, GEORGIA THOM TILLIS, NORTH CAROLINA WASHINGTON, DC 20510-6275

MARSHA BLACKBURN, TENNESSEE

May 19, 2022

Jason Citron

Co-Founder and Chief Executive Officer
Discord, Inc.

444 De Haro St., Suite 200

San Francisco, CA 94107

Dear Mr. Citron:

I write to request information regarding Discord’s actions to identify and remove content
that broadcasts or promotes domestic terrorism, violent extremism, or hate crimes, as well as any
efforts Discord has made to address the use of its platform by those who perpetrate such acts.

This past weekend in Buffalo, New York, a gunman committed a horrific and
premediated act of hate-fueled domestic terrorism that killed ten and injured three more. The
perpetrator of this act of white supremacist violence against the Black community was
apparently motivated by the racist “Great Replacement Theory.” For months leading up to this
attack, the perpetrator reportedly used a private, invite-only Discord server to detail his plan to
attack the Tops grocery store, complete with hand-drawn maps of the store and photographs of
himself with the weapons used to carry out the shooting.! Thirty minutes prior to his attack, he
invited a small group to the server, but none of those invitees nor Discord itself appear to have
alerted law enforcement before the attack.?

This is not the first time Discord has been used to plan, organize, or publicize domestic
violent extremist activities. In 2017, white nationalists spent months using Discord to organize
the deadly “Unite the Right” rally in Charlottesville, Virginia—another event motivated by the
“Great Replacement Theory.”* There, white nationalists chanted “You will not replace us” and
“Jews will not replace us,” and one neo-Nazi murdered Heather Heyer and injured more than a
dozen others.* In 2018, it was reported that the white-supremacist® group Identity Evropa, which
played a central role in organizing the Unite the Right rally and attempts to recruit college
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plans.html?referringSource=articleShare.
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3 Kevin Roose, This Was the Alt-Right’s Favorite Chat App. Then Came Charlottesville., N.Y. TIMES (Aug. 15,
2017), https://www.nytimes.com/2017/08/15/technology/discord-chat-app-alt-right.html.
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students,® maintained a Discord server. Leaked messages from that server show that Identity
Evropa used Discord beyond recruiting college students, and also targeted political candidates
and other government officials, including active members of the U.S. armed forces.’

Law enforcement and other experts have warned that Discord is an attractive platform for
extremists given its comparatively lax content monitoring and enforcement practices, particularly
as more mainstream apps take steps to de-platform extremist content.® I recognize that Discord
started to address the use of its platform to share and amplify violent extremism after the Unite
the Right rally,? and reports that it removed 24,444 accounts and 2,182 servers for violent
extremism in the second half of 2021.'° However, given the complexity of this kind of
moderation and the continued role of Discord and other social media platforms in facilitating the
proliferation of violent extremism, it is crucial that Congress better understand what Discord is
doing to address efforts by violent extremists to use its platform recruit, organize, and amplify
violence and threats of violence. For this reason, please respond to the following requests as soon
as possible, but no later than June 2, 2022:

1. Please produce Discord’s terms of service from January 1, 2017 to present, including
any changes to its terms of service regarding content that violates Discord’s policies
on harassment, hate speech or hateful conduct, illegal or dangerous behavior, violence
and threats, and violent extremism.'!

2. Please explain in detail, and produce documents sufficient to show, how Discord
identifies content that violates its terms of service for moderation, including
documents describing the timeframe between when such content is posted and when
it is removed.

® Anna Schecter, White nationalist leader is plotting to ‘take over the GOP’, NBCNEWS (Oct. 17, 2018),
https://www.nbcnews.com/politics/immigration/white-nationalist-leader-plotting-take-over-gop-n920826.

7 Christopher Mathias, Exclusive: 7 U.S. Military Members Identified As Part of White Nationalist Group,
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reply.

CC:

3. Please explain in detail why the Buffalo gunman’s posts and subsequent invitation to
users to join his server were not detected by Discord’s moderation efforts.

4. Please quantify how much content on Discord has been found to violate its policies
on harassment, hate speech or hateful conduct, illegal or dangerous behavior, violence
and threats, and violent extremism since January 1, 2017.

5. Please explain in detail, and produce documents sufficient to show, how Discord
enforces compliance with its terms of service, including when content violates
policies on harassment, hate speech or hateful conduct, illegal or dangerous behavior,
violence and threats, and violent extremism; the consequences users face for violating
terms of service; whether penalties are escalated for repeat offenders; and what steps
are taken to prevent users from circumventing penalties, such as banned users simply
creating new accounts.

6. Please describe in detail, and produce documents sufficient to show, Discord’s
guidelines and parameters for recommending content to users, including both the
curation of search results and targeted promotions based on user data.

7. Please describe in detail any actions planned, in progress, or completed by Discord to
detect and prevent the use of the platform for broadcasting or promoting domestic
terrorism and violent extremism.

8. Please describe in detail any actions planned, in progress, or completed by Discord to
coordinate with federal, state, local, and tribal governments and agencies to detect,
prevent, or investigate violence or threats, including domestic terrorism and violent

extremism.

Thank you for your attention to this important matter. I look forward to your prompt

Sincerely,

Qe Dubeme

Richard J. Durbin
Chair

The Honorable Charles E. Grassley, Ranking Member



