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Thank you Chairman Graham, Senator Feinstein, and distinguished members.
I represent Brave, a privacy-focussed web browser.
Our CEO, Brendan Eich, is the inventor of JavaScript, the most popular
programming language in the world. He also co-founded Firefox, and built it into
one of the world’s most popular browsers.
Brave is headquartered in San Francisco and we have staff in 17 states. The number
of people using our browser grew 600 percent last year.
So what I am about to say might surprise you. We view the GDPR as a great leveller.
It can establish the conditions to allow young, innovative companies like ours to
flourish.1
Today, big tech companies create cascading monopolies by leveraging users’ data
from one line of business to dominate other lines of business too.2 This hurts nascent
competitors, stifles innovation and reduces consumer choice.3
However, two elements in the GDPR can fix this – if they are enforced.
First, Article 5(1)(b), is the “purpose limitation” principle, 4 which ring fences
personal data held by companies so they can’t use it outside of consumer
expectations. They need a legal basis for each data processing purpose.5
Second, Article 7 (3) requires that an opt-in must be as easy to undo as it was to give
in the first place, and that people can do so without detriment.
Once this is enforced, consent messages6 will become far less annoying in Europe
– because if a company insists on harassing you to opt in, and you finally click OK, it
will be required to keep reminding you that you can opt back out again.7
These two GDPR tools, the “purpose limitation principle”, plus the ease of
withdrawal of consent, enable freedom. Freedom for the market of users to softly
“break up” – and “un-break up” – big tech companies by deciding what personal
data can be used for.
Senators, the GDPR is risk based. That means Big Tech that creates big risks get big
scrutiny and potentially big penalties. Regulators are only starting to enforce the
GDPR and it will take years to have full effect. But already, things are looking bleak
for our colleagues at Google and Facebook.

Their year-over-year growth declined steadily in Europe since the GDPR 8 – despite a
buoyant advertising market. They face multiple investigations and it is very likely
that they will be forced to change how they do business. (Google’s consent has
already been ruled invalid.9) And things are even bleaker for other tracking
companies, that don’t have a search business to fall back on, as Google does.
Whereas -- we hear anecdotally that publishers are doing better than before! Lax
privacy law hasn’t helped publishers.
Let me tell you what happens almost every single time you visit a website: data
about you is broadcast to tens or hundreds of companies, which lets advertisers
compete for the opportunity to show you an ad.10
Advertising is necessary, and this sounds OK.
But wait until you hear what information about you is in that big broadcast: it can
include your - inferred - sexual orientation, political views, whether you are
Christian, Jewish, or Muslim, etc., whether you have AIDS, erectile disfunction, or
bi-polar disorder.11 It includes what you are reading, watching, and listening to.12 It
includes your location, sometimes right up to your exact GPS coordinates.13 And it
includes unique ID codes that are as specific to you as is your social security
number, so that all of this data can be tied to you over time.14 This allows companies
you have never heard of to maintain intimate profiles on you, and on everyone you
have ever known.15
This is not necessary for smart advertising. The latest research shows that this
profiling nets publishers only zero point zero zero zero zero eight of a dollar extra
per ad.16 That’s only an extra 4% revenue!
Whereas “contextual” ads, which don’t broadcast your intimate details, would save
publishers 55 to 70 percent in “adtech tax”,17 and avoid having their audiences
bought cheaper elsewhere. Advertisers would also recover billions per year from
“ad bot fraud” – though few realize this.18 Privacy law will help the digital
advertising ecosystem.
Let me conclude by urging you to enact strong privacy rules so that a healthy
marketplace can develop. Give consumers freedom to choose the companies and
services they want to reward.
The GDPR is based largely on American principles. We urge you to bring them
home.
Thank you.
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