April 25, 2018

Twitter's Responses to Chairman Grassley’s April 10, 2018, Data Privacy Questions

1. What areyour current policies and procedureswith respect to the sharing of data with
third party developers, including how you notify users of such sharing and/or request
their consent?

a. How havethese policies and procedures evolved/changed since 20107?
b. Doyou intend to make any changesin light of recent events?

Twitter is public by its nature. That is the key feature of our platform and what sets us
apart from many other internet companies. Through this public platform, we are committed to
providing a service that fosters and facilitates free and open democratic debate, and we do so by
making it possible for people to react to, comment on, engage with, and criticize content that
they or other accounts choose to share. Public Tweets are viewable and searchable by any person
who accesses our platform. While we do offer people the ability to share non-public, protected
Tweets with their authorized followers, the vast mgjority of people on Twitter choose to engage
with public content and to post their content for public engagement. Users thus make decisions
about what they are sharing with the world, as opposed to just their friends or followers.

Twitter is also uniquein the level of transparency that we provide about public Tweet
data. Through our free public and commercia application programming interfaces (*APIs’) and
paid data products, we make available to people using Twitter, developers, researchers, and other
third parties access to public Tweets. We encourage devel opers to create products using this data
for purposes that serve the public interest and the general Twitter community. This serviceisa
hallmark of our commitment to transparency, collaboration, and innovation.

To protect the data of people using Twitter, we implemented and enforce a strict “know
your customer” policy for our Enterprise data products. Each year, we receive and review
approximately 1,000 applications for access to our Enterprise data products (i.e., paid access to
public Tweet data). While the mgjority of those applications are for uses consistent with our
policies, we require all customersto go through a thorough review process that involves our
Trust & Safety and Legal teams.

Through that process, we examine both the party seeking access and the stated purpose
for seeking access to public Twitter content. On average, less than half of the applications
require additional information or review by our policy team. However, when we identify an
application that we determine to be inconsistent with our policies—or one that represents a
potential risk to Twitter users or to the general Twitter community—we reject the application
and decline to provide access to our Enterprise APIs. Approximately 5% of the applications we
receive each year are rejected on that basis.

We provide access to public data to third parties engaged in research, marketing, and
advertising, but we strictly prohibit—and will decline applications for—the use of Twitter data
for anumber of other purposes. As stated in our Developer Agreement and Policy, developers
are prohibited from using Twitter content for targeting, segmenting, or profiling individuals
based on health, negative financia status or condition, political affiliation or beliefs, race,



ethnicity, religious or philosophical affiliation or beliefs, sex life or sexual orientation, trade
union membership, data relating to any alleged or actual commission of acrime, or any other
sensitive categories of personal information prohibited by law.

We further prohibit any entity accessing Twitter content from conducting any analyses or
research that isolates a group of individuals or any single individual for any unlawful or
discriminatory purpose or in a manner that would be inconsistent with our users' reasonable
expectations of privacy. Our policies aso prohibit the use of Twitter content (and information
derived from such content) for surveillance purposes, or for investigating or tracking Twitter
users or their content, or for tracking, alerting, or other monitoring of sensitive events (e.g.,
protests, rallies, or community organizing meetings). See
https:.//devel oper.twitter.com/en/devel oper-terms/agreement-and-policy.

Even for permitted users and uses, we restrict the types of data that we make accessible
through our APIs. For example, we do not provide a user’ s phone number or email address
alongside data provided viaany of our APIs. In addition, we provide access to non-public
communications such as Direct Messages (“DMs”) only to the users who send and receive them,
aswell asto developers that users have expressly authorized to manage their DMs (e.g.,
automated customer service).

We provide an Ads API specifically for customers who advertise with Twitter so that
they can manage their ad campaigns. Viathis API, we share programmeatically the same type of
data that would be displayed for an advertiser on ads.twitter.com when a user sees or engages
with an advertiser’s ad. We share this data with advertising customers about their ad campaigns,
aswell aswith developers whom advertising customers have expressly authorized to manage
their Twitter ad campaigns. See
https.//devel oper.twitter.com/en/docs/ads/general/overview/adsapi-application.

Our privacy policy, which is accessible on our website to both users and non-users,
explains our data-sharing policies. Users who open a Twitter account are given an opportunity to
review our privacy policy and are asked to provide their consent. In addition to notifying our
users about how Twitter shares public data viaour platform and APIs, our privacy policy aso
notifies users about how they can control the data we share:

We share or disclose your personal data with your consent or at
your direction, such as when you authorize a third-party web client
or_application to access your account or when you direct us to
share your feedback with a business. If you've shared information
like Direct Messages or protected Tweets with someone else who
accesses Twitter through a third-party service, keep in mind that
the information may be shared with the third-party service.

Subject to your settings, we aso provide certain third parties with
personal datato help us offer or operate our services. For example,
we share with advertisers the identifiers of devices that saw their
ads, to enable them to measure the effectiveness of our advertising
business. We also share device identifiers, along with the interests



or other characteristics of a device or the person using it, to help
partners decide whether to serve an ad to that device or to enable
them to conduct marketing, brand analysis, interest-based
advertising, or similar activities. You can learn more about these
partnerships in our Help Center, and you can control whether
Twitter shares your persona data in this way by using the “Share
your data with Twitter's business partners’ option in your
Personalization and Data settings. (This setting does not control
sharing described elsewhere in our Privacy Policy, such as when
we share data with our service providers.) The information we
share with these partners does not include your name, email
address, phone number, or Twitter username, but some of these
partnerships allow the information we share to be linked to other
personal information if the partner gets your consent first.

See https://twitter.com/en/privacy.! We explain in our privacy policy and identify in our help
center who our current select partners are and how they are permitted to use the data. In addition,
our privacy policy links to the user’ s Personalization and Data settings, where users are able to
opt out of sharing any such data with our select partners. Through our Personalization and Data
settings, we a so provide users with the ability to opt out of receiving personalized ads on Twitter
based on off-Twitter data, personalization across devices, personalization based on the places a
user has been, and tracking where a user sees Twitter content across the web.

While policies and procedures for providing Twitter user datato Enterprise partnersin a
way that protects our users have always been in place, they have evolved over the years to
accommodate new and emerging uses, and to address common guestions and concerns. In 2014,
for example, Twitter began incorporating a partner’s use case (i.e., the specified purpose for
accessing data) into the contractual language of the licensing agreement (a process that was
memorialized in other documentation, but was not a part of the agreement up until that point).
The revised approach resulted in greater scrutiny applied to our review and approval of
devel oper use cases, reflected in the application review process that isin place today. We
continue to adapt and improve this process.

In addition, over the years, we have clarified and detailed with greater specificity
prohibited uses of Twitter user data. In the past, the standard Developer Agreement or
commercia licensing terms were subject to Twitter’s “ Developer Rules of the Road,” which
provided high-level guidance requiring developers to respect our users' reasonable expectations
of privacy. In June 2016, Twitter updated its standard licensing terms to include additional
express restrictions designed to bolster user data protections (discussed below in response to
Question 2). We have adopted and implemented additional restrictions in recent years, and we
continue to reexamine and update relevant policies and procedures to ensure that data of those
who use our services remain secure and free from abuse.

1on April 24, 2018, Twitter updated its privacy policy, effective May 25, 2018. The language above is drawn from
Twitter's updated Privacy Policy, which expands on the language from Twitter’s current Privacy Policy (also
available at the link above). In both versions, users are linked to the Help Center and their Personalization and Data
settings.



Our user protection policies are well-established and long-standing. We a'so continually
refine these policies. For example, in June 2016 we introduced clarifications to further restrict
developers from using the data they obtain from us for monitoring certain sensitive categories,
including, but not limited to, political affiliations and beliefs, health status, race, and national
origin. We have aso expanded our use case review process to include a customer background
check and ongoing due diligence and monitoring of existing customers. In addition, our use case
review now appliesto a greater number of developers, and includes not only Enterprise partners
but also Premium API endpoints (see https://devel oper.twitter.com/en/pricing).

2. How doyou ensurethat user data shared with third party developersisnot
improperly transferred or used?

New Enterprise and Premium API customers and data partners go through areview
process before they are granted access to Twitter user data. That review examines the company’s
history, the proposed use of the data, and privacy and security considerations designed to prevent
misuse of the data

Before devel opers receive access to any Twitter content, all Enterprise partner
applications are manually reviewed to ensure that the proposed use of Twitter user datafalls
within the scope of permitted uses and isin compliance with our developer agreements and
policies. We also conduct standard background checks and reviews of prospective customers, to
ensure we have afull understanding of a prospective customer’s business and end users.

If, in the course of our manual review, we determine that the application warrants further
review (e.g., the company, proposed use, developer geographic location, or ascertained end users
fall into predetermined high-risk categories), our Trust & Safety Team conducts an additional
review of the developer’s application and proposed use of Twitter user data. This step often
requires additional information or commitments from the devel oper about their intended uses and
plans for ensuring compliance with Twitter’s policies.

We routinely reject use cases that do not comply with our rules, and we often require
customers to revise and resubmit applications in order to ensure that they are in compliance with
our policies. Each year, we review approximately 1,000 use cases, 40% of which are then
escalated for further review by our Trust & Safety Team. Once we approve the developer’s
proposed use case, the stated use isincorporated into the agreement and is binding on the
developer. The developer’ s use of Twitter user datais limited to the scope set forth in that
agreement. Deviation from the pre-approved use case in any form is grounds for enforcement
actions, including immediate termination of the agreement and of further access to Twitter data.

As described in greater detail below (see response to Question 5), as part of our data
compliance program, we also regularly investigate our data partners’ use of Twitter datain order
to assess whether their activities are within the scope of their agreement and consistent with our
policies. We examine suspicious indicators that we detect through activity on our platform, and
we investigate companies’ use of Twitter content if and when concerns or suspicions arise. We
also have a process for receiving, investigating, and acting on tips from external parties about
potential misuses of Twitter user data.



In addition, our Developer Policy places a number of restrictions on how all devel opers—
Enterprise partners as well as users of our Premium and public APIs—may use Twitter user data.
We require that they obtain the user’ s express consent prior to taking a number of actions,
including: (1) taking any actions through a user’ s account, including posting content,
following/unfollowing other users, modifying profile information, starting a Periscope
Broadcast, or adding hashtags or other data to the user’s Tweets (authorization of athird-party
application does not by itself constitute user consent); (2) republishing content accessed by
means other than via Twitter APIs or other Twitter tools; (3) using a user’s content to promote a
commercia product or service; (4) storing non-public content such as DMs or other private or
confidential information; and (5) sharing or publishing protected content and private or
confidential information. In addition, our Developer Policy and Agreement strictly prohibits
those who gain access to Twitter user data from sharing the data with other parties for any
prohibited uses. See https://devel oper.twitter.com/en/devel oper-terms/agreement-and-policy.
And, as noted above, we do not provide a user’s phone number or email address alongside data
provided viaany of our APIs. We also prohibit devel opers who access data via our Ads API
from sharing the data we provide to them with anyone other than the specific advertising
customers they access the data on behalf of.

3. Doyou limit the ability of third party developersto collect data beyond the scope
of their application? If so, how do you ensurethat third party developer
agreementsarelimited in scope?

Other than the limited sampling of public data we offer through our free public APIs, we
grant third-party developers access to Twitter user data for specific approved uses only. When
we review an application, we eval uate the scope of the data requested against the developer’s
stated purpose for requesting access. That evauation is designed to ensure that each party’s
access to the datais narrowly tailored to the stated objective for seeking Twitter user data.
Additional information about how we enforce our policiesis contained in response to Question
5, below.

4. What remedies do you have against a third party developer who exceedsthe
scope of their access?

If Twitter determines that developers are in violation of our policies—including by
exceeding the scope of their permitted use of Twitter user data—we take appropriate action,
which could include suspension or termination of the third-party developer’s accessto Twitter's
APIs and data products. In addition, for customers who are in the process of renewing their
developer agreement, Twitter will not process that renewal if the devel oper is found to have
outstanding compliance issues.

We also vigilantly monitor applications that access our public APIs, and we do so
primarily by leveraging automated detection tools. Those tools are able to detect prohibited
activity and suspend those applications found to be engaging in such activity before they have
the opportunity to impact the Twitter user’ s experience on the platform.

With respect to our Ads AP, al third-party applications using the Ads APl must meet
our compliance standards before they are granted access to Twitter user data. If an Ads API
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developer is granted access to Twitter data, but is later found to have violated our rules and
policies, Twitter will immediately suspend that devel oper’ s access to the Ads API. We will not
lift the suspension unless and until the developer rectifiesits prohibited use and demonstrates
that it isin compliance.

We recognize that technology evolves and that bad actors' methods of misusing Twitter
user datawill likely evolve as well. We are committed to continuing to invest all necessary
resources to ensure that our platform remains safe for our users, that our data partners remain
compliant with our devel oper agreements and policies, and that our users data and information
are secure and protected.

5. Do you have protocols built into your third party developer platform to monitor
data usage or access?

Aswe noted in Question 2, prior to providing access to our data, we carefully review and
conduct risk assessments of al prospective Enterprise partners. Before they are granted access—
and as part of the application process—each Enterprise partner is categorized based on a number
of factors, including the customer’ sindustry, country of origin, proposed end users and use case,
data products to which the customer would have access, as well as the product’ s complexity. We
monitor our Enterprise partners’ use of Twitter user data according to their respective
categorization.

Based on that categorization process, the majority of our Enterprise partners do not
generaly warrant escalated review or monitoring. Even for those customers who are not
escalated, however, we nevertheless review the proposed uses and business purpose at the
application stage and prior to renewal of their one-year contractual agreement with Twitter. All
other Enterprise partners are escalated for further review and are more frequently and
substantially investigated for compliance with our policies.

We undertake areview of our escalated customers at the application stage (i.e., prior to
onboarding), and regularly review these customers pursuant to their license agreements at the
three-month mark of their contract with Twitter, and three months prior to their contract renewal
date. That review includes, but is not limited to, revisiting and reviewing the customer’ s records,
evaluating the scope of the customer’s data use, comparing that data use to the customer’s
contractual use case, and examining external sources of information about the customer. We also
conduct ongoing monitoring of our escalated customers through news alerts and notifications
from our Trust & Safety Team.

If weidentify deviations from the contractual scope of the customer’s use case, or if other
issues arise over the course of our review, Twitter launches an investigation into that customer’s
data use. For any specific suspected violations, we contact the customer and notify them of the
investigation, and we request additional relevant information.

Where our investigation has identified a violation of our rules or abreach of the
customer’ s contract, we have a number of options available. Those options include updating the
customer’s use case to ensure all of the customer’ s uses are comprehensively documented in the
customer’ s agreement with Twitter (so long as the new use remains within the scope of our
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policies and procedures), educating the customer about permissible and impermissible uses of
the data, temporarily suspending access to Twitter content, and permanently terminating the
account.

Primarily through automated detection tools we have implemented, we aso monitor data
uses through our public APIs. Asisthe case with respect to spam and malicious activity on our
platform, we are continuing our efforts to detect and prevent abuses of our public APIs. And we
do so by leveraging our technological capabilities and improving our machine learning models to
better detect and stop malicious actors. Our efforts have proved successful. Deploying those
tools, since June 2017, we suspended more than 400,000 malicious applications for API abuse.

Our Trust & Safety and Platform Operations Teams also maintain a Proactive App
Review program to regularly audit and review the activity of applications using our public APIs.
Where warranted, we take enforcement action against applications found to be in violation of the
Developer Agreement and Policy or the Twitter Rules. Since their introduction last year, those
Teams' efforts have resulted in the suspension of more than 5,000 applications, many of which
were large contributors and generators of spam and abuse on our platform. We continue to invest
in both human and technical resources to increase the effectiveness and scale of this work.

With respect to our Ads API, we have established atiered access-granting process in
order to ensure that Ads API developers build their applications in compliance with the Ads API
License Agreement. That process involves both automated and human review components. We
initially grant third-party devel opers accessto Twitter Ads API dataon avery limited basis,
which allows us to circumscribe the amount of data those devel opers can use while testing their
application. Once the devel opers have completed their application integration process, a member
of the Twitter API Partnerships Team will review a demonstration of the application with the
developer. If we determine that the application complies with the Ads API License Agreement,
we will increase the scope of the developer’s accessto Twitter Ads API data, which will alow
the developer to pilot the product and generate case studies to establish the application’ s business
value and performance. A Twitter employee will then review those case studies. If they are
found to be within the scope of permitted uses and in compliance with our rules and policies,
Twitter will lift the restrictions and allow the devel oper greater accessto Twitter Ads API data.

6. What audit procedures do you have to ensure compliance with third party developer
agreements?

a. How often havethese audits been carried out?
b. How compliant havethird party developersbeen?

The answer to Question 6 has been provided in response to Question 4 and Question 5.

7. Havethird party developers breached your terms/agreementsin the past, and what
remedies have you taken?

The answer to Question 7 has been provided in response to Question 4.



8. What areyour current policiesand procedureswith respect to notifying users of a data
breach?

a. How havethese policies and procedur es evolved/changed since 20107?
b. Doyou intend to make any changesin light of recent events?

In the event of a data-breach incident, we evaluate two key questions in determining
whether notifying our usersis necessary or warranted. First, we assess whether thereis an
applicable legal obligation to notify the users who were impacted by the breach. If such an
obligation exists, we proceed to develop a user notice protocol based upon applicable law and
best practices. Second, even if thereis no legal requirement to notify, we evaluate whether
issuing a notice to impacted accounts would advance transparency and greater security
awareness or understanding on the part of the impacted users. We aso consider whether those
interests would be advanced by a user education effort beyond directly impacted users.

Our practices reflect longstanding Twitter positions on user transparency and choice. In
the past, Twitter has notified users of security incidents even in circumstances where no data
breach occurred and where no legal obligation obligated us to provide such notice. We have done
so based on the analysis described above.

9. What areyour current policiesand procedureswith respect to notifying users of
an improper transfer of their data?

a. How havethese policies and procedures evolved/changed since 20107?
b. Doyou intend to make any changesin light of recent events?

In the event of an improper transfer of private data, Twitter follows the policies described
in response to Question 8. For an improper transfer of data that a user has previously chosen to
make public, such as a public Tweet, Twitter will take appropriate action based on a variety of
factors. For example, as described in response to Question 2 above, Twitter regularly terminates
API access for developers that violate Twitter’ s policies or otherwise engage in actions that raise
privacy and/or security concerns.

10. Do you restrict the ability of third party developersto access data for a political
purpose?

As noted above, developers seeking access to Twitter user data are prohibited from using
that data (or sharing the data with any entity) to target, segment, or profile individuals based on
thelir political affiliation or beliefs. Applications for access to our Enterprise data products that
state or suggest that they would use Twitter user data for those purposes are denied access to
Twitter content viaour APIs. While we may allow research institutions to access user datain
order to assess the impact of a political movement or politically affiliated group, those use cases
are carefully scrutinized and are narrowly tailored to the institution’ s stated purpose, and are still
bound by our policies prohibiting tracking and monitoring users.

We aso require our Ads API developers to comply with our Twitter Ads Policy
regarding political campaigning, which requires political advertisers to comply with applicable
laws regarding disclosure and ads content, eligibility restrictions, and blackout dates for the



countries in which they advertise. See https://busi ness.twitter.com/en/hel p/ads-policies/restricted-
content-policies/palitical -campai gning.html.

11. What engagement do you have with political campaigns and do you have policies and
procedur es gover ning these engagements?

a. How havethese policies and procedur es evolved/changed since 20107?
b. Doyou intend to make any changesin light of recent events?

During election periods, Twitter staff often meets with campaign staff in order to educate
them about how to use the platform and obtain the best value for the campaign’s advertising
spend. Thisisaservice we offer to al of our large advertisers; it is not unique to any campaign
or to election campaigns. We have separate teams that exclusively service a particular political
party, and we prohibit any employee from sharing confidential information of one advertiser
with another. Political advertisers are all subject to our standard ads policies, and we ensure that
thereis parity in our advertising offerings and servicesto all candidates.

12. How do you monitor the ability of foreign entities to access user data? What
restrictionsarein placeto limit such access?

Although the restrictions we place on third parties’ accessto our users' data apply to
foreign and domestic entities alike, we apply a heightened degree of scrutiny to applications
from countries that Twitter considers to be high-risk jurisdictions based on independent, external,
and non-governmental indicators. Countries that place significant restrictions on freedom of
speech and freedom of the press, or which exhibit high degrees of public corruption, are
generally categorized as high risk. While Twitter does not categorically prohibit the use of data
in certain markets (except as prohibited by law), we balance open, global access to our platform
against potential risksin certain jurisdictions where third parties would seek access to our user
data for surveillance purposes (i.e., to monitor individuals' conduct and speech about
controversial issues). Accordingly, pursuant to our standard review procedures, applications
from those jurisdictions are escalated for further review by our Data Compliance Team and may
be subject to additional restrictions (or may not be permitted to license data at al).

13. How do you monitor the ability of foreign entitiesto influence and interferewith U.S.
elections?

Aswe noted in our January 19, 2018 update to Congress, our efforts to detect and stop
malicious activity on our platform continue, particularly in the context of elections. Based on the
understanding we have gained from our retrospective review of activity on our platform during
the period leading up to the 2016 election, we have established an internal, cross-functional team
dedicated to addressing election-related instances of abuse on Twitter.

The election team addresses this challenge in a number of ways. Among other things, to
detect and promptly address impersonation attempts, the team will verify accounts of maor party
candidates for all statewide and federa offices, aswell as al maor nationa party accounts. In
addition to monitoring and enforcing the Twitter Terms of Service and Twitter Rules, the
election team will cooperate and communicate with federal and state election officials to swiftly
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escalate and address in real time attempts at election interference. And consistent with Twitter’s
commitment to curtailing malicious automation, spam, and fal se accounts on our platform, the
election team will focus on deploying our proprietary tools specifically to detect and stop
malicious election-related activity.

We were pleased to learn that the Federal Bureau of Investigation has launched a Task
Force to assist companies and the public in identifying foreign manipulation efforts through
socia media platforms. We believe that federal |aw enforcement agencies are uniquely
positioned to access, synthesize, and comprehend disparate sources of intelligence, and to alert
the public, Congress, and social media companies of their findingsin away that provides a
broader picture of the activity. The speed and nature of dissemination of information across the
Internet—and across platforms—present substantial, novel, and unique challenges. Aswe
continue improving our ability to recognize and tackle these critical challenges, we appreciate
and welcome the input and guidance of outside entities such as the FBI. We will continueto
work closely with other companies, civil society, experts, and law enforcement to consider these
challenges for Twitter, the Internet, and society as awhole in light of the larger ecosystem of
how information spreads.

14. Areyou awar e of any foreign entities seeking to influence or interferewith U.S.
electionsthrough your platforms?

Aswe noted in response in Question 13, our efforts to identify and halt attempts to
interfere with the electoral processin any capacity (whether foreign or domestic) continue. We
aretaking all available steps to identify and stop any such activity on the platform. We also
appreciate the efforts of the Foreign Interference Task Force work undertaken by the FBI, and, as
we have done since the 2016 election, we will continue to work with law enforcement
concerning any suspected election interference activity identified on our platform.
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