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Good morning Chairman Leahy, Ranking Member Grassley, and Members of the
Committee. | am pleased to be here during Sunshine Week, to address the effect of the Supreme
Court's recent decision in Milner v. Department of the Navy on agencies' administration of the
Freedom of Information Act (FOIA) and to discuss the Department of Justice’s continued efforts
of the past year to ensure that President Obama's January 21, 2009 Memorandum on the FOIA,
as well as Attorney General Holder's FOIA Guidelines, are fully implemented. As the lead
federal agency responsible for implementing the FOIA across the government, the Department of
Justice is strongly committed to encouraging compliance with the Act by all agencies and to
promoting open government.

The Attorney General issued his new FOIA Guidelines during Sunshine Week three years
ago, on March 19, 2009. The Guidelines address the presumption of openness that the President
called for in his FOIA Memorandum, the necessity for agencies to create and maintain an
effective system for responding to requests, and the need for agencies to proactively and
promptly make information available to the public. Stressing the critical role played by agency
Chief FOIA Officers in improving FOIA performance, the Attorney General called on all Chief
FOIA Officers to review their agencies' FOIA administration each year and to report to the

Department of Justice on the steps taken to achieve improved transparency. These Chief FOIA



Officer Reports were completed last week for the third time since the Attorney General's FOIA
Guidelines were issued.

The Chief FOIA Officer Reports have become an invaluable tool for assessing agency
implementation of the FOIA Guidelines. Each year they have also illustrated the broad array of
activities agencies have undertaken to improve their administration of the FOIA and to improve
transparency overall. This past year, the Department of Justice directed agencies to address new
questions in their Chief FOIA Officer Reports that build on the successes of the 2011 Reports.
For example, in addition to asking agencies to describe their efforts to make information
available on agency websites, for 2012, we asked agencies to also address any steps that had
been taken to make that posted information more useful to the public. Based on our review of
both the Chief FOIA Officer Reports and agency Annual FOIA Reports, it is clear that agencies
continue to make real progress in applying the presumption of openness, improving the
efficiency of their FOIA processes, reducing their backlogs of pending FOIA requests,
expanding their use of technology, and making more information available proactively. While
there is always more work to be done, for the third year in a row, agencies have shown that they
are improving FOIA compliance and increasing transparency.

In Fiscal Year 2011, agencies were faced with an increase in the number of incoming
FOIA requests, which rose from 597,415 in Fiscal Year 2010 to 644,165 in Fiscal Year 2011.
Notably, the Department of Homeland Security experienced a 35% increase in the number of
incoming requests. Overall, agencies were able to increase the number of requests that they
processed in Fiscal Year 2011, increasing the number of processed requests by 30,575. Most

significantly, when agencies processed those requests they increased the amount of material that



was provided to the requester. Indeed, for those requests where records were located and
processed for disclosure, the government released records in full or in part for 93.1 % of those
requests. This marks the third straight year in which the government achieved such a high
release rate. This sustained, high release rate is a tribute to the efforts of FOIA professionals
across the government as they work tirelessly to apply the FOIA Guidelines to the hundreds of
thousands of requests they process throughout the year.

Agencies also continue to meet the demand for public information by proactively posting
information of interest to the public. For example, the Department of Education annually
receives more than 700 requests for contracts, grant applications, and information about federally
funded programs. Through efforts to proactively identify these records and post them online, the
Department of Education increased the amount of material it proactively disclosed in its FOIA
Library by 25%. The Department of Homeland Security increased the amount of information it
proactively released by 43%, posting nearly nine thousand pages of new information on its
website. Similarly, the Department of State added over two thousand documents to its online
Rwandan Declassification Collection. Within a day of issuing the long-awaited accident report
for the 2010 Upper Big Branch mining disaster, the Department of Labor's Mine Safety and
Health Administration posted a substantial amount of supporting data that was considered in the
report, including nearly 30,000 pages of interview transcripts.

In addition to proactively posting new information, many agencies have also taken steps
to make the information on their websites more useful to the public. Several agencies undertook
efforts this past year to redesign their websites to make them more user-friendly and to improve

their websites' search capabilities. For example, the Department of Energy recently consolidated



and upgraded several websites into a new department-wide website, which utilizes interactive
maps and graphics to display information in a more accessible format and allows users to search
for documents and resources using a single search engine. Agencies are utilizing online portals
and dashboards to facilitate access to information. For example, the Department of Energy
created a FOIA portal that is full-text searchable and provides access to documents previously
released under the FOIA. The Department of Agriculture added material to its Tribal Institutions
Portal to provide information on applying for and managing grants. The Federal Aviation
Administration launched a new online dashboard to provide the public with information on the
modernization of air transportation system infrastructure. The Department of Transportation is
publishing information through an Application Program Interface. Numerous components of
the Department of Defense made improvements to their websites, created systems to facilitate
the proactive posting of contracts, and used social media to educate the public in real time about
vital information on available programs and resources, such as those relating to traumatic brain
injury. The Department of Health and Human Services' Administration for Children and
Families has installed a live chat feature on the website of its Child Welfare Information
Gateway, through which users can engage with an Information Specialist who will assist with
questions, concerns, or trouble locating information.

Embracing the President's FOIA Memorandum and the Attorney General's Guidelines,
many agencies have gone beyond using their websites to disseminate information of public
interest and have increasingly utilized social media tools such as blogs, Twitter, Facebook, and
YouTube to reach a wider audience. For example, the Internal Revenue Service posted Tax Tips

videos on YouTube in English, Spanish and sign language, and is in the process of promoting a



smartphone application called IRS2Go, which will give users a convenient way of checking their
federal refund status and obtaining easy-to-understand tax tips. The U.S. Customs and Border
Protection continued using YouTube videos, Twitter and Flickr this past year to proactively
release information about seizures and other activities related to its mission. Similarly, the
Department of Education notified the public of important events and provided information
through its blog, electronic newsletters, Twitter, Facebook, and YouTube. These are just a few
of the many examples of notable agency accomplishments that are detailed in the agency Chief
FOIA Officer Reports for 2012.

| am also pleased to report that this past fiscal year many agencies were able to reduce
their FOIA backlogs. Ten of the fifteen cabinet agencies reduced their backlog of pending
requests for Fiscal Year 2011. For example, despite receiving over 3,500 more requests this
past fiscal year than in Fiscal Year 2010, the Department of Health and Human Services reduced
its backlog by 32%. The Department of Defense made a concerted effort this past year to reduce
its backlog, with several of its components raising backlog concerns directly with their senior
leadership offices. As a result of these efforts, the Defense Logistics Agency, National
Geospatial-Intelligence Agency, and Defense Intelligence Agency reduced their backlogs by
69%, 38%, and 29%, respectively, with the agency overall reducing its backlog by 5%. The
Department of State was able to achieve an impressive backlog reduction of 60% by streamlining
its process for handling the substantial amount of referrals it receives each year. The Department
of Interior was also able to reduce its backlog, achieving a 25% reduction.

Despite these significant backlog reduction efforts by many of the large Departments,

overall the government had an increase in the FOIA request backlog this past fiscal year. This



increase can be traced to the dramatic increase in the number of FOIA requests received by the
Department of Homeland Security, which, in turn, contributed to a much higher request backlog
at that agency.

| am particularly pleased to report on the successes achieved by the Department of
Justice. This past fiscal year, the Department increased the number of responses to FOIA
requests in which records were released in full or in part. Fiscal Year 2011 also marked the
second straight year in which the Department maintained a record high 94.5% release rate for
requests involving responsive records. Perhaps even more significant, the Department released
records in full in response to 79% of requests where records were released. Further, despite
three straight years of receiving over 60,000 requests, the Department increased the number of
requests processed and reduced our backlog of pending requests by 26%. A parallel reduction in
backlog was achieved for pending administrative appeals, with OIP reducing that backlog by a
full 41%. The Department also improved the average processing time for both simple and
complex FOIA requests. All of these things, both at DOJ and across the government, are
concrete examples of improvements made to the administration of the FOIA. There is still work
to be done, but we are continuing to make significant, tangible progress in implementing
Attorney General Holder's FOIA Guidelines and President Obama's FOIA Memorandum.

My Office carries out the Department's statutory responsibility to encourage compliance
with the FOIA. We have been actively engaged from the very start in a variety of initiatives to
inform and educate agency personnel on the Administration's commitment to open government
and to specifically encourage compliance with both the letter of the law and the spirit of

openness that form the foundation for the directives from the President and the Attorney General.



Our engagement started within two days of issuance of the President's FOIA
Memorandum, when OIP sent initial guidance to agencies informing them of the significance of
the President's Memorandum and advising them to begin applying the presumption of disclosure
immediately to all decisions involving the FOIA. OIP issued extensive written guidance which
provided agencies with concrete steps to use and approaches to follow in applying the
presumption of openness. In the past two years, OIP has provided agencies with additional
guidance addressing a range of issues relating to the FOIA. In issuing this guidance, OIP has
listened to concerns raised by the FOIA requester community and on multiple occasions has
created policy guidance to specifically address those concerns.

| have also reached out to, and met individually with the Chief FOIA Officers of those
cabinet agencies that receive and process the overwhelming share of FOIA requests.
Additionally, as part of the Department's Open Government Plan, | joined the Associate Attorney
General, who is the highest-ranking Chief FOIA Officer in the government, in several meetings
with all the Chief FOIA Officers of the cabinet agencies to discuss the implementation of the
Attorney General's FOIA Guidelines and other open government initiatives. These meetings
have become an invaluable opportunity for the Chief FOIA Officers to hear directly from the
Department of Justice as we promote the goals of the President's and the Attorney General's
directives and reinforce our joint commitment to openness and transparency.

Since the issuance of the Attorney General's FOIA Guidelines, OIP has also conducted
numerous training sessions specifically focused on the President's and Attorney General's
transparency initiative. In 2011, OIP conducted forty-seven separate training sessions for agency

personnel and also continued to reach out to the public and the requester community. In 20009,



OIP began holding roundtable meetings with interested members of the FOIA requester
community to engage in a dialogue and share ideas for improving FOIA administration. In
response to the interest expressed by agency FOIA professionals in being able to attend the
Requester Roundtables, and the enthusiastic response by the requester community to the idea of
meeting with those FOIA professionals, shortly after Sunshine Week last March, OIP held the
first-ever FOIA Requester-Agency Town Hall meeting. The Town Hall event was a great
success, bringing agency FOIA personnel and frequent FOIA requesters together to exchange
ideas, share concerns, and engage in a discussion of common issues. OIP plans to make the
FOIA Town Hall an annual event and will be convening the next one in the coming months.

As you know, each year, agencies submit to the Department of Justice their Annual FOIA
Reports, which contain detailed statistics on the number of requests and appeals received and
processed, their disposition, and the time taken to respond. This past year, OIP updated both its
guidance for preparing the Annual Reports and the tool developed by the Department which
assists agencies in providing their data in an "open" format as required by the Open Government
Directive. The Department continues to receive very positive feedback from agencies on the
value of using the tool, with its built-in math checks and other features that alert agencies to data
integrity issues. Agency Annual FOIA Reports for Fiscal Year 2011 are posted together on
OIP's website and the data from the reports has been added to FOIA.Gov, the Department's new
governmentwide, comprehensive FOIA website.

FOIA.Gov has revolutionized the way in which FOIA data is made available to the
public. While initially envisioned as a "dashboard" to illustrate statistics collected from agency

Annual FOIA Reports, the Department almost immediately began to expand its capabilities and



we continue to add new features each year. With well over a million visitors since it was
launched last March, the website has become a valuable resource for both the requester
community and agency FOIA personnel. The website takes the detailed statistics contained in
agency Annual FOIA Reports and displays them graphically. FOIA.Gov allows users to search
and sort the data in any way they want, so that comparisons can be made between agencies and
over time.

FOIA.Gov also serves as an educational resource for the public by providing useful
information about how the FOIA works, where to make requests, and what to expect through the
FOIA process. Explanatory videos are embedded into the site and there is a section addressing
frequently asked questions and a glossary of FOIA terms. FOIA contact information is provided
for each agency, including their Chief FOIA Officer and all their FOIA Requester Service
Centers and FOIA Public Liaisons. Further, the website spotlights significant FOIA releases and
gives the public examples of record sets made available by agencies to the public.

In our most recent improvements to the site, we expanded its scope in yet another way by
adding a new feature designed to help the public locate information. We added a search tool to
FOIA.Gov that allows the public to enter search terms on any topic of interest. FOIA.Gov then
searches for information on that topic across all federal government websites at once. This
search tool captures not just those records posted in agency FOIA Libraries, but also records
posted anywhere on an agency's website. This more expansive search capability is particularly
significant given the steady stream of information that agencies are making available proactively
on their websites. FOIA.Gov's search tool provides an easy way for a potential FOIA requester

to first easily see what information is already available on a topic. This might preclude the need



to even make a request in the first instance, or might allow for a more targeted request to be
made.

We launched yet another new feature just a few weeks ago, by including hyperlinks to
agency online request forms. As agencies look for ways to improve the FOIA process and to
increase efficiency, many have developed the capability to accept FOIA requests online.
Currently there are 111 offices throughout the government that provide requesters with the
ability to make a request online. As part of the Department's continuing efforts to improve
FOIA.Gov, we have added links to these online forms to FOIA.Gov, so that when a requester is
on the site and decides to make a request to an agency with online request-making capability,
with just "one click™ the request can be made directly from FOIA.Gov. | am very pleased to
report that OIP itself has just launched an online capability which allows the public to make
requests for the leadership offices of the Department online and also to file an administrative
appeal online. OIP's online portal allows the public to establish their own user accounts so that
they can track the status of their request or appeal at any time online. Requesters will also
receive their determinations from OIP via their online accounts, as well as the documents
responsive to their requests. As we move forward the Department will look to enhance the OIP
Portal to ensure compliance with the President’s National Strategy for Trusted Identities in
Cyberspace. This policy calls for the development of interoperable digital credentials that reduce
the need for users to create multiple account credentials and passwords to access online services.
As more and more agencies add this capability to their FOIA programs they will be harnessing

the power of technology to improve FOIA processing, in keeping with the President's and
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Attorney General's focus on better utilization of technology to make information available to the
public.

In addition to our work in implementing the Attorney General's FOIA Guidelines, one of
OIP's key responsibilities is developing legal guidance to assist agencies in complying with the
many legal requirements of the FOIA. That guidance is particularly needed when there are
major changes in the law, such as occurred with the dramatic narrowing of Exemption 2 by the
Supreme Court in Milner v. Department of the Navy, 131 S. Ct. 1259 (2011).

As you know, in Milner the Supreme Court overturned thirty years of established FOIA
precedent by restricting the scope of Exemption 2 to matters related solely to personnel rules and
practices. In doing so, the Court significantly narrowed the reach of Exemption 2, leaving
exposed many different types of sensitive information, such as critical infrastructure and cyber
security information, or information like that at issue in Milner itself, which concerned
explosives and weapons data for munitions stored at a Naval facility where the concern was that
disclosure would threaten the security of the base and the surrounding community.

Prior to Milner, agencies had long followed the expansive interpretation of Exemption 2
provided by the Court of Appeals for the District of Columbia Circuit in Crooker v. ATF, 670
F.2d 1051, 1073-74 (1981). In Crooker, the D.C. Circuit ruled that Exemption 2 -- which by its
terms exempts from mandatory disclosure under the FOIA matters "related solely to the internal
personnel rules and practices of an agency" -- should be interpreted more broadly according to a
two-part test. Under Crooker the information first had to qualify as "predominantly internal” and
second, it had to be either of no public interest or trivial in nature, which was referred to as "Low

2," or be more substantial in nature if disclosure would risk circumvention of the law, which was
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referred to as "High 2." The D.C. Circuit reasoned that this interpretation of the exemption
"flowed from FOIA's 'overall design,' its legislative history, 'and even common sense' because
Congress could not have meant to ‘enac[t] a statute whose provisions undermined . . . the
effectiveness of law enforcement agencies.” Milner v. Department of the Navy, 131 S. Ct. 1259,
1263 (2011) (quoting Crooker, 670 F.2d at 1074).

A substantial body of caselaw was developed over the years concerning "High 2," with
courts upholding protection for many different types of sensitive information when its disclosure
would risk circumvention of the law. Protection was afforded to information such as guidelines
for undercover agents, vulnerability assessments, security techniques, audit guidelines, agency
testing materials, agency credit card numbers, military rules of engagement, guidelines for
protecting government officials, and records pertaining to aviation watch lists and other watch
lists and information pertaining to the security of our borders maintained fornational security
purposes.

The Supreme Court in Milner, however, rejected the Crooker court's recognition of "High
2" as inconsistent with the plain language of Exemption 2. Based on the plain language of the
exemption, the Supreme Court ruled that the exemption's reach was limited to matters solely
related to "personnel.” It was the term "personnel,” that the Court found "most clearly marks the
provision's boundaries.” Id. at 1264. As a result of that ruling, a wide range of sensitive material
whose disclosure could cause harm and which had been protected under the D.C. Circuit's "High
2" formulation of the exemption is now at risk. A legislative amendment to Exemption 2 is
critical in order to alleviate that risk.

For three decades, agencies had protected under "High 2" homeland-security and critical
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infrastructure information, law enforcement procedures, audit criteria, and other information that,
if disclosed, would risk circumvention of the law. Although it limited the scope of Exemption 2
to matters related solely to internal personnel rules and practices, the Supreme Court was
sympathetic to the policy concerns raised by the government concerning the need to protect
information when its disclosure risked harm. The Supreme Court stated that it "recognize[d] the
strength” of the Department of the Navy's interest in the case before it to "safely and securely
store military ordinance.” Indeed, the Court went on to note that "[c]oncerns of this kind—a
sense that certain sensitive information should be exempt from disclosure—in part led the
Crooker court to formulate the High 2 standard.” 1d. at 1270-71. The Court acknowledged that
it might be necessary for the Government to "seek relief from Congress.” Id. at 1271.

The Supreme Court suggested that agencies might, in some circumstances, be able to
utilize other FOIA exemptions to protect material previously covered by High 2. In OIP's
guidance to agencies we suggested just that and provided agencies with possible alternatives to
Exemption 2. Nonetheless, it is unlikely that existing FOIA exemptions will suffice to protect, in
all instances, every category of information whose release could cause harm.

In the months since the decision in Milner some agencies have sought statutory relief
from mandatory disclosure under the FOIA for discrete categories of records they maintain. This
piecemeal approach, using separate withholding statutes that then fall under Exemption 3 of the
FOIA, is not the ideal solution. Such an approach does not sufficiently ensure protection for all
agencies and for all categories of information that were long protected under "High 2" and now
are at risk of disclosure. The Supreme Court’s decision in Milner was based on the plain

language of Exemption 2. In turn, the Department of Justice believes that the preferred course of
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action would be to amend Exemption 2 so that its plain language addresses the need to protect
against disclosures that would risk circumvention of the law.

Open Government groups, reporters, and other interested members of the FOIA requester
community are understandably interested in this issue as well. The precise contours of a
proposed legislative amendment to Exemption 2 will need to take into account both the interests
of the agencies in preventing circumvention of the law and safeguarding national security — an
interest with which requesters undoubtedly would not disagree — and the shared interests of the
requesters and the Department in ensuring that exemptions are precisely crafted so as to not
unnecessarily sweep too broadly. Given that agencies and the public have had three decades of
experience with a far more robust Exemption 2, one that provided for protection against risk of
circumvention of the law, and in light of the fact that there is legislative history supporting such a
reading, amending the exemption to reinstate that protection should be informed by that prior
experience and history.

In closing, the Department of Justice looks forward to working together with the
Committee on all matters pertaining to the government-wide administration of the FOIA,
including efforts to protect the vital interests that have been left exposed by the Supreme Court’s
Milner opinion. | would be pleased to address any question that you or any other Member of the

Committee might have on this important subject.
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