
 

 

Questions for Senator Franken for Ms. Rich 

 

1.  Ms. RICH, the FTC has issued best practices for app developers.  One of the key best 

practices you have is that app developers should always get affirmative express consent before 

collecting or sharing sensitive information like geolocation data.   It’s not enough for apps to do 

it and then let users opt-out.   

 My bill also sets up an opt-in rule for collection or sharing of location data.  Why did you 

set this standard where you did – and is there precedent for it? 

 

The Commission supports the LPPA’s requirement that covered entities obtain affirmative 

express consent from consumers before knowingly collecting or disclosing geolocation 

information.  As you note, this approach mirrors guidance in our 2013 staff report on 

mobile privacy disclosures, in which we discussed the importance of transparency in the 

mobile space through just-in-time disclosures and obtaining opt-in consent before allowing 

access to sensitive information like geolocation.
1
  Moreover, the FTC’s 2012 Privacy Report 

addressed the heightened privacy concerns presented with the collection and use of 

sensitive personal information, such as geolocation information, and why robust privacy 

controls like affirmative express consent are  warranted for this kind of information.
2
   

 

Geolocation information is sensitive because it can reveal a consumer’s movements in real 

time and over time.  Geolocation may also expose other types of sensitive information, such 

as health or financial information.  For instance, geolocation information can disclose if a 

consumer has gone to an AIDS clinic or cancer treatment center and how often he or she 

has gone.  It can provide information about where a person lives, works, shops, and goes 

out to eat.  It can disclose a child’s route to and from school.  As discussed in our Privacy 

Report, when sensitive information is involved, the likelihood that data misuse could lead 

to discrimination or other harms is increased.  Thus, the Commission has recommended 

the companies obtain opt-in consent from consumers before collecting sensitive information 

for either first-party or third-party uses. 

 

The Commission’s recommendations are in line with a number of self-regulatory 

frameworks in which industry agrees that geolocation data is sensitive and should be 

handled with care.
3
  But, inconsistencies in the application of self-regulatory codes can 
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make it challenging for an entity to know exactly what it should do when collecting or using 

geolocation data.  And membership in a self-regulatory body is voluntary.  The LPPA 

provides much-needed rules of the road that can help industry compliance and provide 

enforcement tools to ensure that consumers are protected. 
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