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Mr. Chairman, thank you for holding today’s oversight hearing. | welcome
Director Comey for his first hearing as Director of the Federal Bureau of
Investigation (FBI). There are many issues to discuss about the FBI’'s
important work protecting the United States from many different threats.

Unfortunately, | must start by pointing out that it was only on Monday that
we received answers to our questions for the record from our last FBI
oversight hearing eleven months ago. In addition, the answers we received
are marked current as of August 26, 2013 — almost nine months ago.

| understand that this is because the FBI completed its answers in August
and submitted them to the Justice Department. Then they apparently
disappeared into a black hole.

As | told the Attorney General in January when he appeared for an oversight
hearing without having responded to the previous year’s hearing questions,
this is simply not acceptable.

When we met before Director Comey’s confirmation, | provided him with a
binder of all the letters and questions for the record still pending with his
predecessor. The FBI has a pretty dismal record of responding to my
questions.

I wish | could say that all of those unanswered issues have been fully dealt
with, but they have not. However, | would like to commend Director Comey
for recently beginning to make an effort to improve the FBI’s level of
communication with my office.

Ignoring my questions does not make them go away. They need to be
answered fully and completely, and in good faith.
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Turning to the FBI’'s priorities, counterterrorism rightfully remains at the top.
Since the September 11 attacks, the wall between intelligence and criminal
cases has come down, and our country is safer as a result.

I'm glad Congress is now in the process of considering reforms to some of
the national security legal authorities, even as the President keeps changing
his view about what is needed to keep us safe. However, Director Comey
pointed out in the press a few months ago that some of these reforms would
actually make it harder for the FBI to do terrorism investigations than bank
fraud investigations. | hope we’ll have the opportunity to discuss this topic
more today. At least those types of reforms seem unwise.

Of course, the threats to our Nation are broader than just terrorism.
Cybercrime of all types is on the rise, as this week’s events illustrate. |
applaud the FBI’s efforts to hold the Chinese government accountable for
stealing the trade secrets of U.S. companies and as a result, American jobs
as well.

I also congratulate the FBI on its work to hold the developers of Blackshades
accountable for unleashing a computer program that can steal users’
passwords and files, as well as activate their webcams, all without their
knowledge. Crimes are increasingly high-tech, and the tools available to the
FBI to combat them must be as well. But in many cases, these tools have at
least the potential for misuse that could jeopardize the privacy of innocent
Americans.

I'd like to discuss the Department of Justice Inspector General’s
recommendation that the FBI develop special privacy guidelines concerning
its use of drones. I'd also like to inquire about a proposal by the Department
of Justice that would make it easier for the FBI to hack into computers for
investigative purposes.

Despite the FBI's external successes, | find its internal lack of cooperation
with its Inspector General troubling. According to the Inspector General, the
FBI has significantly delayed his office’s work by refusing to turn over grand
jury and wiretap information when he deems it necessary for one of his
reviews. The Inspector General Act authorizes the Inspector General to
access these records.

However, the Inspector General informed me last week that, “All of the

Department’s components provided . . . full access to the material sought,
with the notable exception of the FBI.” According to the Inspector General,
“the FBI’s position with respect to production of grand jury material . . . is a

change from its longstanding practice.”
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From 2001 through 2009, the FBI routinely provided this information to the
Inspector General. So, I'd like to know why the FBI has been stonewalling
the Inspector General, and what changed after 2009 to cut off the flow of
information from the FBI.

In addition, | have questions about the status of the Justice Department’s
report on the FBI's whistleblower and anti-retaliation procedures. Nineteen
months ago, President Obama issued a Presidential Directive related to the
FBI's whistleblower procedures. It directed that the Attorney General
produce a report within six months on how well the FBI follows its own
whistleblower and anti-retaliation procedures.That report was also to
examine the effectiveness of the procedures themselves and whether they
could be improved.

The Attorney General’s report is now more than a year overdue, which is
simply unacceptable. The FBI is in dire need of an update to these
provisions. For years, | have asked the Bureau about specific whistleblowers
who came to my office, going back to Fred Whitehurst in the 1990s. Time
and time again, | have heard from whistleblowers that the FBI procedures
are an ineffective protection against retaliation.

When the Attorney General’s report didn’t come out at the six-month mark,
I also asked the Government Accountability Office to look at this same issue.
The FBI needs to cooperate with GAO on its review.

Finally, as Director Comey points out in his testimony, the FBI is actively
investigating wrongdoing and getting results every day. That is why it is so
perplexing to hear nothing at all from the FBI concerning its investigation
into the targeting of Tea Party groups by the Internal Revenue Service.

It’s been just about a year since the investigation was opened. | hope we’ll
have the time today to talk about the status of that investigation.

I’'m also concerned about how the FBI handled the Boston Marathon
bombing. The bombing reminded America that it is not immune from major
terrorist attacks. There is still much to be learned from events prior to and
following the incident.

The FBI has been given vast powers under Title 18 and Title 28 of the U.S.
Code. However, a report issued by the Inspector Generals of the
Intelligence Committee in April 2014 found that many of these investigative
powers were not even used in a counter-terrorism assessment of one of the
alleged bombers, Tamerlan Tsarnaev.
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The report notes that the FBI did not visit Tamerlan Tsarnaev’'s mosque and
failed to interview several people with intimate knowledge of him, including
his wife or former girlfriend. The report states the FBI did not search all
available databases for information on Tsarnaev, including several telephone
databases and databases with information collected under the Foreign
Intelligence Surveillance Act. Especially in light of all the controversy over
bulk collection, it is curious that the FBI didn’t even use all the tools
available to it.

If the FBI and its agents choose, for whatever reason, not to use all
available tools we have provided to root out terrorists, then we risk future
attacks. Following the bombing, while the FBI made great efforts to keep us
informed of their investigative actions to identify and capture the bombers,
there were questions my staff asked that remain unanswered. Simple
questions like: when were the brothers identified as suspects on surveillance
video? Who made the identifications?

Leaving these questions hanging in the wind creates a perception that the
FBI is hiding something. While I don’t believe this to be the case, | also
don’t understand why Director Comey, who promised transparency in his
confirmation hearing only a year ago, would allow this to occur.

Over two and a half years ago, Director Mueller promised us a report on the
FBI's handing of Boston mobster Mark Rossetti. At the time, the FBI
admitted that it broke its own rules by hiding Mr. Rossetti’s status as an
informant from the Massachusetts State Police.

This is especially significant given that the FBI also hid information from the
State Police regarding Whitey Bulger. Given the Bulger case and Mr.
Rossetti’s own history, this delay is unacceptable.

I also still have questions about the FBI’s investigation of conservative
commentator Dinesh D’Souza. When Mr. D’Souza was arrested, prosecutors
asserted that the case was the result of “a routine review by the FBI of
campaign filings with the FEC.” This raised questions for many observers,
including liberal legal scholar Alan Dershowitz. Senators Sessions, Cruz,
Lee, and | wrote the FBI on February 19, 2014, asking whether these
“routine reviews” existed.

The FBI refused to answer the questions raised on the grounds that Mr.
D’Souza might use the defense that he was being selectively prosecuted.
Yesterday, Mr. D’Souza pled guilty. Now that it’s clear that Mr. D’Souza will
not use this defense, the FBI should be transparent and answer the
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questions we asked over three months ago. If the facts would rebut the
perception expressed by Mr. Dershowitz and others who were skeptical

about this case, then there is no reason the FBI should resist talking about
those facts.

I look forward to discussing these and a variety of other issues, time
permitting. Thank you.

Page 5 of 5



U.S. Department of Justice

Office of the Inspector General

May 13, 2014

The Honorable Charles E. Grassley
Ranking Member

United States Senate

135 Hart Senate Office Building
Washington, D.C. 20510

Dear Senator Grassley:

I write in response to your correspondence dated March 28, 2014,
requesting communications and documents between the Department of Justice
Office of the Inspector General (OIG) and the Department of Justice
(Department) regarding the OlG’s attempts to gain access to certain
Department records pursuant to the Inspector General Act in connection with
several recent OIG reviews.

We have enclosed 12 documents with this correspondence that are
responsive to your request in that they describe the substantive legal issues,
and provide much of the background and history and the positions taken on
these access issues by the OIG, the Department, and the Federal Bureau of
Investigation (FBI). The 12 documents enclosed with this correspondence
include the following:

Summary of the OIG’s Position Regarding Access to Documents
and Materials Gathered by the FBI, which was created by the OIG
in October 2011.

Letter from Deputy Attorney General James M. Cole to FBI General
Counsel Andrew Weissmann and OIG Acting Inspector General
Cynthia Schnedar, dated November 18, 2011, regarding access to
credit reports obtained pursuant to Section 1681u of the Fair
Credit Reporting Act (FCRA) related to the OIG’s review of the FBI’s
use of national security letters (NSLs).

Letter from Attorney General Eric H. Holder to OIG Acting
Inspector General Cynthia Schnedar, dated November 18, 2011,
regarding access to grand jury material related to the OIG’s review
of the Bureau of Alcohol, Tobacco, Firearms and Explosives’ (ATF)
investigation known as Operation Fast and Furious.



Letter from Deputy Attorney General James M. Cole to FBI General
Counsel Andrew Weissmann and OIG Acting Inspector General
Cynthia Schnedar, dated December 5, 2011, regarding access to
Title III documents related to the OIG’s review of the Department’s
use of the material witness warrant statute, 18 U.S.C § 3144.

Memorandum from OIG Acting Inspector General Cynthia
Schnedar to Deputy Attorney General James M. Cole, dated
December 6, 2011, regarding access to credit reports obtained
pursuant to Section 1681u of FCRA related to the OIG’s review of
the FBI’s use of national security letters (NSLs).

Memorandum from OIG Acting Inspector General Cynthia
Schnedar to Attorney General Eric H. Holder, dated December 16,
2011, regarding access to grand jury material related to the OIG’s
review of ATF’s investigation known as Operation Fast and
Furious.

Memorandum from OIG Acting Inspector General Cynthia
Schnedar to Deputy Attorney General James M. Cole, dated
December 16, 2011, regarding access to Title III documents related
to the OIG’s review of the Department’s use of the material witness
warrant statute, 18 U.S.C § 3144.

Letter from Deputy Attorney General James M. Cole to OIG Acting
Inspector General Cynthia Schnedar, dated January 4, 2012,
informing the OIG that the Department asked the Office of Legal
Counsel (OLC) to provide a formal opinion regarding the OIG’s
access to grand jury material, information obtained pursuant to
Section 1681u of FCRA, and information obtained pursuant to
Title III.

Letter from Deputy Attorney General James M. Cole to OIG Acting
Inspector General Cynthia Schnedar, dated March 16, 2012,
regarding the OIG’s request that the Department withdraw the
request for an opinion from OLC.

Letter from Deputy Attorney General James M. Cole to OIG Acting
Inspector General Cynthia Schnedar, dated April 11, 2012,
authorizing the Criminal Division to disclose Title III information to
the OIG related to the OIG’s review of the ATF investigation known
as Operation Fast and Furious.




Two of the 12 documents responsive to your request are classified:

» Letter from FBI General Counsel Valerie Caproni to OIG Assistant
Inspector General for Oversight and Review Carol Ochoa, dated
March 4, 2011, providing the FBI’s view of dissemination
restrictions for documents in FBI investigative files.

¢ Memorandum from FBI General Counsel Andrew Weissmann and
Special Assistant to the General Counsel Catherine Bruno to
Inspector General Michael Horowitz, dated February 29, 2013 [sic],
regarding legal restrictions on dissemination of FBI information to
the OIG for OIG criminal investigations.

We are providing a redacted version of these two documents with this
unclassified letter. If you would like to review these documents in classified
form, the Department has requested that arrangements be made to review
them in the OIG offices. We will work with your staff to make such
arrangements at a convenient time.

Consistent with our usual practice when we are asked to produce
documents that were created by the Department or a Department component,
or that involved a communication by the OIG with the Department or a
Department component, the OIG provided the above-referenced 12 documents
and other documents that we believe are responsive to your request to the
Department for its review. The Department has informed us that it is asserting
the deliberative process privilege and/or the attorney-client privilege over the
other responsive documents, and therefore they are not included in this
production.

Thank you for your continued support for the work of our Office. If you

have any questions, please do not hesitate to call me or my Chief of Staff, Jay
Lerner, at (202) 514-3435.

Sincerely,

Michael E. Horowitz
Inspector General
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Summary of the Department of Justice Office of the Inspector General’s
Position Regarding Access to Documents and Materials Gathered by the

Federal Bureau of Investigation

Introduction

In November 2009, the Office of the Inspector General (OIG) initiated a
review of the Department’s use of the material witness statute, 18 U.S.C. §
3144. Pursuant to our responsibilities under Section 1001 of the Patriot Act, a
significant part of our review is to assess whether Department officials violated
the civil rights and civil liberties of individuals detained as material witnesses
in national security cases in the wake of the September 11 terrorist attacks. In
addition, the review will provide an overview of the types and trends of the
Department’s uses of the statute over time; assess the Department’s controls
over the use of material witness warrants; and address issues such as the
length and costs of detention, conditions of confinement, access to counsel,
and the benefit to the Department’s enforcement of criminal law derived from
the use of the statute.

In the course of our investigation, we learned that most of the material
witnesses in the investigations related to the September 11 attacks were
detained for testimony before a grand jury. At our request, between February
and September 2010 the Department of Justice National Security Division and
three U.S. Attorneys’ offices (SDNY, NDIL, EDVA) provided us with grand jury
information concerning material witnesses pursuant to Fed. R. Crim. P.
6(e)(3)(D), which permits disclosure of grand jury matters involving foreign
intelligence information to any federal law enforcement official to assist in the
performance of that official’s duties. We also sought a wide range of materials
from other Department components, including the U.S. Marshals Service, the
PFederal Bureau of Prisons, and the Federal Bureau of Investigation (FBI). All of
the Department’s components provided us with full access to the material we
sought, with the notable exception of the FBI.

In August 2010, we requested files from the FBI relating to the first of 13
material witnesses. In October 2010, representatives of the FBI's Office of
General Counsel informed us that the FBI believed grand jury secrecy rules
prohibited the FBI from providing grand jury material to the OIG. The FBI took
the position that it was required to withhold from the OIG all of the grand jury
material it gathered in the course of these investigations. The FBI has also
asserted that, in addition to grand jury information, it can refuse the OIG
access to other categories of information in this and other reviews, including
Title Il materials, federal taxpayer information; child victim, child witness, or
federal juvenile court information; patient medical information; credit reports;
FISA information; foreign government or international organization
information; information subject to non-disclosure agreements, memoranda of
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understanding or court order; attorney client information; and human source
identity information. The information we have requested is critical to our
review. Among other things, we are examining the Department’s controls over
the use of material witness warrants, the benefit to the Department from the
use of the statute, and allegations of civil rights and civil liberties abuses in the
Department’s post-9/11 use of the statute in the national security context.

:!‘he requested grand jury information is necessary for our assessment of these
issues.

The FBI has also asserted that page-by-page preproduction review of all
case files and e-mails requested by the OIG in the material witness review is
necessary to ensure that grand jury and any other information the FBI asserts
must legally be withheld from the OIG is redacted. These preproduction
reviews have caused substantial delays to OIG reviews and have undermined
the OIG’s independence by giving the entity we are reviewing unilateral control
over what information the OIG receives, and what it does not.

The FBI's position with respect to production of grand jury material to
the OIG is a change from its longstanding practice.! It is also markedly
different from the practices adopted by other components of the Department of
Justice. The OIG routinely has been provided full and prompt access to grand
jury and other sensitive materials in its reviews involving Department
components in high profile and sensitive matters, such as our review of the
President’s Surveillance Program and the investigation into the removal of nine
U.S. Attorneys in 2006. Those reviews would have been substantially delayed,
if not thwarted, had the Department employed the FBI's new approach.

In many respects, the material withess warrant review is no different
from other recent OIG reviews conducted in connection with our civil rights
and civil liberties oversight responsibilities under the Patriot Act in which
Department components granted the OIG access to grand jury and other
sensitive material. For example, in our review of the FBI’s use of “exigent
letters” to obtain telephone records, at our request the Department of Justice
Criminal Division and the FBI provided us grand jury materials in two then

1 Since 2001, when the OIG assumed primary oversight responsibility for the FBI, the
0I1G has undertaken numerous investigations which required review of the most sensitive
material, including grand jury material and documents classified at the highest levels of
secrecy. Through all of these reviews, the FBI never refused to produce documents and other
material to the O1Q, including the most sensitive human and technical source information, and
it never asserted the right to make unilateral determinations about what requested documents
were relevant to the OIG reviews. On the rare occasion when the FBI voiced concern based on
some of the grounds now more hroadly asserted in this matter, quick compromises were
reached by the OIG and the FBI. Indeed, with only minor exceptions, the FBI's historical
cooperation with the OIG has been exemplary, and that cooperation has enabled the OIG to
conduct thorough and accurate reviews in a timely manner, consistent with its statutorily
based oversight mission and its duty to assist in maintaining public confidence in the

Department of Justice.
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ongoing sensitive media leak investigations involving information classified at
the TS/SCI level. The grand jury materials were essential to our findings that
FBI personnel had improperly sought reporters’ toll records in contravention of
the Electronic Communications Privacy Act and Department of Justice policy. 2

Similarly, in our review of the FBI's investigations pertaining to certain
domestic advocacy groups, the OIG assessed allegations that the FBI had
improperly targeted domestic advocacy groups for investigation based upon
their exercise of First Amendment rights. In the course of this review, the FBI
provided OIG investigators access to grand jury information in the
investigations we examined. This information was necessary to the OIG’s
review as it informed our judgment about the FBI's predication for and decision
to extend certain investigations. The lack of access to this information would
have critically impaired our ability to reach any conclusions about the FBI's
investigative decisions and, consequently, our ability to address concerns that
the FBI's conduct in these criminal investigations may have violated civil rights
and civil liberties.3

When the OIG has obtained grand jury material, the OIG has carefully
adhered to the legal prohibitions on disclosure of such information. We
routinely conduct extensive pre-publication reviews with affected components
in the Department. The OIG has ensured that sensitive information — whether
it be law enforcement sensitive, classified, or information that would identify
the subjects or direction of a grand jury investigation - is removed or redacted
from our public reports. In all of our reviews and investigations, the OIG has
scrupulously protected sensitive information and has taken great pains to
prevent any unauthorized disclosure of classified, grand jury, or otherwise
sensitive information. )

For the reasons discussed below, the OIG is entitled to access to the
material the FBI is withholding. First, the Inspector General Act of 1978, as
amended (Inspector General Act or the Act), provides the OIG with the
authority to obtain access to aill of the documents and materials we seek.
Second, in the same way that attorneys performing an oversight function in the
Department’s Office of Professional Responsibility (OPR) are “attorneys for the
government” under the legal exceptions to grand jury secrecy rules, the OIG
attorneys conducting the material witness review are attorneys for the
government entitled to receive grand jury material because they perform the
same oversight function. Third, the OIG also qualifies for disclosure of the
grand jury material requested in the material witness review under

2 We described this issue in our report, 4 Review of the Federal Bureau of
Investigation’s Use of Exigent Letters and Other Informal Requests for Telephone Records,
(January 2010).

3 Our findings are described in our report, A Review of the FBI'S Investigations of
Certain Domestic Advocacy Groups (September 2010).
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amendments to the grand jury secrecy rules designed to enhance sharing of
information relating to terrorism investigations.

L THE INSPECTOR GENERAL ACT

. The FBI's refusal to provide prompt and full access to the materials we
requested on the basis of grand jury secrecy rules and other statutes and
Department policies stands in direct conflict with the Inspector General Act.
The Act provides the OIG with access to all documents and materials available
to the Department, including the FBI. No other rule or statute should be
interpreted, and no policy should be written, in a manner that impedes the
Inspector General’s statutory mandate to conduct independent oversight of
Department programs. See, e.g., Wattv. Alaska, 451 U.S. 259, 267 (1981) (A
court “must read [two allegedly conflicting] statutes to give effect to each if [it]
can do so while preserving their sense and purpose.”).

A. The Inspector General Act Grants the OIG Full and Prompt
Access to any Documents and Materials Available to the DOJ,

Including the FBI, that Relate to the OIG’s Overaight
- Responsibilities

The Inspector General Act is an explicit statement of Congress’s desire to
create and maintain independent and objective oversight organizations inside
of certain federal agencies, including the Department of Justice, without
agency interference. Crucial to the Inspectors General (IGs) independent and
objective oversight is having prompt and complete access to documents and
information relating to the programs they oversee. Recognizing this, the
Inspector General Act authorizes IGs “to have access to all records, reports,
audits, reviews, documents, papers, recommendations, or other material
available to the applicable establishment which relate to programs and
operations with respect to which that Inspector General has responsibilities
under this Act.” S U.S.C. App. 3 § 6(a)(1). The Act also authorizes the IGs to

“request” necessary “information or assistance” from “any Federal, State, or
local governmental agency or unit thereof,” including the
establishments the IGs oversee. Id. § 6(a)(3); id. § 12(5) (defining the term
“Federal agency” to include the establishments overseen by the Inspectors
General). Together, these two statutory provisions operate to ensure that the
Inspectors General are able to access the information necessary to fulfill their
- oversight responsibilities.

The only explicit limitation on IGs’ right of access to information
contained in the Inspector General Act concerns all agencies’ obligation to
provide “information or assistance” to the Inspectors General. However, this
limitation does not apply to IGs’ absolute right of access to documents from
their particular agency. This circumscribed limitation provides that all federal
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agencies shall furnish information or assistance to a requesting IG “insofar as
is practicable and not in contravention of any existing statutory restriction or
regulation of the Federal agency from which the information is requested[.]"5
U.S.C. § 6(b)(1) (emphasis added).4

Another provision of the Inspector General Act grants the Inspectors
General discretion to report instances of noncooperation to the head of the
relevant agency, whether that noncooperation impedes on the IGs’ authority to
obtain documents or “information and assistance.” Under that section, when
an IG believes “information or assistance” is “unreasonably refused or not
provided, the Inspector General shall report the circumstances to the head of
the establishment involved without delay.” 5 U.S.C. App. 3 § 6(b)(2) The FBI
contends this reporting provision of the Act is a further limitation on the
agencies’ obligation to provide documents and “information and assistance” to
the Inspectors General. The FBI has argued that the provision implicitly
recognizes that requests for both documents and “information and assistance
can be “reasonably refused.”

The OIQ believes the FBI's reliance on this reporting section as limiting
an IG’s right of access to documents in the custody of the agency it oversees is
misplaced. This provision of the Act is entirely consistent with the right of full
and prompt access to documents and materials and does not create a
limitation, explicit or implicit, on the authorities provided elsewhere in the Act.
By granting the Inspectors General the discretion to decide that some instances
of noncooperation by an agency do not rise to the level of a reportable incident,
the provision accounts for the practical reality that many instances where

4 The legislative history is silent on the reason for conditioning agencies’ furnishing of
“information or agsistance” to all IGs on practicability or statutory restriction, but imposing no
such limitation on an agency’s absolute requirement to provide its documents to its own IG.
However, there are possible explanations for the distinction. For example, providing access to
documents and materials maintained in agency systems and files is simple, inexpensive, and
an undeniable precondition to the fair, objective, and succesaful exercise of the IGs’ oversight
responsibilities. Accordingly, the Act’'s unconditional language authorizing IGs to have access
to the documents and materials of the agency it oversees is understandable and sensible. In
contrast, agencies may not elways be able to fulfill requests for “information or assistance”
immediately, even from their agency’s IG. A request of one agency from another agency's IG
may require more careful scrutiny because it would entail information being tranamitted
outside of the requested agency. In addition, busy agency schedules must be accommodated
when fulfiling a request for an interview; subject matter experts may not be immediately
available to interpret documents or may have left the agency's employment; responses to
interrogatories often require revisions and approvals; and annotations, explanations, and
written analyses of existing documents and materials can take significant amounts of time.
Despite the OIQ’s historical success at reaching reasonable compromises with components of
the DOJ responding to requests for “information or assistance,” the OIG readily acknowledges
that circumstances could arise where a component’s delay, difficulty, or even refusal in
responding to a request for “information or assistance” would be reasonable, These
considerations are not applicable, however, to 13s’ access to documents and materials of the
agency it oversees, and therefore, that provision of the Act authorizes access in absolute terms.
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Inspectors General are not granted access to documents or materials, or are
not provided “information or assistance” in response to a request, do not merit
a report to agency management.5

To summarize, the Inspector General Act provides the Inspectors General
a right of full and prompt access to documents and materials in the custody of
the agency they oversee, a riglhit to request “information or assistance” from any
agency that is modestly limited, and an obligation to report instances of agency
noncooperation to the agency head when, in the judgment of the Inspector
General, such noncooperation is unreasonable. Accordingly, the Act provides
Inspectors General unconditional authority to gather documents and records in
the custody of the agency they oversee, an authority necessary to obtain the
basic information to conduct independent and objective reviews and
investigations.
B. The Only Limitation on the OIG’s Authority to Conduct Audits
and Investigations within its Jurisdiction is Section 8E of the
Inspector General Act, and that Limitation Must Be Invoked by
the Attorney General

In the law creating the DOJ OIG, Congress inserted an exception to the

normal authonty granted to Inspectors General. In a section captioned

“Special provisions concerning the Department of Justice,” the IG Act prov;des
the Attorney General the authority, under specified circumstances and using a
specific procedure, to prohibit the OIG from carrying out or completing an
audit or investigation, or from issuing any subpoena. See 5 U.S.C. App. 3 §
8E. This authority may only be exercised by the Attorney General, S5 U.S.C.
App. 3 § 8E(a)(1)-(2), and only with respect to specific kinds of sensitive
information. Id. § 8E(a)(1). The Attorney General must specifically determine
that the prohibition on the Inspector General’s exercise of authority is
necessary to prevent the disclosure of certain specifically described categories
of information, or to prevent the significant impairment to the national
interests of the United States. Id. § 8E(a)(2). The Attorney General’s decision
must be conducted in writing, must state the reasons for the decision, and the
Inspector General must report the decision to Congress within thirty days. Id.
§ 8E(a)(3). These provisions represent an acknowledgement of the fact that the
Department of Justice often handles highly sensitive criminal and national
security information, the premature disclosure of which could pose a threat to
the national interests.

5 For example, 1G document requests can be very broad, particularly before IG
investigators have learned the details of the program under review. In such instances, formal
requests are often informally and consensually narrowed after discussions with the agency
under review, and a report to the agency head is unnecessary. Similarly, an agency’s failure to
provide the Inspector General with access to a document is often inadvertent or such a minor
ineopvgnimcematthemspecwrﬂmerﬂwuldreasonablyviewmemwopuauonudc
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These exacting procedures confirm that the special provisions of Section
8E represent an extraordinary departure from the baseline rule that the
Inspectors General shall have unconditional access to documents and
materials, and broad authority to initiate and conduct independent and
objective oversight investigations. These procedures also confirm that only the
Attorney General, and not the FBI, has the power to prohibit the OIG’s access
to relevant documents and materials available to the Department.

II. GRAND JURY SECRECY RULES

The Federal Rules of Criminal Procedure provide the general rule of
secrecy applicable to grand jury information and various exceptions to that
general rule. One of the exceptions allows disclosure of grand jury information
to “an attorney for the government.” This exception provides a basis, additional
to and independent of the Inspector General Act, for disclosing the requested
grand jury materials to the OIG.% The OIG’s reliance on the “attorney for the
government” exception to obtain access to grand jury material is supported by
an Office of Legal Counsel (OLC) opinion and a federal court decision. OIG
access to grand jury material under this exception is consistent with the broad
authority granted to the OIG under the Inspector General Act, and it avoids an
oversight gap so that Department employees cannot use grand jury secrecy
rules to shield from review their adherence to Department policies, Attorney
General Guidelines, and the Constitution. The “attorney for the government”®
exception allows for automatic disclosure of grand jury materials and is,
therefore, particularly well suited to ensure that the OIG’s ability to access
documents and materials, and to access them promptly, is coextensive with
that of the Department and the FBI.

A. OIG Attorneys Are “Attorneys for the Government”

In an unpublished opinion issued subsequent to United States v. Sells
Engineering, Inc., 463 U.S. 418 (1983) (a Supreme Court opmmn narrowly
construing the term “attorney for the government’ as used in the exception to
the general rule of grand jury secrecy), the OLC determined that, even in light
of the Court’s decision, the Rule was broad enough to encompass Office of
Professional Responsibility (OPR) attorneys exercising their oversight authority
with regard to Department attorneys.

In Sells, Civil Division attorneys pursuing a civil fraud case sought
automatic access to grand jury materials generated in a parallel criminal
proceeding. The Supreme Court interpreted the exception that provides for

¢ Rule 6(c}(3)(A)() provides: “Disclosure of a grand jury matter — other than the grand
jury’s deliberations or any grand juror’s vote — may be made to: (i) an attorney for the
government for use in performing that attorney's duty . . . ." Fed. R. Crim. P. 6(e)(3)(A)(i).
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automatic disclosure of grand jury materials to “attorney{s] for the government”
for use in their official duties, as limited to government attorneys working on
the criminal matter to which the material pertains. Sells, 463 U.S. at 427.

The Court held that all other disclosures must be “judicially supervised rather
than automatic,” id. at 435, because allowing disclosure other than to the
prosecutors and their assistants would unacceptably undermine the
effectiveness of grand jury proceedings by: (1) creating an incentive to use the
grand jury’s investigative powers improperly to elicit evidence for use in a civil
case; (2) increasing the risk that release of grand jury material could potentially
undermine full and candid witness testimony; and (3) by circamventing limits
on the government’s powers of discovery and investigation in cases otherwise
outside the grand jury process. See id. at 432-33.

In its unpublished opinion, OLC concluded that the three concerns the
Supreme Court expressed in Sells were not present when OPR attorneys
conduct their oversight function of the conduct of Department attorneys in
grand jury proceedings. OLC concluded that as a delegee of the Attorney
General for purposes of overseeing and advising with respect to the ethical
conduct of department attorneys and reporting its findings and
recommendations to the Attorney General, OPR is part of the prosecution
team’s supervisory chain. Thus, OPR attorneys may receive automatic access
to grand jury information under the supervisory component inherent in the
“attorney for the government® exception.

OIG attorneys should be allowed automatic access to grand jury material
in the performance of their oversight duties because OIG and OPR perform the
identical functions within the scope of their respective jurisdictions. Like OPR
attorneys conducting oversight of Department attorneys in their use of the
grand jury to perform their litigating function, OIG attorneys are part of the
supervisory chain conducting oversight of the conduct of law enforcement
officials assisting the grand jury. Both the OIG and OPR are under the general
supervision of the Attorney General, compare 28 C.F.R. 0.29a(a) (OIG) with 28
C.F.R. 0.39. Just like OFR, the Inspector General must “report expeditiously to
the Attorney General whenever the Inspector General has reasonable grounds
to believe there has been a violation of Federal criminal law.” 5§ U.S.C. App. 3,
§§ 4(d) & 8E(b){(2). OIG attorneys make findings and recommendations to the
Attorney General regarding the conduct of law enforcement officials assisting
the grand jury, and the Attorney General then imposes any discipline or
implements reform. Therefore, for purposes of the *attorney of the government”
exception, the OIG is in the same position as OPR, both with respect to its
oversight function and its relationship to the Attorney General.

More to the point, whatever formal differences exist in the relative
structures of the OIG and OPR, the two offices are functionally
indistinguishable for purposes of access to grand jury materials for all of their
oversight purposes. The risks to the secrecy of the underlying grand jury
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proceedings from disclosure to the OIG, if any, are no different from those
created by automatic disclosure to OPR. OPR’s oversight of the conduct of
Department attorneys is an after-the-fact examination of what happened
during the grand jury process, just as is OIG’s oversight of law enforcement
agents’ conduct. OIG review of law enforcement conduct in such
circumstances is not undertaken to affect the outcome of a civil proceeding
related to the target of an underlying criminal investigation. Therefore,
duclosureofgrandjurymatenalstotheOIGrunsnonskofaeaﬁngan
incentive to misuse the grand jury process in order to improperly elicit evidence
forusemaseparateadminis&auveormminalmmonductproeeedmga@inst
the target of the grand jury’s investigation. Similarly, because our review is of
law enforcement conduct and not of lay witnesses who are called to testify, the
willingness of those witnesses to testify should not be implicated. OIG
oversight also ensures that the Department’s law enforcement officials who
testify before the grand jury do so fully and candidly, and that Department
employees do not ignore their legal obligations to the grand jury.

Moreover, the OIG’s inherent supervisory role with regard to Department
employees who assist the grand jury was recognized by a federal court
overseeing proceedings relating to the death of Bureau of Prisons inmate
Kenneth Michael Trentadue. The district court granted the government’s
motion for access to grand jury materials, finding that the OIG’s investigation
of alleged misconduct “is supervisory in nature with respect to the ethical
conduct of Department employees.” The court stated that “disclosure of grand
jury materials to the OIG constitutes disclosure to ‘an attorney for the
government for use in the performance of such attorney’s duty[.]” In re Matters
Occurring Before the Grand Jury Impaneled July 16, 1996, Misc. #39, W.D.
Okla. (June 4, 1998).

Accordingly, there is no principled basis upon which to deny OIG
attorneys the same access as OPR is allowed to review grand jury materials
necessary to carry out its oversight function. Both OPR and OIG attorneys
require access to grand jury materials to fulfill a supervisory function directed
at maintaining the highest standards of conduct for Department employees
who assist the grand jury. As such, OIG attorneys should also be able to
obtain automatic access to matters that pertain to law enforcement conduct in
matters related to the grand jury within the jurisdiction of the OIG.

B. The OIG is entitled to Receive Grand Jury Materials Involving
Foreign Intelligence Information

Another exception to the general rule of grand jury secrecy allows an
attorney for the government to disclose “any grand-jury matter involving foreign
intelligence, counterintelligence . . . , or foreign intelligence information . . . to
any federal law enforcement, intelligence, protective, immigration, national
defense, or national security official to assist the official receiving the
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information in the performance of that official’s duties.” Fed. R. Crim. P.
6(e)(3)(D). This exception was added in 2001 as part of the USA PATRIOT Act
and was designed to enable greater sharing of information among law
enforcement agencies and the intelligence community to enhance the
government's effort to combat terrorism.”

This exception encompasses the OIG’s request for the grand jury
materials at issue in its material witness warrant review. The grand jury
proceedings pursuant to which the materials were collected were all
investigations of international terrorist activity conducted in the wake of the
terrorist attacks of September 11, 2001. All of the grand jury information
gathered in them is thus necessarily “related to,” “gathered . . . to protect
against,” or “relates to the ability of the United States to protect against,”
among other things, “international terrorist activities.” See 50 U.S.C. § 401a
and Rule 6(e)(3)(D). All of the grand jury material gathered in those
investigations thus constitutes foreign intelligence, counter intelligence, or
foreign intelligence information (collectively, Foreign Intelligence Information).

In addition, OIG officials qualify as law enforcement officials within the
meaning of the rule by virtue of the Inspector General’s authority to conduct
crumnal investigations, apply for search warrants, make arrests, and

investigate violations of civil rights and civil liberties. See, e.g., 5 U.S.C. App. 3
§ 6(e)(1); USA PATRIOT ACT, Pub. L. 107-56, § 1001, 115 Stat. 272, 391
(2001). Also, the OIG’s oversight activities constitute law enforcement duties
for purposes of the foreign intelligence exception because they directly affect
the design and implementation of the Department’s law enforcement programs.

The OIG has discussed the access issues with Department leadership
and sought their assistance in resolving the dispute with the FBI. Although
the Department’s consideration of all these issues is ongoing, in July 2011, the
Department concluded that, at a minimum, the foreign intelligence exception
authorizes an “attorney for the government” to disclose grand jury information
to the OIG for use in connection with OIG’s law enforcement duties, such as
the material witness warrant review, to the extent that the attorney for the
government determines that the grand jury information in question involves
foreign intelligence. Since then, an “attorney for the government” in the
Department’s National Security Division (a Department component under
review in the Material Witness Warrant review), has been conducting a page-
by-page review of the materials withheld by the FBI to determine whether they
qualify as Foreign Intelligence Information under the exception before providing
them to the OIG. In addition, the FBI has continued its own page-by-page
review of some of the requested files to identify and redact grand jury and other
categories of information, before the National Security Division attorney

7 Pub. L. 107-56, § 203(A)(1), 115 Stat. 272, 279-81 (2001).
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performs yet another review for the purpose of sending the material back to the
FBI for the removal of grand jury foreign intelligence information redactions.

The Department’s confirmation that the foreign intelligence exception is
one basis for authorizing the OIG to obtain access to grand jury information
was helpful. However, the page-by-page review of the material being conducted
by the FBI and National Security Division to implement that decision is
unnecessary. In our view, such page-by-page review is not necessary here
because all of the grand jury material we have sought to date in the material
witness review was collected in investigations of international terrorist activity
conducted in the wake of the terrorist attacks of September 11, 2001, and thus
necessarily falls within the very broad definitions of foreign intelligence,
counterintelligence, or foreign intelligence information. See 50 U.S.C. § 401a
and Rule 6(e)(3)(D). Therefore, the exception allows the OIG to receive all of the
grand jury information from those investigations.®

Although the Department’s determination that the OIG is entitled to
access to the requested grand jury information in the material witness review
under the foreign intelligence exception is helpful, that decision does not
resolve the access issue. First, it does not address access to grand jury
material that does not involve foreign intelligence information. Second, the
Department’s preliminary decision under the foreign intelligence exception does
not address access to grand jury material in other OIG reviews. And third, the
decision has been construed by the National Security Division and the FBI to
require page-by-page review of the information, thereby undermining the
independence and timeliness of the OIG’s review as described above.
Accordingly, a full decision confirming the OIG’s right of access to grand jury
and other information under the Inspector General Act and the “attorney for
the government” exception is still necessary to enable the OIG effectively to
carry out its oversight mission.

IIl. CONCLUSION

The objective and independent oversight mandated by the Inspector
General Act depends on the fundamental principle that the Inspectors General
should have access to the same documents and materials as the
establishments they oversee. This principle explains why the Inspector General
Act grants the IGs access to the documents and materials that are available to
their establishments. It explains why OIG investigators are routinely granted

8 As noted above, such page-by-page reviews are also improper because they are
contrary to the provisions of the Inspector General Act granting the OIG broad access to any
document or material that is available to the agency overseen; undermine the independence of
the Inspector General by granting a component under review unilateral authority to determine
what materials the Inspector General receives, and result in unacceptable delays in the
production of materials necessary for the OIG to conduct its oversight.
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access to TS/SCI materials when reviewing TS/SCI programs. It explains why
OIG investigators are routinely read into some of the government’s most highly
classified and tightly compartmented programs, such as the President’s
Surveillance Program and the programs involved in the Robert Hanssen matter.
And it explains why any instance of unreasonable denial of access to
documents or materials under the Inspector General Act must be reported to
the head of the agency, and why the Attorney General’s decision to preclude an
OIG audit, investigation, or subpoena must be reported to Congress.

The FBI's withholding of grand jury and other information is
unsupported in law and contrary to the Inspector General Act and exceptions
to the general rule of grand jury secrecy. The OIG is entitled to access under
the Inspector General Act. Moreover, the OIG qualifies for two exceptions to
the general rule of grand jury secrecy. See supra; see also 5 U.S.C. App. 3 § 6;
Fed. R. Crim. P. 6{e)(3)(D), 6(¢)(3)(A){d). Itis true, of course, that under Section
8E of the Inspector General Act, the Attorney General could deny the OIG
access to the documents at issue, as many of the documents constitute
sensitive information within the scope of that Section. See 5 U.S.C. App. 3 §
8E. But the Attorney General has not done so, and until he makes the written
determination required in Section 8E(a)(2) and sets out the reasons for his
decision, the OIG is entitled to prompt and full access to the materials.

Denying the OIG access to the materials it is seeking would also
represent an unnecessary and problematic departure from a working
relationship that has proven highly successful for years. Since its inception,
the OIG has routinely received highly sensitive materials, including strictly
compartmented counterterrorism and counterintelligence information,
classified information owned by other agencies, and grand jury information,
and it has always handled this information without incident. The OIG has
always conducted careful sensitivity reviews with all concerned individuals and
entities, both inside and outside the Department, prior to any publication of
sensitive information, and it has been entirely reasonable and cooperative in its
negotiations over such publications. The OIG’s access to sensitive materials
has never created a security vulnerability or harmed the nation’s interests; far
from it, the OIG’s access to sensitive information has markedly advanced the
nation’s interests by enabling the mdependent and objective oversight
mandated by Congress.

Simply put, there is no reason, legal or otherwise, to depart from the
time-tested approach of allowing the OIG full and prompt access to documents
and using a thorough prepublication sensitivity review to safeguard against
unauthorized disclosure of the information therein. Access to grand jury and
other sensitive materials is essential to the OIG’s work, perhaps never more so
than when the OIG is overseeing such important national security matters as
the Department’s use of material witness warrants and the FBI's use of its
Patriot Act authorities. But whatever the subject matter, the authorities and

12




mandates of the Inspector General are clear, and neither grand jury secrecy
rules nor any other statutory or internal policy restrictions should be read in a
manner that frustrates or precludes the OIG’s ability to fulfill its mission.
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@ Bifics of s Beyraby Mtinraey Generd
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lonnbu_r 18, 2011

The Office of ths Inspector Genexal (OXG) is conducting a review regarding the
effectiveness snd use, including any knproper or llegal use, of national secuity letters (NSLs)
issued by the Dopartinent, I the course of s roview, the FBI has identifled snd withbeld from
disclosure twelve credit roports obisined pursusnt to section [681u of the Fair Credit Reporting
Act, 15US.C. § 1681. As cxplained below, I have determined that discloaing these repocts to
the OIG in connection with its review Is parmissitie undar section 163tu(f) becanse such
disclosure is necessary to my infhemed decision-msking reganding the apgroval or condnct of
future fxeign tutelligencs jnvestignions,

Segtion 1681u of the Fair Cradit Reporting Act provides thet the FRI may obtali certain
Hmited infhemation fiom crodit separtiog agencles if sn appropristely suthcrized sesior FBI
official oiskes a writton request cortifying that the infrmation is sought for tho contduct of an
sxthorized tavestigation to protect against futernational terrarism or clandestine intelligence
setivitles, Upan such a reqrest, the gredit agency may provide fis “nzmes and addresses of all
finzncial ingtitaions . . . at which & consumer maintaina or bas meiptained an acoount;” 15
US.C. § 1681u(a), and “Idontifying infoemation respecting a consumer, Hmited to name,
address, former addresses, places of cployment, or foxner plzces of employment,” id. a1 §
1631u(b). The FBI is baved from dissemiviating this tnformation outside of the FBE exceptas
spocified by section 1681u(f):

‘The {FBI] may not disseminste infiemation oltained prrsuent to this section
autside of the [FBI], except to other Federal agencics as may be necessaxy fixr the
spproval or conducs of a foreign counterintalligence investigation, or, where the
information concems a person subject to the Uniforns Code of Military Sustion, to
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M. Andrew Weissmann acd Ms. Cynthis Schnedar
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apgropnists investigative authorities within the military dapartment concemed as
may be necessary for the conduct of s jolnt foreign counterintelligences

1SUSC. § 1681u(.

Afiey congultation with the Office of Logal Counsel, I have determined that the FBI is
authorized under this provision to discloss the credit report nfirmation in question to the OlG in
cannoction with the NSL yeview. Specifically, scction 1681u(f) anthorizes the FBI to disclose
the coversd infbrmation to “other Foderal agencies as may be necessury for the sppaoval or
conduet of  forelgn conmerintelligence investigation.” In qy view, this includes dissomination
to the Degartment of Fautice, inelnding to prosecitons and Depsartment officials with 4
supervisory responsihility rogarding the approval or conduct of & foreign coumteriatelligenss
favestigation, As Depity Attameoy General, I bave such & supervisory responsibility, and
providing the OIG with socess to the Infiamation fn question in connection with fts NSL review
is nocessary to assist mo in dischargiog this responsibility. ‘The OIG has infhamed me thet this
infhrmation is nocessary to its completion of 8 thorough review reganiing the effectiveness nd
propeiety of the FBI's use of section 1681u NSLs. In tam, I fully expect that the O1G’s
completion of, and repott xegarding, thiat review will directly sssist me in making infbnmed
decisions regarding the futurs approval or condnct of fiweign countesintelligence fnvestigaticns,

Inots that this declsion bears anly wpon the propricty of disclosore fr purposes of 01G°s
curzent roview. Addisonally, anly OIG persoanel and supervisors with direct responsthility S
completing the NSL reviow axd roport niay wse the infiumation disclosed, and may not further
dissepinate this information.

Thank you r your agtention 1 this matier.
Sincerely,

ALK

Jemes M. Colo
Deputy Attomey Genexal
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v of ifis Burean: «.:."‘"‘“'""Fftemtandﬁtplosimc‘ATF')
avestigatic hmstmdemMPmmeWWi&Rma.aswenama
A‘l?mimtigaﬂmofaﬂagedu!mhal coiiduitt by Jean-Baptiste Kingery. Aaaplaiuedbdow i
hitvee determined that disclosing the grand jury ixfosmation in question 1o the OIG in conttes:
ﬁ&ﬁhmﬁmﬁkwm&(&}oﬂhﬁ&duﬂmoﬂﬁmﬁﬂ Procedure:

MMWstwmmw”Azfﬁ ey General and he

»oft!w Depaﬂmmtnﬁusuce. I aman aunmey R)r tha guVemment“undet Rule G(exa)(A)@

Ihavedm:minedﬂmmviding&zomwhhmbmemdjmmmnonin
question in connection with its review:of thiese investigations is necessary to assist me in
discharging these criminal law enforcement supervisory respongibilities:. I fully expect that the
Acting Inspector General’s report to-me upon complstion of the OIG review: will pravide.

O information that will directly assist me in evaluating the circumstances. surrounding Operation




Ms. Cynthia Schnedar
Page 2

Fast and Furions and in performing my duty 10 supesvise the Department’s criminal law
enforcement programs, policies, and practices. Afier I learned of allegations regarding the
insppropriate investigative tactics employed in Operation Fast and Furious, I directed the Deputy
Anomey Geaeral 1o refer the matter to OIG for a thorough review of the facts surounding that
investigation and for a report of OIG’s findings. Subsequent to that referral, | understand that the
OIG expanded its review to include Operation Wide Receiver and the Kingery investigation
because they may have involved similar investigative strategy and practices.

Obtaining a complete understanding of the conduct of these investigations is necessary to
my discharge of my criminal law enforcement responsibilities, and 1 believe thatto do a
thorough review of these investigations, it is necessary that the OIG have access to any relevant
grand jury materials, and therefore I authorize the FBI (and other Department components) to
disclose grand jury materials relating to these investigations to the OJG. In making this decision,
1 have determined that providing the OIG access to the grand jury material at issue will not
impair the Department'’s conduct of these ongoing investigations and associated prosecutions.

1 note that under Rale 6(e)(3)(B), a person 10 whom informarion is disclosed under Rule
S(3XA)(ii) may use that information only to assist an sttorney for the government in performing
that attorney’s duty to enforce federal criminal law. Thus, only OIG persdnnel with direct
responsibifity for completing the review and repost that 1 have requested may review and use the
grand jury information disclosed to them. This is the only purpose for which this review may
take place. Moreover, the Inspector General should prompily provide me, in writing, a list of the
names of the persons within her Office who will have access to the Rule 6{c) material in
connection with this OIG review. Once I receive thal information, the Department, on my
bebaif, will promptly inform the court that impeneled the grand jury or juries of the names of all
persons to whom a disclosure has been made, as Rule 6(e) requires. That notice will also certify,
as yequired by Rule 6(e)(3)(B), thas the OIG personnel working on the review bave been advised
of their obligation of secrecy under Rule 6{c).
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@ Office of fiie Baputy Athorreey Gerverad

Desr My, Weissmann and Ms. Schnedar

‘The Office of tho Inspector Geaexal ("0IG™) is conducting a review regarding the
Department’s nge of the materlal witnes wamant statte, 18 US.C, § 3144, Tn the course of this
reviow, the Feders] Buresu of Investigation ("FBI™) kas identified and withheld from disclosare
certain information obtained pursuant to the Peders] Wizetap Act, Thie III of the Omnibus Crime
Contro] and Safd Strocts Act of 1968, as amended, 18 U.S.C. §§ 2510-2522 (hexcinafter *Title
™). As explsined below, | have detamined that disclosing this information to the OIG in
commoction with its ongoing review is permissiblc under Title 1T becsss such disclosuro fs
necessary to the 01G”s perfiumance of its investigative or law enforcement duties.

Section 2517 governs an investigative or law enforoement offices’s &isclosure and uso of
Title I infosmation, K provides in relevent pat:

Any investigative or law enfhroement officer who, by any mesns suthorized by
this chapter, has obtained knowledge of the contents of any wire, aral, or
elsctronic communication, or evidence derived therefiom, may discloss such
contents to inother fnvestigntive or aw caforcement officer to the extent that such
diselasure i3 appropriate to the proper parfiymance of the official dutles of the
officer making or receiving the diselosure.

ISUS.C. § 2517(1). Section 2510(7) defines “fijnvestigative oz law enforoement officer™ to
mezn “spy officer of the United Stxtes or of s State er politicsl subdivision thezeaf, win is
empowered by law to conduct investigaifons of or to make axvests for offerses emumersted in this
chaptes, and sny attorney suthorized by law to prosecue or peticipate ta the prosecution of such
offenses”
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After consultation with the Office of Legsl Cottnsel ("OLC™), 1 have deiermined that the

FBI is authoefzed under section 2517 to disclosa the infarmation in question to the OIG in

. conasotton with its current raview, OLC has previonsly concluded that OIG sgents qualify as
“investigstive officexs™ authosized to disclose or reccive Title I information. Ses Whether
Agems of the Department of Jiustice Office of Inspector General are “Investigative or Law
Bnforcement Qfficers” Witkin tha Meoning of 18 USC. § 2510(7), 14 Op. OL.C. 107, 109-10
(1990). OIG agents may therefbrs obtain and vye Title IN information as "spgeopriate to the
peoper perfoemance of the official duties” of the investigative or law enfbrcoment officer
disclosing or recciving ths fnfhauzion. The meaning of “official duties™ bas besn construed
amyowly, as used in & peraile] provision, 13 US.C. § 2517(2), to penmis disclesure by a law
eoforcement official when relatod 10 the law enfbrcement duties of the officer. Ses Suelligence
Commanify, 24 Op. O.L.C, 261, 265 (2000). Consistent with this intespretation, it ismy view
faat OIG agents, as antharized investigative offfoers, may reccive and use Title I information in
conjunction with the performance of their investigative or lsw enfircement duties,

In this cuse, the OIG bas informed me that the Thie I fnfarmation in question is
necessary % its completion of & thorough review of the Department’s use of the material witneas
wamrant sistte. This review is cxpectad to addeess, smong other things, allegations of
miscondnet by law enfbreement sgents that potentislly refioct s violstion of criminal lavw.
Obtaining sccess to and use of Title I infhemation relevant to the OXG3s zeviow is therefbre
directly reixted to the paformance of its vestigative or Isw enfoscement dutics, and disclosve
is sppropeiate for this purposs. T nole that only OIG perscxme] with divect responsibility for

. comploting this reviow snd report may use the fnfbemation disclosod.

Thank you for your attention %o this metter,
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December 6, 2011

MEMORANDUM FOR THE DEPUTY ATTORNEY GENERAL

FROM: CYNTHIA A. SCHNEDAR W%A——'
ACTING INSPECTOR GENERAL

SUBJECT: Inspector General Access to Department Documents

Thank you for your letter dated November 18, 2011. As you noted, the
Office of the Inspector General (OIG} is conducting a review of the use of
national security letters by the Department of Justice In
connection with that review, on October 28, 2011, the OIG requested access to
certain Federal Bureau of Investigation (FBI) field office files
national security letters and return information, including credit repart
information the FBI obtained pursuant to Section 1681u of the Fair Credit
Reporting Act (FCRA), 15 U.S.C. Section 1681u. When the OIG’s team amrived
at the FBI's San Francisco office on November 14 for a field review of the
requested files, the FBI tnformed the OIG for the first time that it was
withhelding from the OIQ credit report information in 12 files based on the
provisibn of the FCRA that limits dissemination of such information outstide the
FBL, Section 1681uff).!

Although I-appreciate the decision in your letter instructing the FBI to
provide the credit report information to the OIG, I am writing to express my
concerns about the basis for your decision. We were particularly troubled by
two aspests of your letter.,

First, you invoked the exception to the Hmitation on dissemination in
Section: 1681ulf), which authorizes the FBI to disseminate return information
“to other Federal agencies as may be necessary for the approval or conduct of a

! Section 1681ufl) of the FCRA provides: “The Federal Bureau of may not
. disseminate information obtained pursuant to this section outgide of the Bureau of

Hon, except to other Federul agencies a8 may be necessary for the approval or conduct
of a foreign or. wheye the information & person
subject 1o the Untform Code of Ml Justice, to within




material can be disclosed to the OIG because disclosure is “necessary to fthe
Deputy Attorney General's] informed decision-making regarding the approval or
conduct of future foreign intelligence investigations.” However, the Department
is not an “other Federal agency” with respect to the FBI; to the contrary, the
FH1 15 a part of the Department, as is the Moreover, the FBI has routinely
provided and the Department has allowed the National Security Division (NSD)

to have access to such information without first seeking a case-by-case

“necessary for the approval or conduct of a foreign intelligence investigation.”
As we describe below, NSD regularly obtains such access for oversight as well

as operational purposes.
Second, the letter states that your decision that the OIG should have

disclosure for purposes of OIG’s current review.” Thus, your letter appears not
to enwision disclosure of FCRA Section 1681u credit report information to the

0IG's access is necessary for the exercise of the Deputy Attorney General's

and other provisions of the Act. Moreover, such a process is contrary to the

receive access to Depariment documents unless the AG invokes the Section 8B

OIG from obtaining access to it. Section 1681u provided the FBI with new




the Department’s own 55&?%&% Indeed, !5#
a reading 1s strained, and inconsistent with the language and intent of the

FCRA.

Our reading of the statute is consistent with subsequent congressional
action and past practice in the Department. As you know, our current review
of the Department’s use of national security letters is a follow-up review to two
ﬂaﬂuﬁoﬂgﬂnﬂgg In the USA PATRIOT Improvement
and Reauthorization Act of 2005 (Patriot Reauthorization Act), Congress
directed the OIG to “perform an audit of the effectiveness and use, incinding
Egﬁgﬁﬂggggaﬁu
Department of Justice.” Pub. L. 109-177, Section 119 (2005). This sams
EREEEEEEBE%E
pursuant to Section 1681u. It also ksted among spectfic ftems to be addressed
in the audit the menner in which information obtained through national
security letters was “collected, retained, analyzed, and disseminated by the
EEEQSBEBEEEE%G
‘raw data’) provided to any other department, agency, or inatrumentality of
Federal, State, local or tribal governments or any private sector entity”
(emphasis added).

Fulfiiling the mandates of the Patriot Reauthorization Act clearly required
the OIG to have access to the "raw data” the Department obtained through
national security letters — inchuding Section 1681u credit report information —~
yet the Patriot Reauthorization Act contained no provision granting the OIG
access to Section 1681u information. This shows that in 2008, Congress
believed the OIG already had access to Section 1681u information in arder

Egssgggggeeggﬁﬂa

the conferees, but tha conferees have concluded that in this instance the need is genutne, the
the threat to privacy 19 minimized.”)




audit such dissemtnation. Accordingly, Section 1681uff) should not be read as
Bmiting the Department of Justice Inspectar General's access to such
information.

The Department’s past practice is also consistent with our reading of
Section 1681u{f). In our prior national security letter reviews and during cur
first site visit in the ongoing review, the FBI provided the OIG full access to
Section 1681u credit report information as well as to all other information #t
obtained through its use of national security letters, without suggesting that
FCRA Section 1681u limited such access. Qur past reviews resulted in
findings that the FBI had used national security letters (including what the FBI
called “exigent letters”) in violation of applicable national security letters
statutes, Attorney General Guidelines, and internal FBI policies. With respect
to Section 1681u specifically, we found that FBI personnel did not fully
understand the statutory requirements of the FCRA and had in certain cases
requested or received information they were not entitled to receive pursuant to
Section 1681u.

In response to our findings. the FBI and other Department components
instituted corrective actions, including implementation by the NSD of oversight

provided
to Section 1681u credit report information n field office files on a guarterly
basis, without first seeking a case-by-case determination from the Deputy
Attoroey General that such disclosure fs “necessary for the approval or conduct
of a foreign intelligence investigation.” We see no need to invoke the exception
to the dissemination lmitations of Section 1681uff) to allow the OIG access to
this credit report information when the Oversight Section of NSD routinely
obtains it without reference to the exception for the identical purpose of
conducting of the FBL. Indeed, especially in Hght of our prior national
security letter and "exigent letter” reviews, it would be remarkable if the
Department now — at the FBT's request - restricted the OIG's access to Section
1681u material to only those reviews to which the Department consented.

In sum, the process contemplated by the November 18 memorandum -
that the OIG may obtain access to Department documents related to am OIG
review only after recelving advance consent from the Department on a case-by-
case basis - is dirvectly contrary to the broad authority and access granted to
the IG in the Act, s not required by the terms of Section 1681u, is contrary to
the purpose of the dissemination limttations contained in the statute, as well
as the intent of Congress demonstrated by its subsequent legisiation, and is a
disturbing break from the long standing policy and practice within the
Department.

.
— — — — m—— ——  ea®  semu-




O

I appreciate the sentiment that you expressed at our meeting about this
subject on November 18 that the goal of the Department was to ensure that the
OIG is able to have access, consistent with the law, to the materials it needs to
conduct its overaight mission. I request that you reconsider your basis for
allowing the OIG to have access to FCRA Section 1681u information.
Consistent with the law for the reasons described herein, I ask that you issue a
memorandum to the FBI informing it that the OIG can have access to FCRA
Section 1681u information for its oversight reviews and investigations unless
and yntil the AG finds it necessary to invoke the Section 8E process to prevent
such access.

*



.US. Department of Justice
Office of the Inspector General

December 16, 2011
MEMORANDUM FOR THE ATTORNEY GENERAL

| FROM: ' CYNTHIA A. scmmnm%-/&du/——-

‘Thank you for your letter of November 18, 2011, stating that the Office of
mempmcmd(omumnmmmmmmmum
review of the Bureau of Alcohol, Tobacco, Firearms and * (ATH)
mmmmmmuwmmmm
other iuvestigations with similar objectives, methods, and
mmmmmmmwmmmm
to the OIG is permissfble under Rule 6{e}(3)(A)if1) of the Federal Rulés of
Criminal Procedure because you have determined that such disclosure is
nmymammanatwneyﬁrthegwemmmt.mpmmmgym
duty to enforce federal criminal law.

I appreciate your decision that the OIG may have access to grand jury
information for the purpose of completing this review. While it remains oir
position that we are entitled to this information, | am writing to express my
disagreement with the rationale for your decision as to why we should be
anawedhul:rmaecess. Wewmparﬂwlarbconmedby&ne following aspects of
your

Myuurmlnemrecﬂysmdﬂmﬂmquestedyoutoauthormﬂw
Fedtral Bureau of Investigation (FBI) and other Department components to
disclose grand jury information to the OIG for our review. We do not believe
Department corhponents must seek authaorizatton from the Attorney General to
disclose grand jury information to the OIG for our use in conducting cur
favestigations and reviews. Thus, while we notified Department officials that
we were secking certain grand jury information in Fast and Furious, that
conversationi was merely to provide notification and was not a request for the
Department’s authorization for us to receive such materials. Indeed, prior to

your letter, we had already obtained grand jury information from the

recelving
O FBI relevant to the ATF's Operation Fast and Furious, and the U.S. Attorney’s

I o o




Office for the District of Arizona had notified us that it would provide grand
jury information to us for this review. This was consistent with a long-standing
policy and practice within the Department and its components, including the
FBL to provide grand fury information to the OIG upon our request for use in

wmmmmmmawmmm

I also am concerned that in providing authorization for the disclosure of
grand jury information to the OIG, your letter appears to envision that it is
necessary for the OIG to obtain authorization from the Attorney General, on a
case-by-case basis, prior to obtaining access to grand jury material from the
Departiment’s components. A requirement that the OIG must first seek
permission from the Attorney General to obtain material necessary for our
reviews, however, undermines the OIG's independence and is inconsistent with
the Inspector General Act.

As we have discussed with you and the Deputy Attorney General, the
OIG believes that Section 6(a)(1) of the Inspector General Act, 5 U.S.C. App. 3.
entitles us to have access to all documents available to the Department and its
companents. Significantly, Section 8E of the Act provides that only the
Attorney General may prohibit the Inspector General from canrying out or
completing a review, and may do so only in certain carefully circumscribed
instances, In writing, and with notice to Congress. In short, the Act mandates
that the DIQ recetve access to Department documnents unless the Attorney
General invokes the Section 8E process to prohibit such access. The Act does
not Bmit the OIG’s access to Department documents to only those
circumstances when the Attorney General consents to it.

In addition,, while we agree that Rule 6{e) provides authority for the OIG
to obiain access to grand jury information independent from the Inspector
General Act, 1 am troubled that your letter relied on Rule 8{e}{3)(A){H) to grant
the OIG access to grand jury material iIn Operation Fast and Furious. That
provision authorizes the disclosure of grand jury information to “any
government personnel . . . that an attorney for the government considers
necessary to assist in performing that attorney’s duty to enforce federal
criminal law.” Your letter stated that the provision applied to the OIG’s access

3 As we have diacussed with you, in contrast to iis provision of grand jury material to
the OIG fn the Fast and Purious review, the FBI departed from its compBance
with the practice of providing the OIG with access to grand juxy and numerous other
of materials and refused to provide such access to the OIG in connection with the OIGs
review of the Department’s use of the material witness warrant statute, 18 US.C.
Section 3144. As you know, in that review, the OIG and obtained the
Department’s intervention to divect the FEI to provide the (IG with what we theFBl s
requived by law to provide us. 'We have since recelved grand jury information from the FEI for
use in cur materfal witness warrant review pursuant to Federal Rule of Criminal Procedure

GLeSys.
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to grand jury information in the Fast and Furious review because you referred
the matter to the OIG for investigation. You reasoned that the OIG's access to
grand jury information is necessary for you to exercise your supervisory
authority over the Department’s enforcement of federal criminal law.

Conditioning the OIG's access to grand jury information upon your
determination that access is necessary for the exercise of the Attorney
General's supexvisory responsibilities again is inconsistent with the Inspector
General Act. Moreover., it is unmecessary under Rule 6{(e). Attorneys for the
OIG may receive direct access to grand jury information pursuant to Rule
6{e)(3)(A)1). which provides that disclosure of grand jury information may be
a;;-n;e.m‘anattomeyforthegwmmforuseMpeﬂommgthatanOmeYs

The Department has routinely provided attorneys in the Office of
Professtonal Responsibility (OPR) access to grand jury inforrnation to enable
them to conduect oversight investigations of alleged misconduct by Department
attorneys in the performance of their litigation functions. Such access has
been allowed pursuant to Rule 6{e)(3){A){1). and it has not required a case-by-
case determination of need for the Attorney General's exercise of
authority. Indeed, an Office of Legal Counsel (OLC) opinion issued in 1984
concluded that OPR attorneys qualify for automatic access under Rule

6{e)ISHAYY) because they are part of the chain conducting oversight
of the condurt of Department attorneys before the grand jury. See
Memorandum of OLC Deputy Assistant General Robest B. Shanks,

supesvisory maintaining
by Department employees. OIG attormeys therefore should receive the same
automatic access to grand jury information for use in oversight reviews as OFR

attorneys do pursuant to Rule 6{e}(3}{A)N0.

In sum, the premise of your November 18 letter - that the OIG may
obtain access to grand jury material relevant to an OIG review only afier the
Attorney General or other Department official determines on a case-by-case
basis that such access 1S necessary to assaist an attomey for the government in
performing your duty to enforce federal criminal law — 18 contrary to the broad
authorily and access granted to the Inspector General in the Inspector General
Act. 1t also breaks with the long standing policy and practice of Department
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I appreciate the sentiment that the Deputy Attorney General expressed at
our meeting with him about this subject on November 18 that the goal of the
Department was to ensure that the OIG is able to have access, consistent with
the law, to the materials it needs to conduct its oversight mission. [ request
that you reconsider your basis for allowing the OIG to have access to grand
juy aformation. Consistent with the law for the reasons described herein, 1
information S 83 ovesright roviews and Savestigetions poreusss to the

its investigations to
Inspector General Act ard Rule 6{e)(S)(A}(0), unless and untit the Attormey
General finds it necessary to invoke the Section 8E process to prevent such
access, .




U.S. Department of Justice
Office of the Inspector Geveral

e — . n. .

December 16, 2011
MEMORANDUM FOR THE DEPUTY ATTORNEY GENERAL

PROM: CYNTHIA A, sCHNEDAR Al bmnt

SUBJECT: Inspector General Access to Department Documents

1 recetved your letter dated December 5, 2011, directing the Federal
Bureau of Investigation (FBI) to disclose to the Office of the
(OIG) material the FBI gathered pursuant to the Federal Wiretap Act, Title Il of
the Omnibus Crime Control and Safe Streets Act of 1968, as amended, 18
U.S.C. §§ 2510-2522 (Tutle i), for our ongoing review regarding the
Department's nse of the material witness warrant statute, 18 U.S.C. § 3144,
In your letter, you cite an opinton from the Office of Legal Counsel (OLC) issued
in 1990 concluding that OIG agents qualify as “investigative officers”
authorized to obtafn and use Title Il information as appropriate to the proper
pesformance of thetr official duties. You state that you have determined that
disclosing Title III information to the OIG for the material witness warrant
review is permissihle because it is necessary to the OIG's performances of its
investigative or law enforcement duties. You also state that disclosure in this
ctrcumstance is appropriate because “the Title II) information in question is
necessary to [the OIG's] completion of a thorough review of the Department’s
use of the material witness warrant statute.”

Although I appreciate your decision that the FBI is authorized to disclose
the Title Il material it has been withholding in response to our request for it, I
do not agree with the rationale contained in your letter that it is necessary for
meommmmmnepmmmmp on a case-by-case
basis, prior to obtaining access to Title Il material from the Department’s
components. As we have previcusly discussed with you, we believe a
requirement that the OJG must first seek permission from the Department to
cbtain material necessary for its reviews undermines the OIG’s independence
mummmmmdmwwmmem
See 5 U.S.C. App. 3.

As 1 noted in my letter to you dated December 6, 201 1, regarding the
OIG’s authority to obtatn credit report information gathered pursuant to 15
U.S.C. § 1681u, the OIG believes that Section 8(a)(1) of the Act entitles us to




access to all documents available to the Department and its components,
uniess the Attorney General himself formally, in writing and with notice to
Caongress, exercises his authority pursuant to section 8E of the Act to prohibit
the OIG from completing or carrying out a review in circumstances specifically
emumerated in Section SE.

Title III itself provides a basis independent of the Act for the QIG to
obtain access to Title IlT materials. As you note, the 1990 OLC opinion
interpreted 18 U.S.C. § 2517(1) to include OIG agents as investigative officers
authorized under Title I to recetve such information for the performance of
their investigative or law enforcement duties. However, you also cite a 2000
OLC opinion regarding dissemination of Title Il material as narrowly
construing the term “official duties,” to limit disclosure to law enforcement
officials to situations when it is “related to the law enforcement duties” of the

officer. Because the 2000 OLC opinion arose in the context of
dissemination of Title I material outside of the Department to the intelligence
community, we do not believe it precludes the OIG or other officials within the
Department from obtaining Title HI material to conduct supervision or
oversight of lJaw enforcement.

In sum, we believe the OIG is authorized to receive Title Il materials
under both the Inspector General Act and Title Tl. Indeed the OIG has
historically recetved such information from Department components, including
the FBI, in recognition that the OIG's fonction inciudes ensuring that cximinal
law enforcement personme] are condneting investigations in complisnce with
applicabie laws and palicies. Moreover, it is commmon sense that our role of
conducting of Iaw enforcement activilies mmst encompass access to
the materials and informatton derived from the techniques employed by law
enforcement afficers.

. 1 agk that you reconsider the basts for allowing the OIG to
have access to Title Il information in cur material witness warrant review.
Cuonsistent with the law as described in this memorandum, 1 request that you
determine that the FBI and other Department components should provide the
OIG access to Title Il material for its oversight reviews and investigations in all
such matters, unless the Attormey Genera] invokes Section 8E of the Act to
prevent such access.

l




Bhusigirgion. DAL 20530

January 4, 2012

Acting Inspector General
of Justice
Washington, DC 20530

Dear Ms. Schnedar:

I am in receipt of your letters dated December 6 and December 16, 2011, setting forth
your views regarding the Office of the Inspector General’s (OIG) ability to access grand jury
material under Rule 6(e) of the Federal Rules of Criminal Procedure, information obtsined
pussuant to Section 1681u of the Fair Credit Reporting Act, 15 U.8.C. § 1681 (FCRA), and
information obtained prusuant to the Federal Wiretap Act, Title III of the Omnibus Crime
Control and Safe Streets Act of 1968, as amended, 18 U.S.C. §§ 2510-2522 (Title III).

As you know, the Office of Legal Counsel (OLC), the entity within the Executive Branch
responsible for providing authoritative legal advice about these types of matters, has beea
considering the issues raised by your requests. OLC’s established pravtice is to refrain from
reaching any final conclusions until it has solicited and received the views of all affected parties,
. including OIG, a process that I understand is currently underway. OLC has advised me that at

this time, however, they are not persuaded that the Inspector General Act provides authority to
access documents notwithstanding the restrictions on their use or dissemination contained in the
statutes referenced above.

I have consulted with OLC at length about ways that, consistent with applicable law, the
Departmbnt can ensure that OIQ continues to bave access to the matesials it needs for its
cssential work, Within the limits of the law, the Attomey General and I have endeavored to find
solutions that provide OIG with immediate access to documents necessary for its thorongh and
effective review of specific matters. Whensver you have raised concemns with us abouta
component withholding documents that you need, we have found ways to provide you access.
'We understand that, as you confinned at cur meeting on Decembeér 19, 2011, OIG currently has
access to the information that it needs for its ongoing reviews. In the meantime, as we explained
at our December meeting, where possible under existing law, we will continue to work with
OLC to develop Department-wids policies that would ensure that documents are made availeble
to OIG without the need for case-by-case determinations.

L am




Ms. Cynthia Schmedar
January 4, 2012
Pege 2

To obtain a definitive answer to these legal questions, | have shared your lesters with
OLC and asked that OLC provide a formal opinion regarding the construction of Section 6(a){(1)
of the Inspector General Act, 5 U.S.C. App. 3, and the OIG’s access to grand jury materisl,
information obtained pursuant 1o Section 1681u of FCRA, and information obtzined pusrsuant to
Title I1. Please continue 10 work with OLC to ensure that they have the benefit of your views
and perspective on these issues. I, after OLC has completed its opinion, you believe the existing
statutes do not provide your office with access on terms that allow it to perform its oversight
nndon.leguhﬁveactionmybcmy 1100k forward to working with you if such action
is vitimately required.

Sincerely,




@ffice of the Beputy Attorney Gereral
Wesiingion, B.G. 22828

Maxch 16, 2012

As | explained in our recent discussions and my letter of January 4, 2012, 1 am committed
to ensuring that the Office of the Inspector General (OIG) has access to the information it needs
to perform effectively its ovezsight mission. Toward that cnd, the Attorney General and I have
watked over the past several months to make certain that OIG has the materials necessary to
conduct its ongoing reviews. We have also indicated that we are committed to developing
Department-wide policies to make documents available to your office without the need for case-

by-case

Your office responded that, although you were grateful for our efforts, you believed that
the approach we proposed was inconsistent with Section 6(a)(1) of the Inspector General Act, 5
U.8.C. App. 3, and the specific statutory provisions at issue, To resolve the legal questions
presented, 1 asked for an apinion from the Office of Legal Counsel (OLC), the entity within the
Executive Branch that resolves such disputes,

Both your office and the Council of Inspectors General on Integrity and Efficiency
(CIGIE) have requested that the Department withdraw the request for an opinion from QLC
because OIQ and CIGIE have indicated to me that they are satisfied with the terms of access
currently being provided. You have also indicated that 01 bas received all material responsive
to its pending reviews and xio longer belicves there is a need to resolve the legal questions
presented. Fram our discussions, I understand that OIQ now believes that the best course is to
proceed with developing Department-wide policles concerning its access to information. These
policies would geek to facilitate your reviews by providing presumptive access to certain

categories of information to the extent permitted by the terms of the specific statutory provisions -

at issue. We will work to maximize your ability to obtain information, but you understand that
access to some categories of information may be legally permissible on these terms only in
certain circumstances, and access to other categozies of information may not be possible at all,

In light of the foregoing, I intend to inform OLC that a formal opinion is no longer
needed on the legal issues that have been raised. [t bears noting that OLC has already provided

O informal legal advice upon which the Attorney General and | have refied as a basis for ensuring




Ms, Cynthia Schnedar
Page 2

that OIG has had access to information in specific reviews. I encourage you to contact OLC to
provide your legel views conceming prospective access by OIG to the type of information at
issue in those reviews—specifically, grand jury matesial, financial information received pursuent
to Section1681u of the Fair Credit Reporting Act, 15 U.8.C. § 1681 (FCRA), and information
obtained pursuant to the Federal Wiretap Act, Title III of the Ommnibus Crime Control and Safe
Streets Act of 1968, as amended, 18 US.C. §§ 2510-2522 (Tide I).

Please let me know if you disagree with any of the foregoing. 1fI do not hear from you
within a week, I will withdraw the request for an opinion from OLC.

</ 1«4
James M. Cole
Deputy Attomey General

[




O

Vo Be @ US. Department of Justice
Office of the Deputy Attorney General

Ths Deputy Ammmcy Genceal : Sinkingem, DC 253D
April 11, 2012

Ms. Cynthia Schnedar

ggg
US. Department of Justice
Washington, DC 20530

Dear Ms. Schnedar;

ﬁ.ngnam&oggﬂdod conducting a review of the Bureau of
Alcobol, Tobacoo, Firearms and Bxplosives (“*ATF™) investigations known as Operation Past and
gigﬂ.&ogﬂiﬁﬁn.vui%&%g

ggagﬁng%ﬂwgggg ??????

on my bebalf, for the OIG’s use in comection with fts ongoing review.
Section 2517 govems an investigative or law enforcement officer’s disclosure and use of
Tide Il information. It provides in relevant part:
Any gagﬁggé by any means authorized by this
chaptet, has obtained knowledge of the contents of any wire, oral, or electronic
commpumication or evidence derived therefrom may use such contents to the extent such
use is appropriate 1o the proper performance of his official duties.
18U.S.C. §2517(2). As Deputy Attomey General, ] am a “law enforcement officer” as defined
in 18US.C. § 2510(7), and my official duties as sch include supervisory responsibility for the
gﬂﬁggggu&aﬁ.ﬂn% Pursuant to section
2517(2), } may therefore “ase” Title IT information by disclosing it in a manner that enables me
%%&rﬁ%ﬁggggg

After consultation with the Office om—bmn_ ounsel, I have determined that providing the
o—o%gs&adﬁn—gaggégﬁggﬁvﬁ
investigations will assist the appropriate performance and discharge of my criminal law
enforcement supervisory responsibilities. Indeed, 1 gaaonggﬁn OIG's investigation
and its subsequent report will provide information that will directly assist me in supervising the
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Ms. Cynthia Schnedar
Page2

Department’s criminal law enforcement programs, policies, and practices. | therefore authorize
the Criminal Division and other Department componesits 10 provide the OIG with responsive
Title Il information for its use in connection with this review. In making this decision, and
because it will not result in protected materials being disclosed outside the Departmens, [ have
determined that providing the OlG with access to this information will uot impair the
Depastment’s conduct of the ongoing investigations and associated prosecutions. 1 note that only
OIG pessonnel with express responsibility for completing this review and subsequent repori may
use the information disclosed, |

Thank you for your attention to this matter,
Sincerely,
4.,
Deputy Attormey General




_ Unclnasified with er!aeﬂms

Offios oF the: General Counsel, . : "H'"""’"Mm

emnacﬁonnu&xequeatsﬁom.ﬂn om‘wofmmm Genuak(“OIG"), OIG’s ovmgm
ability willbe impaired. 'Whils v appreciate yonr concems, restrictions an dissemiriation affict
aukﬁvebmaﬂnumb&ofdum@emhﬁngbamﬂ!mb«ofm@mﬂm avestigations
this FBY is eager to understand the OIG's argument that the stafitory
hmihhnnscitadhdowdonotapplyh seminationsfrom the FBI t QIG. (U)

In prior discnssions, this OIG hes noted tliat section 6(a)(1) of the Inspéctor General Act

of 1978, 5 U.S.C. app. §6 (hereinafier “IG Act™) authiorizes the OIG to have acoess to."all
records, yeparts, . . mm...m‘oﬂmmmﬂdnﬂabhwthcw ‘

Section 6(a)(1) geants broad accesy, section 6(b) makes clear that accessis not

Although.
without lifhit. Section Gﬁm)moﬁdesm "Tu]pon request of an ispiector Genatal fir
iniformation or-assistince under gobsection (8)(3); thio head of any Federal agency involved shall,
-mmﬁmmhwmmmmmﬁwmmqmmamw
ngnlatfaanﬂneiaddral.dgmcyﬁomwh{chm Wformatlan is reguested, farnish to such; .

ofor General , . . such: 1orassistande (Bmphisis added:) Al&nughSwtidn
6(b)(1) applies by its terins anly » reqissts pursuant to Section 6()(3), Section 6(b)(2) slzo:
‘Teco, _ﬂntseoﬁon&(a)mismtabsolute “Whenever informstion or assistinocs requested
' mdersuhsmioa (a)(l)or(& 3)is; It thajudgnentofmmmﬁmal. unreasonably
 vefiised ar not provided; the Iy tor' General shall regort the éfrou ta the head of the

i 3 " (B added), Thua;thummlmphomg




gih inspectet st '.Amheneedsﬂt;),ld@ma fo ve:job, subject,.of
¢ ofoﬁ;gmes,smhasﬂxehﬁwy Act.‘* 8. REP NO‘ 9&19?1, at34

mmofmmmmmnismbﬂmmomm
Pooedes G)mo gl gl eaigumn by DO Rl 6yt i

“Rubﬁ(a)ﬁoesmtmveraninfomaﬁmdemlopeddxmgﬁwomofaymdmy
stigation, but only informstion that would reveal the strategy or direction of tiie investigation, °

mmﬁ%mwmmmmm&ﬁmmﬁh - members of
the grand jury; or anrything else that actually oconred beftre the:grand jury.” See USA Baok,
Fedéral Giad Jury moﬁwofugnnamﬁon.omwzmwga 6 (citing Linited,
States v, Smith, 123]?.331 140, 148 (3d.Cir.. 1997)). Moreover, the question whether a spécific:
docuriient is'or is.not 6(e) imaterial may depénd on the quantity of Grind Jury infiirmetion
requested iar the foderal ofretiit in:which the: Grand Jury is sitting. Id at §§ 3.6 through'3.10.
Requests for entire investigative files - the disclosurs of which will nisoassarily disclose the:
nature of evidence that was collected by and prodioed to the grand jury —~ may-raise diffirent,
mmmmmmwmmmwm

eg,b ";talephnnsmoxdsL )
Mwﬂe}@)(@@@)mmﬂmmmﬁemmmm
mateiiil o arly other government personnel tiscessary to assist in performing that attorney’s

Jury.
dutty to enforce fodeésal cximinal Iaw and the information disclosed is to be used only for those
puposes, Disclosure under Rule-6(e)}(3)(A) is penniited only when necessary to assist in.
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Unclassified with Redactic

specific approvals being obtained. Psychotherapy notes and substance abuss patient medicat
recards in particular have very stringent confidentislity protections. Seg 42 U.S.C, § 290d4-2; 42
C.FR. Chapte: I,WapmA,Pmtz,‘@s CFR.§ 164.508(2). Thus, if the OIG requests
materials that contain individual Wwﬁmmﬁmm&n%&@m
Comxlmnﬁhcmsu&ﬁdpnmtapm&cmgawhmﬁeﬂals Uy

meapmduoﬁonlu  perspective, foew FBI files outside of the health cars fraud
classification include such information. When FBI investigative files are requested, the FBI will
mmmeﬁmywmeMamMﬂem
such information. Hw,ﬁaﬂemﬂmth&mewdwmmmmﬁmﬁn

F. Credit Reports (U)
The Fair Credit Reporting Act governs the dissemination of credit reports and

information from credit reports. Becanse the statutory scheme is quits complicated, if the OIG
Mmmmmmmmmwmmmmmm
mmwwomwmem&mummmmmmmmm )}
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oducti ‘memmaiﬁgmmm

atior ‘@mmwmma mm&mcﬁ

. will Wm&%mmmm&ﬁaﬂwmﬁ
emmmmmﬁmﬁm Ifuot, tha file will not be reviewed to search for such

information. (U)
E-Fnrﬁgnﬁnvmmtoﬂntmﬁnnﬂﬁmmﬁmlnﬁmaﬁm(ﬂ)

Ifafm:gngawmmenthasmposedmﬁmﬁwonﬂmdxmmahmofmﬁm&mﬁ
mmmmemm&emmwmwmwmw that information
should not be produced to the-OIG sbsent permission fram the entity that provided the
information to the FBL (U)

Fmammwmmmmmmamammmm@
mwexmtm&mymmﬁsmhwm&wmﬁkw ]
information provided by a foreipn govemment that hias imp
of the information. Hmﬁwﬁlewmmhmﬁmmm%mhmmamn,@

L Information Subject to Non-Disclosure Agreements, Memoranda of
Undmmntﬁng or Court Order (U)

A non-disclosure agresment (NDA) mMmmdmofUnﬂdemg@dDU)may,
depending on its terms, impose restrictions on the FBI sharing information with entities outside
the FBI, including the OIG. Becanss each NDA or MOU will vary in its terms, an analysis of
the ability to shari n will tun on the particular terins and conditions of the agreement.

MEMWMMmqummmmmmmﬂm on its face,

appamtomaiutmedisclnsm of the information outside the FBI, we.are recommending that
Qmmmmmm cna..n: ure (m
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Unclassm‘adwﬂh thaﬁﬂona

nder.m .Mmmmmmmmmmshm
i ge the FBL, including momvmmrsv_,;,

udividiial Copacity Mamns) t“(WWMWW!GMI%},
o “hies “"‘.:_fhmfomﬁl‘hoﬂ"“ dictions™). (U)
xdﬁmsﬁpoommmwm&emqnmﬁrmmmmd

Fxomamduohonlogisﬁospmpecﬁva;indmﬁml' :

e f;-i-';;_;;mw»*’*w*" ey

K. Otlier U:S. Government Iinformation (U)

Mmmmnmmmmm&emcmmpmof .
tion.that orig] .,;_._'J;_‘vdﬁxanoﬁmgommentenﬁtae hereinaftet “third pe

ﬁommurundu}yingi%;.ufﬁmﬂe. Auomychmt
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Um:lasslﬁed wlth Redae‘tlgns

emp‘loyeesofcatans gwammmtennﬁes(ﬁ%%SOUsc. § 403g). Suchinfiymation )

Ifmgﬁeﬂemnnutbammsmﬁlrm; nformsation.

Kthe OIquqeais access to.or documents fidri an FBI mﬁle.ﬂxetequestmgtbe

WW&MWISAC&&&M&W Wﬁm

nm«ofﬂledommmqm Nonsthalmvzemmrldngm enhmeeournapmto
ryequeste .docummsoﬁmtwecanconnnmwmvidsﬁaomvdﬂlﬂw
: Iy oiit s d:respansibilities. .....‘.j'i",.aswhfﬁmmﬂ-i‘m
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MEMORANDUM

Tos
From:

posm‘siqa-ofﬁzFB'L SU.SC.AApp.B 56(3). Swﬁmd(#)(l)ofﬂsg ector ]
tbag“[zjachlnspecw gw—mmmwmmmm

‘ 'toOIG. U’ponAquuest,thaFBI
provided ODAG: ' _'f__,&gsuibingﬂemgaﬂesaf“ formation thit tho FBI
'Memomndumﬁ:omP.Kelley AcﬁngGeneta!Counsel,FBI,to ODAG (Oqtobers 2011)
(hmmaﬁer"()mbazoﬁl\lg andum®) (Attachriont A},

m)ﬂnsmgmdmspdﬁcaﬂyadhwmmempeofommw&nwmmmy&
identified categories-of FBI information when thie OIG is canducting a criminal investigation:
Even wliean the OYG is.exercisit itscummnlinvesuguﬁvemthmtyfrmherthanpmﬁngm
memmmmwmmmm)mm
restrictions limit the FBI"s ability to release informiation to the OIG: In most inistarices, however,
the FBI can produce the restricted infiirination to;the OIQ for use in its criiwirial casey afier the FBE
ot the OIG have followed tie appropriate process for obtaining access (for example, seeking
pennwﬁonﬁomﬂ:eebmﬁ:rmfonmtonﬂmmunderwd), a5 described below..

(&) Inthismmgmndmweﬂm&nddmsﬂw categories of iuformation identified in the FBPs
Octoberzoil ,whmﬁmqgmdmcmﬁmmﬁ:aaommmimtmm




(U} Section:2511(1)(e) of Tifle 18 generally prohibits a person from disclosing; whattbatparson
knows to be material collected from a‘wiretap (“Title T information™). Section2517(1);:
liowever, pemm&edisclmafﬁﬂqmmﬁ)mﬁonﬁnm onainveshgaﬁveoplaw ,

, 1% ife ta the proper performan ofth@oﬁdaldﬂhesoﬁhﬂo%ﬂ'mahngos
Teceivin ﬁedfsclom" ISUSC. §2517(l} SeoﬁonZSl?(Z)aﬂowsfo:m" igativn
mewmwﬁmmm%wmsﬁwmmmm
to the proper p prnco of bis:official duties,” Therefore; where the OIG is jursting & criminsl.
mm&mMmm&mmmmdﬁﬂemmmﬁomﬂwmmmom

E @ Feders] Juvenile Court Records

© The Juvenile Delifignenicy Act; 18U.S.C. §5038(a)(3)mﬂmt"’lhroughoutmdnpmtha
'of&cjuveniledquum ' g, the records shall be safeguarded from
dimtomm anthorized persons. Thio records shall be released to ths extent necessary tomeet.

following circumstances: ... G)mqmnesﬁomlmafwwncrﬂqmswhmthcreqw
. ; ‘_tenlaredwthdinwslfgatioanamoraposihonwxﬂﬂnﬂmtam
(Bmyhasisaddeﬂ), Thus; the OIG may hiave access to such information a# part of its criminal
investigatory fimction to which the records are relevant. .

=

@) Infomaﬁonobmnedpmsmm ﬂ:eBankSectecyAct(BSA}(sl U.S.C. §5311 ét.al))
from the Firiancial Ceiminal Enforcement Network (FINCEN) s prolﬁbiwdﬁom disclosure
except in co i applicableanemoranda of
FINCEN. However, FINOﬁoaof General Counsel’&@ﬁce has smed‘lo the FBI Office:
omealComselﬂmtsuchmﬁnnaﬁOnmaybeshmdmththeOIGwhemﬁleomm
ondusting s criminal cass. Therefare, the FBLmay provide infotmation from FINCEN that is.
protected by the BSA to the OIG for its criminal cases.

D. (U} Soueeidetityng Toformatio

(U) The Attorney General Guidelines Regarding the Use of FBI Confidential Huyman Sources
C‘AGG-GHS’dgenaaﬂymohihfsthcdudomof“&aidmﬁtyofmyGonﬁdedHumm
Source:of in 164 Mthemmehasmvfdedthntmuldhm*atendmyhxdenhﬁrthe
Source;™ though there are exceptions; one of which is applicabls. Speciﬁoallytpmonnel .
may maké appropriste disclosures to.“other 1aw eirfarcenient, intelligence, immigration,
dlplmnaﬁc,mdmihmyoﬂdﬂswmwtoknowthézdmtﬁyw jerfori thcn'oﬁclaldutles
subject to priorapproval of thie FBIESAC or his or her designee.” ‘Thus, pursuant to the AGG-

.2‘




|
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CHS,thﬁcOIGuwﬁngmaIaw n ot

s PRI may produce.documetts which provides

CHS‘toﬂwOIG,subjecfhtheappmvanfﬂmFBI-SACo:degnee.
(U) Categories of Taf thiat May be Subject to Restriction on Dissembation,

- wkae&eOIGkthgaﬁimﬁnl(hw

- A (U) Grand Jory Information

(3} Rnleﬁ(e) of the Federal Rules of: (;‘sumlnall’koeedme generally probibits goveroment officials
from disclosing information abioitt any matier otcurring before grand jiity. 'Ihemla,howaver

S mmmﬁmwmmaymtothem@'smmcﬁmindm

@) mmwmmmmmmmMmmymm

neeeasaytoawstin duty to
Crim, P. 6(e)(3Xa)G). Thiamepﬂondoesnotauﬂmmﬂmmimpmvldetha OIGwIthanﬂe}

infbmaﬁmﬂommlmmdswhmmﬂmommqmﬁe)mfumanmduﬂngthewmoﬁ
.. Rather, the OJG-must seck appropriste aithorization — either from. the
Mxmﬁmﬁh&muwﬁ&ﬁ#“ﬁ)mﬁmﬁmm&ﬁn&m&mﬁam
Genmlaspmofhsmmlswmymﬂ:mty Disclogure based oii this exception also
roquies coinrt notification.. See Fed. R. Crim. P. 6(6)(3)(B)«

it (0) thommmmmhpmmhgmﬂﬂgmdnﬂu

(U) “An attomey for fhie government may disclose any grand-jury mater involving foreign
mtelligence,coummlligenne ..at foreign intelligence information . . . to any fedaral law-
oﬁcialmass:stthatomcialmvm ﬂ:amfonnancumtha"“ & of that
oﬁual’sduhos."Fed.R.GamP 6(6Y3X(D). Whea the OIG secks o avail itself of this
empﬁmﬁedﬁummmme&andlmmmmmwmswor ,
counterintelligence information must still be mads by an attomey for tis government, Disclosure
basedqnﬂusexcepﬁon also requires court notification. See Fed. R. Crim. P. 6(eX3)(d)(i)..

(L0 Inaddiﬁontoaebessgnmibyaguvmmentattomey,  6(¢) allows the court that
anpmﬂhdﬂ:eymdjwymwﬂmdummofg;mdjmymm%wmtmayauﬂnm

disclosure-. . .- inaxily to or in cannection with a judisial proceeding.” Fed. R, Crim. P,
6(e)(3)(5). msmmpmmo,wouldxeqmetheomtoobmnsuohspeaﬂcpmssimbeﬁm ’
the: FBI would be suthiorized to release the infrmation:, .

() mmmhwmmmwmowmmmmmmmmm See Notes of Mig.
betwoen FEI and OLC (Aps. 11, 2012) (Attachment C):




 UNCLASSIFIED'WITH REDACTIONS:

B. (U): Federal Tax Joformation

(U) Secﬁanslos ofthelntumnlﬁ:venueCede,ZGUS C. § 6103, prohihutsafederal employee:
ing fedmlhxwm_orrehmmﬁmahm(FTQdeMlyﬂomﬂm

mvesﬂgmionxsmt/ clemt to pexmit the B .mmorsmm
smhmmnﬁm. Inmdertoobﬂmﬁeintbnnmon,thamfiwoﬂdneedmembﬁshmma :

yyees receiving the nformation are persanally and directly engaged in the inw
' mmmemmmmmwmm Thminﬁrmatlmzsalsombjectm.

. Uy MouoﬁmPBlamnmeys'mmy-cﬁmtmlmmp ir

‘belmlf of the organization: Weunderstmdtbatshmnzsuch“oﬂimd—capmw”_’f ney-client
information with the BOY OIG does not constitute & waiver of attomey-client privilege: Such.
Mumwmmmmmmmmmmemmmmm(w
the OIG is restricted from: disclosing the information ontside ths Department of Justice without
pnoroonstﬂtanun)

) [ some cases, hnwem,suphaswhmanmdividmlmtmployeeissuedforoﬂinhlaaﬁous.
mFBImmcy'suﬁmey-chmtrelanmshipmd, 1 g privilege does extesdd t an
individnal FBE emplayee. -Such “individal y" ittomey-client information is subject to the:
slandardssetfoxﬂ:m%C.F.R‘§§50158nd5016m628U80.§517 'I'heattomeyandthe
. qnp!nyeeenﬁe:inhaa“&adﬂonalaﬂumey—diwlmlaumﬂnp andthnmfounathnmlanngwﬁn
sentation:is covered by attorney-client confidentlality rules, See, génerally, Tndividual
cmmmmmonofpmnmpmmcmmmammm
MWWWmmWRMmWW&
smmrmsmwnmmrommaﬂyzammm4@mmw
Capasity: "). The information subject t tie privilege includes communications between
mmmeymdﬁewbmuwenus“wnﬁdmdwwacnmﬂommy
soirce;” See Individual Capacity Manmal at 34

((#;) Thcscopeofthepmmmnfmmdivxmm- capacity attorney-cHent information is broad, The
attormey-client rels eommamesvnthﬂwreqwatfortepmemonmdappﬁesto-
ommmmmsmadcforﬁepmposeofwmsmpmmm 1d. at 30, The obligatiti to
safiguard privileged or otlier confidential client inforniation remains “in perpetufty” and the
lnﬁmmmmmmefombcwm&notonlywhﬂethemeiswﬁwbmwmm
disposition. Id. af 35, Bewwethmpmcﬂonseanstwhetﬁeﬂheomisoon&mgammal

4 '




i wame 'seewmmstb;,mmMmrmw
"m"m"fﬂ‘ﬂl’l‘bﬁmﬂmﬂﬁ utweigh e pofential iguey to the patient. 1.
soardingly, the FBLmay px 'ffmhm&maﬁmw&eemfoxmmj;w4.,'

(u}“ sion. obiined by patie & conrtorder o sibpoens,
ng the or-whtich the inf ioii,will b used.. T’ﬂel%U.S.C.&MSG(eXZ)
| ket i vl tht s ,“ 1 s m E w
mbenwdmwdisdowdmmpmﬁ:rm abiy O otit ,
g w ditmd 7 .;.ﬂmﬁzdmdmlwhoisthawoﬁminﬁt: ation: uniless thi
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 PRVILEIGED AND CONFEDERTIAL

information for use in criminal cases that are directly related toreceipt of health care or payment
for health care, or action involving a fraudulent claim related to health, the FBI may provide the
information. Otlmrw:sa,tthIGmayo&tainpemmmmﬁamﬂmcammuseﬁwmformMm
its criminal cases.

(U) As discussed at more length in our October 5, 2011 Memorandum to ODAG (Attachment
A), psycboﬁmapymmdmbsmamsepmentmedwdmmrdsalsn have very stringent
protections on confidentiality. See alsa42 CF R, §§ 2.1, 2.13, 2.32 and 42 CFR. Chapter 1,
subchapter A, Part 2; 45 CF.R 164.508(2). Jn some instances, however,. suchmfomaﬁonmay
also be disclosed pursuant to acourt order for OIG criminal cases, Seee.g. 42 CER.

§ 2.1(X2XC)-

(U) In sum, if the OIG requests materials for its criminal cases that contain individually
ideptifiable patient medical iﬂamo&&edmﬁomdmmmmmmmpmm
these statutory restrictions. .

F.  (U) Credit Information Obtained for Comterintellignce Purpos otes

(1)) Undaﬁ:quCredirRepomngM(FCRA},meFBImayobmnamesafﬁmmm
institutions with which the consumer maintains or has maintained an account or consumer
identifying information for counterintelligence purposes. See 15 U.8.C. §1681u(a) & (b). The
FBI, however, “may not.disseminate information obtained pursuant to this sectian outside of the
Federal Bureau of Investigation, except to other Federal agencies as may be necessary for the
approval or conduct of a foreign counterintellipence investigation, or, where the information
concems a person subject to the Uniform Code of Military Justice; to appropriate investigative.
authorities within the military department concerned as may be necessary for the conduct of a joint
foreign counterintelligence investigation.” 15 U.S.C. § 1681u(f). WheretheD@utyAttcmey
Genmaldatmmmssihatomwcessmapmdarcasemmmary ‘the approval or conduct of
a foreign counterintelligence investigation, the FBI may provide such access. We are aware of at
least one instance where ODAGmsde such a determination with respect o a non-criminal OIG-
mm(SwL&.EmmDAGCoiemAwngIGSchnedm(mdmd)atAﬁacmm Thus, inan
OIG-criminal inyestigation the OIG may seek access to such information fmm ODAG if the
statutorily required basis can be sustained.

G.  (U) FISA Information

6
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il (U) FISA-ncquired tangible things of 2 United States Person
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- ‘
¢ (U) While the order’s definition of may be broad enough to encompass the entirety of the
Department of Justice (DOJ), see B.O. 13526 gﬁ.l(b), mch;woﬂngintham&:&of%m‘i 1(i) would mean

that, whenever the FBI receives classified information from enother U;S, government agency, the
information would effectively be deemed to have been "made available® to every component of DOJ, fo include the
016G, the Bursan of Prisons, the U.S. Marshal's Service, and the Bureau of Alcohol, Tobacco, Firearms, and
Exp!osiva:.ammo&cm. m:mmmmmmmmmm
goverament's intelligence information-sharing environment.

T 8




UNGLASSIFIED WITH REDACTIONS
-~ ‘ i X «u ’ o’ :

J. (U} Informmtion Subject to Memoranda of Understanding or Non-Disclosure

(U) TheFBI often obtains information or access to databases through Memoranda of
Understanding (MOU) or non-disclosure agreements (NDA) with other federal, state, or local
agencies, from foreign governments, and from private parties. These MOUs or NDAs may,
dependirig on their terms, impose restrictionson the FBI sharing information with enfities outsids
the FBI, including the OIG: If such information was provided to the FBI in a manner that
precludes dissemination to the OIG for its criminal cases, the FBI could work with the entity that
pmyﬁedmemﬁnmﬁmwthamwmchmmtmmdingﬂwmfomanmmﬁwam
In addition, going forward, axeFBIcanindudeianOUsexpﬁmﬂangmgepmmMgshamg
with the DOJ OIG.

K. (U) Information Restricted by Court Order

(3)] meFBIaccaswnaﬂycomesintapossamonofmfommonthatxssubpcttoacourtorder
restrioting dissemination to certain individuals or entities. The terms of the court order may not
permit FBI dissemination to the OIG for a criminal investigation without prior authorization. In
such a case, the FBI could request that the court grant aceess to the OIG for use in a criminsl

investigation.
OL  (U) Conclusion

(U) Even when the OIG is exercising its criminal investigative authority (rather than pursuing an
adminisirative misconduct investigation, audit, inspection, or program review) some legal
restrictions limit the FBI's ability to release information to the OIG. Inmost instances, however,
the FBI can produce the restricted information to the OIG for use in its criminal cases after the FBI
or the OIG have followed the appropriate process for obtaining access. We look forward to
working with your office to put into place procedures that will provide timely and complete OIG
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