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Responses of the Federal Bureau of Investigation 
Based Upon the July 27,2005 Hearing Before the 

Senate Committee on the Judiciary 
Regarding FBI Oversight 

Questions Posed bv Senator Specter 

1. Larry Johnson, a former counter-terrorism official at  the State Department, said in a 
July 16,2005 issue of the National Journal that the FBI is on its sixth counter-terrorism 
chief since 2001. "There is a rhetorical gap the size of the Grand Canyon, in which the 
Bush Administration on one hand insists that fighting terrorism is the No. 1 priority, and 
yet as far as personnel goes, it is treated as the last priority." 

a. List the names of each of the FBI counter-terrorism chiefs, with their 
dates of service in this position and the reasons for their departure. Include as an 
attachment to this response all internal documents that set forth the reasons for the 
departure including, but not limited to, employment records. Provide a rCsumC, 
curriculum vitae or biography of each of the persons who held this position. 

Response: 

Following are the assignment histories of each Assistant Director (AD) of the 
FBI's Counterterrorism Division (CTD). Please note that before 11/21/1999, 
counterterrorism (CT) was part of the National Security Division, which became 
the Counterintelligence Division (CD) following an FBI reorganization (these 
assignments are referred to below as assignments to the CD). 

Dale L. Watson 
Entered on duty as a Special Agent (SA) on 2/12/78. 
Assigned to Birmingham Division on 5120178. 
Reassigned to New York on 10/19/82. 
Reassigned to CD, FBI Headquarters (FBIHQ) on 1/6/85. 
Promoted to Supervisory Special Agent (SSA), CD, on 1/19/86. 
Reassigned to Washington Field Office (WFO) on 311 1/87. 
Promoted to Unit Chief (UC) in the Criminal Investigative Division (CID) on 

11/25/91. 
Reassigned to CD UC on 4/23/92. 
Promoted to Assistant Special Agent in Charge (ASAC), Kansas City Division, on 

5/3/94. 
Reassigned to CD as a GS-15 SSA on 9/1/96 and detailed to the National Security 

Agency. 
Promoted to Section Chief (SC), CD, on 12/13/96. 



Promoted to Deputy Assistant Director (DAD), CD, on 718198. 
Pronloted to AD, CTD, on 12114199. 
Promoted to Executive Assistant Director PAD),  CT/Counterintelligence (CI), on 

1212101. 
Retired on 9130102. 

Pasquale J. D'Amuro 
Entered on duty as an SA on 516179. 
Assigned to the New York Division on 8122179. 
Promoted to SSA on 2115187. 
Assigned as Assistant Inspector, Inspection Division, on 4130195. 
Promoted to GS-15 SSA, CID, on 7/8/96. 
Reassigned as ASAC-CT, New York Division, on 813 1197. 
Promoted to Associate SAC, New York Division, on 1129101. 
Promoted to AD, CTD, on 1/29/02. 
Promoted to EAD, CTICI, on 11114102. 
Reassigned as Assistant Director in Charge (ADIC), New York Division, on 

8/4/03. 
Retired on 313 1/05. 

Larry A. Mefford 
Entered on duty as an SA on 816179. 
Reassigned to Sacramento Division on 11/23/79. 
Reassigned to Los Angeles Division on 9/15/80. 
Reassigned to WFO on 12121186. 
Reassigned to the Critical Incident Response Group on 9127187. 
Promoted to SSA, CID, on 11/5/89, 
Reassigned to Minneapolis Division on 416192. 
Reassigned to San Francisco Division as an SA on 719195. 
Promoted to SSA, San Francisco Division, on 511 1197. 
Promoted to ASAC, San Diego Division, on 9127198. 
Promoted to Associate SAC, San Francisco Division, on 6112100. 
Promoted to AD, Cyber Division (CyD), on 5128102. 
Reassigned as AD, CTD, on 11122102. 
Promoted to EAD, CTICI, on 811 8/03. 
Ketired on 1013 1103. 

John S. Pistole 
Entered on duty as an SA on 9118183. 
Assigned to Minneapolis Division on 116184. 
Reassigned to New York Division on 417186. 
Promoted to SSA, CID, on 11130190. 



Reassigned to Indianapolis Division on 3/21/94. 
Promoted to ASAC, Boston Division, on 7/4/99. 
Promoted to Inspector on 7/23/01. 
Promoted to DAD, CTD, on 6/3/02. 
Promoted to AD, CTD, on 9/16/03. 
Promoted to EAD, CT/CI, on 12/22/03. 
Promoted to Deputy Director on 1013104 (current position) 

Gary M. Bald 
Entered on duty on 911 1/77 and assigned to the Criminal Justice Information 

Services (CJIS) Division as a fingerprint examiner. 
Reassigned to the Laboratory Division as a physical science aid on 4/24/78. 
Promoted to c~yptanalyst on 10/23/78. 
Became an SA on 4/19/81. 
Assigned to Albany Division on 8110181. 
Reassigned to Philadelphia Division on 3/31/84. 
Promoted to SSA, Inspection Division, on 6/4/89. 
Reassigned to Newark Division on 8/9/91. 
Promoted to GS-15 Assistant Inspector, Inspection Division, on 4/16/95. 
Reassigned as UC, CID, on 9/3/96. 
Promoted to ASAC, Atlanta Division, on 12/2/96. 
Reassigned as Inspector-in-Charge on 2/25/00. 
Promoted to SAC, Baltimore Division, on 9130102, 
Promoted to DAD, CTD, on 11/17/03. 
Promoted to AD, CTD, on 3/4/04. 
Promoted to EAD, CTICI, on 11/2/04 (current position). 

Willie T. Hulon 
Entered on duty as an SA on 9/6/83. 
Assigned to Mobile Division on 12/22/83. 
Reassigned to Chicago Division on 1/28/86. 
Reassigned to San Antonio Division on 411 1/88. 
Promoted to SSA, San Antonio Division, on 10/20/91. 
Reassigned to CID on 3/19/95. 
Promoted to GS-15 Assistant Inspector, Inspection Division, on 2/4/96. 
Reassigned as UC, CID, on 6/2/97. 
Promoted to ASAC, St. Louis Division, on 3/9/98. 
Promoted to Inspector on 11/3/00. 
Promoted to Chief Inspector on 7/26/01. 
Promoted to SAC, Detroit Division, on 12/3/02. 
Promoted to DAD, CTD, on 6/7/04. 
Promoted to AD, CTD, on 12/26/04 (current position). 



b. Provide a statistical report of the number and percentage of FBI human 
resources assigned solely and entirely to the Counter-Terrorism Division of the FBI. 

Response: 

The response to this inquiry is classified and is, therefore, provided separately. 

2. How much of the FBI's resources are dedicated to intelligence, as opposed to 
prosecutorial, work? 

a. What percent of your human resources are assigned full-time to 
intelligence gathering as opposed to the prosecutorial support role? 

Intelligence is integrated into all aspects of the FBl's law enforcement mission, 
and is both an investigative tool and a mission unto itself. Intelligence is also a 
key objective that is pursued during the prosecutorial phase of an investigation. 
For ths  reason, it is difficult to answer this question without a clear context. The 
resources devoted to intelligence as a mission in and of itself (as opposed to 
intelligence used and produced in the context of an investigative mission) fall, as 
an accounting matter, within the FBI's Intelligence Decision Unit (IDU). Of the 
positions included in the FBI's Fiscal Year (FY) 2005 Congressional appropriation 
(including the FY 2005 supplemental), 15.5 percent are included in the IDU. 
These positions include the staff assigned to the Directorate of Intelligence @I) 
and personnel under the programmatic control of the EAD for Intelligence @AD- 
I), as well as a pro rata share of operational, investigative, management, and other 
support personnel (such as finance, human resources, and legal personnel) who 
support the intelligence mission. 

We stress, however, that no neat dividing lines distinguish intelligence from law 
enforcement activities. Intelligence is a core investigative tool, and a valuable 
product of the prosecutorial phase of an investigation. 

b. What is the number of full-time equivalents (FTEs) in Intelligence? 

The FBI's FY 2005 Congressional appropriation included 4,365 full-time 
equivalents in the IDU. 



c. What percent of your monetary resources are used in intelligence? 

16.5 percent of the FBI's FY 2005 Congressional appropriation (including the FY 
2005 supplemental) is included in the IDU. 

3. Director Mueller stated in a recent speech: "The development of the National Security 
Service ("NSS") is the next step in the evolution of our ability to protect the American 
public." 

a. What plans, policies and strategies has FBI implemented toward this 
goal? 

Response: 

The FBI will submit its National Security Branch Implementation Plan to the 
President shortly. This Plan is being coordinated with the Office of the Director 
of National Intelligence (ODNI), and several issues must be resolved before 
submission. In response to the President's six specific instructions, the Plan 
provides statements of principle from which detailed implementation plans will be 
developed. As articulated in the Plan, the National Security Branch (NSB) will 
strengthen the FBI's existing capabilities in these areas by combining the CTD, 
CD, and DI into an integrated service that effectively leverages the assets and 
abilities of all three entities. The NSB will be headed by an EAD. 

b. Set forth the process by which FBI and Director Negroponte will appoint 
the head of the NSS. 

Response: 

The President has directed that the head of the NSB be appointed with the 
concurrence of the Director of National Intelligence (DNI), and the Intelligence 
Refornl and Terrorism Prevention Act of 2004 (LRTPA) directs that the Attorney 
General obtain the concurrence of the DNI before appointing an individual to the 
position of EAD for Intelligence or any successor position created through 
reorganization. Because the head of the NSB (the EAD-NSB) is the successor to 
the EAD-Intelligence position, the FBI Director forwarded to the Attorney 
General his recommendation for appointment to the position of EAD-NSB. 
Consistent with the IRTPA, the Attorney General sought the concurrence of the 
DNI before making the appointment. 



The FBI Director recommended Gary M. Bald, EAD for CTICI, for appointment 
as the EAD-NSB. This recommendation was approved by the Attorney General, 
and the DNI concurred in the appointment. The Deputy appointed to assist EAD 
Bald in directing the NSB is Philip Mudd horn the Directorate of Operations at 
the Central Intelligence Agency (CIA). 

4. Joint Terrorism Task Forces (JTTFs) were set up to coordinate counterterrorism 
activities between the FBI, state and local law enforcement agencies. The 9/11 Commission 
Staff Report no. 9 k g .  10) states that most local and state law enforcement representatives 
to the JTTFs were simply liaisons and did not fill management or investigative positions. 

a. Are there currently any non-FBI officials in management positions in any 
JTTFs? 

Response: 

At the discretion of the ADIC or SAC (while most Field Divisions are led by 
SACS, very large FBI Field Divisions are led by ADICs), participating agencies 
that have devoted significant numbers of em~lovees or resources to a Joint - A .  

Terrorism Task Force (JTTF) may assign supervisory personnel to handle 
administrative matters for their em~lovees. Presentlv. the New York JTTF 

A .  , . 
includes the largest number of management level non-FBI officials (a New York 
Police Department (NYPD) deputy chief, captains, lieutenants, and sergeants). 
These are not operational management positions, but are instead filled by 
personnel managers for the 115 NYPD employees assigned to the New York 
JTTF. Management-level officials are also assigned to many other JTTFs for the 
same purpose. In addition, each JTTF has an Executive Board that is chaired by 
the FBI's ADIC or SAC and is composed of senior federal, state, and local law 
enforcement officials who review the operations of the JTTF and provide input, 
and recommendations as to the JTTF's investigative direction. 

b. If not, why not? 

Response: 

For command and control purposes, the FBI ADIC or SAC is a JTTF's overall 
commander and is responsible for the operational and administrative matters 
directly associated with that Division's JTTF(s). The operational chain of 
command (in "top down" order) is as follows: ADIC (if applicable), SAC, 
ASAC, and SSA. Staffing issues are the responsibility of the FBI chain of 
command, while the SSA, as the JTTF Supervisor, supervises JTTF operational 



activities. All JTTF investigations are opened and conducted in conformance with 
FBI policy. 

c. If so, set forth the name, location and position of such non-FBI official. 

Although many JTTFs include non-FBI members in management-level positions 
with respect to members of their organizations, none are in operational 
management positions. In the largest New York JTTF, as with other large JTTFs, 
the staff of each operational squad includes an NYPD sergeant who collaborates 
with the FBI squad supervisor regarding investigative decisions. This 
collaboration also occurs among more senior managers, where NYPD lieutenants, 
captains, and higher share decision making with FBI executive managers. This 
enhances investigative oversight, whch contributes to a more effective CT effort. 
Ultimately, though, the FBI is responsible for ensuring investigations are 
conducted in accordance with all aspects of federal law, Attorney General 
Guidelines, and Department of Justice (DOJ) and FBI policy. 

d. How many JTTFs exist today and how many FBI personnel are assigned 
full time to each JTTF? 

Response: 

Currently, the 103 JTTFs are staffed by a total of 3,714 full-time law enforcement 
officers, including 2,196 FBI SAs, 683 officers from other federal agencies, and 
835 state and local law enforcement officers. 

5. A July 19,2005 New Yorker articIe entitled "Defending the City" describes the FBI 
agents assigned to an NYPD counterterrorism center as "young white men ... standing 
stiffly against a wall." 

a. What kind of interaction do you expect from your agents detailed to local 
counterterrorism centers? 

Response: 

FBI personnel assigned to local or regional CT centers or to Regional Intelligence 
Centers (RICs) are expected to be fully engaged, along with other federal, state; 
and local agencies, in accomplishing the center's mission. FBI personnel are 
assigned to these centers to facilitate an unimpeded flow of information 
concerning terrorism threats and intelligence between the centers and the JTTFs, 



which are the primary operational and investigative arms of the U.S. Government 
in the war on terrorism. Coordination between regional CT centers, RICs, the 
FBI's CTD, and other appropriate entities is accomplished through those assigned 
or detailed to the JTTFs and to Field Intelligence Groups (FIGs). 

b. Does the FBI pIan to make the efforts of municipal law enforcement 
agencies an integrated part of their counterterrorism operations, contrary to what is being 
reported? 

Resoonse: 

The FBI currently incorporates the efforts of municipal, state, and other federal' 
agencies in CT operations because it has found that success against terrorism is 
best achieved through cooperation among federal, state, and local law 
enforcement and public safety agencies. The FBI formed the JTTFs to maximize 
interagency cooperation and coordination and to create cohesive units capable of 
drawing on resources at all government levels in responding to terrorism threats. 
Currently, the 103 JTTFs are staffed by 3,714 full-time law enforcement officers 
(including 835 state and local law enforcement officers) and augmented by 1,355 
part-time law enforcement officers, including 121 FBI SAs, 708 officers from 
other federal agencies, and 526 state and local law enforcement officers. 

c. If so, what specific plans does the FBI have to more fully integrate their 
agents into these centers? 

Response: 

FBI ADICs and SACS are encouraged to interact with and participate in regional 
CT centers and RICs in their temtories. While there may not be a regional CT 
center or RIC in every ADIC's or SAC'S temtory, all FBI field offices currently 
manage and operate FIGs, which serve as the central intelligence component of 
every FBI Field Office and perform the office's core intelligence functions. The 
primary mission of these FIGS, which are predominantly staffed by FBI 
intelligence analysts (IAs), is to provide direct operational and strategic analytical 
support to the JTTFs. The FIGs and JTTFs both have roles in ensuring that 
intelligence collected by the JTTF is properly and timely disseminated to 
intelligence customers. 



d. Has anyone within FBI Headquarters investigated these assertions made 
in the New Yorker article and has any corrective action been taken? 

Response: 

While the FBI is aware of this article, no changes or adjustments to the FBI's 
operating procedures have been made as a direct result of the claims made in the 
article. 

6. The FBI often seems reluctant to share pertinent information with local and state law 
enforcement agencies. The New Yorker articIe cites an instance in October 2001 when the 
White House was informed that a 10-kiloton nuclear weapon was being smuggled into New 
York City (p. 61). Mayor Giuliani and the N W D  were not informed of this threat. Today, 
the NYPD complains that while the flow of information has improved, integrated 
intelligence sharing does not yet occur. What is the FBI doing to actively improve the flow 
of terrorism information between the FBI and state and local law enforcement agencies? 

Response: 

The FBI takes such criticisms very seriously and is implementing a three-pronged 
strategy to improve the flow of information through policy, organization, and 
technology. The FBI shares classified intelligence and other sensitive FBI data 
with federal, state, and local law enforcement officials through a variety of means, 
including the JTTFs, which partner FBI personnel with investigators from federal, 
state, and local agencies and are important force multipliers in the fight against 
terrorism. Since 9111101, the FBI has increased the number of JTTFs from 35 to 
103 nationwide and has established the National Joint Terrorism Task Force 
(NJTTF) at FBIHQ, staffed by representatives from 38 federal, state, and local 
agencies. The NJTTF's mission is to enhance communication, coordination, and 
cooperation by acting as the hub of support for the JTTFs throughout the United 
States, providing a point of fusion for intelligence acquired in support of CT 
operations. The FBI agrees that effective information flow is critical and will 
continue to create new avenues of communication among law enforcement and 
intelligence agencies to better fight the terrorist threat. 

The FBI's policy is to share by rule and withhold by exception. For example, 
while the FBI is committed to ensuring that its most sensitive law enforcement 
and intelligence sources and methods are protected from unauthorized disclosure, 
this is accomplished by sanitizing documents containing this information and then 
disseminating the resulting unclassified documents, rather than by merely 
withholding the unsanitized documents. The FBI has created a senior-level policy 
group, the Information Sharing Policy Group (ISPG), to ensure the framework 



exists to facilitate compliance with the emphasis on broad dissemination. The 
ISPG is co-chaired by the FBI's EAD-I and EAD-Administration, and brings . 
together the FBI entities that generate and disseminate law enforcement 
information and intelligence. Since its establishment in February 2004, this body 
has provided authoritative FBI policy guidance for internal and external 
information sharing initiatives. Working in conjunction with the Chief 
Information Officer (CIO) and his Program Management Executive (PME), the 
ISPG integrates information technology initiatives with FBI mission objectives, 
policy guidance, and legal authorities. 

The FBI has also made technological and organizational changes to improve the 
flow of terrorism information between the FBI and state and local law 
enforcement agencies. Through our National Information Sharing Strategy 
(NISS), the FBI is implementing new technological tools to facilitate the sharing 
of regional and national criminal data with law enforcement agencies. NISS has 
three components: National Data Exchange (N-DEx), Regional Data Exchange 
(R-DEx), and Law Enforcement Online (LEO). N-DEx is the first national 
information sharing service. It will collect and process crime data kom all major 
FBI databases, including the National Crime Information Center (NCIC), and will 
combine and correlate data to permit "one-stop shopping." N-DEx will give users 
access to information that will assist them in detecting and preventing terrorist 
attacks, in linking cases, and in forming broader investigative partnerships. 
Currently, N-DEx is in the pilot phase of operations, with full capability 
anticipated in 2007. 

As a complement to N-DEx, R-DEx will enable the FBI to share data, including 
documents from its investigative files, electronically across federal, state, and 
local boundaries, improving the ability to prevent terrorism and other crimes by 
supplying the tools for using information in new analytical ways. R-DEx will also 
dramatically reduce the time spent by analysts in routine data entry, collation, and 
manual data manipulation by providing integrated information for use by all law 
enforcement agencies and by facilitating the analysis of law enforcement 
information, including queries, associations, and linkages to automated reports. 
The fust R-DEx regional systems are in St. Louis and Seattle. 

LEO, the third NISS component, uses Web-based communications capabilities to 
permit the law enforcement community to exchange information, conduct online 
education programs, and participate in professional special interest and topically 
focused dialog. LEO, which has been operational since 1995 and presently serves 
more than 42,000 users, has secure connectivity to the Regional Information 
Sharing Systems network. FBI intelligence products are disseminated weekly 
through LEO to more than 17,000 law enforcement agencies, providing 



information about terrorism, criminal, and cyber threats to patrol officers and 
other local law enforcement personnel who have direct daily contacts with the 
general public. Enhancements have permitted LEO to serve as the primary 
channel for Sensitive But Unclassified communications with other federal, state, 
and local agencies. The FBI also uses LEO to share intelligence products with ' 
Homeland Security Information Network (HSIN) users; states and nlajor urban 
areas use the secure HSIN to obtain real-time interactive connectivity with the 
Homeland Security Operations Center and to share information with other HSIN 
users at the Sensitive But Unclassified level. 

In addition to these technological enhancements, the FBI has also made 
organizational changes to enhance coordination with state and local law 
enforcement authorities. Among these was the establishment, in April 2002, of 
the Office of Law Enforcement Coordination (OLEC). Headed by a former state 
police chief, OLEC is responsible for ensuring that relevant intelligence is shared, 
as appropriate, with state and local law enforcement. As outlined in the FBI's 
Intelligence Policy Manual, the DI also shares information with our partners in 
state and local law enforcement through Intelligence Information Reports, 
Intelligence Bulletins, and Intelligence Assessments. 

In September 2003, the FBI also established FIGs in all Field Divisions. FIGs 
centrally manage the intelligence production and dissemination in FBI field 
offices, ensuring that state, local, and tribal law enforcement partners receive all 
relevant intelligence to support their missions. Among the key initiatives in this 
area is the joint development of intelligence requirements, along with state, Ibcal, 
and tribal partners, that clearly convey to FIGs the needs of those partners. In 
addition, in August 2005 the FBI worked with the Global Intelligence Working. 
Group Requirements Subcommittee to develop a standing set of intelligence 
requirements for the United States Intelligence Community (USIC) and state, 
local, and tribal law enforcement with respect to national security and criminal 
intelligence topics. Once approved by the Criminal Intelligence Coordinating 
Council, this document will serve as the principal guidance for intelligence 
sharing between the FBI and other law enforcement organizations. 

For information concerning the role of the Terrorist Screening Center (TSC) in 
sharing this important information, please see the response to Question 46. 



7. In recent articles in the New York Times and other news sources, municipal police chiefs 
from New York, Los Angeles, Washington, D.C., Chicago, and Las Vegas repeatedly cite 
the FBI's unwillingness to share raw intelligence on a regular basis with their departments 
that would allow them to focus on the immediate threats in their cities. Washington 
Metropolitan Police Chief Ramsey stated, "I don't need a threat assessment. I need to 
know what I can do to proactively strengthen the security of our transit system." Is the 
FBI willing to allow local police departments' regular and immediate access to raw 
intelligence that is related to counterterrorism efforts in their jurisdictions? 

Response: 

As indicated in response to Question 6, above, the FBI has taken affirmative steps 
to improve the quantity and quality of shared raw intelligence, and we will 
continue to seek ways of improving that process. 

8. Municipal police chiefs across the U.S. are discussing the formation of a nation-wide 
municipal counterterrorism network to supplement the flow of information from the FBI 
and DHS. Much of the discussion of this network has centered on the NYPD model of 
stationing agents in overseas countries to gather instant information that the FBI and DHS 
deliver hours or days later. 

a. Does the FBI support this effort by local law enforcement to create its 
own national counterterrorism network? 

Response: 

The FBI considers state, local, and tribal law enforcement to be core nodes in the 
national CT network. We believe it is essential that such a network be part of the 
larger U.S. Information Sharing Environment (ISE), which is established under 
the direction of the ISE program manager pursuant to section 1016 of the IRTPA. 
Information sharing is crucial in the war on terrorism, and the FBI works with and 
participates in many of the regional fusion centers and other information sharing 
ventures that have already been established to ensure both that information from 
the national level is shared with state, local, and tribal law enforcement and that 
information developed by local law enforcement agencies is disseminated and 
shared with the national CT community, as well as with our foreign allies under 
appropriate circumstances. 

The FBI defers to the Department of State for a judgment concerning the extent to 
which independent activities of state, local, and tribal law enforcement networks 
overseas may complicate U.S. foreign policy. 



b. Does the FBI view this movement towards a national municipal 
counterterrorism network as a failure in their intelligence dissemination network? 

Response: 

The FBI does not view Ihs  initiative as a failure, but instead as a vital part of the 
nation's ISE. 

c. What plans does the FBI have to fix this perceived problem? 

Response: 

The FBI's strategy to inlprove the flow of information through policy, 
organization, and technology is articulated in response to Question 6, above. 

9. The FBI's lack of promptly sharing important terrorist information is so well known, 
that CNN uses the fact that local police obtain information sooner from CNN than from the 
FBI or DHS as a marketing tool in a prime-time commercial quoting local law enforcement 
that they receive their first information on terrorist activity from CNN. 

a. Provide any written internal memoranda referring to this commercial and 
any written or oral response made by any FBI personnel to CNN. 

We are aware of neither written internal memoranda referring to the commercial 
nor written response to CNN. We are also not aware of any oral discussions 
between the FBI and CNN regarding the commercial. 

b. Provide a copy of any written communication and a written summary of 
any oral communication with any local law enforcement agents concerning this 
commercial. 

Response: 

Both oral and written communications with local law enforcement officials are 
frequent and wide ranging. While no such communications regarding the CNN 
commercial have come to the attention of senior FBI officials, we have no way of 
knowing whether informal communication on this topic has occurred. 



10. The creation of the Information Sharing Environment ("ISE") has been described by 
some as marginalizing the responsibilities of the Department of Homeland Security by 
giving the information-sharing responsibilities of the federal government to a new agency. 

a. How does FBI expect to interact with the ISE and what, if any, does FBI 
see as the role of the Department of Homeland Security in terrorist information sharing? 

The FBI does not view the creation of the ISE as marginalizing the responsibility 
of any federal agency, including the Department of Homeland Security (DHS), 
and believes DHS's information-sharing role is defined in the Homeland Security 
Act of 2002. The ISE, specifically the ISE program manager, will establish 
information sharing technical standards and policies. The day-to-day sharing of 
content will occur in consonance with these standards, but will be accomplished 
by the individual agencies that comprise the U.S. CT network. The FBI expects to 
play a significant role in the ISE, including through the information sharing 
strategies discussed in response to Question 6, above, and will adjust its technical 
standards and policies to conform with those of the ISE. 

Through the DI, the FBI has established FIGS in all field offices to ensure that - 
terrorism intelligence needed by other agencies is extracted from investigative 
reports and disseminated to those agencies. This dissemination occurs at all levels - 
of classification through direct message traffic and Web-based networks classified 
at the Top Secret-SCI level, the Secret level, the Sensitive But Unclassified level, 
and the Unclassified level. All FBI systems, networks, and communications 
channels will become part of the national ISE under the framework being 
developed by the ISE program manager, and the FBI is committed to using this 
framework to share as much terrorism information as possible. This commitment 
is reflected in the issuance of an Intelligence Policy Manual that provides specific 
guidance and emphasizes techniques to assist analysts in writing for dissemi- 
nation. 

The FBI does, however, remain committed to enforcing access controls to protect 
its most sensitive law enforcement and intelligence sources and methods from 
unauthorized disclosure in appropriate circun~stances (such as when unauthorized 
disclosure would present a grave risk of compromise to the FBI's ability to obtain 
information about difficult collection targets). To maintain such protection, 
information may be disseminated in sanitized or declassified versions that are 
more easily used and shared by recipients. 



b. How many employees does FBI plan on providing to ISE as "detailees?" 
If any, when and who will FBI provide? 

Response: 

The FBI is working with DOJ, the DNI, and the ISE program manager to 
determine the appropriate number of detailees, as well as their skill mix. 

c. What other resources does FBI expect to provide to ISE and when? 

Response: 

Both DOJ and the FBI are prepared to offer any and all of our information 
technology and content to the ISE program manager, and are working with the 
program manager to ensure the appropriate integration of those resources into the 
ISE. 

11. The FBI has in the past three years spent over $170 million dollars on the Virtual Case 
F i e  system (VCF), only to recently inform the American people that all of their tax dollars 
were spent with nothing to show. Now the FBI has announced the all new Sentinel 
program as the system to fix all of their programs. 

a. What specifically will happen that will ensure that Sentinel will not be 
another multi-million dollar fiasco? 

Response: 

As the FBI advised during the hearing, we recognize that the development of 
Virtual Case File (VCF) suffered horn inadequate managerial control and 
changing technical requirements. Using a disciplined programmatic approach in 
Sentinel's development will allow us to leverage the lessons learned hom that 
effort. 

Among other things, this programmatic approach has led to the development of a 
new Life Cycle Management Directive (LCMD), which specifies numerous 
criteria for passage through strict control gates. Each step of the process is 
approved by an appropriate Information Technology (IT) governing board, as 
outlined in the LCMD, before the program can progress to the next step. This 
process is discussed further in response to Question 1 le, below. Several other key 
factors will also contribute to the success of the Sentinel program. 

The assignment of dedicated, experienced program oversight personnel. 



- Early formation of processing teams comprised of both government and 
contractor representatives. 

- Rigorous application of Earned Value Management System (EVMS) 
controls (discussed in response to Question l l e ,  below). 

Award of the contract to a "best value" contractor - one with dedicated, 
experienced personnel and a proven track record. 

A disciplined award-fee contract process. 

A rigorous "change control" process to reduce technical requirement 
revisions. 

In addition, the following efforts should significantly improve the efficiency and 
effectiveness of the Sentinel development process. 

- Commercial off-the-shelf software will be used whenever possible to 
decrease development and maintenance expenses, time, and risk. 

- The use of a modular, loosely coupled architecture will allow the easy 
replacement of components. A failure of one component will not cause 
the whole system to fail, which will reduce overall program risk. If 
necessary, individual commercial products can be quickly and easily 
replaced with other comparable products with minimal impact on the 
whole system. This modular design will also facilitate component 
upgrades and replacements as newer versions evolve. 

The flexible architecture will allow for rapid re-configuration if the FBI's 
business needs change. 

The use of prototypes of key Sentinel components (workflow, portals, 
and security managers) will the identification of potential 
integration issues before they would be encountered through a fully 
deployed Sentinel program. The use of these prototypes will also allow 
early user feedback, reducing the risk that Sentinel will not meet users' 
needs. Permitting operational users access to the prototypes before 
Sentinel is fully developed and deployed will also provide early 
operational benefits. 



b. Provide copies of FBI Request for Proposals and any responses thereto 
regarding the Sentinel program. 

Response: 

The Sentinel Statement of Work is attached (Enclosure A). 

Responses to the RFP constitute "source selection information" as defined by 41 
U.S.C. 9 423(f)(2), release of which is generally prohibited by law (41 U.S.C. 
4 423(a)). Because the disclosure of this information would jeopardize the 
integrity of the procurement process, and because information from vendors is 
proprietary to them and not the Government's information, we decline to disclose 
those responses. 

c. What is the FBI budget for this new system? 

Response: 

The FBI has developed a cost estimate to be used for budgetary purposes, but 
revealing it would alert potential contractors to the government's expectations - - 
regarding contract price, which would compromise the ability of the source 
selection process to identify the lowest responsive, responsible bidder. The FBI ~. 

will have a final cost estimate when the contractor is selected 

d. Provide the schedule of expected milestones in this project. 

Response: 

The time frames in whlch milestones will be completed is a matter that will be 
addressed through the contract bid process, so the schedule will not be determined 
until the contract is awarded (in fact, the schedule will not be fmalized until the 
completion of a review scheduled to occur 6 weeks into the first phase). While 
the schedule will continue to be notional at the time of contract award, we would 
be pleased to provide it to the Committee at that time. 

The attached chart (Enclosure B) depicts four notional phases, including project 
reviews, control gates, and other controls associated with eachphase. 

Phase I establishes a single point of entry for legacy case management; expands 
the search capability to include IntelPlus file rooms; provides browser access to 
investigative data without requiring that browsers understand the changes in 
system architecture; and subsumes and expands current Web-based Automated 



Case Support (ACS) capabilities by summarizing a user's workload on a 
dashboard, rather than requiring the user to perform a series of queries to obtain it. 
To simplifv data entry into the Universal Index 0, an entity extraction tool 

A - . ~ 

will be used to automatically index appropriate persons, places, and things. 
Finally. the core mfrastmcture components will be selected during this phase, and . . - 
may include an Enterprise Service Bus and foundation services. 

Phase I1 provides case document management and a records management 
repository, beginning the transition to paperless case records and implementing 
electronic records management. A workflow tool will support the flow of 
electronic case documents through their review and approval cycles, and a new 
security framework will support role-based access controls, single sign on, 
externally controlled interfaces, and electronic signatures based on Public Key 
Inf?astructure. This phase addresses the concerns of the users of Sentinel's Initial 
Operating Capability that a paperless environment is necessary to leverage the 
benefits of automated workflow. 

Phase I11 replaces and improves the Bureau-wide global index for persons, places, 
and things. In the "Connect the Dots" paradigm, the "dots" are represented by 
UNI, the legacy index that is, in effect, a database of entities (i.e., persons, places, 
and things) that have case relevance. Unlike the current UN7 index, which 
supports a limited number of attributes, the new global index will improve the 
richness of the attributes associated with the indexed entities, permitting more 
precise searching. 

Phase IV implements the new case and task management and reporting 
capabilities and will begin the systematic consolidation of case management 
systems. 

e. Provide the system by which each stage of production of the program will 
be measured. 

As indicated in response to Question 1 ld, above, the Sentinel program is 
employing a multi-tiered system of program management tools and practices to 
measure each stage of system development. Following are the three major 
program management tools and practices to be used by the Sentinel program. 

1. Adherence to and exnansion of the oversight process outlined in the FBI's 
IT LCMD. During each of the four phases of the Sentinel system's 
development, independent, senior executive boards will conduct six 



separate control gate reviews. Each of these reviews must be favorable 
before Sentinel development can proceed. Each phase of the Sentinel 
system's development will also be the subject of 12 program-level reviews 
to measure that phase's progress. The standard FBI IT LCMD oversight 
and management process has been expanded for Sentinel by additionally 
requiring: 

An Acquisition Plan Review by the FBI Investment ManagementProject 
Review Board before awarding contract options for Phases 11, III, and IV. 

An Integrated Baseline Review immediately following the award of the 
base contract and each contract option to ensure EVMS policies and 
procedures are in place and adequate. 

A Delivery Acceptance Review near the end of each phase of Sentinel 
development to ensure that all work has been completed properly, 
including the training of field personnel and the accomplishment of 
organizational change management tasks. 

2. Adherence to the use of EVMS princi~les and practices recommended by 
the Promam Management Institute and Defense Acquisition University 
and mandated bv the Office of Management and Budget The Sentinel 
Program has embraced and mandated the use of EVMS principles and 
practices to measure the progress of each phase against an EVMS baseline 
(cost, schedule, and performance). The Sentinel Statement of Work 
requires that the provisions of FAR Case 2004-019 (published in the 
Federal Register on 4\8/05) be followed. Among other things, this 
requires the prime contractor to furnish a monthly progress report with 
respect to each phase's EVMS baseline and must provide the reasons for 
variances of more than five percent. 

3. Use of an Independent Validation and Verification (N&V) authority. 
Each phase of the Sentinel system's development will be independently 
measured and reported on by an IV&V authority. Throughout the 
development and deployment contract, this independent authority will 
measure progress and performance against the performance baseline. The 
results of these independent measurements will be reported to the FBI's 
CIO and PME. 



12. The 9/11 Commission Staff Report no. 9 (pg. 9) faulted the FBI for having poorly 
trained and unqualified analysts. 

a. Has the FBI changed its policy of biring internally? Has there been any 
policy change that would allow for and that has resulted in the hiring of educated, trained 
and experienced analysts from external sources? 

The 911 1 Commission's criticism of the qualifications of FBI analysts was based 
on an mtemal FBI document published in 1998 that asserted that two-thirds of 
FBI analysts were not qualified. The basis for the judgment expressed in that 
document is unclear and, in any event, is no longer accurate. In the 7 years since 
its publication, the FBI has established policies and systems to ensure the FBI's 
IAs are of the highest competence and quality. With the benefit of these new 
policies and systems, over the past two years we have hired more than 1,100 IA 
applicants possessing one or more critical slulls. Of these recent hires, 59% had 
related intelligence or analytical experience, 47% had military experience, and 
38% had advanced degrees. 

A key component of this recent policy has been creation of the Intelligence Career 
Service (ICS), which demonstrates the importance of the FBI's intelligence - 
mission and elevates the stature of its intelligence professionals. To develop the 
ICS, the FBI looked to both other elements of the USIC and the FBI's selection 
systems for best practices, creating a selection system implementation plan that 
would ensure selections based upon competencies identified for IAs, Language 
Analysts (LAs), and Physical Surveillance Specialists. (A "competency" is a 
cluster of related knowledge, skills, and abilities needed to perform a specific 
job.) These competencies correlate with job performance, can be measured 
against standards, and can be improved through training and development. 
Competency models allow for maximum reuse of human resources tools (such as 
testing and training courses) to assess and develop commonly required skills'. 
Competency models also allow for the development of unique tools to assess and 
develop specialized skills. The competencies define our selection and hiring, 
training and development, performance management, Intelligence Officer 
Certification, retention, and career progression. They also help target and assess 
applicants, including those from within the FBI, with critical skills in intelligence, 
foreign languages, technology, area studies, and other specialties. 

In furtherance of the effort to attract and retain IAs with critical skills, the FBI has 
also implemented three scholarship programs: 



1. The Pat Roberts Intelligence Scholarship Program (PRISP) enhances the 
FBI's retention of IAs with specialized critical skills. Through the PRISP, 
the FBI can grant $25,000 scholarships to current employees to help fund 
their past, current, or future studies in specialized skills or areas deemed 
critical by the FBI. 

2. The Cooperative Education Program offers to college juniors and seniors 
who are pursuing studies in critical Intelligence Program skills the 
opportunity to attend school full-time during part of the year and work at 
the FBI full-time during part of the year. Program participants receive FBI 
salaries and benefits, as well as tuition assistance. 

3. The Educational Attainment Internship provides financial assistance to 
selected high school seniors who will be pursuing college level work in a 
discipline deemed operationally critical to the FBI. 

b. How many analysts have been hired since 9/11 from external sources? 

c. How many analysts have been hired since 9/11 from internal sources? 

Response to subparts h and c: 

As indicated below, FBI records indicate that from FY 2002 through 8/18/05 the 
FBI has hired 377 IAs from within the FBI and 958 from outside the FBI (the 
number of external hlres may include some FBI personnel who applied to external 
job postings). Regardless of the source of the candidate, all IA candidates are 
selected according to the same competency-based criteria, and successful IA 
candidates must meet these criteria. 

Fiscal Year Internal Sources External Sources 
2002 56 40 
2003 77 173 
2004 141 208 

2005 ( t h  slls~os) 103 537 



13. Since 9/11, the FBI continued to be plagued by a shortage of qualified analysts and 
translators. In the New Yorker article, the New York Police Department (NYPD) was able 
to resolve their analyst and translator problem by drawing upon immigrants who were 
intimately familiar with the languages and cultures under survey (pg. 64). These languages 
included Parsi, Arabic, Pashto, Dari and 60 other languages. 

a. Has the FBI launched a similar program to address this issue? 

b. If not, why not? 

Response to subparts a and b: 

For the last several years, the FBI has aggressively recruited from etbmcally 
diverse communities throughout the United States to meet its translation 
requirements. In addition to traditional media campaigns, the FBI's National 
Recruiting Team and DI personnel have targeted specialty conferences, career 
fairs, university foreign language departments, and other forums to recruit those 
with critical language slulls. FBI management officials also regularly host 
community meetings and speak at local events to generate interest in FBI 
employment and contractor opportunities. Beyond ths, the FBI has partnered 
with organizations such as the U.S. Copts Association, Arab American Anti- 
Discrimination Committee, Arab American Institute, Network of Arab American 
Professionals, and Muslim Public Affairs Council to establish good will with their 
membership and to encourage those with critical language skills to consider FBI 
employment. Collectively, these efforts have resulted in more than 80,000 
applications for linguist positions since 911 1/01 (most often, FBI linguists begin as 
contract linguists, so the majority of these applications have been for contract 
linguist positions that often evolve into FBI employment as LAs). 

More than 3,000 FBI employees and contractors, including 397 LAs and 1,004 
contract linguists, now have certified foreign language proficiency scores at or 
above the working proficiency level. More than 95% of the FBI's linguists are 
native speakers of a foreign language. These native-level fluencies and long-term 
immersions in foreign cultures ensure firm grasps of not only colloquial and 
idiomatic speech but also of heavily nuanced language containing religious, 
cultural, and historical references. Trustworthiness, as demonstrated through the 
security clearance process, is, of course, required of all FBI employees, including 
linguists. 



14. This same article reports that the CIA and Pentagon have both asked the NYPD to 
assist them with translations, investigations and analysis of information relating to national 
security @g. 64). 

a. Has the FBI made use of the NYPD translation and analysis program? 

b. If not, why not? 

c. If so, set forth those instances in which the NYPD program has been used 
by FBI? 

Response to subparts a. b, and c: 

The FBI has not made use of the NYPD's translation and analysis program. In 
2003, the FBI's Chief of Language Services met with the Deputy commissioner of 
the NYPD to discuss common translation challenges and to explore the feasibility 
of sharing translation resources. During this meeting, the NYPD indicated that it 
did not want its officers and translation staff to undergo FBI polygraph 
examinations as a condition of their access to FBI information (the FBI requires 
that all candidates for its translator position submit to polygraph testing as a 
condition of being granted access to national security information). We 
understand that the CIA and Pentagon have found a means of ensuring 
trustworthiness without the use ofpolygraph examinations. We will work with 
both organizations to learn more about this process and will evaluate our ability to 
do the same. 

15. The NYPD recruits immigrants from the Asia, Africa and the Pacitic Islands to find 
qualified analysts and translators. 

a. Does the FBI have a similar recruiting policy in place that targets 
immigrants? 

b. If not, why not? 

c. If so, provide statistics showing the results of this recruitment effort. 

Response to subparts a, b. and c: 

The FBI makes extensive use of LAs recruited from immigrant communities. We 
hire from those comnlunities consistent with Executive Order (EO) 12968, 
"Access to Classified Information," which provides that "access to classified 
information shall be granted only to employees who are United States citizens" 



(Section 3.10)). This EO substantially limits the FBI's ability to use the services 
of non-citizens, because nearly all of the FBI's CT and CI information in need of 
translation is classified at the "Secret" or "Top Secret" level. The EO does not, 
however, apply to state and local law enforcement agencies, who are free to 
establish their own standards for access to law enforcement information and may 
therefore obtain the assistance of immigrants without U.S. citizenship to meet 
translation requirements. 

16. On multiple occasions the FBI has been criticized for having thousands of hours of 
untranslated terror intercepts, including most recently in the OIG report dated July 27, 
2005. One of the FBI's reasons for the backlog of untranslated intercepts is the lack of 
cleared analysts and translators. 

a. Would the FBI agree to certify local or state law enforcement security 
checks for the purpose of clearing analysts and translators to assist the FBI? 

b. If not, why not? 

Response to subparts a and b: 

The FBI can authorize state or local law enforcement to conduct security checks 
of analysts and translators if those authorities conduct the checks in accordance. 
with EO 12968. Generally, the requirements of EO 12968 are not met by state 
and local law enforcement agencies. 

c. Is it true as the OIG reports that it takes the FBI an average of 16 months 
to hire a contract linguist - an increase in time from prior years studied? 

Response: 

An audit conducted by the DOJ Office of Inspector General (OIG) during 2003- 
2004 used the averages of the four applicant processing stages to determine a total 
cycle time of 14 months. A subsequent OIG audit adopted an entirely different 
methodology, including periods of time beyond the FBI's control, to determine 
that the total cycle time is, instead, 16 months. The difference between the 
14-month and 16-month processing times is accounted for by these periods 
beyond the FBI's control, such as periods in which an applicant is out of the 
country and therefore unavailable for polygraph. 

The FBI believes that the better measure of our processing efficiency is the 14- 
month applicant processing time. Under this methodology, a contract linguist 
candidate who successhlly completes each stage of the employment process can 



expect to remain in the process for 425 days before receiving the required "Top 
Secret" security clearance. 

1 Contract Linguist Applicant Cycle (FYs 2004-2005) 1 
Phase 

Professional 
Testing 

Polygraph 

All contract linguist candidates are subject to a thorough pre-contract vetting 
process that is both labor and time intensive. Contract linguist candidates must 
pass proficiency tests in both English and a foreign language. In addition, because 
they must be granted "Top Secret" security clearances, each candidate's pre- 
contract vetting process includes the following: 

Annual Volume 

Background 
Investigation 

Security 
Adjudication 

Total 

. Personnel security interview conducted by appropriately trained FBI SA or 
security personnel. 

3,000 

600 

. Polygraph examination focused on the candidate's involvement in foreign 

Pass Rate 

350 

300 

270 

. -  . - 
counterintelligence matters, purpose in seeking FBI employment, 
application accuracy and thoroughness, and prior involvement in the sale 

25% 

58% 

or use of illegal drugs. 

Current Cycle Times 
(Median) 

85% 

90% 

13% 

. Single-scope background investigation covering the most recent 10-year 
period of the candidate's life or longer. 

FY 07 Target 
(Approximate) 

158 days 

65 days 

Risk analysis of the background investigation package conducted by FBI 
CI andlor CT subject matter experts. 

60 days 

30 days 

95 days 

107 days 

425 days 

60 days 

30 days 

180 days 



d. If true, how can FBI hire qualified, highly marketable, people when they 
must wait over a year to find out if they are going to be hired? 

Response: 

The FBI shares your concern. We are working to reduce the time required for the 
applicant vetting process from 425 days to approximately 180 days by FY 2007 
through the implementation of process improvements recommended by a business 
process reengineering firm and the National Academy of Public Administration. 
Among other means to this goal, the FBI plans reduce the proficiency test cycle 
from 158 to 60 days by the end of FY 2006 by automating its language proficiency 
test instruments and using third party test centers. The FBI also anticipates 
reducing the background investigation and security adjudication cycles from 
approximately 200 days to 90 days by FY 2007 by consolidating background 
investigation functions within the Security Division and reorganizing to 
streamline associated activities. 

e. If true, do the inevitable changes in the terrorist landscape and therefore 
the particular languages in need of translation, require an expedited hiring process in 
order to keep up with the ever changing war on terrorism? 

Response: 

The FBI can and often does respond to operational exigencies through the - - 
expedited processing of contract linguist candidates. For example, in 2005 
several contract linguist candidates with proficiency in an urgently needed African - - - 
language were recruited and fully vetted through proficiency testing, polygraph, 
and background investigation in 30 days or less. This rapid response capability, 
while extremely manpower intensive, ensures the FBI can quickly respond to the 
most critical national security requirements. 

The FBI recognizes that with the ever-changing face and voice of global terrorism, 
we must be prepared to respond to translation requirements associated with the 
world's most obscure languages. Geopolitical indicators and threat forecasts 
provide a foundation for the FBI's translation planning. 



f. If untrue, bow long does it take FBI, on average to hire contract linguists 
and is this time reasonable? 

Response: 

Please see our response to Question 16c, above. 

17. The FBI translation program has been criticized for having excessive and 
unreasonably high standards when it comes to pre employment language testing. There 
have been newspaper articles detailing that, for instance, University Professors who teach 
Arabic were unable to pass the test. 

a. Is the FBI testing standard [ ] too high? 

b. What, if any, changes are planned in this testing process to avoid these 
unreasonably high testing standards? 

Resoonse to suboarts a and b: 

The FBI evaluates language tests in accordance with Interagency Language 
Roundtable (ILR) Slull Level Descriptions, approved by the Office of Personnel 
Management as the standards for government-wide use in 1985, and uses the 
Defense Language Proficiency Test, prepared by the Defense Language Institute, 
to test foreign language listening and reading skills. The ILR employs a scale of 0 
to 5, describing Level 2 as "Limited Working Proficiency" and Level 3 as 
"General Professional Proficiency." 

The passing score for FBI verbatim translation exams is 2+ or 3, depending on the 
score received in the speaking proficiency test. When applicants with knowledge 
of a foreign language fail a translation test it is typically because good translation 
requires not only proficiency in two languages but also what the ILR describes as 
"congruity judgment," or the ability to choose the best accurate equivalent f?om 
among possible translations. 



18. With the recent terrorist attacks in London, intelligence analysts are saying, and the 
American public is concerned, that an attack on American soil is imminent. 

a. How is the intelligence community -FBI, ISE, DOJ - preparing to protect 
us against such an attack? 

Response: 

In response to the London mass transit attacks, the FBI has been assisting ~ r i t i s h  
authorities in their investigation and has been investigating any and all 
connections to the U.S. to prevent a similar attack here. One phase of this effort 
has been the production of an unclassified daily Intelligence Bulletin that 
communicates current investigative updates and other information that might be 
useful to state and local law enforcement authorities. Among other things, these 
bulletins have articulated the tactics and techniques used in the London bombings 
and detailed the chemical composition of the explosives used in the attacks. 
These bulletins have been provided to all FBI field offices and to our law 
enforcement partners. 

b. What has the FBI learned from the London attacks that can help prevent 
a mass transit attack in the U.S.? 

Response: 

The FBI continues to investigate the London bombers' relationships and contacts, 
including their financial and communications links, to identify any persons who 
might pose a danger to the U.S. We remain concerned that the London attacks 
could serve as a template for an attack in the U.S. in which a few "home mown" - 
extremists might target a metropolitan subway system using relatively small 
quantities of homemade explosives. The FBI is more committed than ever to 
working collaboratively with state and local law enforcement, who are often the 
most effective f ~ s t  line of defense in identifying and disrupting attacks. 



19. In testimony before the Senate Committee on Foreign Relations in 2002, President 
Henry Kelly of the Federation of American Scientists reported that "significant quantities 
of radioactive material have been lost or stolen from US facilities in the past few years." 
He also stated that much of this material is useful for the construction of radiological 
dispersion devices and dirty bombs. 

a. What is the FBI doing to track and recover lost or stolen radiological 
material in the U.S.? 

Response: 

The FBI maintains a close relationship with the agencies involved in licensing the 
possession of nuclear/radiological material (including the Department of ~efen ' se  
(DoD), Department of Energy (DOE), and Nuclear Regulatory Commission 
(NRC)). Pursuant to the FBI's Nuclear Site Security Program, we have directed 
our field offices to establish close liaison with appropriate security personnel at 
nuclear sites in order to ensure prompt notification and response to suspicious 
activity, including attempts to illegally obtain nuclear or radiological material. 
We have also reiterated to all field offices the need for aggressive investigation of 
lost, stolen, or missing radioactive source material and the importance of ensuring 
that state and local law enforcement authorities promptly notify the FBI of such 
incidents. Coordination of these issues has been greatly facilitated by the 
development and enhancement of the JTTF program because the JTTFs, which 
are comprised of federal, state, and local law enforcement representatives, are 
invaluable assets in the sharing of information and coordination among law 
enforcement agencies. The FBI also participates in a number of interagency 
working groups at the Headquarters level in order to develop U.S. Government 
policy options for preparing for, preventing, respondmg to, and recovering from a 
radiological attack. These working groups have undertaken numerous tasks, 
including the review of existing security and licensing regulations for adequacy 
and appropriateness and the development of a National Source Tracking System 
to better account for individual radiological sources in the possession of NRC 
licensees, which include medical, industrial, and academic entities. 

b. Provide a list of all known lost or stolen radiological material in the U.S. 

Response: 

The NRC-managed Nuclear Materials Event Database indicates that since January 
2003 NRC licensees reported approximately 1,300 events involving lost, stolen, 
or abandoned radiological sources. The NRC estimates that approximately 50 
percent of these radiological sources are eventually recovered. 



While statistics such as these may appear to indicate a significant loss of material, 
the majority of these incidents involve minute quantities of radioactive material 
present in industrial equipment used in radiography and well logging. Such 
equipment often contains "low hazard" material with a short half-life. While the 
FBI is concerned with all reports of lost, missing, or stolen nuclear or radiological 
material, and coordinates closely with the cognizant agencies in aggressively 
investigating these allegations, the vast majority of these incidents appear to be 
inadvertent rather than the product of criminal intent, do not pose a harm to public 
safety, and are therefore not considered "significant" for CT purposes. 

20. There are currently seven sites in the U.S. that handle Category I special nuclear 
material, or nuclear material that is considered weapons-grade material. 

a. What role does the FBI have in securing this material from theft? 

Response: 

The FBI is responsible for investigating allegations of unlawful use or possession 
of nuclear or radiological materials, and threats to use such materials, for terrorist - 
or other criminal purposes. This responsibility includes all man-made 
radiological materials (those used in reactor operations as opposed to those that 
occur naturally), which may run the gamut from weapons-grade materials 
(Category I Special Nuclear Material (SNM)) to radiological source materials. 
Such misuse may be prosecuted through a variety of statutes. 

DOE'S National Nuclear Security Administration (DoE/NNSA) bears primary 
responsibility for the safety and security of its nuclear facilities, mcludmg those 
that handle Category I SNM. As part of its overall Nuclear Site Security Program, 
the FBI coordinates closely with these sites m a proactive effort to prevent 
terrorist or other criminal activities directed against these sites. Such efforts 
include both routine liaison activities (such as intelligence sharing and threat 
briefings) and more specialized initiatives (such as joint training and exercises 
that typically focus on the coordination of emergency responses to potentially 
disruptive incidents). 



b. Is there a policy of standardized security procedures that must be 
followed by such facilities? 

Response: 

DoER\JNSA adheres to an extremely rigorous and robust protection strategy based 
on the sensitive nature of the assets under its purview. This protection strategy is 
"graded according to the type of material handled at a given site, with Category I 
SNM sites afforded the highest level of protection. Further information on this 
subject may best be obtained from DOE. 

c. If so, provide the standard security procedures and how these procedures 
are monitored by FBI. 

d. If not, are there any written plans to do so? Provide written plans. 

Resvonse to subparts c and d: 

Security countermeasures are part of each site's protection strategy. The FBI is 
not responsible for monitoring DOE'S protection strategy per se, but we do 
maintain a level of interaction with DOE through regularly recumng liaison and 
training, and this interaction facilitates a regular review of these procedures. 

21. In recent years, there have been a number of reported incidences of theft of documents 
and materials from Los Alamos National Nuclear Laboratory and other locations. 

a. How does the FBI plan to reduce the number of thefts from these 
facilities? 

Pursuant to 50 U.S.C. 5 402% the FBI is to be "advised immediately of any 
information, regardless of origin, which indicates that classified information is 
being, or may have been, disclosed in an unauthorized manner to a foreign power 
or an agent of a foreign power." The FBI has initiated proactive measures in 
order to better protect against the compromise of classified information, 
specifically addressing compromises in the national laboratories. The cornerstone 
of these measures is the Agents in the Lab Initiative. 

Pursuant to this initiative, FBI SAs are embedded in the Internal Security Office 
of the Los Alamos National Laboratory (LANL). These SAs possess academic 



credentials in mechanical and nuclear engineering, which lend themselves to the 
LANL's overall scientific and research mission. The LANL's Internal Security 
Office is responsible for the Lab's counterintelligence (CI) and counterterrorism 
(CT) activities, including: the conduct of CI briefingsidebriefings for LANL 
personnel; response to internal CI inquiries regarding LANL employees, 
contractors, and visitors; and the identification of potential CI and CT risks and 
exposures to Foreign Intelligence Services and terrorist organizations. The FBI 
has also assigned an experienced Sante Fe Supervisory Senior Resident Agent 
(SSRA) to focus on day-to-day LANL operations, permitting emphasis on 
espionage prevention and detection and strong partnerships with DOE and the 
CIA. 

When FBI SAs investigate matters at the LANL, they share the resulting reports 
with DOE entities, including the LANL. DoEiNNSA uses these reports to develop 
"lessons learned reports, identifying potential weaknesses in the internal security 
apparatus and providing recommendations to resolve concerns. In addition, the 
FBI's Albuquerque Division SAC meets regularly with the LANL Director to 
discuss all matters of interest. That meeting is attended by the Santa Fe SSRA 
and the LANL's Senior CI Official (who heads the Internal Security Office); the 
Santa Fe SSRA and LANL's Senior CI Official also meet separately each month to 
ensure maximum inforn~ation sharing. 

Additional inforn~ation responsive to this inquiry is classified and is, therefore, 
provided separately. 

b. Has FBI investigated these incidences? 

Response: 

The FBI thoroughly investigates all reports of possible theft or compromise of 
classified documents or materials. Previous cases have been successfully resolved 
and future incidents are much less likely due to the implementation of more 
effective and efficient administrative and security practices. 

c. How many such incidences remain unsolved? Provide date, time, location 
and circumstances regarding such unsolved incidences. 

Response: 

The response to this inquiry is classified and is, therefore, provided separately. 



22. The NYPD currently treats all tractor-trailer and hazmat incidences as potential crime 
scenes, due to intelligence received about a1 Qaeda operating procedures. 

a. Does the FBI have clearly defined procedures in place to facilitate 
cooperation between the FBI and local and state law enforcement officials to determine if 
an incident is an accident or a terrorist attack? 

Response: 

The FBI's responses to all threats and incidents involving potential weapons of 
mass destruction (WMD) or other terrorist acts include assessments of credibility 
and interagency coordination. Typically, FBIHQ is notified of a suspected WMD 
threat or incident by the FBI field office in the location of the threat or incident. 
Upon such notification, or when FBIHQ otherwise becomes aware of such threats 
or incidents, FBIHQ's WMD Operations Unit (WMDOU) provides rapid 
assistance to the field, including execution of the following standard operating . 
procedures: 

1. Evaluation of the initial threat assessment (that initial threat assessment is 
often conducted by the FBI field office). 

2. Completion of a comprehensive threat assessment. 
3. Coordination of FBIHQ assets for response and the provision of technical 

support. 

WMDOU, which is responsible for developing appropriate FBI response policy 
for such incidents, overseeing strategic threat assessments, and coordinating assets - - - 
to assist FBI field divisions in their responses to domestic WMD threats or 
incidents, uses the threat assessment process to identify the resources needed for 
response. WMDOU calls on previously identified subject matter experts in other 
agencies and consults with FBI scientists and the FBI's Hazardous Materials 
Response Unit as appropriate to the incident. These technical experts are able tb 
respond to chemical, biological, and radiological/nuclear incidents, as well as 
incidents involving explosive devices. In addition, FBI field offices have 
designated WMD Coordinators, who are responsible for developing strong 
relationships with federal, state, and local crisis and consequence management 
agencies. WMD Coordinators also maintain liaison with a wide range of 
emergency responders through the JTTFs (each of whch includes representatives 
kom state and local government) and participate in operational crisis response 
training and exercises with state and local counterparts. During a potential 
terrorist incident, the FBI would notify JTTF members so the response may be 
coordinated appropriately with law enforcement partners at all levels. 



b. If so, provide a copy of those procedures and a description of all 
incidences in which the procedures have been implemented. 

Response: 

Both FBIHQ's WMDOU and FBI field offices respond to large volumes of 
threats, rendering it impracticable to provide an exhaustive list describing these 
incidents. 

Homeland Security Presidential Directive 5 required the development of a 
National Response Plan (NRP) to align Federal coordination structures, 
capabilities, and resources into a unified, all-discipline, and all-hazards approach 
to domestic incident management. The 426-page NRF', which is available in fill  
on DHS's website, provides the protocols for response to domestic incidents, 
including nuclear and radiological incidents, biological incidents, and other acts of 
terrorism. While much of the NRP concerns response to incidents such as the 
tractoritrailer and hazardous materials incidents on which this question focuses, 
the most relevant portions of the NRP are the Terrorism Incident Law 
Enforcement and Investigation Annex, the Nuclear/Radiological Incident Annex, 
and the Biological Incident Annex. Those three annexes are attached (Enclosure 
C). 



Ouestions Posed by Senator Leahv 

23. In follow up questions to a June 6,2002, hearing, you stated that agents at 
headquarters should have expertise in areas to which they are assigned. This would 
certainly include counterterrorism officials. You also said that field supervisors should 
have "extensive counterterrorism experience." Recently, we learned from depositions in.a 
civil suit that the highest level of counterterrorism officials at the Bureau do not have 
specific prior experience in this area, nor do they think it is important for them to possess 
such expertise. 

a. How can we reform the FBI if it insists that traditional law enforcement 
experience is all that is needed to prevent and prosecute acts of terrorism? 

Response: 

We respectfully disagree with the assertion the FBI "insists that traditional law 
enforcement experience is all that is needed" to prevent terrorism. SA candidates 
for positions in all programs are required to demonstrate levels of experience and 
performance appropriate to the position, and increasingly rigorous standards are 
applied to progressively higher leadership levels. 

Candidates for all SA mid-level management positions (generally, those at the 
GS-14 and GS-15 levels) are vetted through selection boards comprised of Senior 
Executive Service (SES) members representing priority divisions at FBIHQ, 
including CTD, CD, DI, CyD, and CID. For example, ASAC candidates (ASAC 
is a GS-15 position) are required to demonstrate competence in the following 
areas through the submission of two examples with respect to each area: 
communication, flexibilityladaptability, initiative, interpersonal ability, 
leadership, liaison, organizing and planning, and problem solvingljudgment. 
Often, these examples identify the impact of the candidate's efforts on the FBI's 
highest priority matters, including CT accomplishments. Mid-level SA managers 
seeking promotion to entry level SES positions are required to submit rtsumts 
demonstrating success in five competencies: management, leadership, liaison, 
problem solvmg, and interpersonal ability. Within these competencies, candidates 
must show the highest levels of achievement in the FBI's top priorities. To the 
extent possible, these rtsumes also reflect successes in program areas applicable 
to the position being sought. 

Throughout these multi-tiered vetting processes, strong Inanagerial skills are 
considered critical, and subject matter expertise is considered and preferred, but is 
not mandatory. Typically, SAs who attain higher-level executive positions have 
first held other senior management positions in the FBI, such as SAC of a field 



office, and through them have acquired management experience across both 
national security and criminal programs. 

b. Do you think that Law enforcement experience is sufficient? Or do you 
believe that expertise in counterterrorism should be a prerequisite for counterterrorism 
leaders of the Bureau? 

Response: 

After the events of 0911 1/01, the FBI's top priority became the prevention of 
additional terrorist attacks against this nation. As part of this mission shift, we 
initiated the development of career paths for SAs that will require them to 
specialize in one of five areas: CT, CI, intelligence, cyber, or criminal. As this 
policy is implemented, the FBI will develop a cadre of SAs with subject matter 
expertise in each of these priority programs. Once this cadre is established, it may 
be appropriate for the FBI to consider mandatory subject matter expertise in 
certain positions. In the meantime, we believe it is appropriate to consider subject 
matter expertise as a factor, but not a prerequisite, when determining assignments. 

Among the FBI's efforts to foster growth in these priority areas is a rotational 
program pursuant to which SAs are assigned to FBIHQ on a temporary duty 
(TDY) basis to address priority program needs. This program allows "field" 
Agents to bring "real wor ld  experience to FBIHQ and to learn more about the 
"big picture" than is possible when working isolated cases. In FY 2004 alone, 
approximately 2,200 SAs benefitted from these TDY assignments. 

24. A panelist participating in the 9/11 Commission's Public Discourse Project reported 
that the Bureau bas 200 unfilled counterterrorism positions and is facing difficulty finding 
analysts and agents to fill those posts. 

a. How many counterterrorism positions at the Bureau are presently 
unfilled? What are the obstacles to filling these positions? 

Response: 

As of 05/13/2005, there were approximately 202 vacant SA CT positions at 
FBIHQ. The primary obstacles to filling these positions, and positions at FBIHQ 
in general, are the recent spike in D.C.-area housing costs and the overall high 
cost of living in the Washington, D.C., area. 



The FBI's success in recruiting analysts has been better. The FBI's FY 2005 goal 
was to hire 880 analysts. As of 8129105, we had hired 660 new analysts (including 
both external hires and applications from qualified FBI employees serving in other 
positions). An additional 376 applicants have been selected and are being 
processed for employment, and 72 analyst candidates have been approved for 
employment but are not yet on board. During the same time period, 103 analysts 
have vacated analyst positions through reassignment, transfer to other federal 
agencies, resignation, or retirement. These numbers indicate that there are no 
particular obstacles to filling analyst positions, but there is some difficulty in 
keeping analysts on board. 

b. What steps has the Bureau taken to fill these positions more rapidly? 

To ensure a constant flow of applicants for all critical positions, the FBI attempts 
to publicize the rewards of FBI careers through various means, such as national 
advertising strategies targeting applicants with critical skills, including minorities, 
women, and persons with disabilities. These strategies include interactive 
campaigns and targeted advertisements in magazines, journals, television, radio, 
billboards, airports, newspapers, and theaters. The advertisements feature 
onboard employees who have critical experience and education that matches. the 
FBI's targeted hiring objectives. This year's special effort to attract applicants to 
the analyst positions included a television ad that aired during the 2005 Super 
Bowl. 

In addition, partnerships and networking vehicles have been developed to expand 
awareness of the FBI's career opportunities within the African-American, 
Asian-American, Hispanic, Native American, and Middle Eastern communities, 
and by addressing women's organizations and physically challenged audiences. 
The FBI has also developed partnerships with faith-based organizations to 
improve awareness of the FBI in those communities, and has implemented 
numerous internship programs in order to enhance the FBI's visibility and 
recruitment efforts at colleges and universities throughout the United States. 

In addition to attracting and retaining critical employees through the increased use 
of the student loan repayment program and relocation and retention bonuses, the 
FBI has developed an FBIHQ Term Temporary Duty Pilot Program, pursuant to 
which SAs may apply for designated 18-month term FBIHQ assignments during a 
90-day window. Selectees will receive FBIHQ supervisory credit and will be 
authorized to apply for field desks as SSAs aRer 15 months. As of 0813012005, 



this pilot project had generated 567 applications for positions at FBIHQ and is 
expected to greatly reduce the staffing shortfall. 

Similarly, a combination of methods is being employed to fill analyst positions 
quickly and to keep them filled. Recruitment bonuses totaling approximately $3.4 
million were paid to approximately 380 analysts and retention allowances were. 
afforded to two analysts in approximately the first 10 months of FY 2005 (many 
analysts are fairly new to the FBI and are not yet eligible for retention incentives). 
The availability of these bonuses is beneficial both because they encourage 
applicants to apply for analyst positions and because they encourage them to stay 
to complete the service to which they agree as part of the bonus offer. Retention 
has also been improved by our ability to increase access to the student loan 
repayment program, which also includes a service commitment. Whereas the 
availability of funds limited participation to 31 analysts during FY 2005, 
approximately 180 analysts participated in the student loan repayment program 
during FY 2005. 

25. In July, John Perry, chief executive of CardSystems, testified before the House 
Financial Services Subcommittee on oversight and Investigations about a security breach 
that exposed as many as 40 million credit-card holders to potential fraud. Mr. Perry 
testified that CardSystems contacted the FBI about the data breach on May 23, but that the 
FBI took two days to respond, in part due to lack of clarity on the scope of the breach. 

What is the FBI's policy on responding to reports of personal data security 
breaches, including how quickly agents should respond to such reports, and what expertise 
and forensic capabilities are available within the FBI to assess the scope of electronic data 
breaches? 

Ressonse: 

With respect to the CardSystems Solutions, Inc. (CSSI) breach, we would like to 
note that the FBI initiated investigation on the day it was contacted based on 
information provided by the CSSI General Counsel to the FBI's Phoenix Division. 
At that point, CSSI had already determined that the intruder had been active 
within CSSI's network for nine months and CSSI had implemented defensive 
measures to mitigate further compromise. These measures included attempts to 
determine the type of data compromised and the extent of the breach, during 
which CSSI used the file transfer protocol to improperly retrieve fiom the 
intruder's computer the files that contained crucial transaction data and 
corresponding security codes obtained by the intruder through unauthorized 
queries. It was after this discovery that the FBI was notified, 8 days after CSSI 
noticed the unauthorized activity and 4 months after CSSI was alerted by the card 



associations that they believed other unusual activity could be traced to a possible 
compromise of CSSI data. 

As with all information of possible criminal activity received by the FBI, 
information relating to possible computer intrusions is initially evaluated to 
determine the appropriate course of action. The FBI's response depends on the 
circumstances involved: is there a possibility of loss of life, terrorist attack, state- 
sponsored intrusion placing the national information infrastructure at risk, 
prevention of criminal activity or further financial loss? (In the CSSI case, the ' 
FBI was advised that CSSI had implemented defensive measures to mitigate 
further compromise.) 

The FBI's CyD includes the Special Technologies and Applications Section 
(STAS), which is often called upon by other FBI Divisions, USIC agencies, state 
and local governments, and foreign partners to determine the "who, what, why, 
when, where, and how" of computer intrusions. Through written reports, 
electronic disseminations, and other means, the STAS helps IAs, investigators, 
and decision makers understand what level of sophistication the activity 
represents, where evidence of the intrusion may be located, and, in some cases 
most importantly, what data was viewed, modified, added, deleted, or taken, and 
where it might reside thereafter. STAS is commonly called upon to re-live the 
electronic "day in the life of a computer file" to explain who saw it, "touched" it, 
moved it, and so on. 

26. A June 2005 report by the Office of Inspector General evaluated DOJ's counter- 
terrorism task forces and advisory counsels, including 3 led by the FBI: the Joint 
Terrorism Task Forces (JTTFs), the National Joint Terrorism Task Force (NJTTF) and the 
Foreign Terrorist Tracking Task Force (FTTV. 

a. The report found management and resources problems, including 
frequent turnover in leadership of the JTTFs, lack of counterterrorism expertise within the 
task force membership, as well as insufficient training, standards or orientation for 
members. What specific actions will the FBI undertake to address these concerns? 

The FBI concurs with the fmdings of the DOJ Office of the Inspector General 
(OIG) regarding the importance of ensuring long-term, stable JTTF and Foreign 
Terrorist Tracking Task Force (FTTTF) leadership, effective and available 
training in critical substantive areas, and, in the case of the FTTTF, a settled 
location. 



All FBI investigators, in all programs, view the quality and completion of 
investigations as a priority. JTTF participants currently receive training in basic 
core functions, and training has been developed and delivered (in various formats) 
regarding the Attorney General's Guidelines for FBI National Security 
Investigations and Foreign Intelligence Collection, basic security issues (including 
the proper classification of intelligence communications), the roles, missions, and 
operations of the USIC, the FBI's ACS system, the Investigative Data Warehouse 
(IDW), the Threat Reporting System, and the tools, techniques, and skills needed 
to successfully investigate terrorism. 

A recently created CTD Unit has been charged with assessing CT training and 
professional development needs, including those of the JTTFs. This Unit is 
developing a comprehensive NJTTFIJTTF Training Manual that will include the 
topics listed below. These topics will also be addressed in training provided to 
newly appointed JTTF members within their f ~ s t  year of service. 

Administration 
Security 
AutomatiodComputer Investigative Resources 
Introduction to Foreign Intelligence/Terrorism 
InternationaliDomestic Terrorism Basic Courses (CD-ROM based training) 
Foreign CI Basic Course (CD-ROM based training) 
Surveillance Techniques 
Evidence Procedures 
Technical Writing 
Legal Training 
AssetISource Recruitment and Management 

The FTTTF has faced numerous challenges since its creation, and the pursuit of 
some of its own initiatives have been delayed while it provided critical support to 
the early efforts of the TSC, whlch was also recently created. The FTTTF has 
addressed the early problems created by fluid leadership and organizational 
structure, and has recently been relocated to "permanent" space, which will 
further improve stability. The FBI concurs with the OIG's recommendation that 
the FTTTF develop and implement a marketing plan to improve awareness and 
understanding of its services, and has taken steps to implement such a plan. The 
FTTTF's efforts to increase awareness of its role and responsibilities have 
included weekly briefings to visiting SACS and ASACs, participation in CTD's 
orientation program for new assignees, presentations to the NJTTF Conference, 
briefings to new SACS and Legal Attach&, and briefings to outside organizations 
(including the International Association of Chief of Police, National Sheriffs' 



Association, Major City Chiefs, Interagency Intelligence Committee on Terrorism, 
and Homeland Security and Information Sharing Conference). In addition, the 
FTTTF has established a site on the FBI's Intranet, which will be replicated in part 
on the Secret Internet Protocol Router Network, and has published an Executive 
Guide to provide a concise synopsis of FTTTF capabilities and the means of 
requesting support. 

b. In addition, the OIG report noted that the FBI has not signed 
Memorandums of Understanding (MOU) to define the roles, responsibilities, information 
sharing protocols and length of commitment with the agencies participating in these 
taskforces. When will the FBI have in place an MOU defining these critical elements? 

Response: 

Since 1980, the FBI has maintained Memoranda of Understanding (MOUs) with 
the state and local agencies that participate in the JTTFs. The FBI currently has in 
place 31 1 MOUs with agencies participating in the NJTTF and JTTFs, updated 
since 911 1101 to incorporate such issues as polygraph requirements, information 
sharing policy, and length of cornmibnent by individual participants. The FBI's 
CTD is currently working with DoD and DHS to standardize these MOUs and 
anticipates that the existing MOUs will be updated in the near future. 

27. A recent report by the National Academy of Public Administration found that the 
FBI's information sharing practices are largely ad hoe with no mechanisms, such as 
penalties or incentives, to enforce or promote information sharing. 

a. What progress has the FBI made in creating incentives to improve 
information sharing and penalties for failure to advance those goals? 

b. What future actions does the FBI plan to improve its information sharing 
capabilities further? 

Response to subparts a and b: 

Please see our response to Question 6,  above. 



28. In May of this year, it was reported that a search of IAFIS failed to identify the 
fingerprints of an individual detained by local authorities, Jeremy Jones, who was 
subsequently released and went on to kill three women and one teenage girl in three states. 
In addition, Mr. Jones is a person of interest in several other cases. An FBI official 
described the mistake as a "result of a technical database error, not a human examiner 
failing to make an appropriate match." What steps has the FBI taken to correct this 
database error and prevent a repeat of this type of mistake in the future? 

The cause of the missed identification was a filter in the Automated Fingerprint 
Identification System (AFIS) component of the Integrated Automated Fingerprint 
Identification System (IAFIS). This filter, which was employed to narrow the 
field of records searched, erroneously eliminated Jones' record as a candidate 
because it was slightly outside the filter's parameters. When the FBI discovered 
this problem, it reviewed the need for the filter. Because of AFIS hardware 
upgrades completed in June 2004, it was determined that the filter was no longer 
necessary and should be disabled. This was accomplished on 1/9/05. 

In addition to disabling the problematic filter, the FBI has taken several steps to 
ensure IAFIS' integrity. These steps have included an inspection of the system 
and the events that led to the missed identification, a search of the database to 
identify duplicate criminal history records, and the initiation of an aggressive 
program to detect and prevent missed IAFIS identifications. This program 
includes a quality assurance review of approximately ten percent of all 
transactions. In addition, because Jones used the exact name, date of birth, and 
social security number of another subject who was in prison at the time, causing 
additional confusion in making the identification, the FBI has initiated a review of 
all records that have exact matches of descriptive information to ensure they are 
not duplicate records and to provide investigative leads to law enforcement. 
Finally, the FBI has received funding for a 2006 effort to implement an overall 
enhancement of IAFIS that will involve substantial upgrades to the AFIS 
component. This broad enhancement was first conceptualized by the FBI, along 
with its law enforcement partners, in September 2003. 



29. The consolidated watchlist uses 4 risk-based handling codes to designate how law 
enforcement should respond when encountering individuals on the list. A recent Inspector 
General report found that nearly 32,000 "armed and dangerous" individuals are 
designated for the lowest handling code. This code does not require law enforcement 
encountering those individuals to contact the TSC or any other law enforcement agency. 
Some of these individuals were also described as "having engaged in terrorism," "likely to 
engage in terrorism if they enter the Untied States," "hijacker," "hostage taker," and "user 
of explosive or firearms." In press reports, the FBI has countered that legal restrictions 
prevent officers from ordering a suspect held without an arrest warrant or other evidence. 

Notwithstanding strategic reasons or legal requirements that weigh against 
immediate detention of these individuals, there is a legitimate concern about designating - .  
such individuals for the lowest handling. You indicated at the July 27 hearing that you 
would look into the matter and respond. 

a. Why are individuals described in such dangerous terms designated for the 
lowest handling? 

b. Is there a code that would allow TSC to designate these individuals in 
such a way that law enforcement encountering them would be aware of the possible danger 
or use the opportunity to update TSC on any encounters with those individuals? 

Response to subparts a and b: 

Director Mueller provided this information to Senator Leahy by letter dated 
8/1/05. A copy of that letter is attached as Enclosure D. 

It is important to understand that Handling Codes (HCs) are not associated with 
threat levels; all terrorism-related entries in the Violent Gang and Terrorist 
Offender File (VGTOF) are assigned HCs, and the first line on the NCIC screen 
for all these entries advises: "Warning, approach with caution." The purpose of 
assigning the different HCs is to identify the government's authority to take legal 
action with respect to the individual based solely on the individual's inclusion in 
VGTOF. Encounters with some of the 9111101 hijackers shortly before those , 

attacks taught us the importance of arresting, detaining, or otherwise appropriately 
responding when those who pose a terrorist threat are encountered. If a local law 
enforcement officer encounters an individual for whom there is a pending arrest 
warrant related to terrorism (HCl), the officer needs to know to effect an 
immediate arrest. Similarly, a law enforcement officer who encounters an 
individual of investigative interest with respect to terrorist activity (HC2) needs to 
know to detain that person to obtain more information. Clearly, these individuals 
may be equally dangerous, so the HC doesn't identify the degree of danger they 



pose to the law enforcement officer (in fact, the HC1 may be based on a warrant 
related to "whte collar" terrorism financing, while the HC2 may be based on facts 
indicating bomb construction, so an HC2 could, in fact, be more dangerous to the 
officer than an HC1). Instead, the HC indicates what response by law 
enforcement is lawful and appropriate (arrest, detention, or otherwise) based on 
the information available to the TSC. All HCs request TSC notification so the 
TSC can assist in coordinating the response, and all HCs are subject to revision 
based on new information or changes in status. 

HCs, which identify the permissible response if an individual is encountered, are 
unrelated to Immigration and Nationality Act (INA) codes, which are assigned by 
DHS to identify the nature of the derogato~y information on an individual. We 
defer to DHS with respect to the assignment and use of INA codes. 

30. The OIG Report found that there is "no formal strategic plan" to guide the [Terrorist 
Screening] Center's progress, staffing, structure and future planning, but that such a plan. 
would assist the TSC in addressing the most significant weaknesses identified in the OIG 
report. In  addition, the Report noted that TSC has no formal procedure for evaluating its 
own performance. When will the TSC develop a formal strategic plan o r  procedures for 
performance evaluation? 

Response: 

The TSC's formal strategic plan, dated 6117105, addresses the organization, 
structure, and progress of the TSC, including new initiatives, plan 
implementation, and progress reviews. The TSC's performance will be evaluated 
according to metrics designed to assess the quality of TSC data and its 
contribution to the performance and effectiveness of TSC customers. TSC will 
develop a means of using metrics to evaluate TSC performance over time, and 
each review will be assigned an owner, priority, start date, and projected end date. 



31. In May 2005, the Government Accountability Office issued a report on U.S. passport 
fraud detection efforts and identified several weaknesses in those efforts, including that 
TSC neither provides consolidated terrorist watch list information to the State Department 
in a systematic manner nor routinely provides the names of other individuals wanted by 
federal and state law enforcement authorities. The Report indicated that the State 
Department sent a proposal on sharing watchlist information to TSC in January of 2005 
and a written request outlining its needs for access to information on wanted persons in 
April 2005. 

a. What steps has TSC taken to share with the State Department 
information from the consolidated watchlist and the FBI's database on wanted persons? 

Response: 

An MOU between the Department of State (DOS) and the TSC regarding the 
export of TSC data into the Passport Class System was signed by Assistant 
Secretary of State for Consular Affairs Maura Harty and by TSC Director Donna 
Bucella in late June 2005. The program was implemented on 7/25/05, 

The FBI's database on "wanted persons" is managed by the FBI's CJIS Division, 
rather than by the TSC. In June 2005, the FBI began providing to DOS all NCIC 
"wanted persons" information derived from FBI files m order to enhance passport 
screening and fugitive apprehension. The FBI and DOS are in the process of 
completing an MOU to document this process. In addition, the FBI and DOS are 
attempting to coordinate the provision of access to non-FBI "wanted person" 
information in NCIC for passport screening purposes. 

b. What, if any, obstacles prevent sharing this information, and when will 
the State Department have access to this information? 

There are no obstacles to the sharing of this information. The TSC has been 
exporting Terrorist Screening Database (TSDB) data to DOS since the program 
was implemented on 7/25/05. 



32. What is the average amount of time it takes to translate high priority counter- 
intelligence audio, which the Inspector General found is not always reviewed within 24 
hours? 

Response: 

At present, the FBI does not collect this information. Based on the OIG report, we 
are conducting a complete review of our collection of language processing 
management data to ensure we capture this and other vital information. 

33. I understand from your colleagues in the Bureau that real time translation is likely not 
possible, but they often speak of "near real time." Translating material on a near 
simultaneous basis could be critical to preventing an attack, just like listening to suspected 
criminals on a traditional wiretap can help officials to prevent planned crimes from being 
carried out. What are the realistic prospects for such material to be translated in 
something approximating real time? 

Response: 

Given the volume, velocity, and variety of information collected, near real-time 
translation of material is not likely absent advances in machlne translation 
capabilities. Near real-time review of critical language material is possible 
through a combination of priority setting, selection tools, and rudimentary 
machine translation capabilities. 

The FBI is not focused on moving from "near real time" review to "real time" 
review because it is far more efficient for a linguist to review the foreign language 
material after it has been recorded. The linguist is able to eliminate any "down 
time" (such as "dead air" time) by scanning the audio or text rather than listening 
to or reading the material as it is being produced. In addition, review is conducted 
in "near real time" because foreign language material is most often routed to the 
linguist electronically, typically as soon as the phone call or other event ends. 
Routing the work to the linguist, as opposed to sending the linguist to the 
collection site, allows the FBI to address even obscure languages quickly and 
enables a single linguist to process the work from several offices. This would not 
be possible if we were to place linguists physically at the site of collection to 
process material in "real time." "Near real time" may be as soon as the target 
hangs up the phone or up to 24 hours later, depending on the availability of 
resources proficient in the foreign language. 



34. Your testimony states that the FBI can generally translate its high priority counter- 
terrorism audio within 24 hours. 'When the FBI misses that 24 hour target, what is average 
amount of time that it takes to translate high priority counter-terrorism material? 

Response: 

The FBI endeavors to review all of its highest priority Foreign Intelligence 
Surveillance Act (FISA) material withn 24 hours of receipt and is generally 
successful in doing so. The OIG recently conducted tests in eight of the FBI's 
major translation centers and did find two instances in which material &om the 
hghest priority cases was not reviewed within 24 hours (a third instance noted by 
the OIG involved a negligible amount of material), but in both cases the material 
was reviewed within 48 hours. 

35. The FBI modified its quality control guidelines in response to the July 2004 audit by 
the Inspector General. Those new guidelines took effect in December 2004. The July OIG 
report shows, however, that there is still no nationwide system in place to ensure that FBI 
field offices perform quality control reviews, or  that they monitor the results of reviews. 
How can you explain this delay? 

Response: 

At the time of the OIG report, our quality control program had just been 
implemented and the first reports from that program were not available for OIG 
review. The OIG did acknowledge that after auditors had completed their field 
work the FBI provided "documentation showing that it had initiated a nation-wide 
tracking system and had used the new system to track the first quarterly report 
received in April 2005." The FBI continues to improve this program and expects 
to make further progress as we are able to hire and deploy additional personnel. 
These additional personnel resources will include Regional Program Managers 
and linguists, who will assist in improving quality control measures and in 
monitoring the field's compliance with these measures and with other foreign 
language program initiatives. 



Ouestions Posed bv Senator Peineold 

36. Thank you for the additional information your office provided regarding the FBI's use 
of commercial data. When we met earlier this month, you told me that the FBI has 
contracts with commercial data brokers, but that agents search these databases only for 
particular information about individuals already under suspicion, and not to look for 
patterns of behavior that indicate an individual might be a terrorist Is that a fair 
characterization? 

Response: 

That is generally a fair characterization. Commercial databases can be searched 
by FBI employees for information about individuals and groups in whom the FBI 
has a valid investigative interest. The FBI does not search commercial databases 
for patterns of behavior that might be associated with actions of terrorists. 

37. Please provide the Committee with copies of the contracts that the FBI has entered into 
with commercial data brokers. 

Response: 

By letter to the Committee dated 4118105, we responded to a 3131105 letter 
requesting documents, including active FBI contracts with data brokers. In our 
response, we noted that on 417105 Judiciary Committee staff received a detailed 
classified briefing on contracts DOJ and the General Services Administration 
(GSA) have with data brokers to obtain personal information for investigative 
purposes. Committee staff also received an unclassified briefing on 3121105 f ion~ 
DOJ and FBI officials regarding a recent ChoicePoint compromise, a portion of 
whch addressed DOJ contracts with data brokers. As discussed during the 417105 
briefing, the FBI uses the services of Axciom, ChoicePoint, Dun and Bradstreet, 
iMAPdata, LexisNexis, Seisent (Accurint product), and Westlaw through 
contracts held by DOJ, GSA, and the Department of the Interior. DOJ provided to 
the Committee redacted copies of relevant DOJ contracts during the week of 
4111105. 



38. If the FBI begins to explore the application of data mining technology to commercial 
data, will you commit to informing the Committee about your plans? 

Response: 

As the FBI has indicated in previous written responses to thls Committee, the FBI 
does not use public source providers to data mine or run "open-ended" searches 
for people who might fit a certain pattern. If the FBI should decide to run "open- 
ended" pattern searches, we will notify the Committee. 

39. Please provide information, in classified form if necessary, regarding any reliance by 
the FBI on the use of pattern analysis technology or other statistical methods to analyze its 
own investigative fdes. Please detail the type of technology employed, the type of data 
subject to such analysis, any outside contractors involved in this type of analysis, and any 
guidelines governing such analysis. 

Response: 

If the term "pattern analysis technology" is used to mean the ability to enter into a 
computer system a series of general characteristics that operates over a broad set 
of data to automatically provide a list of those likely to be terrorists, the FBI 
neither has such a capability nor is seeking to develop one. The FBI does, 
however, use the IDW to conduct ad hoc and batch queries across documents 
stored as unstructured data (approximately 50 million documents stored in "flat 
files," which have no significant structure to permit the identification of data 
elements) and structured data (approximately 413 million documents containing 
structure that reveals data elements and permits extraction, transformation, and 
loading into a database). The set of searchable documents is growing through the 
addition of new sources of mformation kom both FBI systems and those of other 
Federal organizations. 

These capabilities are provided by commercial products that are integrated into 
IDW to provide search services, name processing services, and extraction, 
transformation, and loading services. 

Search services. 

Search services provided by Chiliad products operate over "unstructured 
documents (such as text-rich messages, scanned documents, word processing 
files, and Powerpoint files), and over data extracted and loaded into Oracle 
databases. The Chiliad product will operate over data in any Open DataBase 



Connectivity-compliant relational database management system. Data fusion 
takes place during indexing and searchianalysis. The Chiliad technology suite 
uses various pattern matching techniques, including contextual searches, 
probabilistic searches, automatic concept recognition, named entity extraction, 
and a stemming algorithm. 

Search services provided by Convera use Adaptive Pattern Recognition. 
Processing technology. This technology allows investigators to perform searches 
for people who have aliases, name variants, or a variety of name spellings, and 
permits complex searches with complete flexibility in search terms, including any 
number of wildcards or patterns. Convera also permits the application of pattern 
recognition technology to search profiling. This technology allows users to 
register queries using a pattern recognition format, after which all new content 
flowing into the system is examined for matching patterns andor wildcards in 
real-time and users are notified of matches. 

Name processinp services. 

Applications provided by Language Analysis Systems are used to compute 
probabilities and associated confidence factors for maleifemale sex determination 
based on name, to compute probability that a given name is associated with each 
of 12 nationality groups, and to identify a set of closest matching nanles in an 
existing database of names. The computations of probable gender, nationality 
group, and closest matching names are achieved using pattern matching and 
statistical analyses of names based on extensive research and analysis of the 
linguistic and computational properties of names. 

Extraction, trans formation, and loadina services. 

IQ Insight is a data profiling tool that can be used to query database tables 
or flat files to identify patterns, including user-defined patterns (e.g., phone 
numbers, social security numbers, electronic mail message addresses, names, 
titles, company names and departments, dates, and addresses). IQ Insight is used 
to verify that the information in a particular field meets the range, format, and 
other characteristics expected for that information. 

Several contractors assist with IDW maintenance: Scientific Applications 
International Corporation, Northrop Gmmman Corporation - Information 
Technology Division, and Titan Systems Corporation assist with system 
operations and maintenance; Chiliad, Convera Corporation, and Informatica 
Corporation provide vendor support; EW Solutions, Mitretek Systems, and 



Buchanan Edwards assist with security and data engineering; and SPAWAR, 
Eagan, McAllister Associates, Inc., provide program management support. 

IDW is an FBI system, and all users must complete mandato~y FBI Information 
Technology Security Awareness training. Users include FBI SAs and analysts, 
contract analysts serving in operational capacities, and detailees from other 
federal, state, and local agencies who have been verified as having an operational 
need for access. Multiple banners (FBI network and IDW) alert users to the 
restrictions on their use of the IDW system. 

Requests to add data sources to IDW must include Privacy Impact Assessments 
(PIAs), which are reviewed by the FBI Office of the General Counsel (OGC). 
OGC's reviews of IDW PIAs are then reviewed by the FBI Information Policy 
Sharing Group, which must approve all sources of data hosted by IDW. 

40. The Patriot Act authorized roving taps under the Foreign Intelligence Surveillance Act. 
That provision did not include an ascertainment requirement, as there is for roving taps 
under the criminal law. The criminal wiretap statute requires that for roving taps, "the 
order authorizing or approving the interception is limited to interception only for such time 
as it is reasonahle to presume that the person identified in the application is or  was 
reasonably proximate to the instrument through which such communication will be or was 
transmitted." 18 U.S.C. 5 2518(11)(b)(iv). This ensures that when the order itself does not 
specify the facility to be tapped, innocent people's phone and computer conversations are 
not intercepted. 

a. Would you object to including a similar ascertainment requirement for 
FISA roving taps? If your answer is "yes," please explain your reason(s). 

Response: 

As explained in more detail in the 5124105 letter to the Senate Select Committee 
on Intelligence attached as Enclosure E, the FBI would object to imposing that 
"ascertainment requirement" for FISA rovmg wiretaps. The proposed 
ascertainment requirement would deprive FBI investigators of necessary 
flexibility in conducting Section 206 roving surveillance. Targets of FISA 
surveillance are often among the most well-trained and sophisticated terrorists and 
spies in the world, and are capable of engaging in detailed and extensive counter- 
surveillance measures. Adding the proposed ascertainment requirement might 
jeopardize the FBI's ability to conduct surveillance because, in attempting to 
physically ascertain where the target communication will take place, FBI agents 
would run the risk of being exposed to sophisticated counter-intelligence efforts. 



In addition, the proposed ascertainment requirement would impose significant, 
unwarranted burdens in cases that are already difficult because of actions by the 
target that have the effect of thwarting the surveillance. Generally, communi- 
cations intercepted by criminal Title I11 surveillance are monitored and minimized 
contemporaneously by law enforcement personnel. In contrast, communications 
intercepted pursuant to FISA are generally not contemporaneously monitored. 
FISA surveillance generally involves after-the-fact review pursuant to 
minimization procedures approved by the FISA Court (FISC) that limit the 
acquisition, retention, and dissemination of information about United States 
persons (thus protecting the privacy of innocent individuals). Under FISA, 
regardless of whether the surveillance is pursuant to a section 206 order, 
conversations of "innocent people" are minimized (i.e., not retained in any easily 
retrievable manner), unless they are talking to or about the authorized target of the 
surveillance. 

Presently, Section 206, together with the practicalities of how surveillance occurs 
(as discussed below), provides sufficient safeguards to ensure that an innocent 
person's telephone and computer conversations are not inadvertently intercepted. 
The target of the roving surveillance must be identified or described in the FISA 
application with sufficient particularity to permit the FISC to conclude that there 
is probable cause to believe the target is a foreign power or an agent of a foreign 
power. Section 206 roving surveillance can be ordered only if the FISC finds, 
afler having determined that the requirements for FISA electronic surveillance 
have been met, that the actions of the specified target may have the effect of 
thwarting the surveillance. If the government can demonstrate that to the 
satisfaction of the FISC, it then obtains a secondary order that can be served on 
any provider of a facility subsequently determined to be used by the target. As a 
practical matter, the FBI determines that the target is using a particular facility ' 
before it serves the order and begins monitoring the new facility. That 
determination is, however, very different from a requirement that the FBI must 
have observed the target near to or on the new facility before it can monitor the 
resulting communication. 

b. Please explain, in the context of a FISA roving tap, how agents make the 
decision which facilities to tap. If agents do not ascertain that the target is using a 
particular facility, how do they decide which facility to tap? How do they decide when to 
start listening in on the tap? 

Response: 

This question suggests that there may be a misapprehension about how "roving 
FISA surveillance" under Section 206 is conducted. 



When the FBI determines that the target's actions may have the effect of thwarting 
surveillance (either by virtue of the target's own practice of switching providers or 
because the target works for an entity that has an established practice of engaging 
in tradecraft that thwarts surveillance), the FBI may apply for "roving" electronic 
surveillance authority. In that event, the court's order would require the known 
telephone service provider to facilitate the surveillance and would provide the FBI 
with another order that requires a "specified person" to facilitate the surveillance 
of the target. The FBI can then serve that second order on any cellular telephone 
service provider after the FBI has confirmed that the target is using or about to use 
a new facility, i.e., that he has "roved." Currently, a notice is filed with the FISC 
identifying the new facility after an order is served on the new provider. 

41. Do you agree that if Congress were to grant the FBI the administrative subpoena. 
authority that you sought at the hearing, the FBI would be highly unlikely to seek a Section 
215 order or a National Security Letter ever again? If your answer is no, please describe 
the circumstances under which the FBI would seek a Section 215 order or an NSL rather 
than issue an administrative subpoena. 

Response: 

We do not agree that obtaining administrative subpoena authority would render 
section 215 orders or National Security Letters (NSLs) obsolete. Generally, the 
FBI will use the most effective and time-efficient tool available for an 
investigation, taking into account the type of record sought and our knowledge of 
the custodian of those records. Administrative subpoena authority would clearly 
provide a mechanism for obtaining relevant information in national security 
investigations quickly and without significant expenditure of personnel resources. 
Although administrative subpoenas might well become the FBI's national security 
tool of choice, they would not become its only tool. For example, the FBI may 
well choose to seek a Section 215 order in a very sensitive investigation in which 
the added imprimatur of a court order to maintain the secrecy of the order is 
needed (e.g., past experience with the document custodian suggests a lack of care 
with administrative requests). The FBI may also use a 215 order if it is seeking 
records that are particularly sensitive, making review by a court before seeking the 
documents appropriate. The FBI's experience with criminal administrative 
subpoenas shows that criminal investigators do not limit themselves to one tool, 
but instead use whatever tool most effectively and efficiently obtains the needed 
information. We expect our SAs handling national security investigations to 
exhibit the same initiative in their investigations. 



42. Thank you for your prior responses to questions about the operations of the Terrorist 
Screening Center (TSC). You explained in those responses that TSC has hired a Privacy 
Officer to help address complaints about the operation of the TSC watch lists. Please 
explain the role of the Privacy Officer. Who does the Privacy Officer report to? Does the 
Privacy Officer have full clearance to review all TSC data? 

Response: 

The TSC Privacy Officer is formally supervised by the TSC Director, and 
additionally reports informally to the TSC Chief of Staff to ensure proper 
coordination of assignments and other matters. The Privacy Officer is responsible 
for establishing internal policies and procedures to ensure the TSC is in 
compliance with laws and policies related to the handling of personal information, 
and for recommending additional policies to ensure that appropriate privacy 
protections are afforded even in the absence of regulation. The Privacy Officer 
has full clearance to access all data maintained and used by the TSC in the 
performance of its mission. 

43. The June Inspector General report evaluating TSC identified problems with the 
completeness and accuracy of the watch list data, in terms of both omitting known 
terrorists and including inaccurate information about individuals. What steps is the TSC 
taking to rectify this problem? 

Response: 

The TSC is using sophisticated database queries to check for data anomalies, 
performing record-by-record reviews of the data known to be the most likely to 
contain inaccuracies, and employing sophisticated custom software to evaluate 
incoming data against 44 business rules in order to ensure errors do not enter the 
database. 

44. Would the FBI be willing to allow cleared staff of the Judiciary Committee to visit the 
TSC to better understand how the watch list process works, how names are added and 
removed from the list, and how TSC interacts with other agencies? 

Response: 

On various occasions, the FBI has invited Judiciary Committee members and staff 
to tour the TSC and obtain a briefing concerning its activities and evolution. We 
would be pleased to arrange such a visit at the Committee's convenience. 



45. Please provide a list of each federal government agency, department or other entity 
that relies on the TSC to screen individuals, and the purpose of each screening program. 
Please include programs in which the government agencies run the names of private sector 
employees against the watch list. 

Response: 

The law enforcement components of federal agencies rely on the TSC to screen 
individuals through the TSDB to identify known or appropriately suspected 
terrorists, and to provide this information to them on a real-time basis. The initial 
inquiry by federal law enforcement officials is most often precipitated by a "hit" 
in the NCIC's VGTOF. The maiority of federal encounters in which the TSC is - - 
engaged are initiated by the National Targeting Center, which is managed by 
DHS. 

The TSC does not currently run the names of "private sector employees" against 
the watchlist or any other TSC database unless, of course, they are the subjects of 
the law enforcement encounters described above. The establishment of programs 
to support private sector screening is a task for which the DHS is responsible. 
When those programs are established, the TSC will provide appropriate 
mechanisms to ensure these screening opporhmities are managed properly. 

46. Please provide information about the state and local agencies, departments or other 
entities that rely on the TSC to screen individuals, and the purposes for which they do so. 

Response: 

All state and local law enforcement agencies with NCIC access rely on the TSC'S 
TSDB and the NCIC system to identify potential terrorism subjects. 

The TSC is a multi-agency organization established under the authority of 
Homeland Security Presidential Directive 6 to ensure that the names of known or 
suspected terrorists collected by various U.S. Government agencies are merged 
into one consolidated list and appropriately shared with federal, state, local, 
temtorial, tribal, and consular authorities, as well as with certain foreign 
governments. Participants in the TSC include the ODNI, DOJ, DHS, DOS, DOE, 
and Department of the Treasury. TSDB information is exported to multiple 
supported systems, including the NCIC's VGTOF. State and local law 
enforcement authorities are able to query VGTOF for operational direction 
concerning positively identified known or appropriately suspected terrorists on a 
"real-time" basis. The FBI's Terrorist Screening Operations Unit (TSOU) 



coordinates the operational and investigative response to these inquiries with the 
appropriate JTTF, which includes representatives from the intelligence 
community and from the federal, state, and local law enforcement communities. 
The JTTF conducts liaison with the encountering agency. The TSC also notifies 
the North American Aerospace Defense Command (NORAD) and the Federal Air 
Marshal Service (FAMS) of positive encounters during TSC's airline screening 
process. NORAD is alerted to this information to provide them an opportunity to 
monitor "Selectee Flights," and FAMS is alerted to permit them to schedule Air 
Marshals on all "Selectee Flights," making better use of limited resources. These 
processes have been developed to address gaps within the overall terrorist 
screening effort and to improve the flow of terrorism-related information. 

The ability of the TSC to identify, collect, review, and analyze intelligence from 
encounters with known or appropriately suspected terrorists increases the 
effectiveness of the FBI's overall terrorism intelligence base. Daily, this 
information is shared by the TSC's Tactical Analysis Unit with the FBI's FIGS, 
which include representatives from the FBI field offices in which they reside and 
may also include representatives from intelligence agencies and federal, state, and 
local law enforcement agencies. Through these efforts and those noted above, the 
TSC has assisted in greatly improving the flow of information between the FBI 
and state and local law enforcement agencies. 

47. There have been reports that FBI agents registered serious concerns about 
interrogation techniques they witnessed officiaIs from other agencies or  departments 
employing at  Guantanamo Bay. 

a. When were these concerns brought to your attention? 

Response: 

Director Mueller does not have a specific recollection as to when he first received 
this information, but believes that by early 2002 he had determined that FBI 
Agents participating in interviews overseas should follow FBI protocols. 

b. What steps has the FBI taken within the Administration to oppose the use 
of coercive interrogations? 

Response: 

The FBI has clearly communicated its view that rapport-building interview 
techniques are more effective than coercive or other aggressive techniques. 
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SENTINEL SOW V 2.1 

1. Acquisition 

This Statement of Work (SOW) describes the Federal Bureau of Investigation's (FBI's) requiremnts for 
SENTINEL. The contractor shall be responsible for furnishing all personnel, facilities, equipment, 
material, suppIies, support and management and shall perform all functions necessary to design, develop, 
integrate, test, deploy, operate and maintain SENTINEL as set forth in the SOW and the SENTINEL 
System Requirements Specification (SRS). This SOW is intended for use with the documentation listed in 
SOW Section 3.0, Applicable Documents. All of the requirements in the SRS, whether specifically 
referenced or not in the SOW, shall apply to the contractor's deliverable services and service performance. 

2. Backaround and Obiectives 

2.1 Background 

The Federal Bureau of Investigation (FBI) is completing the building and deployment of several 
infrastructure systems that modernize its IT capabilities. Referred to as the Trilogy Prograni, this FBI 
initiative consists of the following interrelated components: 

The Information Presentation Component (IPC) encompasses hardware and software within each 
office to provide each employee with a current desktop environment and equipment. 

The Transportation Network Component (TNC) is composed of highspeed connections linking 
the offices of the FBI. 

The User Applications Component (UAC) will include SENTINEL enhancing each employee's 
ability to access, organize, and analyze information. 

The Enterprise Operations Center (EOC) is the FBI's infrastructure management center that 
oversees, monitors, and manages the Trilogy assets. 

The IPC, TNC and EOC efforts are complete. The operational system is referred to as FBINet 

The FBI currently uses paper as their system of record while electronically managing the information. The 
current methods of managing case fiIe information are outdated and inefficient. In order for the FBI to 
more effectively perform its mission, the case management system must be upgraded to utilize enabling 
information technologies. 

SENTINEL will transform the way the FBI does business, allowlng the Bureau to move from a primarily 
paper-based case mnagement system to an electronic system of records. SENTINEL will leverage 
technology to reduce redundancy, eliminate bottlenecks and inefficiencies, and maximize the FBI's ability 
to use the information in its possession. SENTINEL will he an integrated system that will support the 
processing, storage, and management of information to allow the FBI to more effectively perform its 
investigative and intelligence operations. 

The SENTINEL acquisition continues the FBI's transformation to an enterprise-wide automated case 
management system that began with the Virtual Case File (VCF) Pilot. 

2.2 SENTINEL Acquisition Objectives 

The objectives of the SENTINEL acquisition are: 
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Objective 1: To incrementally design, develop, integrate, test, and implement a set of capabilities 
that meets the requirements outlined in the SENTINEL System Requirements Specification with 
operationally useful increments delivered approximately every 12 months. At a high level the 
delivered system shall: 

o Implement paperless case management and workflow capability (Priority 1) 

o Provide a single point of entry for investigative case management. 

o Implement electronic records management. 

o Implement a new and improved Bureau-wide global index for persons, organizations, 
places, things, and events. 

o Facilitate information sharing among law enforcement agencies and the intelligence 
community. 

Objective 2: To efficiently and cost effectively transition users and data to the new system. 
Transition steps include: 

o Retiring FBI legacy case management systems (or elements of them) as rapidly and 
efficiently as possible. 

o Timely, accurate and efficient data migration from legacy systems 

o Transition of all users to the new system as services and data become available. 

Objective 3: To establish an Organizational Change Management (OCM) strategy enabling users 
to learn new behaviors, skills, and business processes through robust training and outreach 
programs. 

Objective 4: To enhance user interaction with SENTINEL, combining new and legacy 
components hrough intuitive human system interfaces presenting actionable data and items of 
interest to the user as requested or via data rules. 

Objective 5:  To provide the FBI with a flexible and extensible IT infrastructure for SENTINEL 
that acconmmodates incremental composition and integration of capabilities that achieve an event 
driven Service Oriented Architecture (SOA). 

Objective 6: To exploit and utilize to the maximum extent possible government owned andlor 
commercialoff-the-shelf (GOTSICOTS) components. The Government desires a modular, 
component-based approach leveraging standards-based protocols and the best of commercially 
available IT technologies. 

Objective 7: To successfully accredit each Phase beginning with the first deployment including: 

o Information assurance Approval to Operate at the level specified in the SRS 

o Recordkeeping certification and Approval to Operate as applicable to each Phase 

Objective 8: To opel.ate and maintain each deployed Phase at the levels specified in the 
Government approved1 contractor generated Service Level Agreements (SLAs). 

1 
The Service Level Agreement will be generated as part of the Phase development activity by the 

contractor. The Government is the approval authority. 
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Objective 9: To transition operations and maintenance of the system to the FBI's Information 
Technology Operations Division (ITOD) at the conipletion of the final operations and 
maintenance period (approximately two years after the final Phase deployment) or earlier at the 
request of the Government. 

3. Applicable Documents 
A list of documents referenced throughout the SOW is presented in sections 3.1 and 3.2. Compliance 
documents shall be conplied with. Guidance documents are provided for reference. 

3.1 Compliance Documents 

a) FBI SENTINEL Configuration Management Plan Vl .I, 20 July 2005 
b) FBI SENTINEL Risk Management Plan V1.2, 8 July 2005 
c) FBI Information Technology (IT) Life Cycle Management Directive (LCMD) Version 3.0 draft,as 

of 30 June 2005 
d) FBI SENTINEL System Requirements Specification (SRS) V1.l, 29 July 2005 
e) FBI Certification and Accreditation Handbook V2.1, 1 Jun 05 
f)  National Industrial Security Progranl Operating Manual (NISPOM) DoD 5220.22-M 1995, with 

Changes 1 (1997) and 2 (2001) 
g) FBI Electronic Recordkeeping Certification Manual VI.O,30 April 2004 
h) NDlA PMSC SurveiIlance Guide - ANSIIEIA Standard 748 (current version at time of 

solicitation) 
i) NDIA PMSC Internet Guide - ANSIIEIA Standard 748 (current version at time of solicitation) 

j) CommerciaI Delivery Instructions 1. Edgar Hoover (JEH) FBI Building and Washington FieId 
Office (WFO) dated 27 Dec 2000 

k) ITOD Data Unit, Equipment Installation Standards, 10 May 2005 

1) ITOD Data Unit, Equipment Inshllation Standards (Clarksburg, West Virginia), 12 May 2005 
m) Software Update Services (SUS) Patch Management Process, 20 ApriI 2005 
n) FBI SENTINEL Incremental DeveIopment Plan V1.O, 29 July 2005 
o) FBI SENTINEL CONOPS, 25 July 2005 
p) FBI Enterprise Architecture @A) Target Architecture Report V1.O, 31 May 2005 
q) FBI SENTINEL Test and EvaIuation Master Plan (TEMP) VI.1, 22 July 2005 

3.2 Guidance Documents 

a) FBI SENTINEL Program Management Plan V1.O, 22 July 2005 
b) Technical Reference Model, V 0.5 1, 1 July 2005 
c) Oracle Database Element Naming Standards V1.l, 24 September 2001 
d) Oracle Database Development Standards, Version 1.0, 14 April 2003 
e) OracIe Database Security Marking Standards V1.O, 26 March 2002 
f )  Oracle Database User Audit Requirements Specification, Version 1.3,28 Sep 2001 

4. Scope 
- -. ... 

The task order scope is worIdwide and includes efforts related to four CIO-SPi-2 Task Areas as foIIows: 

CIOSPZi Task Area 3. IT Operations and Maintenance. (Objectives 8 and 9 above) 

CIOSP2i Task Area 4. Integration Services (Objectives I, 2, 3,4,  5, 6, and 7 above) 

CIOSP2i Task Area 5. Critical Infrastructure Protection and Information Assurance 
(Objectives 1 and 7 above) 
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CIOSP2i Task Area 9. Software Development (Objectives 1,5 and 8 (post Full Operational 
Capability) above) 

5. S~eci f ic  Tasks 

The Government's objective is to receive a sustainable and maintainable delivery approximately every 12 
months (Operational Readiness Review from FBI IT LCMD). Each delivery shall constitute an incremental 
Phase. Each Phase, when deployed, represents a standalone set of capabilities that can be added to by 
subsequent Phases to achieve the SENTINEL Objectives. Phases may overlap each other, e.g., Phase 1 
may be in system development and test while Phase 2 is in systcm design. SENTINEL capabilities are 
established in the System Requirements Specification (SRS) and CONOPS. The Ineremental Development. 
Plan eontains the phase content description. 

A delivery is considered accepted with installation and training at all operational locations and the 
successful completion of site acceptance testing, records management certification, the achievement of 
Approval to Operate (or an Interim Approval to Operate), and a successful Operational Acceptance Review 
(ref. FBI IT LCMD). This delivery acceptance will be the focus of a programlevel review entitled 
Delivery Acceptanee Review (DAR). The DAR shall include confirmation of all contractor work products 
provided to the Government for the delivery. 

SENTINEL capabilities are established in the System Requirements Specification (SRS) and CONOPS. 
The Incremental Development Plan contains the Phase content descriptions. 

The Phase I Development and Deployment and Phase 1 Oreanizational Chanee Management shall . . - - - 
comprise the basic task order. Phases 2 - 4Development and Deployment, all Operations and Maintenance, 
and Phase 2 - 4 Organizational Change Management shall be priced task order options. 

The Government has applied the following tailoring to the FBI IT LCMD Control Gates and Program 
Reviews for Phase 1: 
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Executive 
Control Gates * * 
Reviews 

FDR DRWSys TRR OAR 
Approval Approval: Approval to 
To Buildi .Deploy Activities 

Code -To Test, 

Ops Accept 

Program 
Reviews 

FBI Site 
CIR RCR IBR DCWPDR CDR P T W S T W  ORR D AR - -~ 

Contract ReqS$ -Em< -SyrtemDesign Ready to SAR Ready for -Training 
Kickoff Review -Processes far tahl System Build Ready Far Prime's Ops Accept -Delivery 

-Cost -PDR far Code "Selloff' Test Tesl Acceptance 
-Schedule Phase l System 

SENTINEL Program elements 
undergoing roviorr  
Phase SyrtME Clpabilitirs 
Ikptoymvll 
Tralning 
F ~ ~ i l i t i ~ ~  
0.8 Chmge Mgmt 

O M  Raq'S 
Security R q ' B  
CLA~repamliani 
Recordr Certification Req'e 

~xecvlive Canbat Gate =* Progun Review -A _ 
FomalTal= + Task OrdaRrvier  = A 

The Govemment has applied the following tailoring to FBI IT LCMD Control Gates and Program Reviews 
for Phases 2 4 :  

Executive 
Control Gates * * 
Reviews 

FDR DRWSys TRK OAR 
Approval Approval: Appmval to 
ToBuildi .Deploy Activities 

Code .To Test, 

Develapmenlal Ops Accept 

Program 
Reviews 

FBI Site 
CIRiRCR B R  DCWPDR CDR P T W S T W  ORR DAR 
-task order kickoff - E m  -System Design Ready to SAR Ready for -Training 
-ReqSe Review Cost  for total System Build Ready For Prime's Ops Accept -Delivery 

Schedule -PDR far C d e  "Sell Off' Test Tesl Acceptance 
SENTINEL Progrant elements Phase Syrlem 
undergoing reuiewr: in Dev 
Pllrre sy,*rni capnbilitits 
Deplayllleol 
Trlining 
Facilities 
0s ChrngaMgrni 

O&M Req'e 
Se.Gw Rla ' l3  . . 
C E A  preparriians 
Records cenificatian Rcq'6 

Legend 
Executive Canbul Gate =* Pragrani Review = A  
FamaiTc*= + Task Order Review = X 

The SENTINEL Prime Contractor shall conduct the Program Reviews. The SENTINEL Govemment 
Program Management Office will conduct the Control Gate Reviews using an executive summary of the 
material provided by the contractor at the Program Reviews. 

Additionally, in accordance with the FBI IT LCMD process, as Phases 2-4 constitute priced task order 
options; the Government Program Management Office will obtain separate Acquisition Plan Review, FBI 
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IT LCMD Control Gate 2, approvals prior to task order option awards for CLMs 2, 3, and 4 (notional, 
section 9.2) 

5.1 Task 1-Contracklevel and Task Order (TO) Management 

5.1.1 Task 1 Subtask 1-Contract-Level Program Management 

The contractor shall provide the technical and functional activities at the contract level needed for program 
management of this SOW. The contractor shall also provide the centralized administrative, clerical, 
documentation and other rclated functions. 

Performance of this subtask support shall be included for all subtasks within this task order as 
Notseparately Priced (NSP) Items. 

5.1.2 Task 1 Subtask 2-Task Order Management 

The contractor shall manage all effort resulting in the delivery of SENTINEL. The contractor's 
management effort shall include administration, program controls, product effectiveness, data and 
configuration management, risk management, subcontract management, and security management. 

The contractor shall define, execute, and manage SENTINEL incremental Phases' development and 
deployment through the application of an lntegrated Master Plan (IMP) and lntegrated Master Schedule 
(IMS) approach. Additionally, the IMP and IMS shall reflect the FBI IT LCMD requirements for 
SENTINEL Program and Control Gate Reviews. The contractor shall plan and execute against a set of 
processes tailored for this task order. 

The contractor shall establish a Work Breakdown Structure (WBS) for SENTINEL down to at least 
Level 6 in order to fully describe the contractor's work effort. Consider the SENTINEL program as 
Level 1. Additionally, no labor driven non-level of effort work packages shall exceed 30 calendar days. 
The WBS numerical framework shall be applied to the IMP, IMS and cost reporting system that will 
establish a single common framework across the program for management, tracking and reporting. The 
numerical framework directly links the WBS with the IMP, IMS and cost which will provide a single 
SENTINEL reporting framework. 

The contractor shall ensure that there is a single set of implementing processes used by all including 
subcontractors in carrying out the tasks and activities contained in the IMP, IMS and SOW Tasks 1, 2, 
3, 4 and 5. Utilization of a single set of implementing processes shall be verified at the Contract 
Implementation Review. 

The contractor shall: establish and execute the technical approach; organize resources; and establish and 
execute management controls to ensure the cost, performance and schedule requirements of the task order 
are met. 

5.1.2.1 Earned Value Management System (EVMS) Implementation 

The contractor shall establish an earned value management system immediately after contract award. The 
contractor shall present their earned value management system and their earned value baseline (EVMS 
Report) to the Government for review, comment, and the Contracting Officer's approval as part of an 
Integrated Baseline Review (IBR). The IBR shall occur no later than 14 calendar days after the start ofthe 
Requirements Clarification Review (RCR). The contractor's earned value management system shall 
comply with all of the common criteria contained in ANSIIEAS Standard 748 (current version at the time 
of solicitation). 

The contractor shall manage and report against the established earned value management system and the 
established earned value baseline beginning immediately after contract award. This earned value 
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management and earned value reporting shall continue through the completion of the contract. The 
contractor shall prepare and submit a status report to the Contracting Officer at least monthly (Gregorian 
calendar) that details the contractor's most recent performance against the established earned value 
baseline. The monthly reports shall clearly distinguish between performance against the earned value 
baseline as a whole and performance against the portions of the earned value baseline that are not related to. 
work packages measured using a Level of Effort (LOE) methodology. 

In addition to the common criteria contained in ANSUEAS Standard 748, the contractor's earned value 
management system, the contractor's earned value baseline, and the contractor's monthly earned value 
status reports shall comply with the detailed requirements contained in SOW Attachment-I, Earned Value 
Management System Requirements of this Statement of Work. In the event that there is ambiguity and/or 
conflict between ANSYEAS Standard 748 and Attachment-I, the requirements of Attachment-1 shall 
prevall. 

5.1.2.2 Risk Management Program 

The contractor shall perform risk management in accordance with its corporate policy and the requirements 
contained in the FBI SENTMEL Risk Management Plan. 

The contractor shall implement a formal risk management process that encompasses: risk management 
planning and budgeting; risk identification, assessment, and analysis; risk contingency planning; and risk 
monitoring and control (including decision procedures for escalation and exercising contingency options). 

5.1.2.3 Configuration Management (CM) Program 

The eontractor shall perform configurat~on management in accordance with its corporate policy and the 
requirements contained In the FBI SENTINEL CM Plan and the FBI IT LCMD. 

The eontractor shall ~mplement a formal CM program that includes Configuration Identification, Change 
Management, Configuration Status Accounting, Audit, and Release Management. The contractor shall 
comply with all Government CM processes and procedures as outlined in the Government's SENTINEL 
CM Plan. The contractor shall perform all CM activities until contract completion. The contractol shall 
ensure that all subcontractors and vendors comply with the CM requirements levied by the Government's 
CM Plan and this SOW. 

5.1.2.4 Quality Assurai~ce (QA) Program 

The contractor shall perfom1 quality assurance to include activities such as defect tracking, root cause 
analysis, peer reviews of all development artifacts, and appropriate levels of testing in accordance with 
corporate practices and the requirements of this SOW. 

5.1.2.5 Security Management (facilities and personnel) 

The contractor shall perform security management in accordance with the SOW Attachment-2 Contract 
Security Classification Specification (DD Form 254) and the additional security requirements outlined in 
this SOW. 

5.1.3 Task  1 Subtask 3-Data Management Program 

The contractor shall implement and maintain a single data management program that contains the data and 
information used in managing the contractor's SENTMEL program. The contractor shall provide the 
Government direct insight into the current program state through a data management repository. This data 
management repository shall be on-line and accessible from the Government program office(s) and spaces 
at the contractor's facility. The data repository shall include all materials generated during the program 
execution. Data shall include, but is not limited to, activity artifacts and results from: requirements 
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management and verification, architecture management, configuration management, quality assurance, risk 
management, earned value management, and program schedule data. 

The contractor shall provide training and training materials on how the Government can achieve insight 
into the state of program through the data management program. The training shall cover each of the 
management support tools the Govemment shall be able to access through the data management program. 
For cost estimating purposes, the contractor shall assume 4 semi-annual training sessions, to be held in 
Govemment program offlce spaces, with the first training session consisting of 12 Govemment-identified 
personnel, and for up to 6 Govemment-identified personnel in each remaining session. 

5.1.4 Task 1 Subtask 4-111 Progress Review Support 

The contractor shall provide a monthly status report containing the status of all ongoing SOW tasks. 
'Topics to be addressed include: the Earned Value, schedule, risks, program and risk management metrics, 
quality assurance, configuration management, data deliveries, Qmonth staffing forecast, and security 
management applied to the task order. The contractor shall participate with the Government in formal 
monthly reviews and informal weekly status reviews. Contractor participants in the formal monthly 
reviews shall be empowered to aceept and make commitments on behalf of the contraetor, within the limits 
of the SENTINEL contract. 

5.1.5 Task 1 Control Gates and Program Reviews 

The following control gates and program reviews (ref. FBI IT LCMD) are applicable to this activity: 

Contract Implementation Review (within 14 calendar days of contract award) 

lntegratcd Baseline Review (within 14 calendar days of the requirements clarification 
review)(described in Attachment 1) 

In-Progress Review (monthly) (deseribed in SOW paragraph 5.1.4) 

5.1.6 Task 1 Deliverables 

A listing of data items applicable to this task is provided in SOW paragraph 9.1 

5.2 Task 2-SENTINEL Systems Engineering and Architecture 

Thc contractor shall implement the systems engineering and architecture activities required to precede and 
support phase level planning, design, development, integration, test, deployment, and operations and 
maintenance activities. 

5.2.1 Task 2 Subtask I S E N T I N E L  Systems Engineering Management 

The contractor shall implement a tailored systems engineering approach for defining, designing, 
developing, integrating, testing, and deploying SENTINEL'S capabilities in incremental Phases. This 
approach shall be based upon the contractor's established Systems Engineering Methodology and 
implementing processes. The contractor shall include architecture development, system development, 
integration and test, and deployment as part of its systems engineering approach. This approach shall be 
described in its Systems Engineering Management Plan and be visible in the Integrated Master Plan, 
Integrated Master Schedule, and reflected in the Work Breakdown Structure. 

The contractor shall support the FBI IT LCMD control gates and project reviews for the SENTINEL 
program and its incremental Phases implementation. 

The contractor shall develop and utilize a specification h~erarchy in determining and produc~ng a necessary 
set of technical documents that describes the SENTINEL technical baseline. This technical baseline shall 
be updated upon commencing of a Phase's deployment to the FBI Enterprise. The contractor specification 
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hierarchy shall commence with a SENTINEL System Specification that validates the SRS and translates its 
functional and performance requirements into system specifications. 

The contractor shall prepare and maintain a system specification in response to the Govemment SRS. The 
Govemment will retain management of the SENTINEL SRS. 

The contractor shall manage all requirements and specifications for SENTINEL below the SRS level. The 
contractor shall allocate system requirements to capabilities. The contractor shall Identify the system 
requirements that will be satisfied in part or completely at the end of each of Phase. The contractor shall 
determine the verification method of each system requirement. For those system requirements developed 
and delivered incrementally (i.e., in more than one Phase), the contractor shall ind~cate the level of system 
requirement capability by Phase and the method of verification in each Phase. 

As noted in the SRS, Sentinel will require information sharing with systems classified higher than 
Collateral Secret (e.g., with Intelligence Community) and with systems at a lower classification level (e.g., 
state and local law enforcement). This will require the offeror to address Controlled Interface Guards (see, 
e.g., h t tp : / /www.dt ic .mi l /whs/d i rec t ives /co~~l2/d463O5x.h~) .  The specific networks and data types 
to be addressed at both the high side and low side are to hedetermined, but the offeror will have to address 
this capability in the proposed system design. 

For all system performance requirements (e.g., availability, throughput, responsiveness of the system), the 
contractor shall develop, document, and maintain planned technical performance profiles, and associated 
out-of-band reporting profiles, that span the entire SENTINEL development. As actual data becomes 
available, the contractor shall include the actual values in the profiles. The contractor shall identify the 
system performance requirements that will be satisfied in part or completely at the end of each Phase. 

The contractor shall develop and utilize a system level Test and Evaluation Master Plan (TEMP) that 
accommodates SENTINEL evolution across its Phases and with an evolving FBI Enterpiise. The 
Government TEMP provides a framework of specific areas that should be addressed in the contractor's 
SENTINEL TEMP. The contractor TEMP shall be consistent with the test approach outlined in the 
Government TEMP. The TEMP shall also include the contractor's integration and test facility that 
supports its approach, its test processes, Certification & Accreditation (C6;A) approach, records 
management certification approach, and test data requirements 

SENTINEL has been designated a National Security System. As such, it must meet requirements set by 
National Information Assurance Partnership (NIAP) and National Security Telecommunications and 
Information Systems Security Policy (NSTISSP) 11. (General information is available at: 
httr,. There are two general cases that may be applicable to 
the SENTINEL program and that the contractor shall account for in their design and development 
activities: 

1. If an approved U.S. Govemment protection profile exists for a particular technology area, but 
no validated products that conform to the protection profile are available for use, the acquiring 
organization must require, prior to purchase, that vendors submit their products for evaluation and 
validation by a NIAP laboratory or Common Criteria Recognition Arrangement (CCRA) 
laboratory to a security target written against the approved protection profile or acquire other U.S.- 
recognized products that have been evaluated under the sponsorship of other signatories to the 
CCRA. 

2. If no U.S. Government protection profile exlsts for a particular technology area and the 
acquiring organization chooses not to acquire products that have been evaluated by the NIAP 
Common C~iteria Evaluation and Validation Scheme (CCEVS) or CCRA laboratories, then the 
acquiring organization must require, prior to purchase, that vendors provide a security target that 
describes the security attributes of their products, and that vendors submit their products for 
evaluation and validauon at a Designated Accrediting Authority (DAA>approved Evaluation 
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Assurance Levels (EAL). Robustness requirements, mission, and customer needs will together 
enable an experienced information systems security engineer to recommend a specific EAL for a 
particularproduct to the DAA. In addition, the organization should file the necessary for a 
Deferred Compliance Authorization (DCA) (see FAQ #I2 under Policy Information and Guidance 
p. 

In support of the delivery of a service-based solution, the contractor shall recommend to the Government an 
SOA governance approach. SOA Governance addresses the technical and business aspects of using and 
deploying services, and provides a review process to ensure that services are managed throughout their 
lifecycle. This requires appropriate definition of the procedures and policies to be complied with when 
making a service available to SENTINEL andlor to the Enterprise, and when any change is proposed to an 
approved service. The proposed Governance approach should address who is allowed to publish a service 
to the registry, establish the release procedures, and determine the approval and certification process for 
designs, standards and security policies. It should propose how to perform governance validation before 
allowing services to be published and how the FBI should follow that up by continued policy checks during 
use. The contractor shall participate in the governance process, once approved, as required by the process 
in the deployment of SENTINEL. 

The contractor shall support the Government certification and accreditation process defined in the FBI 
Certification and Accreditation Handbook. This includes preparation for and support of Certification and 
Penetration Test and Evaluation as well as support to recuning Security Test and Evaluation once the 
system is operational. 

The contractor shall support the Govcmment Records Management Certification process defined in the FBI 
Electronic Recordkeeping Certification Manual. 

The contractor shall support Government Independent Verification and Validation (IV&V) activities. The 
IV&V activities include monitoring the design, development and test, implementation and integration of 
SENTNEL. The Government IV&V activities are scoped as monitoring and oversight. 

5.2.2 Task 2 Subtask 2-SENTINEL Architecture Management 

The contractor shall deveIop, docun~ent, and maintain a SENTINEL architecture that (1) permits the 
incrementat implementation and deployment of functional capabilities, (2) is scalable, flexible, and 
modular, and (3) leads to an easy to use system that users can access through the FBINet. The contractor 
shall conduct trade studies as required to define the architecture and to determine hardware and software. 

The contractor shall develop a SENTINEL Target Architecture, with phased increments, that achieves SRS 
capabilities in deployable standalone Phases that can be added to by subsequent Phases to expand 
capabilities. Each Phase shall have its own architecture representation establishing the set of SENTINEL 
SRS capabilities that wilI be delivered. 

The SENTINEL Target Architecture shall be compatible with and address the intent depicted in the FBI 
EA Target Architecture Report to the maximum extent possible. The contractor shall develop an 
architecture that conforms to the Government TRM to the extent practical. The contractor shall identify 
planned deviations from the TRM to the Government. 

The contractor shall develop, model, docun~ent, and maintain materials sufficient to describe the 
architecture and business-driven performance criteria throughout the life of the system to include the 
deveIopment of business scenarios to validate the integrity of architecture. Pe~formance analyses shall 
include the impact of implementing SENTINEL on FBINet. 

5.2.3 Task 2 ControI Gates and Program Revicws 

The following control gates and program reviews (ref. FBI IT LCMD) are applicable to this activity: 
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Requirements Clarification Review (2 weeks after CIR for Phase 1, in conjunction with CLR for 
Phases 2-4) 

Design Concept Review (in conjunction with Phase PDR) 

5.2.4 Task 2 Deliverables 

A listing of data items applicable to this task is provided in SOW paragraph 9.1 

5 3  Task 3-Phase Design, Development, Test, Implementation, and Integration 

The contractor shall eonduct all activities necessary to design, develop, integrate, test and deploy an 
incremental Phase that provides a set of defined capabilities and implements and integrates them with the 
existing FBI infrastructure. 

The contractor shall create and maintain plans for Phase transition, deployment, and installation 

The contractor shall support the Government Certification and Accreditation process defined in the FBI 
Certification and Accreditation Handbook. 

The contractor shall support the Government Records Management Certification process defined in the FBI 
Electronic Recordkeeping Certification Manual. 

The contractor shall support Government Independent Verification and Validation (IV&V) activities. The 
activities include monitoring the design, developn~ent and test, implementation and integration of 
SENTINEL. The Government IV&V activities are scoped as monitoring and oversight; no independent 
testing of the system is planned as part of IV&V. 

Support to Government testing includes: providing access to a correctly configured and documented 
system, keeping the system operational, providing access to all requested documentation; operating the 
system; performing the procedures during security testing and certification testing, and answering questions 
including showing system and software configuration details. The contractor shall also be required to 
establish (and remove at the completion of testing) test accounts (both general and privileged) as required 
in the test plan and procedures. 

53 .1  T a s k 3  Subtask 1-PhaseDesign 

The contractor shall perform IMP and IMS engineering activities to ensure that each Phase satisfies the 
requirements allocated to it. The contractor shall decompose Phase requirements to the lowest level to 
effectively and efficiently complete the Phase detail design activities. The contractor shall create and 
maintain a verificat~on matrix of the Phase's system level requirements. 

The contractor shall develop, document, and maintain all internal interface requirements including the 
Document Creation Ingest Specification identified in the SRS. 

The contractor shall develop, document, and maintain the SENTINEL side of all external interface 
requirements in conjunction with the parties responsible for other systems. 

The contractor shall provide justification for the use of selected COTS products and any proposed custom 
development. 

The contractor shall conduct all design activities necessary to create, maintain, and deploy each Phase 
(includes the underlying data) such that each Phase meets all system requirements, security and records 
management accreditation requirements and attains an Approval to Operate. 
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53.2 T a s k 3  Subtask 2 Phase Development and Test 

The contractor shall acquire or develop all hardware and software components required to implement the 
approved Phase design. The contractor shall assemble, configure, integrate, and test all software and 
hardware components that are part of the Phase design in preparation for system level testing. 

The contractor shall create and maintain Phase test plans, procedures, and test cases at all levels as outlined 
in the contractor TEMP. The contractor shall create and maintain a traceability of Phase requirements, 
including related interface requirements, to test cases. The contractor shall document the results of all 
testing. 

The contractor shall test the readability and formatting of all migrated data in preparation for system level 
testing. 

53.3 T a s k 3  Suhtask3-Phase Implementation and Integration 

The contractor shall perform all activities necessary to execute system level functional, performance, 
interface, and integration testing of each Phase in factory, limited-deployment, and full-deployment 
(operational) environments. 

The contractor shall perfom1 all activities necessary to deploy each Phase, including the supporting 
hardware, software, and data, to the operational locations. These activities include, but are not limited to, 
packaging, shipping, delivery, installation, integration, configuration, and check-out. 

The contractor shall perform all activities necessary to fully configure all capabilities for operations. Thls 
includes delivering and installing all the software, initializing configuration files, configuring all of the 
accounts, establishing the organizational infrastructure to support workflow, defining all communities of 
interest and roles to support access controls. For the records management application, the contractor will 
implement the FBI provided file plan with the selected COTS software product. For the migrated data, the 
vendor will populate the record folder components and the record components with the appropriate 
metadata. The RM metadata will assist Records Management Division (RMD) in the management of FBI 
records. 

The contractor shall perform all activities (extract, translate and error correction, load) necessary to migrate 
legacy data needed for the operation of capabilities delivered in each Phase. The contractor shall verify 
that no data required was lost or corrupted during the migration process. The contractor shall perfom error 
correction as part of the data migration task. In support of legacy system shutdown, the connactor shall 
perform all activities necessary to migrate all necessary legacy data. 

The contractor shall support the acceptance and transition of each Phase to full operations. The contractor 
shall support user acceptance test act~vities at the first user implementation site. For cost estimating 
purposes, the contractor shall assume a level of support of not more than two full-time equivalent staff for 
60 working days (standard 8 hour work day) at a Washington Metropolitan area location. 

The contractor shall support Government testing as outlined in the FBI SENTINEL TEMP. In support of 
Government tests, the contractor support activities shall ~nclude but not he limited to, keeping the system 
under test operational, providing access to all requested docunlentation; operating the system; performing 
requested procedures; answering questions and showing system and software configuration details. The 
contractor shall also establish and remove test accounts as required (both general and privileged). 

5.3.4 Task 3 Subtask 4-Operations and Maintenance Support 

In support to ongoing operations and maintenance, the contractor shall prepare and deploy modifications, 
patches and updates based on Government approved change requests to keep the deployed system 
operational. As applicable, these modifications, patches and updates shall he rolled forward into the 
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ongoing Phase baseline. All change requests will be approved by the Technical Configuration Control 
Board (TCCB) and the Change Management Board (CMB). 

The contractor shall utilize implementing processes as mutually agreed to by the Government and the 
contractor. 

The contractor shall utilize its technical governance processes for all changes recommended to the 
deployed technical baseline. 

The contractor shall draft and forward for approval an O&M Service Level Agreement that meets the intent 
of the Task 4 Tiers -1 through 4 level of O&M support. 

5 3 . 5  Task 3 Control Gates and Program Reviews 

The following control gates and program reviews (ref. FBI IT LCMD) are applicable to this activity: 

Preliminary Design Review1 in conjunction with the DCR (for each Phase) 

Critical Design Review (for each Phase) 

Gate 3 - F~nal  Design Review (FDR) (for each Phase) 

Product Test Readiness ReviewISite Test Readiness ReviewlSite Acceptance Review (for 
each Phase) 

Gate 415 - Deployment Readiness ReviewISystem Test Readiness Review (for each Phase) 

Operational Readiness Review (for each Phase) 

Gate 6 - Operational Acceptance Review (for each Phase) 

Delivery Acceptance Review (DAR) (for each Phase) 

53.6  Task 3 Deliverables 

A listing ofdata items applicable to this task is provided in SOW paragraph 9.1 

5.4 Task 4-IT Operations and Maintenance 

As directed by the Government, the contractor shall perfom1 operations and maintenance for each deployed 
Phase (primary, backup and training string when deployed) at the levels of performance specified in the 
Government approved SLA. 

A ramping up period prior to the formal start of operations and maintenance shall be required. During this 
period the contractor shall identify and train the staff needed to operate and maintain the system in 
sufficient time for the staff to participate as required in the operational testing (operational test and security 
test and evaluation) of the system. Formal Operations and Maintenance periods begin with a successful exit 
from the Operational Readiness Review at each increment. The contractor must coordinate with the 
Transition Management Unit (TMU) in FBI's Information Technology Operations Division (ITOD) to 
acquire an Operational Readiness Review (ORR) at each completed Phase. 

The FBI ITOD operates on a four-Tier operations support structure. Each Tier is defined below. 

Tier-1 Suouort: 
What: Provides remote helpdesk support to the end user (customer) from a phone call to 
the Enterprise Operation Center (EOC) via 202-324-1 500. 
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When: On-site support is available 24x7~365 day a year. 
How: The FBI's automated call distribution software routes the call to the first available 
helpdesk technician for support. The technician opens a call ticket via the FBI's trouble 
ticketing software product (Peregrine Systems ServiceCenterTM). If the helpdesk 
technician can resolve the issue then the call ticket is closed. If the helpdesk technician 
cannot resolve the issue then a problem ticket is created from the call ticket and assigned 
to a Tier-2, Tier-? or Tier-4 support entity (assignment group) for resolution. The ticket 
automatically is displayed in the assignment group's problem queue. 
Functions: Taking the customers call, creating call ticket, generating problem ticket (if 
necessary), remote tmubleshooting, answering questions, password administration 
(resets, unlocks, unsuspend), profile related issues, desktop software and OS related 
issues, resolving user specific issues (not network, server, system, application or database 
issues), checking Tier-1 problem queue for tickets and reassigning (routing) them to the 
appropriate Tier-2, Tier-3 or Tier-4 assignment groups. 

T i e r 3  S u ~ ~ o r t :  
What: Provides touch labor (onsite) support to systems and desktops, remote server and 
network support, remote account administration. 
When: On-site support is available during normal business hours, on-call evenings and 
weekends. The EOC (SysAdmin/Network) is available on-site 24x7~365  days a year. 
How: Tier-2 support groups are responsible for checking their problem queues, 
acknowledging, assigning and updat~ng ticket with status of troubleshooting. Once the 
issues are resolved, the Tier-2 Group is responsible for ensuring the integrity of the ticket, 
entering appropriate resolution, contacting the customer (when appropriate) and closing 
the ticket. When appropriate, the Tier-2 Group is responsible for preparing scripts or 
procedures to document corrective actions for lower tier support use. 
Functions: Monitoring of enterprise networks and system enclaves, monitoring of 
enterprise and system servers, remote network and server support, remote server and 
desktop virus updates, desktop hardware support, laptop support, network hardware 
support, account administration (new, modified or deleted account). 

Tier-3 S u ~ ~ o r t :  
What: Provides application, systems, network, server and mainframe support. 
When: On-site support is available during nom~al  business hours, on-call evenings and 
weekends. 
How: Tier-3 support groups are responsible for checking their problem queues, 
acknowledging, assigning and updating ticket with status of troubleshooting. Once the 
issues are resolved, the Tier-3 Group is responsible for ensuring the integrity of the ticket, 
entering appropriate resolution, contacting the customer (when appropriate) and closing 
the ticket. When appropriate, the Tier-3 Group is responsible for preparing scripts or 
procedures to document corrective actions for lower tier support use. 
Functions: OS patch management 

Tier-4 Sunport: 
What: Provides support to systems ' databases, re-engineering or issues that occur outside 
of nom~a l  operations. 
When: On-site support is available during normal business hours, on-call evenings and 
weekends. 
How: Tier-4 support groups are responsible for checking their problem queues, 
acknowledging, assigning and updat~ng ticket with status of troubleshooting. Once the 
issues are resolved, the Tier-4 Group is responsible for ensuring the integrity ofthe ticket, 
entering appropriate resolution, contacting the customer (when appropriate) and closing 
the ticket. When appropriate, the Tiel.4 Group is responsible fox preparing scripts or 
procedures to document corrective actions for lower tier support use. 
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Functions: Re-engineering of current system, software licensing & maintenance support, 
resolving database errors or enhancements to current databases, testing enhancements to 
applications and baselines. 

The contractor shall implement an operations and maintenance approach consistent with the Tier approach 
as defined above. The FBI's ITOD will perform Tier-1 activities. Coordinating jointly with the FBI's 
ITOD, the contractor shall be responsible for Tiers-2, -3 and 4 activities. 

Definition of Normal Business Hours: 7 3 0  a.m. - 4:00 p.m. EST (Monday - Friday). 

5.4.1 Task 4 Subtask 1-Pre-Full Operational Capability (FOC) Operations and Maintenance 
(separately priced options for O&M of each Phase) 

Note: FOC occurs at the completion of thefinal incremental Pl~ase (Phase 4) deployment 

5.4.1.1 Conduct System Administrator Training 

The contractor shall conduct training in accordance with the approved Training Plan. The contractor shall 
provide training for SENTINEL Phases prior to them being delivered. The contractor shall be responsible 
for the generation and distribution of all training n~aterials. 

5.4.1.2 Conduct of Pre-FOC Operations and Maintenance 

Note that Tier-4 activities are addressed under Task 3 during Pre -FOC Operations and Maintenance. 

The contractor shall conduct Tier-2 and Tier-3 operations and maintenance as required for each deployed 
Phase to ensure the service levels agreed to in the SLA are sustained and the system certification is 
maintained. Operations tasks include, but are not limited to: 

System administration including performance of authorized configuration changes (e.g., adding 
user accounts, changing passwords, modifying workflow groups) in accordance with the 
established procedures. 

Develop and maintain scripts and procedures in support of Tier- 1, -2, -3, and -4 activities. 

Ma~ntaill an inventory of hardware and software on site and perform site configuration 
management. Equipment that is purchased for SENTINEL must be placed in the FBI's Property 
Management Application (PMA). Inventory of Hardware and Software shall be managed by the 
contractor. 

Maintain system security in acconlance with the approved procedures. The hardware being 
proposed for SENTINEL must be capable of supporting the FBI's existing security policies. 

Make software changeslcorrections as directed by the Government and in accordance with FBI 
CM procedures. 

Ensure all documerltation is updated as changes are made in accordance with CM procedures 

Interact closely with ITOD for purposes of knowledge transfer, roll changes into next release, etc. 

Conduct Hardware and Software License and Warranty Management including coordinatirlg with 
FBI ITOD for warranty support for items covered under the FBI's enterprise warranties. 

Deploy and test patches, updates, and other modifications in accordance with approved Patch 
Management procedures (SUS Patch Management Roadmap and associated procedures). 

The contactor shall maintain the established configuration baseline and adhere to the established 
cor~figuration management process. 

The contractor will need to provide CM resources for the following CM activities: Configuration 
Identification, Change Management, Configuration Status, Accounting, Audit, and Release 
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Management. These CM Activities are defined in the FBI CM Plan. 

Maintain the offline environments (e.g. development, test, staging, etc.) required to support ' 

operations and maintenance activities. 

Respond to and resolve problem tickets in the amount of time agreed to in the SLA 

Any actions or changes not explicitly authorized via the baselined O&M and accreditation documents shall 
be documented via a Change Request. The Govemment will approve all Change Requests. All proposed 
baseline changes shall be reviewed for impact to both the operational and development baseline. The 
Govemment will be the approving authority for all Change Requests utilizing the process defined in the 
FBI CM Plan. 

5.4.2 Task 4 Snbtask 2-Operations and Maintenance Transition (separately priced option) 

The Govemment may choose to transition Operations and Maintenance immediately following the FOC 
deployment or at any time during the two years following the FOC deployment. In the event that not all 
Phase options are exercised, the Govemment may initiate the transition task in conjunction with or 
following the last exercised Phase option. 

5.4.2.1 Condnct System Administrator Training 

The contractor shall conduct training in accordance with the approved Training Plan. The contractor shall 
provide training for SENTINEL Phases prior to them being delivered. The contractor shall be responsible 
for the generation and distribution of all training materials. 

5.4.2.2 Cnndnct Operations and Maintcnance 

Upon request, the contractor shall implement and ensure a seamless transition of Tiers -2, -3 and -4 
operations and maintenance activities to thc FBI lTOD within a Gmonth period. The transition task shall 
include but is not limited to: 

Classroom and on the job training of system administrators and privileged users 

Collaborative conduct of operations and maintenance during the transition period. 

Identify number of resources and skill set required by the FBI to assum O&M responsibilities 

Develop Roles and Responsibilities for the different ITOD entities for O&M functions. 

The contractor shall hold briefings to educate the FBI about trace O&M entitlement, 
subcontracting accomplishn~ents, and a11 related requirements that were developed on behalf of the 
FBI. 

Transition all hardware, software, and licenses to the FBI (ITOD). All warranty and maintenance 
terms need to be documented and provided to the FBI. 

Ensure that a11 Systen~ documentation is current. 

Development of an O&M transition plan as defined in the list of Deliverables. 

During the dcsignated transition period, the contractor shall be responsible for the estabIished SLAs 

5.43 Task 4 Subtask 3 Post-FOC Operations and Maintenance and Sustainment (separately 
priced options for two one-year periods) 

5.43.1 Conduct System Administrator Training 
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The contractor shall conduct training in accordance with the approved Training Plan. The contractor shall 
provide training for SENTINEL Phases prior to them being delivered. The contractor shall be responsible 
for the generation and distribution of all training materials. 

5.4.3.2 Conduct Operations and Maintenance 

The contractor shall conduct operations and maintenance (Tier-2, -3, and -4) for the FOC system ensuring 
the service levels agreed to in the SLA are maintained and the system certification is maintained. Tasks 
include, but are not limited to: 

Planning for and implementation of a technology refreshment program 

System administration including performance of authorized configulation changes (e.g., adding 
user accounts, changing passwords, modifying workflow groups) in accordance with the 
established procedures. 

Develop and maintain scripts and procedures in support of Tier-1, -2, -3, and-4 activities. 

Maintain an inventory of hardware and software on site and perform site configuration 
management. Equipment that is purchased for SENTINEL must be placed in the FBI's Property 
Management Application (PMA). Hardware and software inventory shall be managed by the 
contractor. 

Maintain system security in accordance with the approved procedures. 

Make software changesicorrections as directed by the Govenlment and in accordance with FBI 
CM procedures. Note that post FOC; all Tier 4 activities are conducted under Task 4. 

Ensure all documentation is updated as changes are made in accordance with CM procedures. 

Conduct Hardware and Software License and Warranty Management. 

Deploy and test patches, updates, and other modifications in accordance with approved Patch 
Management procedures. Refer to Section 15 for details. 

The contactor shall maintain the established configuration baseline and adhere to the established 
configuration management process. 

The contractor will need to provide CM resources for the following CM activities: Configuration 
Identification, Change Management, Configuration Status, Accounting, Audit, and Release 
Management. These activities are defined in the FBI SENTINEL CM Plan 

Respond to and resolve problem tickets in the amount of time agreed to in the SLA 

Any actions or changes not explicitly authorized via the baselined O&M and accreditation documents shaIl 
be documented via a Change Request. The Government will approve all Change Requests. All proposed 
baseline changes shall be reviewed for impact to the operational baseline. The Government will be the 
approving authority for all Change Requests utilizing pre-defined boards. 

5.4.4 Task 4 Control Gates and Program Reviews 

The foIlowing control gates and project reviews (ref. FBI IT LCMD) are applicable to this activity: 

Annual Operations Review 

5.4.5 Task 4 Deliverables 

A listing of data items applicable to this task is provided in SOW paragraph 9.1. 
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5.5 Task 5-Organizational Change Management 

As SENTINEL services are deployed, the FB1 will dramatically change its way of doing business. To 
ensure a smooth transition and full adoption by the SENTINEL customer base, an organizational change 
management program is needed. 

The contractor shall perform all activities necessary to develop and implement an effective Organizational 
Change Management program. The contractor shall market, develop training materials, conduct training 
and provide continued user support as required to ensure full adoption of SENTINEL and its associated 
business processes. All user contact shall be conducted in coordination with the Government program 
office. 

5.5.1 Task 5 Subtask l-Assess and Plan Change Management 

The contractor shall work collaboratively with FB1 personnel to analyze and develop the SENTINEL 
Stakeholder and Organizational Risk Assessment (SSORA). This information shall be a critical input to 
Workforce Transformation (WFT) activities during subsequent SENTINEL deployments. This document 
shall provide input to workforce transition plans and activities required for successful transition to new 
roles and responsibilities of end users, the communication and stakeholder management plan, and the 
development of a training plan. 

The SSORA will serve as a guide for detailed planning and execution of all SENTINEL change 
management activities. 

The contractor shall analyze and generate an Organization Impact Assessment (OM) to identify 
organization-wide impacts of SENTINEL on FB1 law enforcement processes and/or systems. The 
contractor shall follow the SENTINEL Risk Management process to document any risks identified in the 
0 1  A. 

The contractor shall develop a Workforce Transformation Strategy and Plan based on the SSORA and OIA. 

5.5.2 Task 5 Subtask 2-Develop Training Material 

5.5.2.1 Training Strategy and Plan 

The contractor shall develop and implement a detailed SENTINEL Training Strategy and Plan for FBI 
users that relates SENTINEL processes by Phases to deployment schedules. The plan shall identify how to 
leverage and seamlessly integrate Technology Based Training (TBT) (e.g., Web-based, mmputer based 
training, distance learning) and instructor lead training across each SENTINEL Phase while managing 
effects on FBI law enforcement operations; identify SENTINEL user group profiles by geographic 
loeation; analyze SENTINEL training for impacts on the FBI workforce, and analyze training to 
accommodate steep learning curves and changes in work roles and responsibilities. The plan shall 
coordinate training activities with FBI wide training initiatives. The plan shall include a knowledge 
transfer and integration strategy for the transference of SENTINEL training to the FBI Training Academy 
and Field Office training teams. 

The contractor shall propose a suitable user training package to accommodate both new and existing 
employees. Such a package may include TBTs, a user's manual and/or any other such materiaIs identified 
in the approved Training Strategy and Plan. 

The contractor shaIl analyze and report on the FBI's existing training administlation processes to determine 
how training participation is recorded. If necessary, the contractor shall recommend a reproducible 
SENTINEL training administration solution, and implement the FBI approved solution for recording and 
tracking participation in SENTINEL training. 
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5.5.2.2 Training Media 

Training media may include TBT, instructor-lead, user manuals (automated and written), Frequently Asked 
Questions (FAQs), in addition to the "context-sensitive" help embedded in the application. TBT shall be 
delivered from a SENTINEL website that is seamlessly integrated into the SENTINEL application. In 
cases where instructor-lead training is beneficial, the contractor shall arrange for an appropriately equipped 
facility (if the Government is unable to provide same) and trainers. Training instructors shall be certified 
(e.g., Amercian Society for Training and Development, FBI Academy) 

5.5.23 Technology-Based Training 

The contractor shall exploit modem TBT wherever possible and shall deliver these packages in a manner 
and form eompatible with the SENTINEL system. The contractor shall follow the Sharable Content Objeet 
Reference Model (SCORM) which aims to foster creation of reusable learning content as "instructional 
objects" within a common technieal framework for computer and technology-based learning. The 
contraetor shall arrange for an appropriately equipped facility (if the Government is unable to provide the 
same). 

55.3 Task 5 Subtask 3-Conduct User Training 

The contractor shall conduct training in accordance with the FBI approved Training Strategy and Plan. The 
contraetor shall provide training for SENTINEL serviees as they are delivered. Training will begin upon 
receipt of Authority to Operate; however, for the first implementation site (see paragraph 5.3.3) training 
must be completed immediately before the receipt of Approval to Operate. The contractor shall be 
responsible for the generation and distribution of all training materials. 

Training shall be accomplished in a decentralized fashion at each of the FBI Field Offices and foreign *. s.s, %. 
Legal Attache posts. Training shall also be accomplished at Resident Agencies with 50(;IE@- Ojjeror to 
update as appropriate based on proposed training approach) or more field agents attached to the location. 

The contractor shall develop and perform a repeatable process for analyzing and resolving user identified 
training problems, feedback, and lessons learned and communicate the results to the FBI Communications 
and performance engineering teams. The results will include a matrix categorizing the haining problems. 
The matrix shall include the severity, frequency, and resolution plans for the problem, identifying how the 
curriculum will be reetified. 

5.5.4 T a s k 5  Subtask5-Continued User Support 

The eontractor shall provide user assistance (faciIitators) at the selected training locations (see paragraph 
5.3.3) for two weeks (target, location dependent) following the training. Travel to smaller offices may be 
required. 

5.5.5 Task 5 Subtask 6-Extended Support 

The contractor shall provide the following extended support to the new process activities: incorporation of 
paper-only documents, incorporation of photos. individual tutoring of field personnel, and incorporation of 
historical information related to open cases that have migrated to SENTINEL. For estimating purposes 
assume this support begins with the completion of Task 5 Subtask 5 and continues for an additional 2 
weeks at each location where training is provided. Travel to smaller offices may be required. 

5.5.6 Task 5 Snbtask 7-Support to Government Communications 

The contractor shall develop and execute a Communications Plan (CP) for audiences having interest in 
SENTINEL in order to promote their understanding of the benefits of SENTINEL. The CP shall describe 
messages tailored to each audience's perspectives and shall state how these messages will be delivered in a 
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timely manner through channels and in formats most relevant to each audience. Audiences of interest 
include: FBI employees who are not expected to be users of SENTINEL; oversight agencies and Congress; 
government agencies not expected to participate; the media; and groups interested in the technical and 
program management aspects of SENTINEL. 

The contractor shall create comprehensive messages and supporting documentation, which clearly explain 
the mission, vision, and goals of the SENTINEL program. The contractor shall support communications 
activities that create awareness and understanding of the SENTINEL initiative, approaches, values, and 
general deployment timeftames. The contractor shall produce communications content and products that 
address the unique needs and roles of various audiences. The contractor shall craft communications 
messages containing baseline SENTINEL program information including, but not limited to, schedule, 
milestones, functionality descriptions, and benefits. The contractor shall conduct analyses and assessments 
of communications activities based on research, feedback, and lessons learned. The contractor shall use 
this information to develop ways to improve its communications planning, activities, and performance. 

The contractor shall develop content for FBI communications products including briefings, interview 
talking points, presentations, internal FBI newsletters, FBI Management Toolkits, frequently asked 
questions (FAQs) requests, fact sheets, FBI Web portal content, Congressional questions for the record 
(QFRs), reports to Congress, and other media, as requested. 

The contractor shall develop specific demonstrations as a communications tool (not a train~ng tool) with 
accompanying User Guide of the features of SENTINEL. The demonstrations may be developed for both 
internal (FBI) and external stakeholders for each Phase. 

5.5.7 Task 5 Control Gates and Program Reviews 

The following control gates and project reviews (ref. FBI IT LCMD) are applicable to this activity: 

Requirements Clarification Review (2 weeks after CIR for Phase 1, in conjunction with CIR for 
Phases 2-4) 

Design Concept Review (in conjunction with Phase PDR) 

Preliminary Design Review/ in conjunction with the Design Concept Review (for each Phase) 

CriticaI Design Review (for each Phase) 

Gate 3 -Final Design Review (FDR) (for each Phase) 

Product Test Readiness ReviewISitc Test Readiness ReviewISite Acceptance Review (for each 
Phase) 

Gate 415 - Deployment Readiness ReviewiSystem Test Readiness Review (for each Phase) 

Operational Readiness Review (for each Phase) 

Gate 6 -Operational Acceptance Review (for each Phase) 

Annual Operational Review (yearly after first delivery) 

Delivery Acceptance Review (DAR) (for each Phase) 

5.5.8 Task 5 Deliverables 

A Iisting of data items applicable to this task is provided in SOW paragraph 9.1. 
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6. Contract T v ~ e  

Development and Organizational Change Management (Contract Line Item Numbers) CLWs will be 
awarded on a cost plus award fee basis using the performance-based SOW requirements as the basis for 
performance. 

Material CLINs will be awarded on a cost reimbursement with fixed material handling fee. The 
Government reserves the right to substitute GFE for all proposed items in the material CLW. 

Travel CLMs will be awarded on a cost reimbursement basis. 

Operations and Maintenance CLMs will be awarded on a cost plus award fee basis using Service Level 
Agreements when applicable. 

7. Place of Performance 

Although some work will be accomplished at FBI facilities, the primary site for work associated with this 
Task Order shall be the contractor's facility. Program management, systems engineering, design, 
development, integration and initial system level testing will be performed at the contractor's facility. 
Elements of implementation and integration including final system and enterprise integration testing, 
organizational change management, and operations and maintenance will be performed at Govemment 
facilities. The Clarksburg, WV. Data Center will serve as the primary site and the Washington D.C. Data 
Center as the backup and site test location. Other locations will be made available as required and 
requested. 

8. Period of Performance 
-. - 

The base period of performance for Phase 1 development is nominally 12 months. Successful completion 
of Phase I is at Delivery Acceptance Review. SENTWEL's subsequent option periods are to follow a 
similar period of performance. Period of performance is @$&I. [Tto be proposed aspart  ofproposal.] The 
Government will provide a 3C-day notice of intentbefore each option is to be exercised. 

9. DeliverableslDelivery Schedule 

9.1 Data Requirements 

Table 9.1-1 contains a listing of data requirements by SOW Task. The complete delivery schedule tied to 
FBI IT LCMD Program Reviews is contained in Attachment-3. The Attachment 3 delivery schedule 
deviates from the suggested schedule contained in the FBI IT LCMD to accommodate the tailoring of the 
ControI Gates and Program Reviews. Docurnents required for a given review or control gate shalI be 
deIivered as soon they are available and must be delivered no later than one week prior to the review or 
control gate. Delivery requirements for non-gatelreview items are in Table 9.1-1 below and in the Section 
18 descriptions. 

Descriptions of data items can be found in the FBI IT LCMD Appendix H, the FBI C&A Handbook, and in 
Section 18 of the SOW. Where there are descriptions provided in both the FBI IT LCMD and in the SOW, 
the description in the SOW shall prevail. 

The referenced Data Item Descriptions are for functional guidance as to the technical content. 

Distribution of the required data is limited to authorized United States Govemment Agencies only 

Any contractor-imposed distribution restrictions shall be noted on the cover page, all applicable pages, and 
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all specific paragraphs that contain information with contractor-imposed restricted distribution 
requirements. 

Copies of the Data Items shall be delivered in both hard copy and electronic format. Bectronic format 
shall be in one of the following formats as applicable to the type of data delivered: Microsoft Word 2000, 
Microsoft PowerPoint 2000, Microsoft Excel 2000, or specific fo~mat approved by the Contracting 
Officer's Technical Representative (COTR). 

Electronic formatted data items shall be delivered on CD-ROM disks and labeled with the document title, 
document number assigned by the COTR (if any), versionlrevision number (if any), security classification, 
file type, "Preliminary,'" "Draft," ''Final," or "Baseline" annotation, Data Item number, documeut 
date, copy information, and special handling instructions (if auy). Electrouic formatted data shall be 
virus scanned and free from any known virus iu compliance with FBI security requirements. 

All data items shall be delivered electronically on CD-ROM disks to the Program Manager (PM) and in 
hardcopy to the PM, Contracting Officer's Technical Represcntative (COTR), and the Contracting Officer 
(CO). 

Unless otherwise noted, the comment and update period is three wecks for each document: two weeks for 
Government review and one week for the contractor to complete the update. 

All data items require Government approval unless otherwise noted. 

Procedures included or referenced in the data items shall be written at the keystroke level. This gu~dance 
applies to data items including, but not limited to, the Privileged User Security Guide, General User 
Security Guide, System Operations and Mamtenance Manual, Users Manual, and the Software Installation 
Manual. 

Commercial hardware and soflware manuals shall be delivered and are suitable substitutes for the technical 
manual deliverables. Technical manuals are only required in the event a commercial manual is not 
available, off-the-shelf hardware or software is modified, or custom hardware or software is developed. 
Commercial manuals in conjunction with addenda are also acceptable when appropriate. 

Table 9.1-1 Task Order Data Requirements 

I Data 1teml Document Title l ~ ~ ~ l i c a h l e l  Description Source 

, .  , / 0005 l~arned Value M m t .  Sys. (EVMS) Report 1 5.1.2 ISOW Section 18 
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(Monthly) 
0012 EOC Memorandum of Understanding 5.1.2 SOW Section 18 
0078 
0014 
0008 
0009 
0017 

Integrated Master Plan 
Integrated Master Schedule (weekly) 
Measurement Plan (incl CPMs) 
Measurement Report (monthly) 
Quality Assurance Plan 

5.1.2 
5.1.2 

5.1.2 
5.1.2 
5.1.2 

SOW Section 18 
SOW Section 18 

SOW Section 18 
SOW Section 18 
FBI IT LCMD App H 
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I 0 0 4 4  knterface Control Document 5.3.1 FBI IT LCMD App H 

0045 Interface Design Document 5.3.1 FBI IT LCMD App H 
0054 Systems Operations and Maintenance 5.3.1 FBI IT LCMD App H 

(Manual 
0053 bechnical ManuaI (Non-Commercial HW 1 5.3.1 SOW Section 18 

only) 
0031 General User Security Gude 5.3.2 FBI C&A Handbook -~ 
0032 Privileged User Security Guide 5.3.2 FBI C&A Handbook 

' 0051 Software Installation Manual 5.3.2 FBI IT LCMD App H 

0049 Software Product Specification 5.3.2 FBI IT LCMD App H 

0028 System Security PIan 5.3.2 FBI C&A Handbook 
0048 Test Procedures 5.3.2, 5.3.3FBI IT LCMD App H 

I 

BI IT LCMD App H 

I I I 

0055 braining MateriaIs 5.3.2, 5 . 5 . 2 ~ ~ 1  IT LCMD App H 1 
0029 Certification Test Plan (ST&E) 5.3.3 FBI C&A Handbook 

(Development) 
004 1 P C U O ~  Request for Data Center Access 5.3.3 SOW Section 18 
0042 DCU05 Request for Data Center Equipment 5.3.3 SOW Section 18 

Installation 
006 1 bnstallation Drawings 5.3.3 FBI IT LCMD App H 
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I I I 
0077 korkforce Transformation Strategy and 1 5.5.1 SOW Section 18 

0070 

9.2 Task Order  Delivery Scl~edule (TBR) 

SENTINEL Stakeholder and Organizational 
Risk Assessment (SSORA) 

0080 
0079 
0072 
001 0 

Table 9.2-1 contains the CLIN structure and delivery schedule for the task order including the priced 
options. 

INSTRUCTION: 
Aspart of the proposal the cuntractur shallfill in the proposed durations and star1 and end dates in Table 

5.5.1 

- ~ 

Plan 
Training Administration Report 
Training Strategy and Plan 
User Manual 
Communications Plan 

Table 9.2-1 DeIivery Scl~edule 

SOW Section 18 

FOR OFFICIAL USE ONLY 
UNCLASSIFIED 

5.5.2 

5.5.2 
5.5.2 
5.5.6 

SOW Section 18 
SOW Section 18 
FBI IT LCMD App H 
SOW Section 18 
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Deployment, and Testing I 

I Management LOE I - 
2.2 Phase 2 Systems Option 5.2 CPAF Deliverables & 

Engineering and LOE 
Architecture 

2.3 Phase 2 Design, Option 5.3 CPAF Deliverables & 
I 

. 

Devclooment. Integration, LOE I 

Architecture 
3.3 Phase 3 Desim, Oution 5.3 CPAF Deliverables & - 

Development, Integrabon, LOE 
Deployment, and Testing 

4 Phase 4 Developme~~t  and Option 5.1,5.2,5.3 CPAF Deliverables 
Deployment & L O E  

4 1 Phase 4 Program Option 5.1 CPAF Deliverables 8 
Management LOE - 

4.2 Phase 4 Systems Option 5.2 CPAF Deliverables & 
Engineering and LOE 
Architecture 

4.3 Phase 4 Des~gn, Option 5.3 CPAF Deliverables 8 
Development, Integrat~on, LOE 
Deployment, and Testing 

5 Organizational Change Both 5.1,5.5 CPAF Deliverables 
Management & L O E  

5 1 Phase 1 Organ~zational Base 5.1, 5 5 CPAr Deliverables 8 
Change Management LOE 

5 2 Phase2 Organ~zational Option 5.1, 5 5 CPAF Del~verahles 8 
Change Management LOE 

5 3 Phase 3 Organizational Opt~on 5 1, 5 5 CPAF Del~verables 6 
Change Management LOE 

5.4 Phase 4 Organizational Option 5.1, 5.5 CPAF Deliverables 8 
Chanee Manaeement LO E 
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Operations and Maintenance SLA 
Based 

6.2 Phase 2 (pre-FOC) Option 5.1, 5.4 CPAF LOE 
Operations and Maintenance SLA 

Based 

6.3 Phase 3 (pre-FOC) Option 5.1, 5.4 CPAF LOE 
Operations and Maintenance SLA 

Based 

6.4 Year 1 PostFOC OperationsOption 5.1, 5.4 12 CPAF LOE 
and Maintenance SLA 

Based ' 

6.5 Year 2 Post FOC Operat~onsOption 5.1, 5.4 12 CPAF LOE 
and Maintenance SLA 

Based 

6.6 Operations and Maintenanceoption 5.1, 5.4 6 CPAF LOE 
~ ; a n s ~ t ~ o n  

7 Materials (Hardware and Both 5.1,5.2, 5.3, 5.4, CPFF Deliverables 
Software) 5.5 

7.1 Phase 1 Developn~ent and Base 5.1, 5.2, 5.3 CPFF Del~verables 
Deployment Materials 

7.2 Phase 2 Development and Option 5.1, 5.2, 5.3 CPFF Deliverables 
Deployment Materials 

7.3 Phase 3 Development and Option 5.1,5.2, 5.3 CPFF Deliverables 

Deployment Materials 

7.4 Phase 4 Development and Option 5.1, 5.2, 5.3 CPFF Deliverables 
Deployment ~ a i e r i a l s  

7.5 Phase l (pre-FOC) Option 5.1, 5.4 CPFF Deliverables 
O~erations and Maintenance 
Materials 

7.6 Phase 2 (pre-FOC) Option 5.1, 5.4 CPFF Deliverables 
Onerations and Maintenance 
Materials 

7.7 Phase 3 (pre-FOC) Option 5.1, 5.4 CPFF Delivembles 
Operations and Maintenance 
Materials 

7.8 Year 1 Post FOC OperationsOption 5.1, 5.4 12 CPFF Deliverables 
and Maintenance Materials 

7.9 Year 2 Post FOC OperationsOption 5.1, 5.4 12 CPFF Deliverables 
and Maintenance Materials 
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~iansit ion Materials 

7.1 1 Phase 1 Oreanizational Base 5.1, 5.5 CPFF Deliverables - 
Change Management 
Materials 

7.12 Phase 2 Organizational Option 5.1, 5.5 
Change Management 

CPFF Delivembles 

- - 
Materials 

7.13 Phase 3 Organizational Option 5.1, 5.5 CPFF Deliverables 
Change Management 
Materials 

7.14 Phase 4 Omanizational Option 5.1, 5.5 CPFF Deliverables - 
Chanee Manaeement - - 
Materials 

8.1 Phase I Development and Base 5.1, 5.2,5.3 CR Deliverables 
Deployment Travel 

8.2 Phase 2 Development and Option 5.1, 5.2, 5.3 CR Deliverables 
Deployment Travel 

8.3 Phase 3 Development and Option 5.1, 5.2. 5.3 CR Deliverables 
Deployment  ravel 

8.4 Phase 4 Development and Option 5.1, 5.2, 5.3 CR Deliverables 
Deployment Travel 

8.5 Phase I (pre-FOC) Option 5.1, 5.4 CR Deliverables 
Operations and Maintenance 
 ravel 

8.6 Phase 2 (pre-FOC) Option 5.1, 5.4 CR Deliverables 
Operations and Maintenance 
Travel 

8.7 Phase 3 (pre-FOC) Option 5.1, 5.4 CR Deliverables 
Operations and Maintenance 
Travel 

8.8 Year I Post FOC Operationsoption 5.1, 5.4 12 CR Deliverables 
and Maintenance Travel 

8.9 Year 2 Post FOC O~erat ionsO~t ion 5.1, 5.4 12 CR Deliverables 
and Maintenance Travel 

8.10 Operations and Maintenanceoption 5.1, 5.4 6 CR Deliverables 
Transition Travel 

8.11 Phase 1 Organizational Base 5.1, 5.5 CR Deliverables 
Change Management Travel 

8.12 Phase 2 Organizational Option 5.1, 5.5 CR Deliverables 
Chanee Manaeement Travel 
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Change ~ a n a ~ e m e n t  Travel - 
8.14 Phase 4 Oreanizational O ~ t i o n  5.1. 5.5 CR Deliverables 

. . . . 
9.1 FY 06 GWAC Fees to NIH 5.5 FEE 

Both 5.1, 5.2, 5.3, 5.4, GWAC LOE 

9.2 FY 07 GWAC Fees to NIH 5.5 FEE 
Both 5.1, 5.2, 5.3, 5.4, GWAC LOE 

9.3 FY 08 GWAC Fees to NIH 5.5 FEE 
Both 5.1, 5.2, 5.3, 5.4, GWAC LOE 

9.4 FY 09 GWAC Fees to NIH 5.5 FEE 
Both 5.1, 5.2, 5.3, 5.4, GWAC LOE 

9.5 FY 10 GWAC Fees to NIH 5.5 FEE 
Both 5.1,5.2, 5.3, 5.4, GWAC LOE 

9.6 FY 11 GWAC Fees to NIH 5.5 FEE 

10. Securitv 

10.1 Personnel and Facility Clearance Requirements 

The contractor shall abide by the requirements set forth in the Contract Security Classification 
Specification (DD Form 254). 

The contractor shall develop and maintain a comprehensive security program to address the security needs 
of the SENTINEL program. 

The contractor shall appoint a senior official to act as the Corporate Security Officer. The individual shall 
interface with the FBI Security Office on all security matters, to include physical, personnel and protection 
of all Government information and data accessed by the contractor. 

10.1.1 Personnel Requirements 
Personnel clearance requirements are contained in the attached DD Form 254. Contractors who will have 
access to FBI facilities, systems or data shall possess an active and transferable Top Secret clearance at the 
time of proposal submission. Thr Government reserves the right to waive this requirement for any portion 
of the work that deals with technologies or data that is in the public domain. 

10.1.2 Facility Security Requirements 

Facility security requirements are contained in the attached DD Fonn 254 
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10.2 Security Acquisition Section Requirements 

10.2.1 Access to Classified Information 

Notwithstanding the provisions of Section 3 of the NISPOM, the Govemment intends to secure services or 
equipment from firms that are not under foreign ownership, control or influence (FOCI) or where any 
FOCI, in the opinion of the Govemment, adversely impacts on security requirements. The Govemment 
reserves the right to contract with such Offerors under appropriate arrangements, when it determines that 
such contract will he in the best interest of the Government. 

Accordingly, all Offerors responding to this proposal or initiating performance of a contract are required to . 
submit a Certificate Pertaining to Foreign Interests (SF 328) or update apreviously submitted SF 328, and a 
Key Management Personnel List (KMPL) with their proposal. All SF 328s and KMPLs shall be executed at 
the parent and subsidiary levels of an organization. Offerors are also required to request, collect, and 
forward to the Government the SF 328 from all suhcontractors undertaking classified work under the 
Offeror's direction and control. Offerors are responsible for the thoroughness and completeness of each 
subcontractor's SF 328 submission. SF 328 entries should specify, where necessary, the identity, nature, 
degree, and impact of any FOCI on their organization or activities, or the organization or activities of a 
subcontractor. Additionally, a KMPL must be submitted with each SF 328 which identifies senior 
management by name, position, social security number, datelplace of birth, and citizenship status. 

The Offeror shall, in any case in which it believes that foreign influence exists or is being sought over its 
affairs, or the affairs of any subcontractor, promptly notify the Contracting Officer's Security 
Representative of all pertinent facts, even if such influence is not exerted to the degree specified in the 
NISPOM. 

The Offeror shall provide an updated SF 328 and KMPL no later than five years from the date as certified 
on the last submitted SF 328. The contractor shall also promptly disclose to the Contracting Officer's 
Security Representative any information pertaining to any interest of a FOCI nature in the contractor or 
subcontractor that has developed at any time during the contractor's duration or has subsequently come to 
the contraetor's attention. An updated SF 328 is required of the contractor or any subcontractor whenever 
there is a change in response to any of the 10 questions on the SF 328. 

The Offeror is responsihIe for initiating the submission of the SF 328 and KMPL for all suhcontractors 
undertaking classified work during the entire period of performance of the contract. Failure to comply shall 
he cause for default under the DefauIt Clause of this contract. 

Offerors shall complete the Certificate Pertaining to Foreign Interests (SF 328) and Key Management 
Personnel Listing (KMPL) for the prime contractor and all proposed suhcontractors. Submission should 
include identification of thc proposal number, name of the assigned Contracting Officer and certification of 
the accuracy of the provided information by a n  Executive Management Official of the company. Provision 
of false information shall be cause for default under the Default Clause of this contract. 

The Government reserves the right to prohibit individuals who are not U.S. citizens from all or certain 
aspects of the work to be perfo~med under this contract. The Depament  of Justice (D0J)IFBI does not 
permit the use of non-U.S. citizens in the performance of this contract or commitment for any position that 
involves access to or development of any DOJ IT system. By signing the contract or commitment 
document, the contractor agrees to this restriction. 

Foreign Ownership, Control or Influence (FOCI) - For purposes of this elause, a U.S. company is 
considered under FOCI whenever a foreign interest has the power, direct or indirect, and whether or not 
exercisable through the ownership of the U.S. company's securities, by contractual arrangements or other 
means, to direct or decide matters affecting the management or operations of that company. 
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Changed conditions, such as change in ownership, indebtedness, or the foreign intelligence threat, may 
justify certain adjustments to the security terms under which a company is operating, or, alternatively, that 
a different FOCI mitigation measures be employed. If a changed condition is of sufficient significance, it 
might also result in a determination that a company is no longer considered to be under FOCI. There is a 
continuing obligation of the selected Offeror to advise the Government of such changed conditions. 
Failure to abide by this obligation shall be cause for default under the Default Clause of this contract. 

Factors: The following factors will be used as the basis for makrng a FOCl determination. If the Offeror, 
or its proposed subcontractors, meet any of the following factors, they must identify themselves as a 
potential FOCI company and submit themselves to a Government FOCI evaluation and risk assessment: 

(1) Ownership or beneficial ownership, direct or indirect, of 5 percent or more of the Offeror's 
company's voting securities by a foreign person. 

(2) Ownership or beneficial ownership, direct or indirect, of 25 percent or more of any class of the 
Offeror's company's non-voting securities by a foreign person. 

(3) Management positions, such as directors, officers or executive personnel of the Offeror's 
company held by non U.S. citizens. 

(4) Foreign person power, direct or indirect, to control the election, appointment, or tenure of 
directors, officers or executive personnel of the Offeror's company or other decisions or activities 
of the Offeror's company. 

(5) Contracts, agreements, understandings or arrangements between the Offeror's company and a 
foreign person. 

(6) Loan arrangements between the Offeror's company and a foreign person if the Offeror's 
company's (the borrower) overall debt to equity ratio is 40:60 or greater; or financial obligations 
that are subject to the ability of a foreign person to demand repayment. 

(7) Annual total revenues or net income in excess of 5 percent from a single foreign person or in 
excess of 30 percent from foreign persons in the aggregate. 

(8) Ten percent or more of any class of the Offeror's voting securities held in "nominee shares", 
in "street names", or in some other method that does not disclose the beneficial ownership of 
equitable title. 

(9) Interlocking directors with foreign persons and any officer or management official of the 
applicant company who is also employed by a foreign person; 

(10) Any other factor that indicates or demonstrates a capability on the part of foreign persons to 
control or influence the operations or management of the Offeror's company. 

(1 1) Ownership of 10 percent or more of any foreign interest. 

Every effort must be made to ensure that supplies are provided and integrated and services are performed 
using sound security components, practices, and procedures. Acquisition of supplies or services from 
concerns under Foreign Ownership, Control or Influence (FOCI) or of supplies developed, manufactured, 
maintained or modified by concerns under FOCl (any or all of which shall be referred to herein as "Use of 
FOCI source") is of serious concern and must be approved prior to contract award and evaluated during 
contract performance. Approval decisions will be made on a case-by-case basis after the source or 
technology has been identified by the Offeror and subjected to arisk assessment. 
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The risk assessment process will vary depending on the acquisition type and proposed use of a FOCI 
source, available risk mitigation measures and the information/justification provided by the 
Offeror/contractor. 

Any Offeror responding to this Request for Proposal (RFP), Request for Quotation (RFQ) or Sealed Bid 
acknowledges the Government's requirerrents to secure services or equipment from firms which are not 
under Foreign Ownership, Control or Influence (FOCI), or where any FOCI, in the opinion of the 
Government, adversely impacts on National Security or security requirements. The Offeror understands 
and agrces that the Govemment retains the right to reject any response to this RFP, RFQ or Sealed Bid 
made by the Offeror, without any further recourse by or explanation to the Offeror, if the FOCl for that 
Offeror is dctermined by the Government to be an unacceptable security risk. 

Risk assessments will be on a caseby-case basis and will be used to determine whether the use of a FOCI 
source poses an unacceptable security risk. If an unacceptable security risk is detern~ined, the Govemment 
retains the right to reject the use of a FOCl source or to require that certain risk mitigation measures be 
taken by the contractor. Similarly, the Government retains the unilateral right to approve the use of a FOCI 
source when the risk assessment indicates that such use would be in the Governments' best interests. If the 
use of a FOCl source is not approved, no classified information will be disclosed to the Offeror as part of 
the Government's rationale for non-approval. The Offeror (prime and subs) may not seek reimbursement 
from the Government for any costs associated with responding to this RFP, RFQ or Sealed Bid, as a result 
of a FOCl non-approval decision. 

10.2.2 Products that  Provide or Include Software andlor Hardware 

As used in this dause, foreign-origin software and/or firmware is any software and/or firmware that is 
manufactured, developed, maintained and/or modified (1) outside the United States or its temtories, or (2) 
in the United States or its temtories by an individual who is not a citizen of the United States or its 
territories. Any degree of manufacture, development, maintenance or modification that meets either 
criterion (1) or (2) shall be sufficient for the software and/or firmware to be deemed foreign-origin under 
this clause. 

The Government shall have the right to reject the offer of foreign-origin software andlor firmware during 
the solicitation or the supply of such software andlor firmware under the contract on a case-by-case basis. If 
the Government rejects the supply of foreign-origin software and/or firn~ware, the Government shall have 
the right to require a technically equal, or better, approved substitute or to terminate this contract for 
default. In the event that the software and/or firmware is deemed foreign-origin because of criterion (2) 
only, the Government shall have the right to require that the contractor not disclose the identity of the end 
user of the item to such individuals. In such a case, upon delivery of the software and/or firmware, the 
contractor shall certify that the identity of the end user was not disclosed to the individual(s). 

Offeror must notify the Contracting Officer (CO) in writing at the time of submission of its proposal if any 
foreign-origin software andlor firmware will be included in the deliverables under the contract. When, after 
contract award, the contractor becomes aware of foreign-origin software andlor firmware to be delivered to 
the Government under the contract, the contractor shall immediately mtify the CO in wnting of the 
foreign-origin software andlor firmware to be included in the deliverables under the contract. Foreign- 
origin software and/or firmware that is merely a possible candidate for use under the contract shall also be 
identified. 

Notification pursuant to this clause must include the identity of the foreign source and the nature of the 
software application, and is required as soon as there is a reason to know or suspect foreign-origin. Failure 
to provide adequate notice to the Government as specified herein can result in breach and/or default of the 
entire contract. If the CO does not reject foreign-origin software and/or firmware under this clause within 
60 days of receiving notification, the Government's rights under this clause shall be waived. 
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10.2.3 Use of an Information Technology System to Support Contract Performance 

Any information technology (IT) system utilized to support contract performance shall be operated in 
accordance with either the National Industrial Security Program Operating Manual (NISPOM) or the FBI 
Certification and Accreditation (C&A) Handbook. 

It is a material condition of this contract that this clause be incorporated into any and all subcontracts. The 
certifyng official as indicated on the DD Form 254 should be contacted to coordinate the required C&A 
process for contract performance. 

Minimal requirements associated with the processing of FBI Sensitive But Unclassified (SBU), Law 
Enforcement Sensitive (LES), Limited Official Use (LOU), andlor For Official Use Only (FOUO) 
information are as follows: 

I. The contractor shall designate, in writing, an individual to act as the Information System 
Security Officer (ISSO) responsible for this systednetwork. 

2. The contractor is responsible for the security of all info~mation systems used by the contractor, 
whether or not they connect to FBI networks, and are operated by the contractor for the FBI, 
regardless of location. 

3. The contractor must not use or redistribute any FBI information processed, stored, or 
transmitted by the contractor except as specified in the contract. 

4. The following constitutes the minimum set of technical security standards that must be applied 
to all information systems processing FBI information. 

a. User Identification -- each system user shall have a unique user identification (UserId). 

b. Authentication -- each system user shall be required to authenticate his UserId with a 
complex password. 

c. Auditing -- each system shall be configured to perform auditing of system access. The 
following minimum information shall be captured in audit records. 

(1) Identity of each user 

(2) Time and date of each access 

(3) Activities performed that might bypass, modify, or negate security controls 

(4) Security-relevant actions associated with processing 

d. Object Reuse -- each system shall clear memory and storage before reallocating space 
to a different user 

e. Warning Banner -- a standard FBI warning banner shall be presented to each user when 
logging into any system processing FBI information 

f. Inactivity Timeout -- an ADP system shall automatically revert to a secure condition if 
left inactive for a period of 15 minutes (or less) of inactivity, requiring the logged-on user 
to unlock the screen using a password 

g. The contractor shall prepare and submit a System Secunty Plan (SSP) for review in 
support of a C&A effort. 

10.2.4 Virus Control 

a. The contractor certifies that it will undertake to ensure that any software to be provided or any 
Government Furnished Software to be returned under this contract, will be provided or returned free from 
any computer virus which could damage, destroy, or maliciously alter software, firmware, or hardware, or 
which could reveal to unauthorized persons any data or other information accessed throughor processed by 
the software. 
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h. The contractor shall immediately inform the Contracting Officer when it has reasonable suspicion that 
any software provided or returned, to be provided or returned, or associated with the production may cause 
the harm described in paragraph (a) above. 

c. If the contractor intends to include in the delivered software any computer code not essential to the 
contractual requirement, this shall he explained in full detail to the Contracting Officer. 
d. The contractor acknowledges its duty to exercise reasonable care, to include the following, in the course 
of contract performance: 

1. Using, on a regular basis, current versions of commercially available anti-virus software to 
guard against computer viruses when mtroducing maintenance, diagnostic, or other software into 
computers; and 

2. Prohibiting the use of non-contract related software on computers, especially from unknown or 
unreliable sources. 

10.2.5 Contracting Oflicer's Securitv Re~resentativc 

Contracting Officer's Security Representatives (COSR) are the designated security representatives of the 
Contracting Officer and derive their authorities directly from the Contracting Officer. They are responsible 
for certifying the contractor's capability for handling classified material and ensuring that customer security 
policies and procedures are met. The COSR is the focal point for the contractor. Contracting Officer, and 
Contracting Officer's Technical Representative regarding security issues. The COSR cannot initiate any 
course of action that may alter the terms or pricelcost of the contract. The COSR for this contract is Joann 
Saunders and can be reached on (202) 220-9230. 

11. Government Furnished Equipment (GFE)IGovernrnent Furnished 
lnformation IGFI) 

11.1 Inventory Requirements 

Special Provision H.15 Government Furnished Equipment, Information, or Services is applicable to this 
task order. Government Furnished Equipment and Information shall be returned to the Government at the 
completion of the task order unless otherwise directed. 

11.2 Government Furnished Equipment 

FBINet network and clients: SENTINEL will utilize the existing FBlNet network and clients. The FBI 
will provide access to the FBINet and an interface to legacy systems (via the LAN at the Data Center). 
Available services include: WAN. LANs, Active Directory, MS Outlook, and PK1. 

Enterprise monitoring systenr SENTINEL is to he integrated into the existing enterprise monitoring 
system managed by the Enterprise Operations Center (EOC). The SENTINEL system will supply network 
status and alerts to the EOC utilizing standard network monitoring components (listed in SOW Section 
15.5.3). The contractor will be responsible for providing personnel responsible for monitoring the 
SENTINEL status. The contractor shall be responsible for purchasing and installing clientsiagents on 
SENTINEL components as needed. 

Enterprise licenses: COTS software for which an enterprise or site license exists may he made available. 
The Government will idenhfy any available licenses that are relevant to the contractor's SENTINEL 
solution during final negotiations or after award. Adjustments to the Bill of Materials will be addressed at 
that time. - 
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Operational facilities: Space and infrastructure support (power, cooling, communications) in existing 
operational facilities will be provided for the system. Space at the Clarksburg, WV Data Center will be 
provided for the primary and training systems. Space at the Washington D.C. Data Center will be provided 
for the backup and integration test system. 

Communications: The Government will provide the following Communications conneetivity within 1'20 
days, including encryptors, after the contractor's facility has met the DD F o m  254 requirements: 

Communication link to Government systems and data as required for testing. The Government 
will supply the communications link and any required cryptographic equipment. The contractor is 
responsible for all routers, switches, etc. on its side of the interface. 

Communications link to FBI WAN for on-site Government access to email services and network. 

11.3 Government Furnished Information: 

VCF IOC final report 

IPC and TNC definitionsldescriptionslinterfaees 

Non-commercial compliance and reference documents listed in this SOW 

Aecess to test data by a$ (contractor foprovide need dafes) 

Legacy system Interface Control Documents 

SUS Patch Management Roadmap 

Patch Management Overview 

Check for Available Patches 

EnclaveISystem Manager Approval 

Test Patch 

Deploy Patch 

Backout/Recovery and Reporting 

Notification Procedures 

12. Packaging, Packing, and Shipping Instructions 

The contractor shall ensure that all items are preserved, packaged, packed and marked in accordance with 
best commercial practices to meet the packing requirements of the carrier and to ensure safe and timely 
delivery at the intended destination. All data and correspondence submitted shall reference: 

1. The CIGSP2i Task Order Authorization Numbe~ 
2. The NITAAC Tracking Number 
3. The government end user agency 
4. The name of the COTR 

Containers shall be clearly marked as follows: 

1. Name of contractor 
2. The CIQSP2i Task Order Authorization Number 
3. The NITAAC Tracking Number 
4. Description of items contained therein 
5. Consignee(s) name and address 
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All commercial shipments to the JEH Building shall follow the instructions contained defined in the FBI 
Instruction: Commercial Delivery Instructions J. Edgar Hoover (IEH) FBI Building and Washington Field. 
Office (WFO) dated 27 Dec 2000. 

All shipments to Clarksburg, WV facility shall be addressed to: 

1000 Custer Hollow Road 
Clarksburg, WV 26306 
Atm: Data Center 

Shipping instructions for the Washington D.C. Data Center are located in the Commercial Delivery 
Instructions J. Edgar Hoover (JEH) FBI Building and Washington Field Office (WFO) dated 27 Dec 2000. 
Plan on an additional week beyond shipping time for con~n~ercial deliveries. 

13. lnsoection and Acceotance Criteria 

Final inspection and acceptance of all work performed, reports and other deliverables will be performed at 
the place of delivery. 

14. Accounting and Appropriation Data - 
Note that funds are not presently available for award of a contract at the time of issuance of this solicitation 
document. Therefore, the Government's intent to award a contract under thls solicitation is contingent upon 
the availability of appropriated funds. No legal liability on the part of the Government can be incurred if an 
award is not made. 

15. Other Pertinent Information or Special Considerations -- - -. -- -- 
15.1 Performance Criteria 

The Award Fee Plan (AFP) defines the opporhmity the Contractor has to earn fee commensurate with 
demonstrated perfomlance. The Award Fee Plan has been developed to incentivize continuous Contractor 
responsiveness to program priorities and place an emphasis on quality program and technical management 
as well as cost and schedule savings. The Government will pay the Contractor an award fee for satisfactory 
or better performance. Notionally, the government anticipates capping the award fee pool for the 
development effort at 12% of development costs. Development costs are all costs incurred prior to each 
Phase Delivery Acceptance, not including equipment and "other direct costs". The award fee earned by the 
Contractor will be determined following successful completion of each Phase milestone event including: 
Initial Baseline Review (LBR), Critical Design Review (CDR), Operational Readiness Review (ORR), and 
Delivery Acceptance Review (DAR) for each phase. The government, at its sole discretion, reserves the 
right to roll unearned fee into any subsequent period within Phase; or into any subsequent Phase that has 
been contractually executed. Additional fee may be awarded for accelerated delivery as defined in Section 
3 of the Award Fee Plan, Attachment 1 I. The fee structure is intended to encourage strong performance by 
the contractor in the highest risk areas. For more details on the government's perceived risk in each phase, 
accelerated delivery schedule, and the evaluation criteria for establishing the award fee, the Award Fee Plan 
( A m )  is provided in Attachment 1 I 
The performance requirements related to Award Fee Plan section 2.5.4.2-Technical Management and 
Performance for each task are contained in Table 15.1-1 below. Table 15.1-2 contains mandatory SLA 
content. 
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planned and actual Phase 
content. 

Item of 
Interest 

Acquisition 
Objectives 

SENTINEL 
Phase 
Capability 
Performance 

Systems 
Engineering 
Execution 

Architecture 
Qualities 

Information 
Sharing 

Government assessment of 
Phase test data and test 
reports. , 
Government assessment of 
LCMD gate and project 
reviews. 

Table 15.1-1 

Desired Outcome 

Phase deployments meet 
SOW acquisition objectives 

Phase successfully 
completes all verification 
activities including: 
acceptance testing, security 
testing, and records 
management testing. 

SENTINEL successfully 
passes its required LCMD 
gates and project reviews 
per Phase. 

The SENTINEL 
architecture is scalable, 
robust, and flexible. The 
architecture complies with 
the FBI Enterprise 
Architecture. The 
architecture reflects a 
modular approach that 
embraces encapsulation of 
functionality. The 
architecture supports easy 
integration among 
components and products 
that were not neeessarily 
originally designed to work 
together. The architecture 
facilitates changes to be 
accommodated in a manner 
such that changes propagate 
to as few other components 
as possible. 
The architecture facilitates 
information sharing by 
using Government standard 
XML schema definitions 
where appropriate to 
interface with external 

FOR 

Government analysis of 
architecture products, 
modules, and interfaces to 
assess descriptions, 
definitions, attributes, use of 
rules and conventions for 
standards compliance, product 
consistency, communicability, 
and implementation viability. 

Performance Requirements 

Performance Standard 

Deployed Phases achieve 
Government's stated 
acquisition objectives (SOW 
para 3.0) 
SENTINEL system level 
acceptance testing in an 
operating environment at a 
designated FBI facility meets 
the functional and 
performance standards 
established in the SRS and 
allocated to that Phase. 
Record management 
certification and Approval to 
Operate are achieved. 
Phase's LCMD control gates 
and project reviews 
successfully completed using 
the entrance and exit criteria 
established in the IMP. The 
Government shall he final 
approval authority as to a 
successful gatelproject review 
event. 
100% conpliance is required. 

100% compliance is required. 
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systems that will support the 
rapid exchange of electronic 
inforn~ation with 
External Agencies. The 
architecture has a single 
point of access to 
investigative information 
within the FBI. The 
architecture supports 
common standards for 
information sharing, as 
delineated by the contractor. 
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Phase data 
migration 

Item of 
Interest 

All necessary data is 
migrated from each legacy 
systcm. Each migrated data 
set is complete and accurate. 
"Data" not meeting the 
SENTMEL data standards 
is flagged and provided to 

100% compliance is required. 

Desired Outcome 
v 2.1 

Monitoring Method Performance Standard 

Government review and 
independent verification and 
validation of data migration 
test results. 

the Gu\ crnrncmt for s:!ion. 
P h ~ s e  schcdulc ' (;o\ernm:nt apprutrcl, I 100'. :omp11311ce Ir requ~rcJ I Gilvemrnell~ review o i  
and file plan 
data 

Phase 
technical data 
package 

O&M Training 

. ~ 

complete and accurate 
schedule and file plan data 
are loaded in the system. 
Delivered records 
management capability is 
fully operational. 

I reflecting the as delivered I 1 
The technical data package 
is complete and accurate, 

system configuration. 
Documentation for the 
system administrators is 
complete, accurate and easy 
to use. 

100% compliance is required. 

System Administrators, 
privileged users, and help 
desk operators shall receive 
training and training 
materials appropriate for 
their intended use of the 
system. 

Training materials are clear, 
concise, correct, and use color 
diagrams to lead the user 
through the learning process. 
Users can perform all routine 
tasks at the conpletioo of 
training (includes a 
combination of classroom 
training, on-the-job training, 
and reading of baseline 
procedures, manuals, and 

I guidebooks). 
The system is operated and 1 100% compliance is required. 

product. Government 
monitoring of systcm levcl 
tests. Independent verification 
and validation results review. 

Government review of 
contractor audit records. 
Government review of 
configuration audits. 
Independent verification and 
validation. Government 
Functional and Physical 
Configuration Audits. 

Government review of training 
materials. Government 
monitoring of courses. 
Government monitoring of 
student evaluations. 

Review of: trouble tickets, 
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Interest 

Agreements 

Change 
Management 

employment of 
Phase's 
capability 

Item of 
Interest 

Updates and 
Patches 

Maintaining 
System 
Security 

Asset 

maintained at the levels 
specified in the Govemment 
approved Service Level 
A reement. 
System users shall receive 
naining and training 
materials appropriate for 
their intended use of the 
system. . Desired Outcome 

Training materials are clear, 
concise, correct, and use color 
diagrams to lead the user 
through the learning process. 
System users can perform all 
routine operations at the 
completion of training 
(includes a combination of 
classroom training, on-line 
training, and reading of 

I 
User Communities - aaents. 1 User Communities - aeents, 

Performance Standard 

- 
analysts, professional staff, 
O&M staff are well 
informed of and accept each 
Phase's deployed 
capabilities. 

Monitoring Method 

- 
analysts, professional staff, 
O&M staff, are participants 
during SENTMEL 
development, deployment, and 
employment. Their concerns 
and issues are responsively 

contractor maintenance logs, 
and contractor incident 
tracking reports. 

Government review of training 
materials. Government 
monitoring of courses. 
Govemment monitoring of 
student evaluations. 

Team assessment and 
Deployment Readiness 
Review results 

1 and effectively addressed 
User Communities- agents, I Users self-report work I SENTINEL'S User Advocate 

Table 15.1-2 Mandatory SLA Content 

- 

analysts, professional staff, 
O&M staff are well trained 
and can effectively and 
efficiently use a Phase's set 
of capabilities 

implemented within one unless a Government waiver of 
weekof approval by the the requirement is approved. 
Configuration Control 
Board. 

productivity improvement. 

Desired Outcome 

maintained at the certified 
level using the baselined 
security documentation. 
The security documentation 
is kept up to date using the 
baselined configuration 
management procedures to 
reflect any security related 

Team assessment based on 
Field Offices and Hq inputs. 

Performance Standard 

100% compliance is required 

Assets changes are logged 

Monitoring Method 

Audit of configuration 
management logs. 
Monitoring of operations and 
maintenance activities. 

Review of the security 
documentation. Audit of 
configuration management 
logs. 
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1 Item of I Desired Outcome I Performance Standard I Monitoring Method 1 Interest I I I 

1 Maintenance 

Accounting 
and Inventory 

Response 
Time 

Problem 
TicketlSystem 
Defect 
Response time 

Periodic I Periodic Maintenance for 1 100% compliance is required. I Audit of maintenance logs 

and an up to date inventory 
is maintained. 

hardware shall not exceed 2 
hourslweek 
The ITOD's Data Center 
Unit (DCU) requires a one 
hour response time for 
vendor support 
EOC response timelines are 
metlsupported 

within 24 hours of 
amvalldeparture. 

100% compliance is required. 

and inventory. 

Critical =Acknowledged in 15 
minutes, problem resolved 
within 2 days 
High = Acknowledged in 24 
hours, problem resolved within 
4 days 
Medium =Acknowledged in 48 
hours, problem resolved within 
5 days 
Low = Acknowledged in 72 
hours, problem resolved within 
6 davs  

Review of ServiceCenterTM 
logs 

15.2 Organizational Conflict of Interest (OCI) Mitigation Plans 

Every contractor or subcontractor who submits an offer as a prime contractor or as a member of a 
contractor teaming arrangement shall review and comply with FAR Subpart 9.5. Each of the items listed 
below shall be specifically addressed corresponding to the unique numeric designation. 

1. Organization charts showing the company's corporate structure and highlight elements of the 
company participating in the contract. 

2. Demonstrate how the elements performing the proposed effort will be isolated from the 
remainder of the company. 

3. Describe how information, whether in hard copy or electronic media, will be stored and 
destroyed in order to preclude a transfer of information. 

4. Describe how networks and servers will be protected to prevent unauthorized transfer of 
information. 

5. Describe management reporting chains in sufficient detail to demonstrate that the proposed 
effort and decisions related to the effort will be isolated from the remainder of the company. 

6. Address how your company will preclude a perception of impaired objectivity. 
7. Provide information to indicate if the organizational elements performing the proposed effort 

will be geographically or physically separated from the remainder of the company. 
8. Deseribe techniques your company will employ to mitigate the perception that you will favor 

your own products or services. 
9. Describe the proeess in which the government will have insight or oversight of key processes. 
10. Describe any situation in which management outside the mitigated organization will h v e  

access to key decisions for which the mitigated organization is responsible. 
11. Provide all documents that your employees are required to sign indicating, which employees 

are required and how often the requirement is. 
12. Describe the process for reassigning personnel, including subcontractors, from one 

assignment to another, include restrictions. 
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13. Describe the process for employees that leave your employment and any control you exercise 

over their future employment, particularly as it relates to OCI and non-disclosure. 
14. Describe any OCI training your employees are offered and or mandated, along with the timing 

(before or after starting work on a government contract) frequency, length and content of such 
training. 

15. Describe if your company conducts self-audits and if they will be made available to the 
government. 

16. Describe the proposed process and timeline for submitting, and obtaining the approval by the . 
Contracting Officer, of the OCI Mitigation Plans for any and all subcontractors added to the 
contract post award that were not included in the OCI Mitigation Plans submitted as part of 
the contractor's proposal. 

To enable the Government to fairly evaluate the proposed plan, the following shall be specifically 
addressed: 

A. Disclosure of business activities of your company, your affiliates, your team members and 
affiliates of your team members which create either a conflict of interest or the appearance of a 
conflict of interest. 

B. Provide evidence of facts and circumstances that you believe mitigate or address concerns related 
to the appearance andlor presence of an OCI. 

C. Explain your proposed approach to mitigating the effects of any apparent or actual conflicts of 
interest arising out of the business activities disclosed in response to (A,) above. 

The government will treat all submissions as proprietary under 18 U.S.C. $1905 and protect proposed 
information accordingly. 

15.3 Reserve 

15.4 Contractor Travel 

All travel must be pre-approved by the COTR in writing and must comply with the Federal Travel 
Regulation. 

15.5 SENTINEL Standards 

15.5.1 Usability Standards (E3g): 

I S 0  13407:1999 - "Human Centered Design Processes for Interactive Systems" 

I S 0  11581 - "Icon Symbols and Functions" 

Microsoft GUI guidelines 

15.5.2 Development Standards: 

The FBI prefers use of these tools however compatible alternatives are acceptable: 

Popkin System Architect 
Popkin Integrated Reference Model Application 
AIIFusion63 ERwin Data Modeler 

15.5.3 Operations and Maintenance Standards 

The following are a list of the products and services used by ITOD: 
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Peregrine's Service CenterTM is utilized for Change Management, Security Access Request (SAR), 
SLA Tracking, and generating Trouble Tickets. It assists with the tracking and the approving of 
changes to the FBI's IT environment for network and baseline software changes, file changes, 
application software changes, etc. Recording and tracking processes for Commercial Off-the- 
Shelf (COTS) software is another utilized feature of Peregrine's Service Centerm. 

RATIONAL(i.e. ClearQuestTM, ClearCa.em) is being utilized by the FBI to perform modeling, 
version control of software and documents, defect workflowltracking, enhancement request 
workflowltracking, testing, performance testing, and requirements tracking. This tool shall be 
utilized by the development team and transitioned to ITOD for O&M purposes. 

Enterprise standards (commercial software products) for network monitoring and management are 
listed below. The FBI prefers use of these tools. The Offeror may select comparable products 
provided they interface to Micromuse's Net Cool and they provide justification for the selection. 

HP Openview (enable SNAP traps and queries) . NetIQ - Application Manager (server agent) 
NetIQ - Security Manager (server agent) 
E-Policy Orchestrator (McAfee Netshield) 
Tripwire (server agent) 
Navisphere (agent for EMC SAN management) 
Micromuse Net Cool (enable SNAP traps and queries) 
SMS Agent (agent for remote management) 
Antigen (email antivirus) (server agent) 
Veritas Netbackup (backup management) (server agent) 
Infovista (performance management) (SNMP traps) 
CiscoWorks (configuration management) (SNMP traps) 
RSA ACE (authentication) (syslog messages) 
Cisco Secure ACS (Cisco access control) (syslog messages) 
Dell OpenManage Suite (Hardware Health monitoring of all Dell Servers). 
Native Windows 2000 Server tools (e.g. Cluster Administrator, AD Users 8;. Computers). 
More detailed applets used to monitor smaller pieces of the enterprise when needed. 
NetlQ DRA (3rd party tool used in place of Active Directory Users and Computers, used more 
f o ~  troubleshooting than monitoring). 

At the time of contract award through the period of performance, in the event that enterprise 
standard software packages for network monitoring and management encounter changes, the 
vendor is expected to factor into the contract operations and maintenance the need to train their 
technicians accordingly to provide the same level of response to all software changes at no 
additional charge. 

The FBI's current VIRUS Protection Software shall be used to the extent possible 

. The SENTINEL client "applications" shall run on FBI approved desktops. 

15.6 Government Space at  Contractor Facility 

Although some work will be accomplished at FBI facilities, the primary site for work associated with this 
Task Order shall be the contractor's facility. The contractor shall support frequent short notice meetings 
and briefings at FBI Headquarters and other locations in the Washington, D.C. metropolitan area. 

The contractor provided facility shall contain sufficient floor space to house contractor personnel, 
government personnel (15), computer systems and components. The facility shall support both 
L~nclassifiediFor Official Use Only (FOUO) and Secret. The two enclaves shall be separate and distinct 
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from each other as well as any corporate network. It is anticipated that the activities such as document 
development, purchasing, and program management will be housed on the UnclassifiedlFOUO network. 
The Secret network shall host the development, test, integration of the new system and the FBINet for 
communications, email, and document exchange. 

15.7 Installation Support 

The Government will provide the operational and backup facilities. Workspaces for .@$ (offeror to supply 
requirement as part ofproposal) operations and maintenance personnel will be provided. The contractor 
shall be responsible for all cable and cable pulling activities from the agreed to interface to and between the 
delivered equipment. Standards for the facilities are contained in the ITOD Data Unit, Equipment 
Installation Standards and ITOD Data Unit, Equipment Installation Standards (Clarksburg, West 
Virginia)documents. 

156 Key Personnel 

Key Personnel considered essential to the performance of this Task Order are: 

Task Order Program Manager 

Task Order Deputy Program Manager 

Task Order System Chief Engineering and Architecture Manager 

Task Order System Test Manager 

Task Order Certified Records Manager * 
Task Order Security Engineering Manager 

Task Order Organizational Change Training and Transition Manager 

'Certification via Institute of Certified Records Manager. Equivalent qualifications may be considered 

Key Personnel Qualifications are provided at SOW Attachment 4-Key Personnel Duties and Qualifications. 

15.9 Software Licenses 

If development tools are proposed that require licenseslseats for Government use, 15 seats for Government 
use shall be purchased. 

15.10 Development Environment 

If not available through an existing FBI enterprise license agreement, hardware and software used in the 
development of the system shall be procured under this contract and delivered to the Government at the 
completion of the contract. All licenses and warranties purchased under this contract shaIl be transferable 
and shall be transferred to the Government at the completion of the contract orupon Governmnt request. 

The development environment includes all strings used to develop and operate SENTINEL including 
unclassified and classified development, integration and test, staging, operations, backup, and training 
strings. 

15.11 Applets, Plug-ins and Other Applications Planned for FBINet 

Any applet, plug-in or other applications that will be pushed to or reside on FBINet clients require 
Government approval. Descriptions of any proposed applet, plug-in or other applications shall be 
identified to the Government no later than PDR. 
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15.12 Software Engineering Institute (SEFM*) Capability Maturity Model Integration (cMMPI) 

Level 3 Requirement 

The contractor, including all organizations and subcontractors that will be contributing a minimum of 10% 
of the total SENTR\JEL level of effort developing or integrating software, shall perform the task order 
activities in accordance with the processes assessed at an SEI CMMI (or equivalent) Level 3 as presented in 
the proposal. The Government reserves the right to conduct independent assessments during the period of 
performance to verify compliance with established processes. In the event that the contractor provided a 
risk mitigation plan, an implementation plan, and a schedule for achieving full compliance in lieu of an 
existing CMMI Level 3 assessment, the Government reserves the right to conduct independent assessments 
to verify achievement of the Level 3 processes. 

15.13 Vendor Contracts for Operations and Maintenance 

The contractor and the HardwarelSoftware Vendors must have agreements that specifies the following: 
Local service personnel availability and backup resources; test equipment and services; provide all current 
and revised test equipment (i.e. hardware, software, and firmware); maintenance and escalation plans 
during bi-annual meetings between the FBI and the contractor; the ability to work with other vendors for 
solutions when necessary; the ability for the original equipment manufacturer to inspect government 
equipment for mandatory engineering change orders to upgrade equipment; vendor provided computer 
engineersltechnicians that have expert level experience in maintaining the same or similar equipment. 
Ensure that parts are included as a mandatory requirement for hardware maintenance. 

15.14 Mandatory Patch Management Procedures 

The Software Update Services (SUS) Patch Management Process is contained in the SUS Patch 
Management Process document. The SUS Roadmap and Patch Management Overview documents provide 
a description of the Patch Management Process for implementing software patches within any network in 
the FBI headquarters. This guidance shall be followed when conducting patch management on any 
SENTINEL operational system. Process documents are: 

SUS Patch Management Process 

Check for Available Patches 

EnclavelSystem Manager Approval 

Test Patch 

Deploy Patch 

Backout/Recovery and Reporting 

Notification Procedures 

SUS Roadmap 

Patch Management Overview 

15.15 Release Information - Publications by Contractor Personnel 

The Federal Bureau of Investigation (FBI) specifically requires that Contractors shalI not divulge, publish, 
or disclose information or produce material acquired as or derived from the performance of their duties. 

- 

(SM) SEl is a service mark of Carnegie Mellon University 

3 8 
CMMI is registered in the U.S. Patent and Trademark Ofice by Carnegie Mellon University 
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For purposes of this Clause, "Information" shall include but not be limited to: in any media or all media 
including on the web or web sites; publications, studies, books, theses, photographs, films or public 
announcements, press releases describing any part of the subject matter of this contract or any phase of any 
program hereunder, except to the extent such is: 

(i) already known to the Contractor prior to the commencement of the contract 
(ii) required by law, regulation, subpoena or government or judicial order to be disclosed, ineluding 
the Freedom of Information Act. 

No release of information shall be made without the prior written consent of the Office of Public Affairs 
and the Contracting Officer. The contractor and author are wamed that disclosure is not without potential 
consequences. The FBI will make every effort to review proposed publications in a timely manner to 
accommodate these and other publications. 

Where appropriate, in accordance with established academic publishing practices, the FBI reserves the right 
to authorlco-author any publication derived from this contract. 

These obligations do not cease upon completion of the contract 

15.16 Privacy Act 

All contractors and subcontractors shall comply with 5 USC 552a(m) of the Privacy Act which reads as 
follows: 

"(m) Government contractors 

(1) When an agency provides by a contract for the operation by or on behalf of the agency of a system of 
records to accomplish an agency function, the agency shall, consistent with its authority, cause the 

4 requirements of this section to be applied to such system. For purposes of subsection (i) of this section 
any such contractor and any employee of such contractor, if such contract is agreed to on or after the 
effective date of this section, shall be considered to be an employee of an agency. 

(2) A consumer reporting agency to which a record is disclosed under Section 371 1 (e) of Title 31 shall not 
be considered a contractor for the purposes of this section" 

Post-Award Administration -- . .. . 

The Government will monitor the contract performance using the contractor provided IMP and IMS. 
Milestones and work activities along with LCMD control gates and reviews shall be monitored following 
the performance eriteria in the Award Fee Plan at Attachment 11. 

Critical Path Managcment (CPM) will be used as the primary schedule and cost control mechanism. 
Progress will be measured using Earned Value Management (EVM). The Government will be using 
Microsoft Project 2003 Professional and Metier's WorkLenzTM5 software package to monitor schedule and 
earned value performance and report on that performance up through the OMB Exhibit 300 reporting cycle. 
The contractor shall be required to submit data at least monthly in electronic formats suitable for uploading 
into the Government's MS Project and WorkLenzproject files. 

4 Section (i) has criminal penalties- misdemeanor and $5,000 fine 
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The Government will complete award fee evaluations following process and schedule defined in the Award 
Fee Plan in Attachment 11. 

In accordance with NIH SP2 requirements, the Govemment will complete Past Performance Evaluations at 
least annually and at the end of the task. 

17. Evaluation Criteria 

Award of the SENTINEL Task Order will be made to the Contractor whose proposal, conforming to this 
solicitation, is determined to be the best value to the Government using the "Best Value" process as defined 
in FAR 15.101-I. This process permits trade-offs between cost or price and non-cost considerations and 
allous the Government to accept other than the lowest priced proposal. In such an occurrence, the 
perceived benefits of the higher priced proposals shall merit the additional cost. 

The Technical Approach and Management Approach evaluation items are of equal irrportance. Both 
Technical and Management Approach items, individually, are more important than the Past Performance 
item. The Security Approach and OCI Mitigation evaluation items will be assessed on a PassiFail basis. 
Failure of either of these items may result in the offer being removed from consideration. The Past 
Performance, Technical Approach and Management Approach evaluation items, when combined, are 
significantly more important than Cost. In the case of essentially equal and acceptable evaluationof Past 
Performance, Technical Approach and Management Approach, Cost will assume greater importance, and 
may become the determinative factor for making award. 

Note that funds are not presently available for award of a contract at the time of issuance of this solicitation 
document. Therefore, the Government's intent to award a contract under this solicitation is contingent upon 
the availability of appropriated funds. No legal liability on the part of the Govemment can be incurred if an 
award is not made. Award will be made to the Offeror proposing the solution most advantageous to the 
Government based upon an integrated assessment of the evaluation Items and Factors listed below, cost and 
other factors considered. The SENTMEL evaluation criteria for award are: 

I. Past Performance Item 

This evaluation item examines the quality of the Offeror's past performance on programs that are 
similar in size, scope and technological and managerial complexity to the SENTINEL program. 
The Government will evaluate the quality of the Offeror's past performance and reserves the right 
to seek out past performance information in addition to that provided in the proposal, from any 
and all sources both inside and outside of the Government, and to use the information received in 
the evaluation of past performance. These cited programs must be appropriately recent and 
relevant in order to receive favorable consideration. In determining the rating for the past 
performance evaluation factor, the Govemment will give greater consideration to the Offeror's 
performance under the contracts which the Government feels are most relcvant to SENTINEL. 
This item includes assessments of Technical Past Performance, Management Past Performance, 
and a Demonstration of one of the fielded systems cited in the Offeror's Past Performance volume. 

Factor 1: Technical Performance 
This factor evaluates the quality of the Offeror's technical performance on recent and relevant 
programs. The factor addresses the adequacy of the Offeror's demonstrated capability in 
developing and deploying technology that is applicable to the SENTMEL program. Included in 
this factor will be an assessment of the Offeror's success in meeting program performance 
requirements using a phased development approach, integrating COTSIGOTS products at the 
enterprise level, and migrating legacy data and applicat~ons. 

Factor 2: Management Performance 
This factor evaluates the quality of past management performance on recent and relevant 
programs. The factor addresses the adequacy of the Offeror's demonstrated performance in 
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managing and executing recent and relevant programs that are applicable to the SENTINEL 
program. Included in this factor will be an assessment of success in meeting schedule 
requirements, cost control requiremnts and program planning and execution 

Factor 3: Past Performance System Demonstration 
This factor evaluates the quality of the performance of a deployed system that the Offeror has 
developed and believes to be of relevance to the proposed SENTINEL functionality. Included in 
this factor will be an assessment of the quality of the deployed system's implementation of key 
SENTINEL functionality, to include any or all of the following: . Case Management . Document Management . Document Authoring . Evidence Management . Records Management Application (RMA) or Electronic Records Keeping 

(ERK) . Security (Discretionary Access Control, Role-Based Access Control) . Workflow 

11. Technical Approach Item 

This evaluation item examines the quality of the Offeror's proposed technical approach to meeting 
the SENTINEL performance requirements. This itern includes assessments of the quality of the 
Offeror's proposed SENTINEL solution and of their phased development approach. 

Factor I: Proposed Technical Solution 
This factor evaluates the quality of the Offeror's technical solution as evidenced by their 
description of an adequate systems architecture and system design. The factor also evaluates the 
sufficiency of the proposed COTSiGOTS selection approach and identification, as well as the 
adequacy of the proposed solution's scalability, maintainability and security attributes. This factor 
also addresses the quality of the Offeror's approach to legacy data migration and legacy 
application transition. 

Factor 2: Phase Development Approach 
This factor evaluates the quality of the Offeror's phased development approach as evidenced by 
their description of an adequate system development approach. The factor also evaluates the 
sufficiency of the proposed Integration and Test approach, as well as the adequacy of the proposed 
technical deployment approach and pre-FOC Operations and Maintenance strategy. 

III. Management .4pproach Iten1 

This evaluation item examines the quality of the Offeror's proposed management approach for 
executing the SENTINEL design, development, integration and test, deployment, and operations 
and maintenance. This item includes assessments the quality of the Offeror's Executive Overview, 
proposed program organization, Systems Engineering approach, appropriateness and quality of 
their Team composition, and quality of the organizational change management strategy. 

Factor 1: Executive Overview (Oral Briefing) 
This factor evaluates the Offeror's understanding and overall approach to satisfying the 
requirements of the TORP. It includes an assessment of the Offeror's proposal strengths and 
capabilities, excluding costiprice, as well as the proposed solution to managing technical 
processes. 

Factor 2: program Organization 
This factor evaluates the quality of the Offeror's proposedstrategy for managing the SENTINEL 
program development activity. Included in this assessment is an evaluation of the quality of the 
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Offeror's proposed Integrated Master Plan, the adequacy and realism of their proposed program 
schedule, the adequacy of the Offeror's implementation and traceability of SOW requirements, 
their proposed staffing approach andthe adequacy of the Offeror's strategy for identifying, 
mitigating and managing SENTINEL programmatic and technical risk. 

Factor 3: Systems Engineering 
This factor evaluates the quality of the Offeror's proposed systems engineering methodology and 
the appropriateness of the tailoring of that process for the SENTINEL program. It also evaluates 
the adequacy of the Offeror's systems engineering processes as they are applied to their proposed 
solution. 

Factor 4: Team Composition 
This factor evaluates the quality of the Offeror's proposed corporate skills and abilities 
represented on their proposed SENTMEL team, and the appropriateness of their team composition 
in light of the stated goals and objectives of the SENTINEL acquisition. lncluded in this factor is 
an assessment of the qualifications of the Offeror's proposed Key Personnel, the ability of their 
Team organization and roles and responsibilities to adequately ensure an efficient and effective fit 
within the overall government organization, and of the adequacy and appropriateness of the 
proposed Team's domain knowledge. 

Factor 5: Organizational Change Management 
This factor evaluates the quality and effectiveness of the Offeror's proposed Organizational 
Change Management (OCM) strategy. Included in this factor is an evaluation of the Offeror's 
proposed methodology and approach to ensuring user acceptance through ongoing 
communications, program advocacy and marketing and the development and deployment of 
traiuing. Also included in this factor is an assessment of the Offeror's transformation approach, 
which must demonstrate an adequate understanding of the business changes associated wlth 
SENTINEL and describe a plan for mitigat~on of user resistance. 

IV. Security Approuch Ilem (Pass/Foii) 

This evaluation item examines the quality of the Offeror's proposed approach for meeting the 
SENTINEL security requirements. This evaluatiou item encompasses the evaluation of four 
factors for award: Personnel Security, Infrastructure Security, Lifecycle Seeurity, and Acquisition 
Risk Assessment. Evaluation of these factors is PassIFail. Failure to meet these the standards of 
these evaluation factors may result in the Offeror's proposal no longer being considered for award. 

Factor 1: Personnel Security 
The Personnel Security Factor evaluates the Offeror's compliance with personnel security 
requirements for the SENTINEL program. Included in this evaluation will be a verification of the 
status of the proposed cleared personnel at contract award in accordance with the appropriate FBI 
Security policies and the SENTINEL SOW, the Offeror's willingness to participate in the FBl's 
polygraph program, as well as an assessment of  the adequacy of the Offeror's proposed plan of 
action for augmenting their cleared labor pool beginning at contract award to meet SENTINEL 
requirements for appropriately cleared personnel. 

Factor 2: Infrastructure Security 
The Infrastructure Security Factor evaluates the Offeror's compliance with infrastructure security 
requirements necessary to support the SENTINEL program. lncluded in this evaluation will be a 
verification of the status of the proposed accredited Offeror facilities at contract award in 
accordance with the appropriate FBI Security policies and the SENTINEL SOW. This factor will 
evaluate the adequacy of the Offeror's plan for providing an FBI-accredited development 
environment that meets the facility requirements of the SENTINEL SOW at the time of contract 
award, or a plan for how these requirements will be met. This factor also includes an assessment 
of the Offeror's plan for complying with FBI security requirements for the processing of 
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SENTINEL program data on automated information systems within the Offeror's development 
environment. 

Factor 3: Lifecycle Security 
The Lifecycle Security Factor evaluates the quality of the Offeror's plan for identifying and 
incorporating appropriate security measures throughout the SENTINEL program lifecycle. 
Included in this evaluation will be an assessment of the Offeror's proposed approach for 
maintaining compliance with, and staying abreast of all appropriate FBI security policies and 
directives. This includes the corporate commitment for staffing SENTINEL tasks with 
appropriately cleared personnel, maintaining accredited facilities, and implementing a robust 
security management plan for teammates and subcontractors. 

Factor 4: Acquisition Risk Assessment 
The Acquisition Risk Assessment Factor evaluates the risk posed to the government by the 
Offeror of the SENTINEL acquisition. Included in this evaluation will be an assessment of the 
Offeror's Certificate pertaining to Foreign Interests (SF 328) and Key Management Personnel List 
(KMPL), particularly the impact of any Foreign Ownership Control or Influence (FOCI) on their 
organization or activities, or the organization or activities of a subcontractor. 

V. Organization Conflict of Interest Item (Pass/Fail) 

The Organizational Conflict of Interest (OCI) Mitigation Item evaluates the Offeror's proposed 
plan for mitigating any and all real or perceived organizational conflicts of interest. The 
evaluation criterion is met when the Offeror's OCI Mitigation Plan describes an acceptable 
approach to identifying, avoiding, and mitigating organizational conflicts of interest. Evaluation of 
this item is PassIFail. Failure to meet this criterion may result in the Offeror's proposal no longer 
being considered for award. 

VI. Cost/Price Item 

The Cost Item evaluates the Offeror's proposed cost for realism, reasonableness and completeness. 
The objective of proposal cost analysis is to ensure that the final agreed-to price is fair and 
reasonable. Cost information may be prov~ded to members of the Non-Cost evaluation team in 
accordance with agency procedures in order to prov~de greater expertise to the Cost evaluation 
team. The Cost evaluation process does not result in a qualitative rating, as does the non-cost 
evaluation. Rather, the Offeror's proposed cost is analyzed and any noted discrepancies in cost 
realism, cost reasonableness and cost completeness are noted and are eomrnunicated to the SSA 
during the SSET's Award Recommendation Briefing. 

Factor 1: Cost Realism 

The Cost Realism evaluation includes a review ofthe technical and management volumes and 
Offeror Bases of Estimate (BOEs) to determine if these approaches, and their corresponding cost 
estimates, are realistic for the work to be performed, reflect an understanding of the requirements, 
are consistent between the various elements of the proposaI, and if the proposal can executed for 
the proposed cost. 

Factor 2: Cost Reasonableness 

Cost Reasonableness is assessed by reviewing the proposal Basis of Eshmates (BOEs) to 
determine the confidence of the estimating methods used to substantiate the proposed costs. 
According to FAR 3 1.201.1, an Offeror may use any generally accepted estimating method that is 
equ~table and consistently applied. Normally, adequate price competition establishes price 
reasonableness FAR 15.403-1 c.1. 
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Factor 3: Cost Completeness 

Costlprice proposals shall he evaluated for completeness by assessing the responsiveness of the 
Offeror to the solicitation requirements . For the cost data to be complete. the Offeror must 
provide all data that is necessary to support the offer . 

18 . Data Item Descriptions - . 

Data item descriptions are located in the FBI LCMD Appendix H and the FBI Certification and 
Accreditation Handbook except as noted below . In the event that a description is provided in the SOW and 
in one of the two referenced documents. the SOW description shall take precedence . 
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18.1 Task Orde r  Management Plan 

This is the first plan for the project. The Task Order Management Plan (TOMP) provides high-level 
planning information and is supplemented by other, more detailed planning documents as the project 
proceeds through its life cycle. 

1.0 Introduction 

1.1 Document Overview 
A Document Overview section shall summarize the purpose and contents of this document. 

1.2 Program Overview 
The Program Overview shall identify the name of the project and it shall identify the FBI is the 
acquiring entity. The Program Overview shall briefly state the purpose of the project. 

2.0 Referenced Documents 

This section shall list the number, title, revision, date, and originating organization of all documents 
referenced in this document. 

3.0 Program Requirements and Objectivs 

This section identifies the system requirements and project deliverables. 

Identify system requirements in priority order. Reference to the System Requirement Document is 
acceptable. Identify driving operational need dates or ties to external milestones, which may influence the 
structure and scope of the project. Identify the capacity that must be obtained to meet operational 
requirements. 

List those items that the project is expected to deliver or place into operations. This may include functional 
capabilities, support infrastructure, number of units, documentation, and training. 

4.0 Organizations 

Provide a list of organizations that will be involved in the project. Identify the organizations including 
subcontractors, the scope and amount of effort that each organization must contribute by Phase, SOW 
task and subtask, and the Point of Contact (POC) in each organization. Provide a Key Management 
Personnel List (KPML). 

5.0 Program Monitoring and Control 

This section defines level of monitoring and control that will be implemented on the project 

5.1 Level of Configuration Management 

Describe the techniques to ensure configuration management 

5.2 Level of Reporting and Monitoring 

Describe processes to be used to monitor and report on project status and risk. Describe the Earned 
Value Management process to be applied on the project. Describe the measurement program. 
Describe the readiness planning and review process for the development and its assorted 
documentation based on the project level reviews and control gates defined in the SOW. 

5.3 Quality Assuranee 

Describe how quality practices will be implemented, assessed, and monitored. Describe the 
metrics that will be used to monitor the success of the project as it moves through its life cycle. 
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Describe the security process that will be implemented on the project. Define how system security is 
to be addressed, including accordance with the Systems Engineering Management Plan (SEMP). 
Describe any special personnel security considerations of the project. 

7.0 Notes 

This section shall contain any general information that aids in understanding this document (e.g., 
background information, glossary, rationale). This section shall include an alphabetical listing of all 
acronyms, abbreviations, and their meanings as used in this document and a list of any terms and 
definitions needed to understand this document. 

A. Appendices 

Appendices may be used to provide information published separately for convenience in document 
maintenance (e.g., charts, classified data). As applicable, each appendix shall be referenced in the 
main body of the document where the data would normally have been provided. Appendixes may be 
bound as separate documents for ease in handling. Appendixes shall be lettered alphabetically (A, B, . 
etc.). 
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18.2 In Progress Review Report (monthly) 

The In Progress Review Report is the organized documentation of proceedings of the monthly In 
Progress Review. The report is a compilation of briefings, handouts, and action items given at the 
review. Contractor formatting of briefings, handouts, and action item lists is acceptable provided that 
Govemment has not made prior restrictions in the statement of work or other data item descriptions. 
Contractor formatting of the report is acceptable. The In Progress Review Report shall be delivered to 
the Govemment in a Govemment-approved electronic format. The content of the In Progress Review 
Report shall include the following information in the order specified: 

1. Title page 

2. Brief statement (no more than one page) by the program manager summarizing the state and 
issues facing the program 

3. Table of Contents 

4. Listing of pages in the report that were changed (additions, deletions, or modification) from 
what was presented or distributed at the Review and a description of each change (e.g., if 5 
changes were made on a page, each change must be described). Changes must be indicated on 
the affected page. (It is the expectation that there will be few, if any, changes between the 
review and the delivery of the report, and that any changes be sign~ficant.) 

5.  In Progress Review Action Item List (to include date opened, action, assignee, status, and date 
closed) 

6. Required topical summaries (each summary listed in table of contents): . Eamedvalue 

Schedule 

Funding and obligations 

Subcontracts . Risks 

Program and risk management metrics as required by the Measurement Plan 

Quality assurance 

Configuration management 

Security management applied to task order 

Staffing plan 

Phase Development Status 

Operations and Maintenance Status 

OCM Status 

7. Other topics (each topic listed in the table of contents) 

IPR briefing charts are to be provided two working days in advance of the meeting. The IPR Report is to 
be delivered within 3 worlnng days following the meeting. 
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18.4 Contract Funds Status Report 

The contractor will complete DD Fonn 1586, Contract Funds Status Report, subject to the latest available 
version of the Contract Funds Status Report Data ItemDescription DI-MGMT-81468. 
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18.5 Earned Value Management System (EVMS) Report 

Earned Value Management System (EVMS I Item Number: 18.5 

Use 

Report) 

This written document and the associated electronic deliverable provide detailed earned value 
managenent system (EVMS) information on the combined cost, schedule, and earned value 
performance through the proceeding Gregorian calenda month against a project's EVMS Baseline. 
The information is dearly differentiated so as to provide visibility of the project's performance as a 
whole against the total EVMS Baseline and the project's performance against the portions of the 
EVMS Baseline that are not related to value measured using a Level of Effort (LOE) methodology. 

Revision #: R01 
Effective Date: 05-27-04 

Interrelationship 

The written document and the associated electronic deliverable are delivered to the Program Manager 
and the Contracting Officer (if the project is part of a contract) with the EVMS Plan, EVMS 
Implementation Plan (as required), Work Breakdown Structure (WBS), Integrated Master Schedule 
(IMS), Control Account FundingiSpend Plans, Work Authorization Document(s), Subcontractor 
Management Plan, EVMS Baseline, and Updated Risk Assessment as required in the Program Plan 
and/or Contract Statement of Work as appropriate. 

Preparation information 
Preparation of the written EVMS Status report 

A Written EVMS Status Report will be prepared and submitted (typically by the 1 jth of the following 
month) that summarizes the EVMS performance through the end of the month immed~ately preceding 
the report. 

The EVMS parameters reported are generally based on the cumulative Budgeted Cost of Work 
Scheduled (BCWS), Budgeted Cost of Work Preformed (BCWP), and Actual Cost of Work Performed 
(ACWP) to date. BCWS and BCWP data shall be budgeted and captured at the lowest available level 
of the EVMS Baseline, which is typically at the work package level, and rolled up to level 1 of the 
WBS. ACWP shall be budgeted and captured at the lowest available Control Account level of the 
WBS and rolled up to lex,el 1 of the WBS. 

The report shall be addressed to the Program hfanager and, ifappropriate, the Co~~tracting 
Oficer. Program stakeholders that will have access to the report include: 

. The Program Manager . The Contracting Officer . Designated Members of the Government's Program Management Team, 
including contracted support staff. . FBI Executives . All appropriate external stakeholders, including OMB. 

1.0 Introduction 
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The introduction to the report will identify the approval or draft dates of the EVMS baseline being 
reported against and identify any approved Change Requests that may have been used to modrfy 
the Baselinesince the last report. The report follows with the 6sections identified below. 

2.0 EVklS Graphs 

Two graphs will bepresented that show the BCWS. BCWP, ACIVP, EACI, and EAC2 at WBS 
Level I ,  as monetaryfigures (y-axis) against Gregorian calendar months (x-axis). One graph 
shall be for the whole EVMS Baseline. The secondgraph shall be for thepurtions of the EVMS 
Baseline that are not related to value measured using a Ler~el of Eiffort (LOE) methodology. 

3.0 Historical Tables of Summary EVMS Parameters 

Tn'o tables of summary EVMSparameters for the last 6 months shall bepresented. Each table 
shallinclude BCWS, BCWP, ACWP, VACI, 1/4C2, CV, CPI, Sb', andSPIat  WBSlevel I .  One 
table shall be for the whole EVMSBaselrne. The second tableshall be for theportions of the 
EVMS Baseline that are not related to value measured using a Level o f E f i r t  (LOE) methodology-.. 

4.0 Historical Tables of Summary W u k  Package Status 

Two tables showing a summary of the status ofEVMSde1iverables (workpackages), by calendar 
month, fromproject start through the current month shall bepresented. For each calendar month 
since project inception through the current month being reportedon, each tableshould list: 

. The total number of deliverables due to date (to have been started by the end of the 
month) 

• The total number of deliverables that are "on schedule" as of the end of the month. . The total number of deliverables that are "late" as the end of the calendar month. . The total number of deliverables reported as "late" in the previous month that are now 
completed andlor "on schedule" 

One table shall be for the whole EVMSBaseline. The second table shall be for the portions of the 
EVMSBaseline that are not related to value measured using a Level ofEf/ort (LOE) methodology. 

5.0 Detailed Table of Late Deliverables/Work Packages 

A single table llsting each delir~erable/workpackage that is now "late" as o f the  end of the 
calendar month shall bepresented. The information for each deliverableshall contain the 
following information: 

. The calendar month that the deliverablelwork package was due to have been started or 
finished . The WBS Number . The responsible party . The nameltitle of the deliverablelwork package 
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Finish.) 

• The methodology being used to measure work package value (E. G. LOE, 01100, 20180, 
or 50150). 

6.0 Narrative Analyses 

This section shallprovide two narrative analyses ofEVMSperformance to date. One narrative 
analysis shall be for the whole EVMS Baseline. The second narrative analysis shall be for the 
portions of the EVMS Baseline that are not related to value measured using a Level of Effort 
(LOE) me tho do lo^. Each narrative analysis shall befurther divided into threeparts. They are: 

6.1 Variance Analysis 

This is a narrative discussion of the cost and schedule variances at FVBS level I .  The discussion 
includes, this month's variances, last month's variances, reasons for the variances, and what WBS 
level 2 items have negative cost and schedule variances. 

6 2  Overall Perfarrnance 

This is a short, high-level, summary discussion of the overall EVbtSperformance of theproject It 
includes short, high-level, summary recommendations on how to improvefnture E VMS 
performance (e.g use management-by-exceptior~ techniques to focus team performance on 
completing the late deliverables/workpackages/ It also includes a discussion of the calculated 
variances at completion (EACI andEAC2) based on CPI and a CPI/SPI combination. 

6.3 Estimate at Conrpletion 

This is a short, high-level, summary d~scussionlprediction about whether the project will finish on time 
and within budget. It includes a predictionlestimate with regards to the probable project completion 
date and final budget requirements. 

NOTE: This summary estimate on completion date and final budget is based on the professional 
judgment of the appropriate Program Team. There 1s no definitive approach to developing this section; 
rather this judgment incorporates common EVMS and schedule probability calculation methods 
available in the literature. In addition to raw, mathematical calculation results, other factors should be 
considered including the nature of the contract mechanisms being used (e. g. the percentage of work 
that is Firm Fixed Price); and the trained and experienced professional judgment of the Program 
Manager and hisher staff. 

7.0 Table of Acronyms and Mathematical Formulas 

A table or tables shall beprepared andpresented that lists the all the acronyms used in the 
preparation of this report and all the mathematicalformulas, excepting W'BSroll-ups, used in 
calculating EVMSparameters for this report. At a minimum, the lexicon andacronynts used as 
well as the mathematical formulas used shall match the lexicon, acronyms, and mathematical 
formulas used in the version of OMB Circular A-1 1 that is valid as of the date the report is 
prepared. 

FOR OFFICIAL USE ONLY 
UNCLASSIFIED 



UNCLASSIFIED 
FOR OFFICIAL USE ONLY 

SENTINEL SOW 
8.0 Detailed Tables of Current EVMS Parameters 

Tables shall be prepared and presented that list the cumulative EVMS parameters (captured and 
calculated) for each summaly level of the WBS (including WBS levels 4, 3,2,  and 1). One table shall 
be for the whole EVMS Baseline. The second table shall be for the portions of the EVMS Baseline 
that are not related to value measured using a Level of Effort (LOE) methodology. At a minimum the 
tables shall each present the captured or calculated values for the following table columns: 

WBS 
Namemitle 
BCWS 
BCWP 
ACWP 
cv 
CPI 
SV 
SPI 
CPVSPI 
Baseline BAC 
EACl 
EAC2 
Estimated BAC 
Baseline Finish Date 
Estimated Finish Date 

Preparation of the Electronic EVMS Data Report 

An Electronic EVMS Data Report will be prepared and submitted (typically by the 15'" of the 
following month) that supplies input data to the FBI's electronic EVMS data reporting system. The 
FBI's electronic EVMS reporting system utilizes Mitier's WorkLenz. The data contained in the 
Electronic EVMS Data Report shall be prepared and submitted using Microsoft Project 2003 and 
Microsoft Excel 2002. Data shall be fom~atted to match the inputrequirements of Metier's WorkLenz 
that is current as of the date of report submittal. Data submitted electronically shall be down to and 
include WBS level 6 at a minimum. 
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18.6 Risk Management Plan 

The Risk Management Plan describes the contractor processes for risk management planning and 
budgeting; risk identification, assessment, and analysis; risk response planning; and risk monitoring 
and control. Organization and content descriptions of the Risk Management Plan are as follows: 

Section 1. Introduction 
1.1 Purpose 

(This section describes the purpose of the risk management plan.) 
1.2 Scope 
(This sectionsdetails the scope of the risk managemnt plan.) 
1.3 Assumptions, Constraints, and Policies 
(This section describes underlying assumptions, constraints, and government and 
contractor policies relating to the risk management of the project.) 
1.4 Referenced Documents and Standards 
(This section contains the following information for any document or standard referenced 
with the Risk Management Plan: document identifier, title, organizationiauthor, version 
number, date of publication.) 

Section 2. Overview of Risk Management Process 
2.1 Overview 
2.2 Process and DataFlows 
(As part of the description of the risk management process and data flows, this section 
includes the titular identification of risk management personnel and their roles and 
responsibilities; frequency of risk management activities; and risk management reporting 
requirements.) 
2.3 Program Management Integration 
(This section describes the extent to which project management is integratcd into the risk 
managcnient process.) 

Section 3. Organizational Considerations 
3.1 SENTWEL Organization 
(This section describes how the contractor team is organized and identifies the key 
members of the risk management processes by name and role. An organizational chart 
will be included.) 
3.2 Program Communications and Responsibilities 
(This section describes how communications will be conducted relating to risk 
management processes, what responsibilities exist in communication_ and how timely 
risk management communications will be maintained in the SENTINEL project.) 
3.3 Subcontractor Responsibilities 
(This section describes how subcontractors will be integrated into the risk management 
process, and what their roles and responsibilities will be.) 

Section 4. Process Details 
4.1 Identifying Risks 
(This section describes the process for identifying risks.) 
4.2 Analyzing Risks 
(This section describes the methods for establishing the probability that a risk will occur 
and quantifying the impact of occurrence. The section also describes the methods 
determining the impact of mitigation activities associated with a risk.) 
4.3 Planning to Mitigate Risks 
(This section describes the methods used in planning to mitigate risks.) 
4.4 Tracking and Control of Risks 
(This section describes how risks will be tracked, how mitigation efforts will be assessed, 
and what mechanisms will be used in controlling risk.) 
4.5 Summary of Methods, Tools, and Metrics 
(This section summarizes the methods, tools, and metrics involved with the risk 
management processes.) 
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Section 5. Resources and Schedulc of Risk Management Milestones 

(This section identifies risk management milestones and describes the associated entrance 
and exit criteria. The section also identifies the resources to be used in achieving the . 
milestones.) 

Section 6. Documentation of Risk Information 
(This section describes how risk information will be documented, managed, and 
accessed.) 

Section 7. Methodology Associated with Changes in Scope and Funding 
(This section describes the risk management methodology associated managing the 
project baseline in the event that project scope or funding undergoes significant change.) 
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18.7 Defect Reports 

Government Approved Contractor Format 
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18.8 Measurement Plan 

Government Approved Contractor Fonnat 

Contractor format must address the following elements: . Measurement Roles, Responsibilities, and Communications . Description of Program Information Needs 
• Definition of each Measurement (detailed)' including Critical Performance Measures 

(CPMs) as they are established (refer to IT LCMD Appendix H for CPM content 
requirements) . Data Collection and Analysis Procedures . Measurement Evaluahon Critena for each measure . Data reporting method 

Below is a sample measure specification (source: Practical Software and System 
Measurement) that the contractor can tailor or replace with a suitable substitute. This sample 
is provided to show the expected level of detail. 

Measurement Information Specification 

Measure Name 

I Entities and Attributes I 

Base Measure Specification 

J 
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- a r h l -  the measurement values are rankings, as in assignment of defects to a 

. -1 - the measurement values have equal increments for equal quantities of 
the attribute, such as an additional cyclomatic complexity value for each 
additional logic path in a software unit. 
E&Q -the measurement values have equal increments, beainnina at zem, for 

.% . .. 
,A ' B s E  Meitures 

T@&we-&$Ew~t~l:~3 1 ,. . . . . ,..,. ., , s,+;rmul ase measure, such as an hour or a line of code. 

,\ base mc3sure is 3 me3sure uf  a single 3ttr1butc iietinel b) 3 spe:itie,i 
r~icasurement nlcthoii 1e .2 .  nlxnneii number of I~ncs oi:o.l:. :umulat~ve :ost to 

Data Col lec t io~~ Procedure (for each Base Measure) 

I Complete this seetioil for each base measure listed on the previous page. I 
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Data Analysis Procedure (for each Indicator) 

I Additional Information 
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18.9 Measurement Report 

Government approved contractor format with the following guidance: 

Provide monthly metrics reports on the metrics defined in the Measurement Plan. Provide explanations 
and ~nterpretations of reported metrics data, including deviations from expected or projected values 
and breaches of thresholds, as well as any corrective actions being undertaken. 
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18.10 Communications Plan 

A template for a Communications Plan is provided at SOW Attachment-5 Communications Plan template. 
SOW Attachment-5 contains the Government's desired plan content and level of detail. The 
Communications Plan shall address the topics contained in the attachment. 
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18.11 Travel Plan 

The Travel Plan is a three-month projection of all programrelated travel. For each anticipated trip, the 
Travel Plan contains the following information: SOW task and subtask number, project phase, reason for 
travel, location, number of people traveling, number of travel days, and estimated cost. 

The Travel Plan includes summary-level rolLups by combined triplet SOW task, SOW Subtask, and Phase 
(e.g., Task 3, subtask I ,  Phase 1); by month; and by the entire three-month period. Summary-level 
informamn includes: total number of trips, total number of people-trips (e.g., two people traveling on one 
trip is 2 people-trips), totalnumber of days of travel, and total anticipated cost. Summary-level quantities 
for trips crossing month boundaries are prorated by the number of travel days occurring in the given month. 

Contractor formatting of the Travel Plan is acceptable 
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18.12 EOC Memorandnm of Understanding 

The MOU defines the roles and responsibilities of the ITOD's EOC in the perfomlance of SENTINEL 
operations. The MOU shall define the expected EOC Help Desk Support. The contractor is responsible 
for all other operations and maintenance activities per the SOW. A sample MOU is appended below 
containing the expected EOC responsibilities. 

Memrandum of Understanding 
ITOD Support of SENTINEL Operation 

To: (SENTINEL P r o m  Manager) signature 

operations 

1. HelpDesk 
The EOC's Custoner Support (CS) staff will provide help desk assistance via the EOC's 202-324-1500 
central support phone number for all problems and requests related to the SENTNEL system. 

When the EOC CS staff receives a call from a customer requiring assistance, the CS staff will attempt to 
resolve the issue using the Call Scripts that were provided by the SENTINEL PMO. 

If a user calls to request a SENTINEL password reset, the CS staff will resolve but all other account 
management requests (new, modified, delete account) will be assigned to the SENTINEL O&M contractor. 

If a user calls regarding questions with SENTINEL the EOC CS staff will reference the caller to the 
SENTINEL website and log a tlcket to the SENTINEL O&M contractor for resolution. 

If the EOC CS staff cannot resolve the issue and the problems Iooks to be related to the SENTINEL 
software or hardware, the problem ticket will be assigned to the SENTNEL O&M contractor for 
resolution. 

SENTINEL hours of Onsite Support: The SENTINEL staff wiIl provide on-site support from 7:30 AM till 
4:30 PM EST. 

2. Network Service 
The EOC's Network staff will not provide any monito~ing or troubleshooting support to the SENTINEL 
network equipment. 

3. SystemlServer Administration 
The EOC's SystemIServer Administration staff will not provide any monitoring or troubleshooting support 
to the SENTINEL servers. 

4. Security Management 
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The EOC's Security Management staff has no responsibilities for monitoring, account management, 
security logs, or remote patch management for SENTINEL. The EOC Security staff will provide the 
SENTINEL team the tested and approved McAfee virus updates via a compact disc 

5. Remote Software 
The EOC's Remote Software staff has no responsibilities for software installation or Tier-2 
troubleshooting. 

6. Other Items to Address 
SENTINEL Accounts Management is not a function of SARs and has not been transitioned to the Network 
Section's System Secunty Access Unit. All account requests will be facilitated via a problem ticket 
assigned to the SENTINEL assignment g ~ o u p .  

SENTINEL Application support has not been transitioned to the Systems Support Section. All problems, 
upgrade and maintenance issues are the responsibility of the SENTINEL assignment group. 

SENTINEL database support has not been transitioned to the Operation Section's Database Administration 
Unit. All problems, upgrade and maintenance issues related SENTINEL'S databases are the responsibility 
of the SENTINEL assignment group. 

The EOC will not provide 24 x 7 x 365 monitoring support of SENTINEL servers. The SENTINEL O&M 
contractor will be responsible for all monitoring, problems, upgrades and patch management. 

The EOC will not provide 24 x 7 x 365 monitoring support of the SENTINEL network equipment. The 
SENTINEL O&M contractor will be responsible for all monitoring, problems, upgrades and patch 
management. 
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18.13 Risk Assessment (Delivered Twice Monthly) 

The Risk Assessment is a report of the total risk exposure of each contractor-identified risk in 
accordance with the FBI Risk Management Guideline and Standards. The information reported for 
each active risk includes, at a minimum: unique identifier, title, short description, impact, probability 
of occurrence, timeframe of concern, and changes in impact, probability of occurrence, and timeframes . 
of concern relative to the preceding report. Tables within the Risk Assessment provide different views 
of the information by sorting on different elements of information. Specific tables of active risks to be 
included are: 

a. Sort by risk identifier (all active risks in order of increasing identifier) 
h. Sort by impact (top N active risks in order of decreasing identifier) 
c. Sort by probability of occurrence (top N active risks in decreasing order of 

probability) 
d. Sort by timeframe (N earliest active risks in order of increasing start date) 
e. Sort by change in impact (N largest changes in decreasing order) 
f. Sortby change in probability (N largest changes in decreasing order) 

g. Sort by change in timeframe (N earliest nsks whose start dates s h ~ f t  from prior 
report) 

At contract initialization, the value N will be specified for each table, although its value may change 
during the course of the eontract to satisfy government needs. The Risk Assessment also summarizes 

the risks that were closed relative to the preceding report. 

Contractor formatting of the Risk Assessment is permitted. 
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18.14 Integrated Master Schedule (weekly) 

Use 

Integrated Master Schedule (IMS) 

The Integrated Master Schedule (IMS) is an integrated schedule containing the networked, detailed 
tasks necessary to ensure successful program execution. The IMS shall be used to verify attainability 
of contract objectives, to evaluate progress toward meeting program objectives, and to integrate the 
program schedule activities with all related components. The IMS includes significant external 
interfaces and critical items from suppliers, teammates, or other detailed schedules that depict 
significant and/or critical elements and Government furnished equipment or information dependencies 
for the entire contractual effort in a single integrated network. 

Item Number: B-2-14 
Revision #: R01 
Effective Date: 0528-04 

Interrelationship 

The IMS is traceable to the Project Plan. the Work Breakdown Structure (WBS), the Earned Value 
Management System (EVMS) Baseline and the Statement of Work (SOW). The written document and 
the associated electronic deliverable are delivered to the Project Manager and the Contracting Officer 
(if the project is part of a contract) 

Preparation information 

Preparation of the written IMS Analysis 

The IhfS Analysis is an assessment ofscheduleprogress to dale and includes changes to schedule 
assumptions, variances to the baseline schedule. causes for the variances, potenfial impacts, and 
recommended corrective actions to minimize schedule delays. The analysis shall also identifi 
potentialproblems and an assessment of the criticalpath and near-criticalpaths. The thresholds 
for reporting significant variances to the baseline schedule are any differences between current 
schedule date and baselb~e schedule date for milestones (zero durntionl orplus or nzinns 10% of 
duration for other taskr/activities. The near criticalpath is defined as any task/activity with a 
total$oat/slnck offive work days or less. 

Preparation of the Electronic IMS Data Report 

1.0 Format 

The electronic IMS data shall be reported using Microsoft Project 2003. The electronic 
IMS data shall be delivered electronically in a Microsoft Project 2003 format, specifically 
a single *.mpp file= a master *.mpp file accompanied by the linked subproject files in a 
*.mpp file format. 

2.0 Content 

The schedule shall contain the contract milestones, accomplishments, and discrete tasks/activities 
(irrcludir~gplanningpackages where applicablej from contract award to the completion of the 
contract. The schedule shall be an integrated, logical nefwork-based schedule that correlates to 
the WBS, and is vertically and horizontally traceable to the cost/schedule reporting instruments. 
used to address variances such as the EYMS Status Report. It shall contain contractual milestones 
and descriptions and disp1a.v summary, intermediate, and detailed schedules, andperiodic 
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analysis ofprogress to date. Ii shall inclirdefields and data that enoble the user to access the 
information by product, process, or organizational lines. 

2.1 Contract Milestones andDefinitions 

The schedule shall contain key programmatic events, which define progress and completionfor 
each WBS element, along with the definition for successful completion of the milestone. 

2.2 Summary Master Schedule 

This schedule shall contain o top-level schedule ofkey tasks/aclii~ities and milestones at the 
surnmaiy levels of the WBS. I f  shall be an integrated roll up of the intermediate and detailed 
schedules (see 2.3 and 2.4 below) (i~ertical integration). 

2.3 Intermediate Schedules 

These schedules shall be mid-level contract schedules that include key tasks/acfivities and 
niilestones and all associated acconlplishmenfs in the summoly master schedule, traceable to the 
WBS element to display work effort at the intermediate level ofsummorization. There may be 
several intermediate schedules that depict voiying levels of detail. They shall be integrated roll 
ups of the detailed sched~~les (see 2.4 below) (vertical integration) 

These schedules are the lowest level of contract tasksiactivities that form lhe network. The detailed 
schedules shall contain horizontal and vertical integration, as a minimum, at the work package and 
planning package level. The detailed schedules shall include all tasksiactivities, work packages, and 
planning packages identified resulting from the Statement of Work (SOW). Every discrete 
tasklactivity, work package, and planning package shall be clearly identified and directly related to a 
control account. Work packages and planning packages shall be individually represented and 
summarize to or reconcile with the total budget for that control account. If Level of Effort (LOE) 
control accounts, work packages, or planning packages are included as tasks in the IMS, they shall be 
clearly identified as such. The detailed tasksiactivities, work packages, and planning packages shall be 

follow the contractor's EVM process as documented in the EVMS system description, EVMS Baseline 
program directives, etc. Shorter-term work packages (ideally equal in length to the 
statusing interval) are preferred because they provide more accurate and reliable measures of work 
accomplished. 

2.4.1 Key Elements of Detailed Schedules 

The key elements ofthe detailed schedules include the following: 

1) TaskIActivity - An element of work with duration 

2) Milestone - A  specific definable accomplishment in the contract network, recognizable at a 
particular point in time. Milestones have zero duration and do not consume resources. 

3) Duration - The length of time estimated (or realized) to accomplish a tasklactivity 
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4) Percent Comvlete iSchedule) -The proportion of an activity or task that has been completed to 
time now. This usually involves updating or statusing the activity or task utilizing one of two 
methods: (1) Update the remainmg time to complete (remaining duration) and the scheduling 
software will then automatically update the schedule percent complete or (2) update the schedule 
percent complete and allow the scheduling software to calculate the time remaining (remaining 
duration) to complete. Either method will use the following formula: Percent of Duration 
Completed = (Actual Duration 1 Total Duration) X 100. 

5 )  TaskIActiviW and Milestone Descriptions -These are descriptive titles that are concise, complete, 
and clearly identify the work effort being accomplished. Abbreviations may he used to shorten the 
descriptive titles 

6) WBS Codes and Data Dictionarv - A  list of field definitions and WBS structures. This list shall be 
provided to the procuring activity. 

7) RelationshivIDepende~~cv - These identify how predecessor and successor taskslactivities and . 
milestones are logically linked. Relationships, also called network logic, are modeled in four 
ways: 

a) FS (Finish to Start) - A predecessor tasklactivity or milestone that must finish before a succeeding 
tasklactivity or milestone can start. FS relationships shall he used whenever possible. 

b) m a r t  to Start) - A predecessor tasklactivity or milestone that must start before a succeeding 
tasklactivity or milestone can start. 

c) FF (Finish to Finish). A predecessor tasklactivity or milestone that must finish before a 
succeeding tasklactivity or milestone can finish. 

d) SF (Start to Finish). A predecessor tasklactivity or milestone that must start before a succeeding 
tasklactivity or milestone can finish. 

8) Total FloatiSlack - The amount of time a tasklactivity or milestone can slip before it 
delays the contract or project finish date. 

9) Free FloatlSlack- The amount of time a tasklactivity or milestone can slip before it 
delays any of its successor taskslactivities or milestones. 

10) - An interval of time that must occur between a predecessor and successor tasklactivity or 
milestone. Since negative time is not demonstrable, negative lag is not encouraged. (Note: Lag 
should not be nsed to manipulate floatislack or constrain schedule.) 

11) Earlv Start (ES) - The earliest start date a tasklactivity or milestone can begin the precedence 
relationships. A computer-calculated date. 

12) Earlv Finish (EFL - The earliest finish date a tasklactivity or milestone can end. A computer. 
calculated date, 

13) Late Start ILSJ -The latest start date a tasklactivity or milestone can start without delaying the 
contract or project target completion date. A computer-calculated date. 

14) Late Finish (LF1 -The latest date a tasklactivity or milestone can finish without delaying the 
contract or project target completion date. A computer-calculated date. 

15) Critical Path - A sequence of discrete taskslactivities in the network that has the longest total 
duration through the contract or project. Discrete taskslactivitics along the critical path have the 
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least amount of floatlslack. The critical path and near-critical paths are calculated by the 
scheduling software application. The guidelines for critical path and near-critical path reporting 
are as follows: 

a) Methodoloay - The IMS software applieation eomputes a critical path and near-critical paths 
based on precedenee relationships, lag times, durations, eonstraints, and status. Artifieial 
constraints and incorrect, incomplete, or overly constrained logic shall be avoided because they 
can skew the critical path and near-critical paths. 

b) Identification - The critieal path shall be easily identified 

16) Constraints -Limits applied to network start and finish dates (e.g., "finish no later than"). (Note: 
Certain types of constraints should be used judiciously because they may impact or distort the 
nehvork critical path.) 

17) Current Schedule -The IMS reflects the current status and forecast. It includes forecasted starts 
and finishes for all remaining taskslactivities and milestones. Significant variances to the baseline 
schedule shall be explained in the periodic analysis. Thresholds for reporting shall be specified in 
the Data Items. 

18) Baseline Schedule - Baseline dates in the IMS shall be consistent with the baseline dates in the 
EVMS Baseline for all work packages, planning paekages, and control accounts (if applicable). 
The guidelines for maintaining the baseline schedule are as follows: 

a) Schedule Chanees -Changes to the schedule shall be  baselined when incorporated into the 
schedule. 

b) Baseline Schedule Chanees - Changes to the baseline schedule shall be made in accordance with 
the Contracting Officer approved EVM process. Any movement of contractual milestones in the 
baseline schedule shall be derived only from either authorized contract changes or an approved 
over target schedule. 

19) Schedule Proeress - The IMS shall reflect actual progress and maintain accurate start and finish 
dates for all taskslactivities and milestones. The guidelines for reflecting schedule progress are as 
follows: 

a) Actual Start and Finish Dates - Actual s t a t  and actuaI finish dates shall be recorded in the IMS 
Actual start and actual finish dates, as recorded, shall not be later than the status date. 

b) Proeress Line -The progress line depicted in a Gantt chart shall be applied to the current sehedule. 

20) Retention of Data for Comvleted TasksIActivities -Historical performance on completed 
taskslactivities shall be maintained electronically for analytical use. Historical performance shall 
be maintained at the time of key program events (Integrated Baseline Review, Critical Design 
Review, etc.) for all critical taskslactivities. Data to be retained includes logic, actual and baseline 
durations, actual and basetine start and finish dates, and the three-point estimates that were used 
before the tasklactivity started. 

21) External Dependencies -The IMS shall identify significant extemal dependencies that involve a 
relationship or interface with extemal organizations, ineluding all Government furnished items 
(e.g., decisions, facilities, equipment, information, data, etc.). The determination of significant 
shall be agreed to by the Government and contractor and shall be defined and documented in the 
Data Items. The required o r  expected delivery dates shall also be identified in the IMS. 

22) Schedule Marein - A management method for accomn~odating schedule contingencies. It is a 
designated buffer and shall be identified separately and considered part of the baseline. Schedule 
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margin is the difference between contractual milestone date(s) and the contractor's planned date(s) 
of accomplishment. 

23) Schedule Risk Assessment - A schedule risk assessment predicts the probability of project 
completion by contractual dates. Three-point estimates shall be developed for remaining durations . 
of remaining tasksiactivities that meet any of the following criteria: (1) critical path 
tasksiactivities, (2) near-critical path tasksiactivities (as specified above), and (3) high risk 
tasksiactivities in the program's risk management plan. These estimates include the most likely, 
best case, and worst case durations. They are used by the contractor to perform a probability 
analysis of key contract completion dates. The criteria for estimated best and worst case durations 
shall be applied consistently across the entire schedule and documented in the contractor's 
sehedule notes and management plans. The guidelines for estimates are as follows: 

a) Most Likelv Estimate - Schedule durations based on the most likely Estimates. 

b) BestiWorst Case Estimates -Best and worst case assumptions shall be disclosed 

The contractor schedule risk assessment shall explain changes to the critical path, margin erosion, and 
mitigation plans. It shall be incorporated into the 
contractor's program risk management process. The initial schedule risk assessment shall be submitted 
during the Integrated Baseline Review. The risk analysis may be performed within the IMS or within a 
separate risk tool as appropriate based on the capability of the automated scheduling tool. 

24) User Defined Fields -All user defined fields in the IMS shall be identified by providing a mapping 
of all fields used in the scheduling software application. 

25) Resenred Fields - The Government may reserve some fields and/or require the contractor to use 
certain fields for specific information. 

Calendar - The arrangement of normal working days, together with non-working days, such as 
holidays, as well as special work days (i.e., overtime periods) used to determine dates on which project 
work will be completed. 
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18.18 Data Accession List 

The contractor shall maintain a current listing of all Program Docunientation including title, version, date 
and location. 

18.25 Design Concept Description and Architecture 

Use the FBI IT LCMD Appendix H Design Concept Description with the following addition as an 
appendix to address the Security Architecture as follows: 

Appendix A - SENTINEL Security Architecture 

OVERVIEW AND REQUIREMENTS 
SENTINEL System Architecture Overview 
Security Requirements and Policies 
Philosophy of Protection 
C&A Strategy 
Availability 
Confidentiality 
Data Integrity 
Assumptions and Constraints 
SENTINEL SYSTEM SECURITY ARCHITECTURE APPROACH 
SENTNEL Security Functions 
Identification and Authentication (l&A) 
User Authorization 
User Account Administration 
Filtering and Anomaly Detection 
Access Control 
Auditing and Audit Reporting 
SENTMEL Security implementation 
Security Server 
Directory Server 
Discretionary Access Controls 
Data Integrity 
Security Organizational ControIs 
System Adniinistrator (SYSADMM) 
Configuration Management Manager (CMM) 
Information Systems Security Manager (ISSM) 
Computer System Security Officer (CSSO) 
Legacy Interfaces 
Communications Networks 
Physical Security 
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18.36 Service Level Agreement (SLA) 

The SLA shall be developed ~n a Govemment approved contractor specified format. The SLA shall contain 
the following elements: 

Duration - Specify when the agreement begins and expires. 

Roles and responsibilities-Define the roles and responsibilities of the customer, the Govemment 
service level manager, and the service provider. 

Descriptions of service- Include specific descriptions of the services to be provided (a service 
catalog), including applications, infrastructure, and other business functions. 

Service standards - Define the performance targets to be met. Reference sources where available 
(e.g., SOW, SRS). Define operating hours for each service and associated levels of service. 

Sample Measurements and Performance Targets 

I Measurement I Definition I 1 

SLA Table from SOW Section 15 
SENTINEL system availability 

Performance Target 

Per the SRS 
I 

SENTINEL system response time 
SENTINEL capacity management 
SENTINEL data backup 
SENTINEL personnel response time 
SENTINEL periodic maintenance 
time 
SENTINEL disaster recovery times 
SENTINEL user account set up time 

Trouble ticket resolution times 

Evaluation Methods and Reports -Establish objective means to determine how well the system 

I 

Per the EOC handbook 

Alert deadlines (low medium, high, 
critical) 

and the O&M team are delivering to the service standards. Establish the reports, source of data and 
frequency of reporting. 

Per the SRS 
Per the SRS 
Per the SRS, PUG 
1 hour 
Not to exceed two hours per week 

Per the contingency plan 

I 

Per the EOC handbook 

Policies, Procedures, Standards Refe rence  the policies, procedures, and standards to be employed in 
support of the services covered under this SLA. 

Incentives and Penaltics- Establish the incentives with achieving or exceeding target levels. Establish 
penalties associated with not meeting targets. 
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18.39 Data Migration Plan 
Identify the scope of the data migration efforts (e.g., what data elements to be migrated, whether open 
transactional data will migrate, the amount of historical data to convert, error correction plan). Describe the 
data migration process, to include the roles and responsibilities of participants and the identity of the 
process owner. Identify potentiaI risks, verification strategies, migration dependencies, and volume 
considerations. Provide specific and measurable criteria for migration success. Provide a data migration 
schedule, by Phase, that includes when the data will be captured, converted, verified for correctness and 
completeness, and available for use in the new system software. 

By project Phase, identify for each file of migrating data: 
Location of migrating data 
Legacy software that accessed migrating data 
Quantity of migrated data 
Formofdata 
Conversions required to be compatible with new system 
Error correction requirements 
New software that will access the migrated data 
Expected size oimigrated data 
Expected location of migrated data . Means of verifying correctness and completeness of data migration 

The contractor formatting of the Data Migration Plan is acceptable 
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18.40 EOC Operational Support Requirements Doenment of New Systems 

Federal Bureau of Investigation 
Information Resources Division 
Customer Relations Management Section 
Enterprise Operations Center Unit 

EOC OPERATIONAL SUPPORT REQUIREMENTS 
DOCUMENT FOR NEW SYSTEMS 

ProgramlSystem Name: 

Brief Description of System: 

FBI Program Manager: 
Security/C&A POC: 
ISSM: 
ISSO: 
Sponsor: 
Technical Lead: 

Operational Support Plan 

implementation schedule 

Phone: 
Phone: 
Phone: 

Phone: 
Phone: 

Phone: 
Pager: 

DivisionlSectionNnit(s)that provides Tied Support 
(Touch Labor) 

Hours Supported: 

DivisionlSectionlUnit(s) that provides Tier3 Support (Application andlor Engineering) 

Hours Supported: 
- ~- 

DivisionlSectionlUnit(s) thatprovideskccess Support 

Hours Supported: 
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EOC Standard Operating Procedures (Attach Docs) 
Call Scripts: Yes / No 

Frequently Asked Questions R: Answers: Yes / N o  

EOC Transition Plan 
For EOC Tier 1 HelpDesk 

For EOC Tier 1 System Administration 

For EOC Tier 1 Network Services 

For EOC Tier 1 Security Management 

Additional EOC Support Resources: 

Costs Associated with Resources 

EOC Training . For EOC Tier 1 HelpDesk 

For IRD Tier 1 System Administration 

For EOC Tier 1 Network Services 

For EOC Tier 1 Security Management 
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Hardware Associated with new System? 
YesINo 

If yes, explain andcomplete below 

Property Number Serial No Device Type CostCode 
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EOC ServerMainframe Monitoring Required? 

a Yes / No 

a If yes, explain. 

EMS Tools Used 

New EMS Tools Needed 
Yes / No 
If yes, explain. 

Software Associated with new System? 
Yes/No 

If yes, list software below 

Software Name Platform 
(e.g. Maillframe, Server, Desktop) 

Database Associated with new System? 
Yes / No 

a If yes, list software below 

Database Name Platform 
(e.g. Mainframe, Server, Desktop) 
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Operational Level Agreements (OLA's) 
(Response times between EOC and IRDIContract Support Staff) 

Service Level Agreements (SLA's) 
(Providing resolution times to the customer by Subcategory) 

Critical Page List 
Last, First, MI Pager 

Additional EOC Support Costs 
Resources 
$ 

Software 
$ 

Hardware 

Position 
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CategorieslSubcategorieslAssignment Groups 
CATEGORY - SUBCATEGORY - DLV/SECTION/UNIT - 
DESCRIPTION 
Application 
Application 
Application 
Application 
Software 
software- 
Software 
Software 
Hardware 
Hardware 
Hardware 
Hardware 
Network 
Network 
Network 
Network 
Security 
Security 
Security 
Security 
User 
User 
User 
User 

ServiceCenter Access Needed? 
Yes / N o  

ServiceCenter Access Procedures. 

Each person that requires access to ServiceCenter will require a SAR 
(h t t~ :~ l i t od . f i i ne t . fb i i s c i sa r / sa rh4d iv ioc .~df )  to be opened for FBINet Mainframe access first ( 
httu:iiitod.fiinet.fbiisciscaccess.htm ). The process is below. 

To Request: 
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New or modified access to one (or many) of the ServiceCenter 
Application's modules ... . Removal of access to the ServiceCenter Application ... 
Accessor ID (ACID) login changes to the ServiceCenter Application ... 
Email address changes to the ServiceCenterapplication. 

You Must Have: 

FBWET accessor ID issued by Systems Security Access Unit .  If you 
do not have an ACID, a SAR will need to be submitted.( 
l~ttu:llitod.fbinet.fbilsclsarlsarhadivision~oc.udf) 
A current record in the BPMS system. (If non-FBI with an FBWET 
ACID, enter a record via PCUS. ( 
htt~:ll30.l00.100.8:8 18OlcontactlservletlContact) 

Follow these steps: 

1. Fill out and print the Servicecenter Access Reauest Form. If you select 
OTHER as the "user's job type" on the basic access request form, also 
complete the Amended Sel-vicecenter Access Request F o ~ m .  

2. Complete the mandatory fields and the specific type of access you are 
requesting. 

3. Have your supervisor sign the form to validate request. 
4. Fax completed form(s) to (202) 324-6720, Attention: IIAU-SCPT. 

A Service Problem ticket will be opened and assigned to D4ISDSIIISCU-SCPT for processing. A member 
of the ServiceCenter Program Team (SCPT) will notify the requester once the access has been granted. 

ISSUESICONCERNSICOMMENTS 
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18.41 DCU04 Request for Data Center Access 
DCU04 Rev. 11/14/04 

Request For Data Center Access 

Program Name: Date: 

Program Manager: Room: 

Division / Section / Unit: Ext: 

Name 

5 (Note: When bringing equipment into the Data Center, a completed DCUOS form "Data Center Equipment 

Installation Requirements'' is required before the equipment may enter Data Center space.) 

Instructions 
Name: Name of person(s) needing access 
Com~any/Aeencv: Employ~ng companylagency 
Clearance Level: Clearance granted by FBI -include SCI access if applicable 
Access Beein Date: Requested date to begin access to the Data Center 
Access End Date: Date to end access to the Data Center (note: access must be updated semi-annually) 
Access T v ~ e :  Unrestricted (Only FBI Personnel Assigned In Data Center), Unescorted (must have 
TSISCI), or Escorted 
Escort Authoritv: Request to allow this person to escort (must be an FBI employee with TSISCI) 

(Requesting Unit Chief) Date 

(DCU Chief) Date 
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18.42 DCU05 Request for Data Center Equipment Installation 

DCUOS 11/03 

REQUEST FOR DATA CENTER EQUIPMENT INSTALLATION 

Program Name: Date: 

Program Manager: Room: 

Division / Section /Unit: Ext. 

DESCRIPTION OF EQUIPMENT TO BE INSTALLED AND SPACEROWER 
COOLINGICONNECTIVITY REQUIRED: 

Notes: Attach equipment diagram with physical size and space needed to service equipment. 

(Requesting Unit Chief) Date 

(DCU Chief) Date 

i(2 105) 
Server 
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I 
5 

1 " s  
4"xI2" 

13-23-65iFll l l  I l l  
2R85V211F1323900 

IBM(Z900) via Ficorl 
FBINETvia GigabitEthernet 

La-3oR(2) 
NernaS-lS(6) 

60  
1 s  

DUAL 
DUAL Or 
SINGLE 

47 KBTU 
2400 BTU 
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18.53 Technical Manual (Nou-Commercial HW ouly) 

Use the guidelines established in FBI IT LCMD Appendix H with the following additional guidance: 
Commercial manuals shall be delivered and are considered suitable substitutes for the technical 
manual. Technical manuals are only required in the event a commercial manual is not available, 
modifications are made to off the shelf hardware, or custom hardware is developed. 

18.65 Product (CSCI's) 

This is the physical software, 

18.66 Logical Data Model 

The contractor shall develop a logical data model using the Govemment model as point of departure. The 
content shall include, at a minimum, the same type of information contained in the Govemment model. 
The data model shall he exportable to the Govemment data modeling tool (ERWlN). 

18.68 O&M Procedures 

The contractor shall prepare supplemental procedures to assist the TIER I Call Center, operations, etc., as 
required to support, streamline and enhance operations and maintenance. Contractor format is acceptable. 
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18.69 O&M Transition Plan 

1. k. This section shall be divided into the following paragraphs 

1.1 Identification. This paragraph shall contain a full identification of the system to which this docunent 
applies, including, as applicable, identification number(s), title(s), abbreviation(s), version number(s), and 
release number(s). 

1.2 Svstem Overview. This paragraph shall briefly state the purpose of the system to which this document 
applies. It shall describe the general nature of the system; and summarize operation and maintenance 
activities; and list other relevant documents. 

1.3 Document Overview. This paragraph shall summarize the purpose and contents of this document and 
shall describe any security or privacy considerations associated with its use. 

2. Referenced Documents. This section shall list the number, title, revision, and date of all documents 
referenced in this report. This section shall also identify the source for all documents not available through 
normal Government stocking activities. 

3. Transition Plan. This section shall be divided into the following paragraphs to provide an overview of 
the Transition Plan. To include all activities, facilities, documentation, Government assistance, and 
incumbent contractor assistance needed to successfully transition from the current operations and 
maintenance support contract to the operations and maintenance contract resulting from this solicitation. 

3.1 Overall Drocess to accom~lish Transition Plan obiectives. This paragraph(s) shall, at a minimum, 
address the following: 

a. Introduction: Introduces this Transition Plan and discusses the scope, objective, and summary of the 
transition process. 

b. Documentation: Lists the Transition Plan guidance documents and information documents. Presents 
a documentation tree for the documents needed to implement the transition process. 

c .  Transition Overview: Presents an executive overview of the transition process and provides a 
Transition Overview Diagram for easy reference. 

d.  Transition Management: Describes the method for managlng the trans~tionprocess. Describes the 
method and meas~cres for measuring the transition process success. 

e .  Transition Resources: Describes the resources needed to implement the transition process. Describes 
roles and responsibilities in completing the transition process. 

f Transition Tasks: Describes the tasks to be accomplished to complete the transition process. Included 
in the tasks shall be the activities needed to seamlessly integrate contracted services into the 
CJIS Systemof-Services. 

g.  Task Dependencies: Describes the task dependencies and establishes a master schedule 

h. Assumptions and Constraints: Describes assumptions and constraints used within the transition 
process. 
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i Transition Cost Estimate, Not-to-Exceed Transition Price, and basis far those estimates. 

3.2 Recommended Imurovements. This paragraph shall provide any recommended improvements in the 
operation and maintenance activities that support transition. A discussion of each recommendation and its 
impact on the system may be provided. If no recommended in~provements are provided, this paragraph 
shall state "None." 

4. Notes. This section shall contain any general information that aids in understanding this document 
(e.g., background information, glossary, rationale). This section shall include an alphabetical listing of all 
acronyms, abbreviations, and their meanings as used in this document and a list of any terms and 
definitions needed to understand this document. 
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18.70 SENTINEL Stakeholder and Organizational Risk Assessment 

A template for the SENTINEL Stakeholder and Organizational Risk Assessment is provided at SOW 
Attachment-7 Communications and Strategy Action Plan template. SOW Attachment-7 contains the 
Govemment's desired plan content and level of detail. The plan shall address the topics contained in 
the attachment. 

18.71 Organization Impact Assessment (OIA) 

A template for the Organizational Impact Ass~smen t  is provided at SOW Attachment-8 
Organizational Impact Assessment template. SOW Attachment-8 contains the Government's des~red 
plan content and level of detail. The plan shall address the topics contained in the attachment. 

18.76 Agendas, Briefings, Meeting Minutes 

Content shall be at the contractor's discretion and judgment to meet the purpose of the supported 
conference/meeting/review. 

18.77 Workforce Transformation Strategy and Plan 

A template for the Workforce Transformation Strategy and Plan is provided at SOW Attachment-9 
Workforce Transformation Strategy and Plan template. SOW Attachment-9 contains the 
Govemment's desired plan content and level of detail. The plan shall address the topics contained in 
the attachment. 

18.78 Integrated Master Plan 

The Integrated Master Plan shall conform to the IMP content guidelines contained in AFMC Pamphlet 
63-5, Integrated Master Plan and Schedule Guide 11 November 2004. The IMP shall mclude key 
process descriptions. 

18.79 Training Strategy and Plan 

A template for the Training Strategy and Plan is provided at SOW Attachment-6 Training Strategy and 
Plan template. SOW Attachment-6 contains theGovemment's desired plan content and level of 
detail. The plan shall address the topics contamed In the attachment. 

18.80 Training Administration Report 

A template for a Training Administration Report is provided at SOW Attachment-10 Training 
Administration Report template. The attachment contains the Government desired report content. The 
report shall address the topics contained in the attachment. 

18.81 Delivery Acceptance Report 

~ 5 3  Offeror to propose 
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Terrorism Incident Law Enforcement and Investigation Annex 

Coordinating Agency: Cooperating Agencies: 

Department of Justice/Federal Bureau of Department of Defense 
Investigation Department of Energy 

Department of Health and Human Services 
Department of Homeland Security 
Department of State 
Environmental Protection Agency 

Introduction 

Purpose 

The purpose of this annex is to facilitate an effective 
Federal law enforcement and investigative response 
to all threats or acts of terrorism within the United 
States, regardless of whether they are deemed 
credible anplor whether they escalate to an Incident 
of National' Significance. To accomplish this, the 
annex establishes a structure for a systemztic, 
coordinated, unified, timely, and effective national 
law enforcement and investigative response to 
threats or acts of terrorism within the United States. 

Scope 

This annex is a strategic document that: 

Provides p l a m g  guidance and outlines 
operational concepts for the Federal law 
enforcement and investigative response to a 
threatened or actual terrorist incident within the 
United States; and 

Acknowledges and outlines the unique nature of 
each threat or incident, the capabilities and 
responsibilities of the local jurisdictions, and the 
law enforcement and investigative activities 
necessary to prevent or mitigate a specicc threat 
or incident. 

Policies 

The United States regards terrorism as a potential 
threat to national security, as well as a violent 
criminal act, and applies all appropriate means to 
combat this danger. In doing so, the United Stares 
vigorously pursues efforts to deter and preempt these 
crimes and to apprehend and prosecute directly, or 
assist other governments in prosecuting, individuals 
who perpetrate or.pian terrorist attacks. 

To ensure the policies established in applicable 
PresidenGal directives are implemented. $ a 
cocidinated manner, this annex provides overall 
guidance to Federal, State, local, and tribal agencies 
concerning the Federal Government's law 
enforcement and investigative response to potential 
or actual terrorist threats or incidents that occur in 
the United States, particularly those involving 
weapons of mass destruction (WMD), or chemical, 
biological, radiological, nuclear, or high-explosive 
(CBRNE) material. 

Federal Agencies 

The law enforcement and investigative response to a 
tenorist threat or incident within the United States is 
a highly coordinated, multiagency State, local, tribal, 
and Federal responsibility. In support of this 
mission, the following Federal agencies have 
primary responsibility for certain aspects of the 
overall law enforcement and investigative response: 

December 2004 Tenorism Incident Law Enforcement and Investigation Annex 
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Department of Defense @OD) 
= Department of Energy (DOE) 

Depament of Health and Human Services 
( m s )  
Department of Homeland Security (DHS) 
Department of JusticeFederal Bureau of 
Investigation (FBI) 
Environmental Protection Agency (EPA) 

According to HSPD-5, "The Attorney General has 
lead responsibility for criminal investigations of 
terrorist acts or terrorist threats by individuals or 
groups inside the United States, or directed at U.S. 
citizens or institutions abroad, where such acts are 
w i t h  the Federal criminal jurisdiction of the United 
States, as well as for related intelligence collection 
activities within the United States, subject to the 
National Security Act of 1947 and other applicable 
law, Executive Order 12333, and Attorney General- 
approved procedures pursuant to that Executive 
order. Generally acting through the Federal Bureau 
ofInvestigation, the Attorney General, in 
cooperation with other Federal departments and 
agencies engaged in activities to protect our national 
security, shaU also coordinate the activities of the 
other members of the law enforcement community 
to detect, prevent, preempt, and disrupt terrorist 
attacks ageinst the United States. Followbg a 
terrori:: threat or an actual incident that falls within 
the criminal jurisdiction of the United States, the full 
capabilities of the United States shall be dedicated, 
consistent with U.S. law and with activities of other 
Federal departments and agencies to protect our 
national security, to assisting the Attorney Gencral 
to identify the perpetrators and bring them to justice. 
The Attorney General and the Secretary shall 
establish appropriate relationships and mechanisms 
for cooperation and coordination between their two 
departments." 

Aithough not formally designated under this annex, 
other Federal depaments and agencies may have 
authorities, resources, capabilities, or expertise 
required to support terrorism-related law 
enforcement and investigation operations. Agencies 
may be requested to participate in Federal planning 
and response operations, and may be requested to 
designate liaison officers and provide other support 
as required. 

DeploymenffEmployment Priorities 

In addition to the priorities identified in the National 
Response Plan (NRP) Base Plan, the law 
enforcement and inveshgative response to terrorist 
threats or incidents is based on the following 
priorities: 

Preserving life or minimizing risk to health; 
which constitutes the first priority of operations. 

Preventing a threatened act from being carried 
out or an existing terrorist act from being 
expanded or aggravated. 

= Locating, accessing, rendering safe, controlling, 
containing, recovering, or disposing of a WMD 
that has not yet functioned, and disposing of 
CBRNE material in coordination with 
appropriate departments and agencies (e.g., 
DOD, DOE, EPA). 

= Apprehending and successfully prosecuting 
perpetrators of terrorist threats or incider~ts. 

Plzrining Assumptions and Considerations 

In addition to the planning assumptions and 
considerations identified in the NRP Base Plan, the 
law enforcement and investigative response to 
terrorist tbreats or incidents, particularly those 
involving WMD and CBRNE material, are based on 
the following assumptions and considcrations: 

A terrorist threat or incident may occur at any 
time of day with little or no warning, may 
involve single or multiple geographic areas, and 
may result in mass casualties. 

The suspected or actual involvement of terrorists 
adds a complicating dimension to incident 
management. 

The response to a threat or'actual incident 
involves FBI law enforcement aad investigative 
activity as an integrated element. 

Terrorism Incident Law Enforcement and I~vest~gation Annex 
National Response Plan 

December 2004 



In the case of a threat, there may be no incident 
site, and no external consequences, and, 
therefore, there may be no need for 
establishment of traditional Incident Command 
System (ICS) elements such as an Incident 
Command Post (ICP) or a Joint Field Office 
(JFO). 

An act of terrorism, particularly an act directed 
against a large population center within the 
United States involving nuclear, radiological, 
biological, or chemical materials, will have 
major consequences that can ovenvhelm the 
capabilities of many local, State, andior tribal 
governments to respond and may seriously 
challenge existing Federal response capabilities. 

In the case of a biological attack, the effect may 
be temporally and geographically dispersed, 
with no determined or defined "incident site." 
Response operations may be conducted over a 
multijurisdictional, multistate region. 

A bio!ogisal attack employing a contagious 
agent may require quarantiiie by Federal, State, 
local, and tribal health officials to contain the 
disease outbreak. 

If appropriate personal protective equipment and 
capabilities are not available and the area is 
contaminated with CBRNE or other hazardous 
materials, it is possible that response actions into 
a contaminated area may be delayed until the 
material has dissipated to a level that is safe for 
emergency response persomel to operate or 
until appropriate personal protective equipment 
and capabilities arrive, whichever is sooner. 

Situation 

The complexity, scope, and potential consequences 
of a terrorist threat or incident require that there be a 
rapid and decisive capability to resolve the situation. 
The resolution to an act of terrorism demands an 
extraordmq level of coordination of law 
enforcement, criminal investigation, protective 
activities, emergency management functions, and 
technical expertise across all levels of government. 
The incident may affect a single locatiop or multiple 
locations, each of which may be an incident scene, a 
hazardous scene, andior a crime scene 
simultaneously. 

Concept of Operations 

Command and Control 

The FBI is the lead agency for criminal 
investigations of terrorist acts or terrorist threats and 
intelligence collection activities within the United 
States. Investigative and intelligence activities are 
managed by the FBI from an FBI command post or 
Joint Operations Center (JOC). The command post 
or JOC coordinates the necessary Federal law 
enforcement assets required to respond to and 
resolve the threat or incident with State, local, and . 
tribal law enforcement agencies. 

The FBI Special Agent in Charge (SAC) of the local 
Field Office establishes a command post to manage 
the threat based upon a graduated and flexible 
response. This command post structure generally 
consists of three functional groups: Command, 
Operations, and Operations Support, and is designed 
to accommodate participation of other agencies, as 
appropriate (see Figure 1). 

When the threat or incident exceeds the capabilities 
and resources of the local FBI Field Office, the SAC 
can request additional assistance fiom regional and 
national assets to augment existmg capabilities. In a 
terrorist threat or incident that may involve a WMD 
or CBRNE material, the traditional FBI command 
post will transition to a JOC, which may temporarily 
incorporate a fourth functional entity, the 
Consequenee Management Group (see Figure 2), in 
the absence of an activated IFO. 

When, in the determination of the Secretary of 
Homeland Security, in coordination with the 
Attorney General, the incident becomes an Incident 
ofNational Significance and a I F 0  is established, 
the JOC becomes a section of the I F 0  and the FBI 
SAC becomes the Senior Federal Law Enforcement 
Official (SFLEO) in the I F 0  Coordination Group. 
In this situation, the JOC Consequence Management 
Group is incorporated into the appropriate 
components of the JFO (see NRP Base Plan, Figure 
4 and Figure 7). 

Terrorism Incident Law Enforcement and Investigation Annex 
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FIGURE 1. FBI command post 
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The JOC structure may also he used to coordinate and intelligence is recognized under the NIMS 
law enforcement, investigative, and intelligence as a sixth functional area within ICS. The 
activities for the numerous threats or incidents that structure of the JOC supports this functional area 
occur each year that do not escalate to Incidents of and enhances the overall management of critical 
National Significance. incidents and special events. 

Joint Operations Center The NIMS provides the framework within which 
the ICS and JOC structures operate for a unified 

The JOC is an interagency command and eontrol approach to domestic incident management. 
center for managing multiagency preparation 
for, and the law enforcement and investigative The JOC is composed of four main groups: the 
response to, acredihle terrorist threat or Command Group, the Operations Group, the 
incident. Similar to the k e a  Command concept Operations Support Group, and the Consequence 
within the ICS, the JOC also may he established Management Group. 
to coordinate and organize multiple agencies and 
jurisdictions during critical incidents or special 
events. Following the basic principles 
established in the National Incident Management 
System (NMS), the JOC is modular and 
scalable and may be tailored to meet the specific 
operational requirements needed to manage the 
threat, incident, or special event. 

A JOC may be established and staffed in a pre- 
incident, pre-emptive role in support of a 
significant special event. This "watch mode" 
allows for rapid expansion to full operations if a 
critical incident occurs during the special event. 
The JOC is a strategic management tool that 
effectively coordinates law enforcement 
investigative, intelligence, and operational 
activities at multiple sites from a single location. 
The JOC may be the only management structure 
related to a threat, critical incident, or special 
event, or it may integrate into other management 
structures in accordance with the NRP. 

Law enforcement public safety functions, such 
as proactive patrol and traffic contro!, 
historically are ~nanaged through the Operations 
Section of the ICS. Criminal investigation and 
the collection, analysis, and dissemination of 
intelligence are sensitive law enforcement 
operations that reqnirc a secure. environment and 
well-defined organizational management 
structure. The JOC is designed to cobrdinate 
this specialized law enforcement investigative 
and intelligence activity. It provides 
mechanisms for controlling access to and 
dissemination of sensitive or classified 

- information. Management of crisis information 
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FIGURE 2. Joint Operations Center 
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Command Group 

The Command Group of the JOC provides 
recommendations and advice to @e FBISAC 
regarding the development and implementation 
of strategic decisions to resolve the situation. It 
is responsible for approving the deployment and 
employment of law enforcement investigative 
and intelligence resources. The Command 
Group maintains its advisoty role to the FBI 
SAC when the JOC becomes a section of the 
I F 0  for an Incident of National Significance. 
When a I F 0  is established in this situation, the 
FBI SAC becomes the SFLEO in the I F 0  
Coordination Group. The Assistant SAC or an 
alternate senior FBI official leads the JOC 
Command Group once the SAC has transitioned 
to the IFO. 

The FBI representatives in the Command Group 
incIude the SAC, the Assistant SAC, and an 
executive-officer position known as the Crisis 
Management Coordinator (CMC). The SAC of 
the FBI Field Office in which the incident 
occurs is responsible for developing the overall 
strategy for managing Federal investigative law 
enforcement activities at the critical incident or 
special event and coordinating the 
implementation of that strategy with other 
agency decisionmakers and FBI Headquarters. 
The FBI SAC also is responsible for 
coordinating Federal law enforcement activities 
with other Federal incident management 
personnel during domestic critical incidents and 
special events. The CMC ensures that the 
strategy of the SAC is communicated to 
evetyone in the JOC and that the JOC is staffed 
and equipped to effectively implement the 
stratety of the SAC. The CMC also ensures that 
information flows efficiently within the JOC and 
between the JOC and other command and 
control centers. 

The JOC Command Group includes senior 
officials with decisionrnakiug authority from 
local, State, and Federal agencies, as 
appropriate, based upon the circumstances of the 
threat or incident. Consistent with the Unified 
Command concept, law enforcement 
investigative and intelligence strategies, tactics, 
and priorities are determined jointly within the 
JOC Command Group. Federal law 

enforcement investigative, intelligence, and 
operational decisions are made cooperatively to 
the extent possible, but the authority to make 
these decisions rests ultimately with the FBI 
SAC. 

Three specialized teams provide guidance and 
expertise directly to the Command Group. 
These teams are the Strategic Legal Team the 
Joint Information Center Team, and the 
Domestic Emergency Suppon Team. 

The Strategic Legal Team is composed of 
legal counsel fiom the FBI, U.S. Attorney's 
Office, and the District or State's Attorney's 
Office. This team provides legal guidance 
to the Command Group concerning the 
strategies under consideration for resolution 
of the crisis. 

The Joint Information Center (JIC) Team is 
integrated into the I F 0  when established. It 
is composed of the public affairs (media) 
officers &om the participating local, State, 
and Federal public safety agencies. It 
manages information released to thc public 
through a coordinated, unified approach. A 
separate media unit within the JOC 
Operations Support Group provides FBI- 
specific guidance and expertise to the FBI 
SAC and coordinates with the JIC to ensure 
the media strategy is consistent with the 
overall investigative strategy. 

The Domestic Emergency Support Team 
(DEST) is a specialized interagency team 
composed of subject-matter experts from the 
FBI, the DHSEmergency Preparedness and 
ResponseiFederal Emergency Management 
Agency (DHSIEPRIFEMA), DOD, DOE, 
HHS, and EPA. It provides guidance to the 
FBI SAC concerning WMD threats and 
actual incidents. , . .. 

Operations Group 

The Operations Group handles all investigative, 
intelligence, and operational functions related to 
the threat, critical incident, or special event. 
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Each unit within the Operations Group provides 
expertise in a specific functional area that is 
important in the overall resolution of the 
incident.. 

The units within the Operations Group are 
scalable and modular, and may be tailored to the 
specific threat, critical incident, or special event. 

The Operations Group normally consists of the 
Information Intake unit (formerly referred to as 
the Control unit), the Intelligence unit, the 
Investigations unit, and Field Operations units. 

Information Intake (or Control) 

Information Intake is the central point for 
receiving all information that comes into the 
JOC. The purpose of Information Intake is to 
ensure that telephone calls, e-mail messages, fax 
reports, and other incoming information are 
assessed for relevance to the threat, critical 
incident, or special event. The information is 
checked to determine if it has been previously . . 
reported. It is prioritized and entered into the 
information management system. Through this 
filtering mechanism the Information Intake unit 
ensures that only ccurrnt and relevant 
information is disseminated to the JOC. 

The Information Intake Coordinator is 
responsible for providing guidance and direction 
to all personnel within the Information Intake 
unit and coordinating the activities of the unit 
with all other units within the JOC. Personnel 
within the Information Intake unit are 
responsible for receiving incoming information, 
processing new information, routing followup 
information appropriately, and implementing 
procedures for tracking evidentiary material that 
is introduced into the command post. 

Intelligence 

c The Intelligence unit manages the collection, 
malysis, archiving, and dissemination of 
relevant and valid investigative and strategic 
intelligence. It fuses historical intelligence from 

a variety of sources with new intelligence 
specific to the threat, critical incident, or special 
event. The Intelligence unit also disseminates 
intelligence products and situation reports to all 
JOC units, FBI Headquarters Strategic 
Information and Operations Center (SIOC), and 
the IF0 Coordination Group. This information 
is shared with the DHS Homeland Security 
Operations Center WSOC), the National 
Counterterrorism Center (NCTC), and, as 
appropriate, other government agencies, 
consistent with operational security 
considerations. 

The Intelligence unit usually is divided into 
teams based on functional responsibility. Teams 
manage intelligence related to the crisis site or 
target, build intelligence portfolios and 
databases on significant elements related to the 
investigation (subjects, vehicles, and 
organizations), analyze and identify trends in 
activities related to the investigation (predictive 
and strategic intelligence), conduct liaison with 
outside members of the Intelligence Community, 
and prepare periodic briefings and reports 
concerning the status of the crisis or 
investigation. The Intelligence unit is 
responsible for collecting and reviewidg all 
intelligence related to the threat, crisis, or special 
event to enable the SAC to further develop and 
refme strategic objectives. 

Investigations 

The Investigations unit provides oversight and 
direction to all investigative activity related to 
the threat, critical incident, or special event. The 
Investigations unit implements the strategy of 

, the SAC by directing the collection and 
. management of investigative information. It is 

composed of investigative personnel from the 
agencies with specific jurisdistion or authority 
for investigating crimes related to the threat, 
critical incident, or special event. The 
Investigations Unit Coordinator is usually an 
FBI Supervisor whp has responsibility for 
investigatmg the most significant substantive 
law violation. 
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Teams within the Investigations unit review all 
incoming information to determine investigative 
value. The Investigations unit assigns, tracks, 
and reviews all investigative leads and 
documents the investigation in the appropriate 
case file(s). The case agents or primary 
investigators within the Investigations unit 
manage all evidence and information, and 
prepare it for court presentation, if appropriate. 
The case agents or primary investigators are 
assisted by analytical personnel to ensure that all 
investigative information is pursued to its logical 
conclusion. A Records Check Team within the 
Investigations unit reviews case files and 
databases to ensure that all items of investigative 
value are identified and evaluated. The 
Investigations unit is responsible for collecting 
and reviewing all reports of investigative 
activity to enable the SAC to further develop 
and refine strategic objectives. 

Field Operations 

The Field Operations units are based upon the 
specific needs of the threat, critical incident, or 
special event. The personnel staffing these units 
are subject-matter experts in a number of 
specialized skill areas. Field Operation: unit 
coordinators are responsible for emuring the 
activity of the specialized units is consistent with 
and in support of the strategy of the SAC. 

Field Operations units may include 
representatives of tactical, negotiations, 
WMDICBRNE, evidence response, surveillance, 
technical, or any other specialized unit deployed 
to the crisis site(s) or staged in readiness. The 
mission ofthese units is to provide the SAC 
with current information and specialized 
assistance in dealing with the threat critical 
incident, or special event. Information is 
communicated between the JOC and the crisis 
site@) through the Field Operations unit 
representatives in the JOC. This ensures tiiat 
decisionmakers both in the JOC and in the - 
forward areas maintainfull situational 
awareness. The Field Operations units 
coordinate their activities within the JOC to 
ensure each is aware of the impact of their 
activities on the other field units. 

Local, State, and Federal law enforcement 
specialty units assigned to assist with field 
operations during the threat, incident, or special 
event coordinate their activities with the 
appropriate FBI Field Operations units through 
the JOC. Federal Government mission-specific 
units are designated to help the FBI maintain 
their respective chains of command and 
coordinate their activities through representation 
in the JOC. The JOC manages the activities of 
the specialized units at a strategic level. 
Activities at the individual or "tactical" level are 
managed at the crisis site(s) through forward 
command structures such as the Tactical 
Operations Center, Negotiations Operations 
Center, and Evidence Response Team 
Operations Center. 

Operations Support Group 

The Operations Support Group units designated 
within the JOC are bascd upon the specific 
needs of the threat, critical incident, or special 
event. The personnel who staff these &its are 
subject-matter experts .in a number of 
specializedareas. Operations Support Group 
unit coordinators are responsible for ensuring 
the activitj; of their units is consistent withand 
in support of the strategy of the SAC. 

Operations Support Group units can include 
administrative, logistics, legal, media, liaison, 
communications, and inforhation management. 
The mission of these units is to support the 
investigative, intelligence, and operational 
functions of the JOC. 

The Administrative and Logistics units have 
responsibilities that are simikar to the Financy 
and Logistics Sections in ICS. However, they : 
are tasked with managing only the activities 
related to the law enforcement investigative, 
intelligence, and operational functions; they do 
not manage the administrative and logistics 
functions associated with the overall incidcnt. 
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The Legal and Media units support the 
investigative and intelligence operations of the 
JOC through the preparation of specific legal 
processes and management of media affairs. 
These units focus on specific objectives related . 
to the investigation such as search warrants and 
press releases, and not the strategic overall 
objectives handled by the Strategic Legal Team 
and JIC that are attached to the Command 
Group. 

The Liaison unit is composed of representatives 
from outside agencies who assist the FBI with 
resolution of the threat, critical incident, or 
special event. The Liaison unit may include 
agencies without clear authority or jurisdiction 
over the threat, critical incident, or special event 
if they have a potential investigative interest. 
For example, law enforcement agencies that 
border affected jurisdictions may be represented * 
in the JOC to maintain situational awareness of 
potential threats. Additional Liaison unit 
representatives may include fire department 
personne:, utility company workers, or 
engineering specialists. 

The Comnunications unit handles radio and 
telephone ccmmunications to support JOC u 

operations. The Communications unit 
establishes communications networks within the 
JOC. It also establishes networks to facilitate 
timely and reliable information-sharing between 
the JOC and other command and control centers. . 
The Information Technology unit is responsible 
for the JOC computer system operation within 
each unit and betweenunits. Information 
technology specialists and facilitators assigned 
to this unit are responsible for ensuring the ? 

uninterrupted operation of the hformation 
management system used during JOC 
operations. , 

Consequence Management Group 

emergency management implications are 
communicated and coordinated to appropriate 
personnel in a complete and timely manner. 

A DHS representative coordinates the actions of 
the JOC Consequence Management Group, and 
expedites activation of a Federal incident 
management response should it become 
necessary. FBI and DHS representatives screen 
threatlincident intelligence for the Consequence 
Management Group. Representatives of the 
JOC Consequence Management Group monitor 
the law enforcement criminal investigation and 
may provide advice regarding decisions that 
impact the general public or critical 
infrastructure. This integation provides 
continuity should a Federal incident 
management response become necessary. 

Agencies comprising the Consequence 
Management Group may also have personnel 
assigned to other !its w i t h  the JOC smcture. 
Depending on the nature of the incident and 
required assets, additional teams assigned to 
support the FBI may be included under Other 
Specialized Units. 

Should the threat of a terrorist incident become 
imminent, the JOC Copsequence Management 
Group may fonvard recommendations to the 
RRCC Director to initiate limited pre- 
deployment of assets under the Stafford Act. 

Requests for DOD assistance for law 
enforcement and criminal investigation during 
the incident come from the Attorney General to 
the Secretary of Defense through the DOD 
Executive Secretary. Once the Secretary 
approves the request, the order is transmitted 
either directly tn the unit involved or through the 
Chairman of the Joint Chiefs of Staff. The FBI 
SAC informs the Principal Federal Official 

,',@'FO), if one has been designated, when 
requesting this additional assistance. 

The JOC Consequence Management Group 
' 

The Consequence Management Group is 
consists of representatives of agencies that established when a JOC is necessary but a JFO 
provide consequence-focused expertise in has not yet been activated, or the event has not 
support of law enforcement activities. The JOC reached the levei of being considered an Incident 
does not manage consequence functions; rather, of National Significance. 
it ensures that law enforcement activities with 
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Representatives in this group may move to planning focuses on the response to potential 
appropriate positions in other sections of the consequences and the pre-positioning of tailored 
JFO when one is established. resources, as required. The threat increases in 

significance when the presence of a CBRNE 
The Response device or WMD capable of causing a significant 

destructive event, prior to actual injury or loss, is 
Receipt of a terrorist threat may be through any confirmed or when intelligence and 
source or medium and may be articulated or circumstances indicatc a high probability that a 
developed through intelligence sources. It is the device exists. In this case, the threat has 
responsibility of all local, State, and Federal developed into a WMD or CBRNE terrorist 
agencies and departments to notify the FBI when situation requiring an immediate process to 
such a threat is received. As explained below, identify, acquire, and plan thc use of Federal 
the FBI evaluates the credibility of the terrorist resources to augment State, local, and tribal 
threat and notifies the HSOC, NCTC, and other authorities in lessening or averting the potential 
deparhnents and agencies, as appropriate. consequence of terrorist use or employment of 

WMD or CBRNE material. It should be noted 
Upon receipt of a threat of terrorism within the that a threat assessment would also be conducted 
United States, the FBI conducts a formal threat if an incident occurs without warning. In this 
credibility assessment in support of operations case, the assessment is focused on criminal 
with assistance kom select interagency experts. intent, the extent of thc threat, and the likelihood 
For a WMD or CBRNE threat, this assessment of secondary devices or locations. 
includes three perspectives: 

' The FBI manages a Terrorist Threat Warning 
Technical Feasibility: An assessment of the System to ensure that vital information 
capacity of the threatening individual or regarding terrorism reaches those in the U.S. 
organization to obtain or produce the counterterrorism and law enforcement 
material at issue; community responsible for countering terrorist 

tbreak. This information is coordinated with 
Operational Practicability: An assessment DHS and the NCTC, and is transmitted via 
of the feasibility of delivering or employing secure teletype. Each message transmitted under 
the material in the manner threatened; and this system is an alert, an advisory, or an 

assessment--an alert if the terrorist threat is 
Behavioral Resolve: A psychological credible and specific, an advisory if the threat is 
assessment of the likelihood that the credible but general in both timing and target, or 
subject(s) will cany out the threat, including an assessment to impart facts andlor threat 
a review of any written or verbal statement analysis concerning terrorism. 
by the subject(s). 

Upon determination of a credible,threat, FBI 
A threat assessment is conducted to determine ~ead~uarters'activates its SIOC to coordinate 
whether the potential threat is credible, and and manage the btipnal-level support to a 
contiirm whether WMD or CBRNE materials are terrorism incidcnt. At this level, the SIOC 
involved in the developing terrorist incident. generally mirrors the JOC structure operating in 
Intelligence varies with each threat and impacts the field. The SIOC is staffed by liaison of ice^ 
the level of the Federal response. If the threat is kom other Federal agencies who coordinate 
credible, t ie  situation requires the tailoring of with and provide assistance to the FBI. The 
response actions to use Federal resources needed SIOC serves as the focal point for law 
to anticipate, prevent, andlor resolve the enforcement operations and maintains direct 
situation. The Federal response focuses on law connectivity with the HSOC. The HSOC is 
enforcementiinvestigative actions taken in the notified immediately by the SIOC once a threat 
interest of public safety and welfare, and is has been determined to be credible. In turn, this 
predominantly concerned with preventing and notification may result in activation of NRP 
resolving the threat. In addition, contingency components in coordination with the FBI. 
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The FBI leads the criminal investigation related 
to the incident, and the SIOC is the focal point 
for all intelligence related to the investigative 
law enforcement response to the incident. 
Consistent with the NRP, affected Federal 
agencies operate headquarters-level emergency 
operations centers, as necessary. FBI 
Headquarters initiates appropriate liaison with 
other Federal agencies to activate their 
operations centers and provide liaison officers to 
the SIOC. In addition, FBI Headquarters 
initiates communications with the SAC of the 
responsible Field Office, apprising h i h e r  of 
possible courses of action and discussing 
deployment of the DEST. The FBI SAC 
establishes initial o~erational ~riorities based 

The local FBI Field Office activates a Crisis 
Management Team to establish the JOC in the 
affected area, possibly collocated with an 
existing emergency operations facility. In 
locating the JOC, consideration is given to the 
possibility that the facility may have to 
accommodate other Federal incident 
management field aetivities including the P O ,  
the ,TIC, and other supporting teams. 
Additionally, the JOC is augmented by outside 
agencies, including representatives from the 
DEST (if deployed), who provide interagency 
technical expertise as well as interagency 
continuity during the fnnsition from an FBI 
command post structure to the JOC structure. 

upon the specific circumstances of the threat or Based upon a credible threat assessment and a 
incident. This information is then fonvarded to request by the SAC, the FBI Director and DHS 
FBI Headquarters to coordinate identification under secretary for Emergency Preparedness 
and deployment of appropriate resources. and Response, in consultation with the Attorney 

General and Secretary of Homeland Security, 
= The JOC is established by the FBI under the may request zuthorization through the National 

o~erational control of the FBI SAC. and acts as Securitv Council to deolov the DEST to assist 
A d 

the focal point for the field coordination of the SAC in mitigating the crisis situation. The 
criminal investigztion, law enforcement, and DEST is a rapidly deployable, interagency team 
intelligence activities related to the threat or 
incident; When a PFO is designated for a 
terrorism incident, the FBI SAC provides full 
and prompt cooperation, resources, and support 
to the PFO, as appropriate and consistent with 
applicable authorities. The PFO (or an initial 
PFO designated by the Secretary of Homeland 
Security) may elect to use the JOC as an initial 
operating facility for strategic management and 
identification of State, local, and tribal 
requirements and priorities, and coordination of 
the Federal response. The FBI SAC coordinates 
with the PFO, including providing incident 
information to the PFO as requested, - 
coordinating the puhlic~communications strategy 
with the PFO, and approving Federal 
interagency communieations for release to the 
publicthrough the PFO. It is recognized, 
however, that in some cases it may be necessary 
for the FBI SAC to respond directly to 
medidpublic inquiries on investigative 
operations and matters affecting law 
enforcement operations, particularly during the 
early stages of the emergency response. 

. ~ -~ - ~ 

responsible for providing expert advice and 
support concerning the Federal Government's 
capabilities in resolving the terrorist threat or .. 
incident. This includes law enforcement, 
criminal investigation, and emergency 
management assistance, technical and scientific 
advice, and contingency planning guidance 
tailored to situations involving chemical, 
biological, or nuclear/radiological weapons. 

Upon arrival at the FBI command post or JOC, 
the DEST may act as a stand-alone advisory 
team to the SAC providing recommended 
courses of action. Although it would he 
unusual, the DEST may he tasked to deploy 
before a JOC is established. The DEST may 
handle some .of the specialized interagency 
functions of the JOC until the JOC is fully 
staffed. The DEST emergency management 

.,component merges into the Consequence 
Management Group in the JOC structure. 
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Prior to an actual WMD or CBRNE incident, Operations Section. Throughout the incident, 
law enforcement. intellieence. and investieative the actions and activities of the Unified - .  - 
activities generally have priority. Whcn an Command ar the incidcnr scene and the 
incident results in the use of Whll)  or CURNL: Comnland Group of the JOC (and the JFO 
material, rescue and life-safety activities Coordination Cir;up if established) are 
generally bave priority. Activities may overlap continuously and completely coordinated 
and/or run concurrently during the incident throughout the incident. 
management, and are dependent on the threat 
and/or the strategies for responding to the 
incident. 

Upon determination that applicable law 
enforeement~intelligence goals and objectives 
are met and no further immediate threat exists, 
the FBI SAC may deactivate the JOC and order 
a return to routine law enforcement/investigative 
operations in accordance with pre-event 
protocols. 

When an incident occurs and an ICP is 
established on-scene, FBI personnel integrate 
into the ICP to enhance the ability of the FBIto 
carry out its mandated mission (see Figure 3). 
Three specific positions within an ICP are 
provided. The fust FBI Special Agent (SA) or 
Joint Terroesm Task Force (JTTF) member 
responding receives an initial briefing fiom the 
incident Commander or hidher designee and 
works closely wi51 the Incident Comnander as a 
member of the Unified Command. The FBI 
representative then informs the local Field 
Office of the current situation and, if necessary, 
requests additional assets. When a more senior 
FBI SA arrives on the scene, helshe assumes the 
role of the FBI representative in the Unified 
Command. 

The fust arriving SA or J lTF member moves to 
the Operations Section as the Deputy Chief of 
Operations. This position is responsible for 
managing the deployment and coordination of 
Federal law enforcement and investigative assets 
in support of the Incident Action Plan. 
Additionally, an FBI SA assumes the position of 
lieputy Chief of Planning within the ICP. This 
position permits the FBI SA to remain updated 
on the situation and serve as a conduit for 
requests for additional law enforcement and 
investigative assets. The Agent also inputs 
Federal objectives into the developing incident 
action plan and performs other duties as 
appropriate. Also, FBI assets form a unit in the 
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FIGURE 3. On-scene coordination 

Note: Operational control of assets 

Unified at the scene is retained by the 

Command designated officials representing the 
agency (local, State, or Federal) 
providing the assets. 
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ENCLOSURE C 

2. Nuclear/Radiological Incident Annex 



NuclearlRadiological Incident Annex 

Coordinating Agencies: 

D e p m e n t  of Defense 
Department of Energy 
D e p m e n t  of Homeland Security 
Environmental Protection Agency 
National Aeronautics and Space Administration 
Nuclear Regulato~y Commission 

Introduction 

Purpose 

The Nuclear/Radiological Incident Annex provides 
an organized and integrated capability for a timely, 
coordinated response by Federal agencies to terrorist 
incidents involving nuclear or radioactive materials 
(Incidents of National Significance), and accidents 
or incidents involving such material that may or may 
not rise to the level of an Incident ofNational 
Significance. The Department of Homeland 
Security p H s )  is responsible for overall 
coordination of all actual and potential Incidents of 
National Significance, dcludmg terrorist incidents 
involving nuclear materials. 

Cooperating Agencies: 

Department of Agriculture 
Department of Commerce 
Department of Defense 
Department of Energy 
Department of Health and Human Services 
Department of Homeland Security 
Department of Housing and Urban Development 
Department of the Interior 
Department of Just~ce 
Department of Labor 
Department of State 
Department of Transportation 
Department of Veterans Affairs 
Environmental Protection Agency 
General S e ~ c e s  Administration 
Nuclear Regulatory Commission 
American Red Cross 

This annex describes how the coordinating agencies 
and cooperating agencies support DHS's overall 
coordination of the response to a nuclear1 
radiological Incident of National Significance. In 
addition, this annex describes how the coordinating 
agencies lead the response to incidents of lesser 
severity. ' 
The actions described in this annex may be 
implemented: (1) concurrently with, and as an 
integral part of, the National Response Plan (NRP) 
for all nuclearlradiological incidents or accidents 
considered to be IncidenRof National Significance; 
or (2) independently for all other nnclearl 
radiological accidents or incidents considered to be 
below the threshold of an Incident ofNational 
Significance and, therefore, not requiring overall 
Federal coordination by DHS. 

' Nudeadradiolosical incidents of "lesserseveritv' are wnsidered 
below the threshild of an Incident of National ~ionificance. as - - ~  --.. ~ - - ~0 

cercnn nod oy DnS, ano war). horn ,oat rao.cgraph, scLr.ea or 
a scoveq of orphan rao,a.ag ca sodrms to nuoenls,emergenc ss 
a1 nuclear power planls below h e  classification of General 
Emergency, as defined by the wgnizant regulatory agency (e.g., 
Department of Energy (DOE) or Nuclear Regulatory Commission 
, * IDP\ ,  
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Scope Specifies the roles and responsibilities of 
Federal agencies for preventing, preparing for, 

This annex applies to nucleariradiological incidents, responding to, and recovering fiom 
including sabotage and terrorist incidents, involving nuclear/radiological incidents; 
the release or potential release of radioactive 
material that poses an actual or ~erceived hazard to Includes guidelines for notification, 
public health, safety, national security, and/or the coordination, and leadership of Federal 
environment. This includes terrorist use of activities. and coordination of ~ub l i c  
radiological dispersal devices (RDDs) or improvised information, congressional relations, and 
nuclear devices (INDs) as well as reactor plant international activities; and 
accidents (commercial or weapons production 
facilities), lost radioactive material sources, Provides protocols for coordinating Federal 
transportation accidents involving nuclead Government capabilities to respond to 
radioactive material, and foreign accidents involving radiological incidents. These capabilities 
nuclear or radioactive material. include, but are not limited to: 

The level of Federal response to a specific incident The Interagency Modeling and Atmospheric 
is based on numerous faetors, including the ability of Assessment Center (IMAAC), which is 
State, local, and tribal officials to respond; the type responsible for production, coordination, 
andlor amount of radioactive material involved; the and dissemination of consequence 
extent of the impact or potential impact on the public predictions for an airborne hazardous 
and environment; and the size of the affected area. material release; 

In situations where threat analysis includes 
indications that a terrorist incident involving 
radioloeical materials could occur, actions are - 
coordinakd In accordance with tlle pre-incidznr 
preventirc protocols set lonh In dlc NKP Uase Plan. 

This annex: 

Provides planning guidance and outlines 
operational concepts for the Federal response to 
any nucleariradiological incident, including a 
terrorist incident, that has actual, potential, or 
perceived radiological consequences within the 
United States or its territories, possessions, or 
territorial waters, and that requires a response by 
the Federal Government. This includes both 
Incidents of National Significance and incidents 
of lesser severity; - Acknowledges the unique nature of a variety of 
nucleariradiological incidents and the 
responsibilities of Federal, State, local, and tribal 
governments to respond to them; 

Describes Federal policies and planning 
considerations on which this annex and Federal 
agency-specific nuclear/radiological response 
plans are based; 

The Federal Radiological Monitoring and 
Assessment Center (FRMAC), established at 
or near the scene of an incident to coordinate 
radiological assessment and monitoring; and 

The Advisory Team for Environment, Food, 
and Health (known as "the Advisory 
Team"), which provides expert 
recommendations on protective action 
guidance. 

More infckation on these capabilities is 
included in subsequent sections of this annex 

Policies 

DHS coordinates the overall Federal 
Government response to radiological Incidents 
ofNational Significance in accordance with 
Homeland Security Presidential Directive-5 and 
the NRP. In the NRP Base Plan, Figure 4, 
Structure for NRP Coordinatioil: Terrorist 
Incident, illustrates the organizatienal 
framework that DHS utilizes to respond to 
terrorist incidents. In the NRP Base Plan, Figure 
5, Structure for NRP Coordination: Federal-to- 
Federal Support, illustrates the organizational 
framework that DHS utilizes to respond to 
nonterrorist Incidents of National Significance. 
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The NRP supersedes the Federal Radiological may or may not be represented in the JFO 
Emergency Response Plan, dated May 1, 1996. Coordination Group. 

The concept of operations described in this 
annex recognizes and addresses the unique 
challenges associated with and the need for 
specialized technical expertiselactions when 
responding to R D D m  incidents with 
potentially catastrophic consequences. 

DHS, as the overall incident manager for 
Incidents of National Significance, is supported 
by coordinating agencies and cooperating 
agencies. Coordinating agencies have specific 
nucleadradiological technical expertise and 
assets for responding to the unique 
characteristics of these types of incidents. 
Coordinating agencies facilitate the nuclearl 
radiological aspects of the response in support of 
DHS. For any given incident, the coordinating 
agency is the Federal agency that owns, has 
custody of, authoiizes, regulates, or is otherwise 
designated responsibility for the nuclearl 
radioactive material, facility, or activity involved 
in the incident. The coordinating agency is 
r~presented in the Joint Field Office (JFO) 
C o o r h t i o n  Group, the Interagency Incident 
Management Group (IIMG), and the Homeland 
Security Operations Center (HSOC). The 
coordinating agency is also represented in other 
response centers and entities, as appropriate for 
the specific incident. 

Coordinating agencies are also responsible for 
leading the Federal response to nuclearl 
radiological incidents of lesser severity (those 
incidents that do not reach the level of an 
Incident of National Significance). 

Coordinating agencies may use the struchre of 
the NRP to carry out their response duties, or 
any other structure consistent with the National 
Incident Management System (NLMS) capable 
of providing the required suppod to the affected 
State, local, or tribal government. . .. 

Cooperating agencies include other Federal 
agencies that provide technical and resource 
support to DHS and the coordinating agencies. 
These agencies are represented in the EMG, the 
HSOC, and other response centers and entities, 
as appropriate for the specific incident. They 

DHSEmergency Preparedness and 
Response/Federal Emergency Management 
Agency (DHSIEPRIFEMA) is responsible for 
maintaining and updating this annex. 
DHSEPRIFEMA accomplishes this 
responsibility through the Federal Radiological 
Preparedness Coordinating Committee 
(FRPCC). 

The Attorney General, generally acting through 
the Federal Bureau of Investigation (FBI), has 
lead responsibiiity for criminal investigations of 
terrorist acts or terrorist threats and for 
coordinating activities of other members of the 
law enforcement community to detect, prevent, 
preempt, investigate, and disrupt terrorist attacks 
against the United States, including incidents 
involving nuclearlradioactive materials, in 
accordance with the following: 

The Atomic Energy Act directs the FBI to 
investigate all alleged or suspected criminal 
violations of the act. Additionally, the FBI 
legally is responsible for locating any 
illegally diverted nuclear weapon, device, or 
materialand for restoring nuclear facilities 
to their rightful custodians. In view of its 
unique responsibilities under the Atomic 
Energy Act (amended by the Energy 
Reorganization Act), the FBI has concluded 
formal agreements with the coordinating 
agencies that provide for interface, 
coordination, and technical support for the 
FBI's law enforcement and criminal 
investigative efforts. 

Generally, for nuclear facilities and 
materials in transit, the designated 
coordinating agency and cooperating 
agencies perform the functions delineated in 
this annex and provide technical support and 
assistance to the FBI in the performance of 
its law enforcement and criminal 
investigative mission. Those agencies 
supporting the FBI additionally coordinate 
and manage the technical portion of the 
response and activatelrequest assistance 
under this annex for measures to protect the 
public health and safety. In all cases, the 
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FBI manages and directs the law 
enforcement and intelligence aspects of the 
response, while coordinating its activities 
with appropriate Federal, State, local, and 
tribal governments within the framework of 
this annex, andlor as provided for in 
established interagency agreements or plans. 
Further details regarding the FBI response 
are outlined in the Terrorism Incident Law 
Enforcement and Investigation Annex. 

All Federal nuclearlradiological assistance 
capabilities outlined in this annex are 
available to support the Federal response to 
a terrorist threat, whether or not the threat 
develops into an actual incident. 

When the concept of operations in this annex is 
implemented, existing interagency plans that 
address nucleariradiological incident 
management are incorporated as supporting 
plans and/or operational supplements (e.g., the 
National Oil and Hazardous Substances 
Pollution Contingency Plan (NCP)). 

This annex does not create any nevi authorities 
nor change any existing ones. 

Nothing in this annex alters or impedes the 
ability of Federal departments and agencies to 
carry out their specific authorities and perform 
their responsibilities under law. 

' Some Federal agencies are authorized to respond 
directly to certain incidents affecting public 
health and safety. In these cases, procedures 
outlined in this annex may be used to coordinate 
the delivery of Federal resources to State, local, 
and tribal governments, and to coordinate 
assistance among Federal agencies for incidents 
that can be managed without the need for DHS 
coordination (i.e., incidents below the threshold 
of an Incident of National Significance). 

The ownerloperator of a nucleariradiological 
facility primarily is responsible for mitigating 
the consequences of an incident, providing 
notification and appropriate protective action 
recommendations to State, local, and/or tribal 
government officials, and minimizing the 
radiological hazard to the public. The 
ownerloperator has primary responsibility for 

actions within the facility boundary and may 
also have responsibilities for response and 
recovery activities outside the facility boundary 
under applicable legal obligations (e.g., 
contractual; licensee; Comprehensive 
Environmental Response, Compensation, and 
Liability Act (CERCLA)). 

State, local, and tribal governments primarily are 
responsible for determining and implementing 
measures to protect life, property, and the 
environment in those areas outside the facility 
boundary or incident location. This does not, 
however, relieve nuclearlradiological facility or 
material ownerdoperators from any applicable 
legal obligations. 

' State, local, and hibal governments and 
ownersloperators of nucleariradiological 
facilities or activities may request assistance 
directly £ran DHS, other Federal agencies, 
andlor State governments with which t h y  have 
preexisting arrangements or relationships. 

Response to nucleariradiological incidents 
affecting land owned by the Federal 
Government is coordinated with the agency 
respo&ible for managing that land to ensure that 
incident management activities are consistrnt 
with Federal statutes governing use and 
occupancy. In the case of tribal lands, tribal 
government5 have a special relationship with the 
U.S. Government, and Federal, State, and local 
governments may have limited or no authority 
on specific tribal reservations. Further guidance 
is provided in the Tribal Relations Support 
Annex. 

Participating Federal agencies may take 
appropriate independent emergency actions 
within the limits of their own statutory authority 

, to protect the public, mitigate immediate 
hazards, and gather. information concerning the 
emergency to avoid delay. 

Departments and agencies are not reimbursed 
for activities conducted under their own 
authorities unless other agreements or 
reimbursement mechanisms exist (e.g., Stafford 
Act, Federal-to-Federal assistance). 
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Federal coordination centers and aeencv teams An exoeditious Federal resoonse is reauired to - < 

provide their own logistical support consistent mitigate the consequences of the 
with agreed upon interagency execution plans. nucleariradiological incident. Radiological 
State, local, and tribal are Incidents of ~ a t i o n a l  Significance thatresult in 
encouraged to coordinate their effoforts with the significant impacts likely will trigger 
Federal effort, but maintain their own logistical implementation of t h e m  Catastrophic 
support, consistent with applicable authorities Incident Annex and Catastrophic Incident 
and requirements. Supplement. 

For radiological incidents involving a nuclear 
weapon, special nuclear material, andlor 
classified components, the agency with custody 
of the material (the Department of Defense 
(DOD), the Department of Energy (DOE), or the 
National Aeronautics and Space Administration 
(NASA)) may establish a National Defense Area 
(NDA) or National Security Area (NSA). NDAs 
and NSAs are established to safeguard classified 
information andlor restricted data, or equipment 
and material, and place non-Federal lands under 
Federal control for the duration of the incident. 
In the event radioactive contamination occurs, 
Federal officials coordinate with State and local 
officials to ensure appropriate public health and 
safety actions are taken outside the NDA or 
NSA. 

Planning P,ssumptions 

Radiological incidents may not be immediately 
recognized as such until the radioactive material 
is detected or the effects of radiation exposure 
are manifested in the population. 

An act of radiological terrorism, particularly an 
act directed against a large population center 
within the United States, will have major 
consequences that can overwhelm the 
capabilities of many local, Stale, andlor tribal 
government? to respond and may seriously 
challenge existing Federal response capabilities. 

The Federal Government response to 
radiological terrorist threatsiincidents also 
includes the following assumptions: 

If appropriate personal protective equipment 
and capabilities are not available and the 
area is contaminated by radioactive material, 
response actions in a contaminated area may 
be delayed until the material has dissipated 
to a safe level for emergency response 
personnel or until appropriate personal 
protective equipment and capabilities arrive, 
whichever is sooner; .- 

The response to a radiological threat or 
actual incident requires an integrated 
Federal Government response; 

In the case of a radiological terrorist attack, 
the effect may be temporarily and 
geographically dispersed, requiring response 
operations to be conducted over a 
multijurisdictional, multistate region; and 

A radiological terrorist incident may affect a 
single location, or multiple locations, each 
of which may require an incident response 
and a crime scene investigation 
simultaneously. 

A radiological incidentmay include chemical or . 
biological contaminants, Which may require 
concurrent implementation o i  tile NCP or other 
Federal plans and procedures. 

An incident involving the potential release of 
radioactivity may require implementation of 
protective measures. 
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Concept  of Operations 

General 

This concept of operations is applicable to potential 
and actual radiological Incidents of National 
Significance requiring DHS coordination and other 
radiological incidents of lesser severity, utilizing the 
protocols delineated in this annex. For other 
radiological incidents of lesser severity, other 
Federal response plans (i.e., the NCP andlor agency- 
specific radiological incident response plans) may 
also be utilized, as appropriate. 

Hazard-Specific Planning and Preparedness  

Headquarters 

The Federal Radiological Policy Coordinating 
Committee (FRPCC) provides a national-level 
forum for the development and coordination of 
radiological prevention and preparedness 
policies and procedures. It also provides policy 
guidance for Federal radiological incident 
management activities in support of State, local 
and tribal government radiologice! emergency 
planning and preparedness activities. The 
FPSCC is an interagency body consisting of the 
coordisting and cooperating agencies discussed 
in this annex, chaired by DHSIEPRIFEMA. The 
FPSCC establishes subcommittees, as 
necessary. 

The FFTCC also coordinates =search-study 
efforts of its member agencies related to State, 
local and tribal government radiological 
emergency preparedness to ensure minimum 
duplication and maximum benefits to State and 
local governments. The FRPCC coordinates 
planning and validating requirements of each 
agency, reviewing integration requirements and 
incorporating agency-specific plans, procedures, 
and equipment into the response system. . . 

Regional: Regional Assistance Committees (RACs) 
in the DHSIEPRIFEMA regions serve as the ~rimarv - 
coordinating structure at the Federal regional level. 
RAC membership mirrors that of the FRPCC, and 
RACs are chaired by a DHSIEPRFEMA regional 
representative. Additionally, State emergency 
management agencies send representatives to RAC 

meetings and participate in regional exercise and 
training activities. The RACs provide a forum for 
information-sharing, consultation, and coordmation 
of Federal regional awareness, prevention, 
preparedness, response, and recovery activities. The 
RACs also assist in providing technical assistance to 
State and local governments and evaluating 
radiological plans and exercises. 

Coordinating Agencies and Cooperating Agencies 

During a response to an Incident of National 
Significance, coordinating agencies and cooperating 
agencies provide technical expertise, specialized 
equipment, and persomel in support of DHS, which 
is responsible for overall coordination of incident 
management activities. Coordinating agencies have 
primary responsibilities for Federal activities related 
to the nuclear/radiological aspects of the incident. 

The coordinating agency is that Federal agency 
which owns, has custody of, authorizes, regulates, or 
is otherwise deemed responsible for the radiological 
facility ci activity involved in the incident. The 
following paragraphs identify the coordinating 
agency for a variety of radiological incidents. For 
example, the Nuclear Regulatory Commission 
(NRC) is the coordinating agency for incidents 
.involving nuclear facilities licensed by the NRC; 
DOE is the coordinating agency for incidents 
involving the transportation of radioactive materials 
shipped by or for DOE. Table 1 identifies the 
coordinating agency for a variety of radiological 
incidents. 

Radiological Terrorism Incidents: 

The coordinating agency.provides technical 
support to DHS, which has overall responsibility 
for domestic incident management, and to the 
FBI, which has the lead responsibility for 
criminal investigations of terrorist acts or 
terrorist threats. The FBI also is responsible for 
coordinating activities of other members of the 
law enforcement community to detect, prevent, 
preempt, investigate, and disrupt terrorist attacks 
against the United States, including incidents 
involving nucleadradioactive materials (e.g. 
RDDAND incidents). 
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TABLE 1. Coordinating agencies 

Note: DHS is responsible for the overall coordination of incident management activities for all nuclear or 
radiological Incidents of National Significance, including those involving terrorism. 

respond 
, C. Transportation of radioactive materials: 

Type of Incident 

a. Radiological terrorism incidents (e.g., RDDRND or radiological exposure 
device): 
(1) Material or facilities owned or operated by DOD orDOE 
(2) Material or facilities licensed by NRC or Agreement State 
(3) All others 

b. Nuclear facilities: 
(1) Owned or operated by DOD or DOE 
(2) Licensed by NRC or Agreement State 
(3) Not licensed, owned, or operated by a Federal agency or an Agreement 

State, or currently or formerly licensed facilities for which the 
ownerloperator is not financially viable or is othenvise unable to 

Coordinating Agency 

(1) DOD or DOE 
(2) NRc 
(3) DOE 

(1) DOD or DOE 
(2) NRc 
(3) EPA 

t (4) AII o e e n  ' 1 (4) EPA 
d 3 p a c e  vehicles containing radioactive materials: 1 

(1) Materials shipped by or for DOD or DOE 1 (1) DOD or DOE 
(2) Shipment ofNRC or Agreement State-licensed materials 
(3) Shipment of materials in certain areas of the coastal zone that are not 

licensed or owned by a Federal agency or Agreement State (see USCG 
list of 'res~onsibilities for further ex~lanation of "certain areas'? 
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(2) NRc  
(3) DHSNSCG 

(1) Managed by NASA-or DOD 
(2) Not managed by DOD or NASA impacting certain areas dfthe coastal 
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zone 
(3) All others 

e. Foreign, unknown or unlicensed material: 
(1) Incidents involving foreign or unknown sources of radioactive material 

in certain areas of the coastal zone 
(2) All others 

f Nuclear weapon accidentlincident (based on custody at time of event) 
Other types of incidents not othenvise addressed above 

(3) EPA 

(1) DHSNSCG 

(2) EPA 
DOD or DOE 

sates 



For radiological terrorism incidents involving 
materials or facilities owned or operated by 
DOD or DOE, DOD or DOE is the coordinating 
agency, as appropriate. 

For radiological terrorism incidents involving 
materials or facilities licensed by the NRC or 
Agreement States, the NRC is the coordinating 
agency. 

For all other radiological terrorist incidents, 
DOE is the coordinating agency. The 
coordinating agency role transitions from DOE 
to the Environmental Protection Agency (EPA) 
for environmental cleanup and site restoration at 
a mutually agreeable time, and after consultation 
with State, local, and tribal governments, the 
cooperating agencies, and the IF0  Coordination 
Group. 

Nuclear Facilities: 

The NRC is the coordinating agency for 
incidenis that occur at fmed facilities or 
activities licensed by the NRC or an Agreement 
State. Thes: include, but are not limit.ed to, 
commercial nuclear power plants, fuel cycle 
faccities, DOE-owned gaseola difision 
facilities operating ,mder NRC regulatory 
oversight, independent spent fuel storage, 
installations, radiopharmaceutical 
manufacturers, and research reactors. 

DOD or DOE is the coordinating agency for 
incidents that occur at facilities or vessels under 
their jurisdiction, custody, or control. These 
incidents may involve reactor operations, 
nuclear material, weapons production, 
radioactive material from nuclear weapons or 
munitions, or other radiological activities. 

EPA is the coordinating agency for incidents 
that occur at facilities not licensed, owned, or 
operated by a Federal agency or an Agreement 
State, or currently or formerly licensed facilities 
for which the ownerloperator is not financially 
viable or is othenvise unable to respond. 

Transportation of Radioactive Materials: 

Either DOD or DOE is the coordinating agency 
for transportation incidents involving DOD or 
DOE materials, depending on which of these 
agencies has custody of the material at the time 
of the incident. 

The NRC is the coordinating agency for 
transportation incidents that involve radiological 
material licensed by the NRC or an Agreement 
State. 

DHSKJ.S. Coast Guard (DHSKJSCG) is the 
coordinating agency for the shipment of 
materials in certain areas of the coastal zone that 
are not licensed or owned by a Federal agency or 
Agreement State. 

EPA is the coordnating agency for ship~nent of 
materials in other areas of the coastal zone and 
in the inland zone that are not licensed or owned 
by a Federal agency or an Agreement State. 

Space Vehicles Containing Radioactive 
Materials: 

NASA is the coordinating agency for missions 
involving NASA space vehicles or joint space 
vehicles with significant NASA involvement. 
DOD is the coordinating agency for missions 
involving DOD space vehicles or joint space 
vehicles with significant DOD involvement. A 
joint venture is an activity in which the U.S. 
Government has provided extensive 
designlfinancial input; has provided and 
maintains ownership of inshuments, spacecraft, 
or the launch vehicle; or is intimately involved 
in missicn operations. A joint venture is not 
created by  aimply selling or supplying material 
to a foreign country for use in its spacecraft. 

DHSKJSCG is the coordinating agency for space 
vehicles not managed by DOD or NASA 
impacting certain areas of the coastal zone. 

EPA is the coordinating agency for all other 
space vehicle incidents involving radioactive 
material. 
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Foreign, Unknown, or Unlicensed Material: EPA 
or DHSNSCG is the coordinating agency depending 
on the location of the incident. DHSNSCG is the 
coordinating agency for incidents involving foreign 
or unknown sources of radioactive material in 
celtain areas of the coastal zone. EPA is the 
coordinating agency for all other incidents involving 
foreign, unknown, or unlicensed radiological sources 
that have actual, potential, or perceived radiological 
consequences in the United States or its territories, 
possessions, or territorial waters. The foreign or 
unlicensed source may be a reactor, a spacecraft 
containing radioactive material, imported 
radioactively contaminated material, or a shipment 
of foreign-owned radioactive material. Unknown 
sources of radioactive material, also termed "orphan 
sources," are those materials whose origin and/or 
radiological nature are not yet established. These 
types of sources include contaminated scrap metal or 
abandoned radioactive material. 

Other Types of Incidents: For other types of 
incidents not covered above, DHS, in consultation 
with the other coordinating agencies, designates a 
coordinating agency. If DHS determines that it is an 
Inctdent of National Significance, DHS is 
responsible for overall coordination and the 
designated coordinating agency assumes 
responsibilities as the coordinating agency. 

Notification Procedures 

The ownerloperator of a nuclearlradiological 
facility or ownerltransporter of nuclead 
radiological material is generally the first to 
become aware of an incident and notifies State, 
local and tribal authorities and the coordinating 
agency. 

Federal, State, local, and tribal g o v e ~ e n t s  that 
become aware of a radiological incident from 
any source other than the coordinating agency 
notify the HSOC and the coordinating agency. 

The coordinating agency provides notification of 
a radiological incident to the HSOC and other 
coordinating agencies, as appropriate. 

Releases of hazardous materials that are 
regulated under the NCP (40 CFR part 302) are 
reported to the National Response Center. 
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lncident Actions 

Headquarters: Incidents of National Significance 

Coordinating agencies and cooperating agencies 
report information and intelligence relative to 
situational awareness and incident management 
to the HSOC. Agencies with radiological 
response functions provide representatives to the 
HSOC, as requested. 

The coordinating agency and cooperating 
agencies, as appropriate, provide representation 
to the IIMG. 

Coordinating agencies and cooperating agencies 
provide representation to the National Response 
Coordination Center (NRCC), as appropriate. 

Other Radiological Incidents 

For radiological incidents that are below the 
threshold of an Incident of National Significance 
but require Federal participation in the response, 
the coordinating agency coordinates the Federal 
response utilizing the procedures. in this annel;' 
agency-specific plans, and/or the NCP, as 
appropriate. The coordhating agency provides 
intelligence and information relative to the 
incident to the HSOC. 

The NRCC may be utilized to provide 
interagency coordination and Federal resource 
tracking, if needed. 

Regional: Incidents of National Significance 

The coordinating agency provides representation 
to the IF0 to serve as a Senior Federal Official 
withii.the IF0  Coordination Group. 
Cooperating agencies may also be represented, 
as needed. 

The coordinating agency is part of the Unified 
Command, as defmed by the NMS, and 
cocrdinates Federal radiological response 
activities at appropriate field facilities.' 

A ~ ~ r o ~ T i a l e  field facilities mav include a JFO. lnddenl , .  . 
Command Post, Emergency 0bralions center, Emergency 
Operations Facility, Emergency Contrcl Center, etc. 
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Other Radiological Incidents: The coordinating Response Functions: Primary radiological 
agency coordinates Federal response operations at a response functions are addressed in this section. An 
designated field facility. Cooperating agencies may overview of specific DHS and coordinating agency 
also be represented, as needed. response functions is provided in Table 2. 

Table 2: DHS and coordinating agency response functions overview 

a. Coordinate actions of Federal agencies related to the DHS 
overall resnonse. 

Response Function 

Coordinating agency I 
Incidents of National O t h e r  Radiological 
Sienificance Incidents 

f. Coordinate release of Federal information to the I DHS 
public. . '  

b. Coordinate Federal activities related to response and 

Coordinating agency 

g. Coordinate release of Fcderal information to Coordinating agency 
Congress. 

DHS and coordinating agency 

! h. Keep the White Home infom~ed on all aspects of an DHS 
1 incident. 

Coordinating agency 
recovery of the rad~ological aspects of an incident. 

Coordinating agency, 1 

c. Coordinate incident security. 

d. Ensure coordiiation of technical data (collection, 
analysis, storage, and dissemination). 

e. Ensure Federal protective action recommendations 
ate developed and provide advice and assistance to 
State. local. and tribal aovemments. 

I. Ensure coordination of demobilization of Federal I '  assets. I DHS 
Coordmating agency 

DHS and coordinating agency 

DHS and coordinating agency 

DHS and coordinating agency 
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Response Coordination 

Federal Agency Coordination 

Incidents of National DHS is responsible for the overall coordination of Incidents of National 
Significance Significance using elements described in the NRP Base Plan concept of 

operations. 

The agency with primary responsibility for coordinating the Federal 
response to a radiological incident serves as the coordinating agency. 

The coordinating agency coordinates the actions ofFederal agencies related 
to the incident utilizing this annex, agency-specific plans, andlor the NCP, 
as appropriate. 

Cooperating agencies provide technical and resource support, as requested 
by the coordinating agency. 

The coordinating agency may establish a field facility; assist State, local, 
and tribal response organizations; monitor and support ownerloperator 
activities (when there is an owner or operator); provide technical support to 
the ownerloperator, if requested; and serve as the principal Federal source 

, of information about incident conditions. 

Coordinating Radiological Aspects of an lncident 

I The coordinating agency provides a hazard assessment of conditions that 
might have significant impact and ensures that measures are taken to 
mitigate the potential consequences. 

Incidents of National 
Significance 

DHS and the coordinating agency coordinate Federal activities related to 
responding to and recovering from the radiological aspects of an incident. 
They are.2ssisted by cooperating agencise, as requested. 

Incident Security Coordination 

Other Radiological Incidents 

1 
The coordinating agency coordinates Federal activities related to response and 
recovery of the radiological aspccts of an incident, assisted by cooperating 
agencies, as requested. 
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Incident Security Coordination (Continued) 

Incidents of National 
Significance and Other 
Radiological Incidents 

DOD, DOE, or NASA, as the appropriate coordinating agency, may 
establish NDAs or NSAs to safeguard classified information andlor 
restricted data, or equipment and material, and place non-Federal lands 
under Federal control for the duration of the incident. DOD, DOE, or 
NASA, as appropriate, coordinates security in and around these locations, 
a .  necessary. 

For incidents at other Federal or private facilities, the ownerioperator 
provides security within the facility boundaries. If a release of radioactive 
material occurs beyond the facility boundaries, State, local, or tribal 
governments provide security for the release area. 

* State, local, and tribal governments provide security for radiological 
incidents occurring on public lands (e.g., a transportation incident). 

If needed, ESF #I3 -Public Safety and Security may be activated to 
provide supplemental security resources and capabilities. 

I 
- - 

I 

\ 
Technical Data Management  

1 Incidents of National 

Other Radiological Incidents 7 

* DHS and the coordiiating agency approve the release of all data to State, 
local, and tribal govemments. 

For incidents involving terrorism, the coordinating agency consults with 
other members of the JFO Coordination Group as issues arise regr.fding the 
sharing of sensitive information that may be needed, on a need-to-know 
basis, for responder and public safety. 

DHS and the coordinating agency, 1n consultation with the JFO 
Coordination Group and State, local, and tribal governments, determine if 
the severity of an incident warrants a request for Nuclear Incident Response 
Team (NIRT) assets. ' The IMAAC is responsible for production, coordination, and dissemination 
of consequence predictions for an airborne hazardous material release. The 
W A C  generates the single Federal prediction of atmospheric dispersions 
and their consequences utilizing the best available resources from the 
Federal Government. 

The coordinating aEncy authorizes the release of all data to State, local, and 
tribal novernments. 
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Technical Data Management (Continued) 

Incidents of National 
Significance and Other 
Radiological Incidents 

The coordinating agency oversees the collection, analysis,storage, and 
dissemination of all technical data through the entire process. 

The coordinating agency is responsible for ensuring the sharing of all 
technical data, including outputs from the FRMAC, the Advisory Team, and 
the lMAAC, with all appropriate response organizations. 

Federal monitoring and assessment activities are coordinated with State, 
local, and tribal governments. Federal agency plans and procedures for 
implementing this activity are designed to be compatible with the 
radiological emergency planning requirements for State and local 
governments, specific facilities, and existing memorandums of 
understanding and interagency agreements. 

Prior to the on-scene anival of the coordinating agency, Federal first 
responders may provide radiological monitoring and assessment data lo 
State, local, and ixibal govemments as requested in support of protective 
action decisionmaking. Federal first responders also begin collecting data 
for transmission to the coordinating agency. If a FRMAC is established, the 
coordinating agency provides a mechanism for transmitting data to and 
from the FRMAC. Prior to the initiation of FRMAC operations, Federal 
fxst responders coordinate radiological monitoring and assessment data 
with the DOE Cohsequence Management Home Team (CMHT) or the 
Consequence Management Response Team (CMRT). (Note: A CMHT 
provides a reach-back capability to support the CMRT. The CMRT 
functions as an advance element of the FRMAC to establish contact with 
on-scene responders to coordinzte Federal radiological monitoring and 
assessment activities.) 

DOE and other participating Federal agencies learn of an emergency when 
they are alerted to a possible problem or receive a request for radiological 
assistance. DOE maintains national and regional coordination ofices as 
points of access to Federal radiological emergency assistance. Requests for 
Radiological Assessment Program (RAP) teams are generally directed to 
the appropriate DOE Regional Coordinating Office. All other requests for 
Federal radiological monitoring and assessment go directly to DOE'S 
Emergency Operations Center (EOC) in Washington, DC. When other 
agencies receive requests for Federal radiological monitoring and 
assessment assistance. thev notifv the DOE EOC. 

December 2004 Nuclear/Radiological Incident Annex 
National Response Plan 



Technical Data Management (Continued) 

Incidents of National 
Significance and Other 
Radiological Incidents 
(Continued) 

DOE may respond to a State or coordinating agency request for assistance 
by dispatching a RAP team. If the situation requires more assistance than a 
RAP team can provide, DOE alerts or activates additional resources. These 
resources can include the establishment of a F M C  as the coordination 
center for Federal radiological assessment activities. DOE may respond 
with additional resources including the Aerial Measurement System (AMS) 
to provide wide-area radiation monitoring, Radiation Emergency Assistance 
CenterfTraining Site (REACITS) medical advisory teams, National 
Atmospheric Release Advisory Center (NARAC) support, or if the accident 
involves a U.S. nuclear weapon, the Accident Response Group (ARG). 
Federal and State agencies are encomged to collocate their radiological 
assessment activities. Some participating Federal agencies have 
radiological planning and emergency responsibilities as part of their 
statutory authority, as well as established working relationships with State 
counterpart agencies. The monitoring and assessment activity, coordinated 
by DOE, does not alter these responsibilities but complements them by 
providing for coordination of the initial Federal radiological monitoring and 
assessment response activity. 

Responsibility for coordinating radiological monitoring and assessment 
activities may transition to EPA at a mutually agreeable time, and after 
consultation with State, local, and tribal governments, the coordinating 
agency. and the JFO Coordination Grou~.  

Protective Action Recommendations 

Incidents oINationa1 
Sgnificance 

DHS and the coordinating agency oversee the development of Federal 
Protective Action Recommendations and provide advice and assistance to State, 
tribal, and local governments. Federal Protective Action Recommendations are 
developed by the Advisory Team, in conjunction with the coordinating agency. 
Federal Protective Action Recommendations may include advice and assistance 
on measures to avoid or reduce exposure of the public to radiation from a 
release of radioactive material. This includes advice on emergency actions such 
as sheltering, evacuation, and prophylactic use of potassium iodide. It also 
includes advice on long-term measures, such as restriction of food, temporary 
relocation, or permanent resettlement, to avoid or minimize exposure to residual 
radiation or exposure through the ingestion pathway. 

( Other Radiological Incidents The coordinating agency, in consultation with the Advisory Team, develops and 
I provides Protective Action Recommendations. 
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State, local, and tribal governments are responsible for implementing protective 
actions as they deem appropriate. 



Public Information Coordination 

Incidents of National 
Significance and Other 
Radiological Incidents 

Incidents of National 
Significance and Other 
Radiological Incidents 

Incidents 

Owoersioperators and Federal, State, local, tribal, and other relevant 
information sources coordinate public information to the extent practical 
with the JIC. Communication with the public is accomplished in 
accordance with procedures outlined in the ESF #IS - External Affairs 
Annex and the Public Affairs Support Annex. 

DHS, in consultation with other agencies and the JFO Coordination Group 
oversees and manages the establishment of a Joint Information Center (JIC), if 
required. 

The coordinating agency may establish a JIC depending on the needs of the 

It may be necessary to release Federal information regarding public health 
and safety. In this instance, Federal agencies coordinate with the 
coordinating agency and State, local, and tribal governments in advance, or 
as soon as ~0Ss ihk  after the information is released. 

I incident resDonse. 

Congressional  Coordination 

Incidents of National DHS coordinates Federal responses to congressional requests for information. 
Significance Points of contact for this function are the congressional liaison officers. All 1 

Federal agency congressional liaison officers and congressional staffs seeking 
site-specific information about an incident should contact the DHS Office of 
Legislative Affairs and the coorilhating agency. While Congress may request 
information directly from any Federal agency, any agency responding to such 
reauests shall inform DRS and the coordinatina agency. 

Other Radiological Incidents The coordinating &ency is responsible for cbngressional coordination, 1 
consulting with DHS as required. 

White House Coordination 

Incidents of National 
Significance 

DHS submits reports to the President and keeps the White House informed of 
all aspects of the incident. While the White House may request information 
directly from any Federal agency, any agency responding to such requests must 
promptly inform DHS and the coordinating agency. 1 

Other Radiological Incidents The coordinating agency is responsible for any necessary White House 
coordination, consulting with DHS as requested.' Note that these actions can 
take place during the transition from response to recovery. 1 
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DeactivationlDemobilization Coordination 

Incidents of National 
Significance 

DHS and the coordinating agency, in consultation with the P O  Coordination 
Group and State, local, and tribal governments, develop plans to demobilize the 
Federal presence. 

Other Radiological Incidents 

International Coordination 

Incidents of National 
Significance and Other 
Radiological Incidents 

The coordinating agency discontinues incident operations when a centralized 
Federal coordination presence is no longer required, or when its statutory 
responsibilities are fulfilled. Prior to discontinuing operations, the coordinating 
agency coordinates this decision with each Federal agency and State, local, and 
tribal governments. 

In the event of an actual or potential environmental impact upon the United 
States or its possessions, territories, or territorial waters from a radiological 
emergency originating on foreign soil or, conversely, a domestic incident 
with an achlal or potential foreign impact, DHS and the coordinating 
agency immediately inform the Depament of State (DOS), which is 
responsible for official interactions with foreign governments. In either 
case (foreign incident with domestic impact, or vice versa), the coordinating 
agency consults with DHS, and DHS makes a determination on whether it is 
an Incident of National Significance. DHS and the coordinating agency 
keep DOS informed of all Federal incident management activities. 

DOS coordinates notification and information-gathering activities with 
foreign governments, except in cases where existing bilateral agreements 
permit direct communication. Where the coordinating agency has existing 
bilateral agreements that permit direct exchange of information,.th6 
coordinating ageney keeps DOS informed of consultations witli their 
foreign counterparts. DHS and the coordinating agency ensure that any 
offers of assistance to, or requests fiom, foreign govemments are 
coordinated with DOS. 

The National Oceanic and Atmospheric Administration is the point of 
interaction with the hydrometeorological services of other countries. 
International response activities are accomplished in accordance with the 
International Coordination Suuuort Annex. 
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Victim DecontaminationlPopulation Monitoring 

Incidents of National 
Significance and Other 
Radiological Incidents 

Extemal monitoring and decontamination of possibly affected victims are 
accomplished locally and are the responsibility of State, local, and tribal 
govemments. Federal resources are provided at the request of, and in 
support of, the affected State(s). HHS, through ESF #8 and in consultation 
with the coordinating agency, coordinates Federal support for external 
monitoring of people and decontamination. 

HHS assists and supports State, local, and hibal govemments in performing 
monitoring for internal contamination and administering available 
pharmaceuticals for internal decontamination, as deemed necessary by State 
health officials. 

HHS assists local and State health departments in establishing a registry of 
potentially exposed individuals, perform dose reconstruction, and conduct 
long-term monitoring of this population for potential long-term health 
effects. 

Other Federal Resource Support 

For Stafford Act or Federal-to-Federal support 
incidents, DHSEPRJFEMA coordinates the 
provision of Federal resources and assistance to 
affected State, local, and tribal govemments as part 
of the JFO Operations Section or other appropriate 
location established by DHSEPWEMA. 

Recovery 

For an Incident of National Significance, DHS 
coordinates overall Federal recovery activities, 
while the coordinating agency maintains 
responsibility for managing the Federal technical 
radiological cleanup activities in accordance 
with NRP mechanisms. 

For all radiological incidents, the coordinating 
agency coordinates environmental 
remediationlcleanup in concert with cognizant 
State, local, and tribal govemments, and 
ownersloperators, as applicable. While retaining 
overall technical lead, a coordinating agency 
may require support from a cooperating agency 
that has significant cleanuplrecovery experience 
and capabilities (e.g., EPA, U.S. Army Colps of 
Engineers (USACE)) for a long-terncleanup. 
The initial coordinating agency may request tbat 
the coordinating agency role be transitioned to a 
cooperating agency to manage long-term 
cleanup efforts. 

State, local, and tribal governments primarily are 
responsible for plaming the recovery of the 
affected area (the term "recovery," as used here, 
encompasses any action dedicated to the 
continued protection of the public and 
resumption of normal activities in tho affected 
area). Recovery planning is initiated at the 
request of the State, local, or tribal governments, 
and generally does not take place until the 
initiating conditions of the incident have 
stabilized and immediate actions to protect 
public health, safety, and property are 
accomplished. Upon request, the Federal 
government assists State, local, and tribal 
govemments develop and execute recovery 
plans. 

Private ownersloperators have primary 
responsibility for recovery planning activities 
and eventual cleanup within their facility 
boundaries and may have responsibilities for 
recovery activities outside their facility under 
applicable legal obligations (e.g., contractual, 
licensee, CERCLA). 

The DOE FRMAC Director works closely with 
the Senior EPA representative to facilitate a 
smooth transition of the Federal radiological 
monitoring and assessment coordination 
responsibility to EPA at a mutually agreeable 
time, and after consultation with DHS, the JFO 
Coordination Group, and State, local, and tribal 
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govenunents. The following conditions are 
intended to be met prior to transfer: 

The immediate emergency condition is 
stabilized; 

Offsite releases ofradioactive material have 
ceased, and there is little or no potential for 
further unintentional offsite releases; 

The offsite radiological conditions are 
characterized and the immediate 
consequences are assessed; 

An initial long-range monitoring plan has 
been developed in conjunction with the 
affected State, local, and tribal govemments 
and appropriate Federal agencies; and 

EPA has received adequate assurances from 
the other Federal agencies that they are 
committing the required resources, 
personnel, and funds for the duration of the 
Federal response. 

Radiological monitoring arLd assessment 
activities are normally terminated whenDHS, in 
consultation with the-coordinating agency, other 
participating agencies, and State, local, and 
tribal govemments, determines that: 

There is no longer a threat to public health 
and safety or the environment; 

State, local, and tribal resources are 
adequate for the situation; and 

There is mutual agreement among the 
agencies involved to terminate monitoring 
a d  assessment. 

Federal Assets Available Upon Request by 
the Coordinating Agency or DHS 

Federal Radiological Monitoring and Assessment 
Center 

DOE is responsible for developing and maintaining 
FRMAC policies and procedures, determining 
FRMAC composition, and maintaining FRMAC 
operational readiness. The FRMAC is established at 
or near the incident location in coordination with 

DHS, the coordinating agency, other Federal 
agencies, and State, local, and tribal authorities. A 
F W 4 C  normally includes representation from 
DOE, EPA, the Department of Commerce, the 
National Communications System 
(DHSILAIPNCS), USACE, and other Federal 
agencies as needed. Regardless of who is designated 
as the coordinating agency, DOE, through the 
FRMAC or DOE CMHT and CMRT, coordinates 
radiological mottitoling and assessment activities for 
the initial phases of the response. When the 
FRMAC is transferred to the EPA, they assume 
responsibility for coordination of radiological 
monitoring and assessment activities. 

Advisory Team for Environment, Food, and 
Health 

The Advisory Team includes representatives 
from DHS, EPA, the Department of Agriculture 
(USDA), the Food and Drug Administration, the 
Centers for Disease Control and Prevention, and 
other Federal agencies. The Advisory Team 
develops coordinated advice and 
recommendations for DHS, the JFO 
Coordination Group, the coordinating agency, 
and State, local, and tribal govemments 
concerning environmental, food health, and 
animal health matters. 

The Advisory Team selects a chair for the Team 

The Advisory Team provides recommendations 
in matters related to the following: 

Environmental assessments (field 
monitoring) required for developing 
recommendations with advice from State, 
local, and tribal govemments and/or the 
FRMAC senior Monitoring Manager; 

Protective Action Guides and their 
application to the emergency; 

ProtecIive Action Recommendations using 
data and assessment from the FRMAC; 

Protective actions to prevent or minimize 
contamination of milk, food, and water, and 
to prevent or minimize exposure through 
ingestion; 
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Recommendations regarding the disposition 
of contaminated livestock, poultry, and 
contaminated foods, especially perishable 
commodities (e.g., meat in processing 
plank); 

Recommendations for minimizing losses of 
agriculhlral resources from radiation effects; 

Availability of food, animal feed, and water 
supply inspection programs to assure 
wholesomeness; 

Relocation, reenhy, and other radiation 
protection measures prior to recovery; 

Recommendations for recovery, return, and 
cleanup issues; 

Health and safety advice or information for 
the public and for workers; 

Estimated effects of radioactive releases on 
human health and the environment; and 

= Other matters, as requested by the 
coordinating agency. 

DOE Radiological Assistance Program, 
Emergency Management Tearas, and Nuclear 
Incident Response Team Assets 

RAP teams are located at DOE operations 
offices, national laboratories, and some area 
offices. They can be dispatched to a radiological 
incident by the DOE regional coordinating 
offices responding to a radiological incident. 

Additional DOE planning and response teams and 
capabilities are located at various W E  facilities 
throughout the country and can be dispatched, as 
needed, to a radiological incident. 
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Responsibilities 

American Red Cross (See the ESF #6 - Mass Care, Housing, and Human Services Amex for additional 1 I information.) Assesses the mass care consequences of a radiological incident, and in 
conjunction with State, local, and hibal (including private-sector) mass care 
organizations, develop and implement a sustainable short-term and long-term strategy 
for effectively addressing the consequences of the incident. 

Department of 
Agriculture 

(See the ESF #11 - Agriculture and Natural Resources Annex for additional 
information.) 

Inspects meat and meat products, poultry and poultry products, and egg products 
identified for interstate and foreign commerce to ensure that they are safe for 
human consumption. 

Assists, in conjunction with HHS, in monitoring the production, processing, 
storage, and distribution of food through the wholesale level to eliminate 
contaminated product or to reduce the contamination in the product to a safe level. 

Collects agricultural samples within the ingestion Exposure Pathway Emergency 
Planning Zone (through the F W C ) .  Assists in the evaluation and assessment 
of data to determine the impact of the incident on agriculture. 

Assesses damage to crops, soil, livestock, poultry, and processing facilities and 
incorporates findings in a damage assessment report. 

Provides emergency communications assistance to the agricultural community 
through the State Research, Education, and Extension Services electronic mail, or 
other USDA telecommunications system. 

Supportsladvises on decontamination and screening of pets and farm animals that 
may be exposed to radioactive material. 

I 

1 Assists in animal carcass disposal. 

Department of 
Commerce 

I Provides operational weather observations and prepares forecasts tailored to 
support emergency incident management activities. 

Provides plume dispersion assessment and forecasts to the IMAAC andor 
coordinating agency, in accordance with established procedures. 

a Archives, as a special collection, the meteorological data from national observing 
and numerical weather analysis and prediction systems applicable to the 
monitoring an6 assessment of the response. 

Ensures that m a ~ e  fishery products available to the public are not contaminated. 

Provides assistance and reference material for calibrating radiological 
instruments 

I 1 Pmvides radiation shielding materials. 1 
In the event of materials potentially crossing intemational boundaries, serves as 
the agent for informing international hydrometeorological services and associated 
agencies tbrough the mechanisms afforded by the World Meteorological 
Organization. 

I I 
I Provides radioanalvtical measurement s u ~ ~ o r t  and instrumentation. 1 

' NuclearRadiological Incident Annex 
National Response Plan 

December 2004 



Iepartment of Defense 

- - 

Bepartment of 
)efenselZT.S. Army 
:orps of Engineers 

Serves as a coordinating agency, as identified in Table 1, coordinating Federal 
actions for radiological incidents involving DOD facilities, including U.S. 
nuclear-powered ships, or material otherwise under their jurisdiction (e.g., 
transportation of material shipped by or for DOD). 

Provides Defense Support of Civil Authorities (DSCA) in response to requests for 
assistance during domestic incidents. With the exception for support provided 
under Immediate Response Authority, the obligation of DOD resources to support 
requests for assistance is subject to the approval of the Secretary of Defense. 
Details regarding DSCA are provided in the NRP Base Plan. 

Provides Immediate Response Authority under imminently serious conditions 
resulting from any civil emergency that may require immediate action to save 
lives, prevent human suffering, or mitigate great property damage. When such 
conditions exist and time does not pennit prior approval from higher headquarters, 
local military commanders and responsible officials fiom DOD components and 
agencies are authorized by DOD directive, subject to any supplemental direction 
that may be provided by their DOD component, to take necessary action to 
respond to requests of civil authorities. All such necessary action is referred to as 
"Immediate Response." 

;ee the ESF #3 -Public Works and Engineering Annex for additional information.) 

Directs response/recovery actions as they relate to ESF #3 functions, including 
contaminated debris management. 

For RDDm4D incidents, provides response and cleanup support as a cooperating 
agency. 

Integrates and coordinates with other agencies, as requested, to perform any or all 
of the following: 

Radiological survey functions; 

Gross decontamination; 

Site characterization; 

Contaminated water management; and 

= Site remediation. 
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Department of Energy Serves as a coordinating agency, as identified in Table 1, coordinating Federal 
actions for radiological incidents involving DOE facilities or material othenvise 
under their juisdiction (e.g., transportation of material shipped by or for DOE). 

Coordinates Federal offsite radiological environmental monitoring and assessment 
activities as lead technical organization in FRMAC (emergency phase), regardless 
of who is designated the coordinating agency. 

Maintains technical liaison with State and local agencies with monitoring and 
assessment responsibilities. 

Maintains a common set of all offsite radiological monitoring data in an 
accountable, secure, and retrievable form and ensures the technical integrity of 
FRMAC data. 

Provides monitoring data and interpretations, including exposure rate contours, 
dose projections, and any other requested radiological assessments, to the 
coordinating agency and to the States. 

Provides, in cooperation with other Federal agencies, the personnel and equipment 
to perform radiological monitoring and assessment activities, and provides on- 

I scdne analytical capability suppo&g assessments 

Requests supplemental assistance and technical support from other Federal 
agencies as needed. 

Arranges consultation and support services through appropriate Federal agencies 
to all other entities (e.g., private contractors) with radiological monitoring 
functions and capabilities and technical and medical ex,pertise for handling 
radiological contamination and population monitoring. 

Works closely with the Senior EPA representative to facilitate a smooth transition 
of the Federal radiological monitoring and assessment coordiilation responsibility 

I to EPA at a muhlally agreeable time i d  after consultation with the states and 
coordinating agency. 

Provides, in cooperation with other Federal and State agencies, personnel and 
equipment, including portal monitors, to support initial external screening and 
provides advice and assistance to State and local personnel conducting 
screening/decontamination of persons leaving a contaminated zone. 

' Provides plume trajectories and deposition projections for emergency response 
nlannine assessments includiie source tenn estimates where limited or no 
infoiinazon is available, incluiing INDs and RDDs, to the IMAAC andor 
coordinating agency, in accordance with established procedures. 

Upgrades, maintains, coordinates, and publishes documentation needed for the 
administration, implementation, operation, and standardization of the FRMAC. 

Maintains and improves the ability to provide wide-area radiation monitoring now 
resident in the AMS. 

Maintains and improves the ability to provide medical assistance, advisory teams, 
and training related to nucleariradiological accidents and incidents now resident in 
the REACflS. 
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1 Department of Energy 
(Continued) 

Maintains and improves the ability to provide near-real time assessments of the 
consequences of accidental or potential radiation releases by modeling the 
movement of hazardous plumes, and to correct modeled results through 
integration of actual radiation measurements obtained from both airborne and 
gound sources, resident in theNARAC. The NARAC also maintains and 
improves their ability to model the direct results (blast, thermal, radiation, EMP) 
of a nuclear detonation. 

Maintains and improves the first-response ability to assess an emergency situation 
and to advise decisionmakers on what further steps can be taken to evaluate and 
minimize the hazards of a radiological emergency resident in the W. 

Maintains and improves the ability to respond to an emergency involving U.S. 
nuclear weapons resident in the ARG. 

Maintains and improves the ability of the Consequence Management Planning 
Team, CMHT, and CMRTs to provide initial planning, coordination, and data 
collection and assessment prior to or in lieu of establishment of a FRMAC. 

Maintains and improves the ability of the Nuclear/Radiological.4dviso1y Team to 
provide advice and limited technical assistance, including search, diagnostics, and 
effects prediction, as part of a Domestic Emergency Support Team. 

Maintains and improves the ability of the Search Response Teams to provide 
covert search capability using local support for initial nuclear search activities. 

Maintains and improves the ability of the Joint Technical Operations Team to 
provide technical operations advisorysupport and advanced technical assistance 
to the Federal primary or coordinating agency, provide extended technical support 
to other deployed operations through an emergency response home team; perform 
nuclear safety reviews to determine safe-to-ship status before moving a weapon of 
mass destruction w) to an appropriate disposal location; and accept custody 
of nuclear or radiological WMD on behalf of DOE and provide for the h a 1  
disposition of these devices. 

Maintains and improves the ability of Radiological Triage to determine through 
remote analysis of nuclear spectra collected on-scene if a radioactive object 
contains special nuclear materials. 

Assigns a Senior Energy Official (SEO) for any response involving the 
deployment of the DOEMNSA emergency response assets. The SEO is 
responsible for the coordination and employment of these assets at the scene of a 
radiological event, and the deployed assets will workin support of and under the 
direction of the SEO. 
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In conjunction with USDA, inspects production, processing, storage, and 
distribution facilities for human food and animal feeds that may he used in 

Department of Health 
and Human Sewices 

/ interstate commerce to ensure protection of the public health 

(See the ESF #8 - Public Health and Medical Services Annex for additional 
information.) 

Collects samples of agricultural products to monitor and assess the extent of 
contamination as a basis for recommending or implementing protective actions 
(through the FRMAC). 

Provides advice on proper medical treatment of the general population and 
response workers exposed to or contaminated by radioactive materials. 

Provides available medical countermeasures through deployment of the Strategic 
National Stockpile. 

Provides assessment and treatment teams for those exposed to or contaminated by 
radiation. 

Provides advice and guidance in assessing the impact of the effects of radiological 
incidents on the health of persons in the affected area. 

I 
Manages long-term public monitoring and supports follow-on personal data 
collection, collecting and processing of blood samples and bodily fluidslmatter 
samples, and advice concerning medical assessment and triage of victims. Tracks 
victim treatment and long-term health effects. 

Department of 
Homeland 
SecuritylEmergency 
Preparedness and 
ResponsdFederal 
Emergency 
Management Agency 

Department of 
Homeland 
Secnrityh'ational 
Communications 
System 

Serves as the annex coordinator for this annex. 

' In consultation with the coordinating agency, coordinates the provision of Federal 
resources and assistance to affected State, local, and tribalgovernments under the 
Stafford Act or Federal-to-Federal support provisions of the NRP. 

Monitors the status of the Federal response to requests for assisrance from the 
affected State(s) and provides this information to the State(s). 

Keeps the coordinating agency informed ofrequests for assistance from the 
State(s) and the status of the Federal response. 

Identifies and informs Federal agencies of actual or apparent omissions, 
redundancies, or conflicts in response activity. 

Establishes and maintains a source of integrated, coordinated information about 
the status of all nonradiological resource support activities. 

Provides other support to Federal agencies responding to the emergency. -- 
(See the ESF #2 - Commurdcations Annex for additional information.) 

Acting through its operational element, the National Coordinating Center for 
Telecommunications (NCC), the NCS ensures the provision of adequate 
telecommunications support to Federal radiological incident response operations. 

I Department of 1 (See the Science and Technology Support Annex for additional information.) 1 
Homeland 
SecurityiScience and 
Technology 

Provides coordination of Federal science and technology resources as described in the 
Science and Technology Support Annex. This includes organization ofFederal S&T 
support as well as assessment and consultation in the form of Scientific and Technical 
Advisorv and Resoonse Teams (STARTS) and the UlAAC. 
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Ieparkment of 
$omeland 
<ecurityiCustorns and 
3order Protection 
DHSICBP) 

For incidents at the border, maintains radiation detection equipment and 
nonintrusive inspection technology at ports of entry and Border Patrol checkpoink 
to detect the presence of radiological substances transported by persons, cargo, 
mail, or conveyance arriving from foreign countries. 

= Through its National Targeting Center, provides extensive analytical and targeting 
capabilities to identify and interdict terrorists and WMD. 

= The CBP Weapons of Mass Destruction Teleforensic Center provides 2417 
support to DHSICBP and other Federal law enforcement personnel in the 
identification of suspect hazardous material. 

The CBP Laboratory and Scientific Services staffs WMD Response Teams in 
strategic locations nationwide. 

Through the Container Security Initiative, DHSICBP persomel are stationed at 
major foreign seaports in order to detect and prevent the transport of WMD on 
container vessels destined to the U.S. 

Has extensive authority and expertise regarding the entry, inspection, and 
admissibility of persons, cargo, mail, and conveyances arriving from foreign 
countries. 

Iepartment of 
3omeland 
iecurityN.S. Coast 
h a r d  

* Serves as coordinating agency for incidents that occur in certain areas of the 
coastal zone, as identified in Table 1.  

"Certain areas of the coastal zone," for the purposes of this document, means the 
following areas of the coastal zone as defined by the NCP: 

Vessels, as defined in 33 CFR 160; - Areas seaward of the shoreline to the outer edge of the Economic Exclusion 
Zone; and 

Within the boundaries of the followine waterfront facilities subiect to the 
jurisdiction of DHSILTSCG; those rei lated by 33 CFR 126 (Dangerous cargo 
handling), 127 (LPGILNG), 128 (Passenger terminals), 140 (Outer 
continental shelf ~ctivitiis),  1541-56 ( ~ a t e f i o n t  of Oil & Hazmat 
bulk transfer facilities - delineated as per the NCP), 105 (Maritime security - 
facilities). 

EPA is the coordinating agency for responses in areas of the coastal zone other 
than those d e h e d  above as certain areas of the coastal zone. 

For incidents that have cross-boundary impacts, works with the other affected 
agency to determine how best to cooperatively respond consistent with the NCP 
model. 

* Serves as the coordinating agency for these incidents only during the prevention 
and emergency response phase, and transfers responsibility for later response 
phases to the appropriate agency, consistent with the NCP. 

Because of its unique maritime jurisdiction and capabilities, is prepared to provide 
appropriate security, command and control, transportation, and support to other 
agencies that need to operate in the maritime domain. 
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Department of Housing 
and Urban 
Development 

Department of the 
Interior POI)  

Department of 

December 2004 

. Reviews and reports on available housing for disaster victims and displaced 
persons. 

Assists in planning for and placing homeless victims in available housing 

Provides staff to support emergency housing within available resources. 

Provides housing assistance and advisory personnel. 

Advises and assists in evaluating processes affecting radioisotopes in soils, 
including personnel, equipment, and laboratory support. 

Advises and assists in the development of geographic information systems 
databases to be used in the analysis and assessment of contaminated areas, 
including personnel and equipment. 

Advises and assists in assessing and dealing with impacts to natural resources, 
including fish and wildlife, subsistence uses, public lands, Indian tribal lands, land 
reclamation, mining, minerals, and water resources. Further guidance is provided 
in the Tribal Relations Support Annex and the ESF #11 -Agriculture and Natural 
Resources Annex. 

Provides liaison between federally recognized tribal govenunents and Federal, 
State, and local agencies for coordination of response activities. Additionally, 
DO1 advises and assists DHS on economic, social, and political matters in the 
U.S. insular areas should a radiological incident occur in these areas. 

and tactical 
of Investigation in the Tenorism 

Department of Provides advice and technical assistance to DHS, the coordinating agency, &d State, 
Labor/Occupational 
Safety and Health 
Administration 

Department of State 

Department of 
Transportation 

Department of 
Veterans Affairs 

local, and tribal govemments concerning the health and safety of response workers 
implementing the poiicies and concepts in this annex. 

- Coordinates foreign information-gathering activities and all contacts with foreign 
governments, except in cases where existing bilateral agreements permit direct 
agency-to-agency cooperation. 

Conveys the U.S. Government response to foreign offers of assistance. 

(See the ESF #1 -Transportation Annex for further information.) 

Provides technical advice and assistance on the transportation of radiological 
materials and the impact of the incident on the transportation infrastructure. 

Provides medical assistance using the Medical Emergency Radiological Response 
Team. 

Provides temporary housing. 



-- 

Materials Incident Annex for additional information.) 
Protection Agency 

Serves as a coordinating agency, as identified in Table 1. 

Provides resources, including personnel, equipment, and laboratory support 
(including mobile laboratories) to assist DOE in monitoring radioactivity levels 
in the environment. 

Assumes coordination of Federal radiological monitoring and assessment 
responsibilities after the transition from DOE. 

Assists in the development and implementation of a long-term monitoring plan 
and long-term recovery plan. 

Provides nationwide environmental monitoring data 6om the Environmental 
Radiation Ambient Monitoring Systems for assessing the national impact of the 
incident. 

I / Develops Protective Action Guides in coordination with the FRPCC. 

I I ' Recommends protective actions and other radiation protection measures. 

Recommends acceptable emergency levels of radioactivity and radiation in the 
environment. 

I I Prepares health and safety advice and information for the public. 

I 1 Estimates effects of radioactive releases on human health and the environment. 

Provides response and r e c ~ v & ~  actions to prevent, minimize, or mitigate a threat 
to public health, safety, 6r the environment caused by actual or potential releases 
of radioactive substances, including actions to detect, identify, contam, clean up, 
and dispose of such substances. 

1 Assists and supports the N!XT, when activated 

( National Aeronautics ) Serves as a coordinating agency, as identified in Table 1 

Provides, in cooperation with other Federal agencies, the law enforcement 
personnel and equipment to conduct law enforcement operations and 
investigations for nuclear/radiological incidents involving criminal activity that 

and Space 
Administration 

General Services 
Administration 

December 2W4 

are not terrorism related. 

(See the ESF #7 -Resource Support Annex for additional information.) 
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Nuclear Regulatory 
Commission 

Serves as a coordinating agency, as identified in Table 1 

Provides technical assistance to include source tern estimation, plume dispersion, 
and dose assessment calculations. 

Provides assistance and recommendations concerning protective action measures 
as coordinating agency. 

Provides assistance in Federal radiological monitoring and assessment activities. 

For an incident at a facility licensed by the NRC or an Agreement State, or 
involving Atomic Energy Act licensed material: 

The licensee takes action to mitigate the consequences of the incident and 
provides appropriate protective action recommendations to State, local, and tribal 
officials; 

The NRC: 

Performs an independent assessment of the incident and potential offsite 
consequences and, as appropriate, provides recommendations concerning any 
protective measures; 

Performs oversight of the licensee, to include monitoring, evaluation of 
protective action recommendations, advice, assistance, and, as appropriate, 
direction; and 

Dispatches, if appropriate, an NRC site team of technical experts to the 
licensee's facility. 

Under certain situations involving the protection of public healthisafety or 
national security, the NRC may take possession of special nuclear materials 
and/or operats certain facilities regulated by t5-e NRC. 
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ENCLOSURE C 

3. Biological Incident Annex 



Biological lncident Annex 

Coordinating Agency: Cooperating Agencies: 

Department of Health and Human Services Department of Agriculture 
Department of Commerce 
Department of Defense 
Department of Energy 
Department of Homeland Security 
Department of the Interior 
Department of Justice 
Department of Labor 
Department of State 
Department of Transportation 
D e p m e n t  of Veterans Affairs 
U.S. Agency for International Development 
Environmental Protection Agency 
General Services Administration 
U.S. Postal Service 
American Red Cross 

Introduction 

Purpose 

The purpose of the Biological lncident Annex is to 
outline the actions, roles, and responsibilities 
associated with response to a disease outbreak of 
known or unknown origin requiring Federal 
assistance. Actions described in this annex take 
place with or without a Presidential Stafford Act 
declaration or a public health emergency declaration 
by the Secretary of Health and Human Services 
(HHS). This annex applies only to Incidents of 
National Significance. This annex outlines 
biological incident response actions including threat 
assessment notification procedures, Iaboratory 
testing, joint investigative/response procedures, and 
activities related to recovery. 

Scope 

The broad objectives of the Federal Government's 
response to a biological terrorism event, pandemic 
influenza, emerging infectious disease, or novel 
pathogen outbreak are to: 

Detect the event through disease surveillance 
and environmental monitoring; 

IdentiEl and protect the population(s) at risk; 

Determine the source of the outbreak; 

Quickly frame the public health and law 
enforcement implications; 

Control and contain any possible epidemic 
(including providing guidance to State and local 
public health authorities); 

Augment and surge public health and medical 
services; 

Track and defeat any potential resurgence or 
additional outbreaks; and 

Assess the extent of residual biological 
contamination and decontaminate as necessary 
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The unique attributes of this response require 
separate planning considerations that are tailored to 
specific health concern? and effects of the disease 
(e.g., terrorism versus natural outbreaks; 
communicable versus noncommunicable, etc.). 

Specific operational guidelines, developed by the 
respective organizations to address the unique 
aspects of a particular disease or planning 
consideration, will supplement this annex and are 
intended as guidance to assist Federal, State, local, 
and !xibal public health and medical planners. 

Special Considerations 

Detection of a bioterrorism act against the civilian 
population may occur in several different ways and 
involve several different modalities: 

An attack may be surreptitious, in which case 
the first evidence of dissemination of an agent 
may be the presentation of disease in humans or 
animals. This could manifest either in ciiical 
case reports to domestic or international public 
health authorities or in unusual patterns of 
symptom or encounters within domestic or 
international health surveillance systems. 

A terrorist-induced infectious disease outbreak 
initially may be indistinguishable from a 
naturally occurring outbreak; moreover, 
depending upon the particular agent and 
associated symptom, several days could pass 
before public health and medical authorities 
even suspect that terrorism may be the cause. In 
such a case, criminal intent may not be apparent 
until some time after illnesses are recognized. 

Environmental surveillance systems, such as the 
BioWatch system, may detect the presence of a 
biological agent in the environment and trigger 
directed environmental sampling and intensified 
clinical surveillance to rule out or confirm an 
incident. If a case is confnned, then these 
systems may allow for mobilization of a public 
health, medical, and Law enforcement response 
in advance of the appearance of the first clinical 
cases or quick response after the first clinical 
cases are identified. 

The U.S. Postal Service may detect certain 
biological agents within the U.S. postal system. 
Detection of a biological agent in the mail 
stream triggers specific response protocols 
outlined in agency-specific standard operating 
procedures. 

Policies 

This annex suppons policies and procedures 
outlined in the ESF #8 -Public Health and 
Medical Services Annex, the ESF #I0 - Oil aid 
Hazardous Materials Response Annex, and the 
Terrorism Incident Law Enforcement and 
Investigation Annex. 

HHS serves as the Federal Government's 
primary agency for the public health and 
medical preparation and planning for and 
response to a biological terrorism attack or 
naturally occurring outbreak that results from 
either a known or novel pathogen, including an 
emerging infectious disease. 

State, local, and tribal governments are primarily 
responsible for detecting and responding to 
disease outbreaks and implementing measures to 
minimize the health, social, and economic 
consequences of such an outbreak. 

Biological Incidcnt Annex 
National Response Plan 

October 2004 



If any agency becomes aware of an overt threat 
involving biological agents or indications that 
instances of disease may not be the result of 
natural causes, the Department of Justice must a 

be notified through the Federal Bureau of 
Investigation (FB1)'s Weapons of Mass 
Destruction Operations Unit (WMDOU). The 
FBI, in turn, immediately notifies the 
Department of Homeland Security (DHS) 
Homeland Security Operations Center (HSOC) 
and the National Countertermrism Center rn 

(NCTC). The Laboratory Response Network 
(LRN) is used to test samples for the presence of 
biological threat agents. Decisions on where to 
perform additional tests on samples are made by 
the FBI, in coordination with HHS. (See the 
Terrorism Incident Law Enforcement and . 
Investigation Annex for additional information 
on the FBI's roles and responsibilities.) 

Once notified of a credible threat or natural 
disease outbreak, HHS convenes a meeting of 
ESF #8 partners to assess the situation and 
determine appropriate public health and medical 
actions. DHS coordinates overall nonmedical 
support and response actions across all Federal 
departments and agencies. HHS coordinates 
overall public health and medical emergency 
response efforts across all Federal departments 
and agencies. . 
Consistent with ESF #8, DHS closely 
coordinates the National Disaster Medical 
System (NDMS) medical response with HHS. 
The FBI coordinates the investigation of 

criminal activities if such activities are 
suspected. 

HHS provides guidance to State and local 
authorities and collaborates closely with the FBI 
in the proper handling of any materials that may 
have evidentiary implications (e.g., LFW 
samples, etc.) associated with disease outbreaks 
suspected of being terrorist or criminal in nature. 

Other Federal departments and agencies may be 
called upon to support HHS during the various 
stages of a disease outbreak response in the 
preparation, planning, andor response 
processes. 

If there is potential for environmental 
contamination, HHS collaborates with the 
Environmental Protection Agency (EPA) in 
developing sampling strategies and sharing 
results. 

Given the dynamic nature of a disease outbreak, 
HHS, in collaboration with other departments 
and agencies, d e t e h e s  the thresholds for a 
comprehensive Federal Government public 
health and medical response. These thresholds 
are based on specific event information rather 
than predetermined risk levels. 

Any Federal public announcement, statement, or 
press release related to a threat or actual 
bioterrorism event must be coordinated with the 
DHS Public Affairs Office. . 

Planning Assumptions 

In a large disease outbreak, Federal, State, local, 
and kibal officials require a highly coordinated 
response to public health and medical 
emergencies. The outbreak also may affect 
other countries and therefore involve extensive 
coordination with the Department of State 
(DOS). 

Disease transmission can occur via an 
environmental contact such as atmospheric 
dispersion, person-to-person contact, animal-to- 
person contact, insect vector-to-person contact, 
or by way of contaminated food or water. 

A biological incident may be distributed across 
multiple jurisdictions simultaneously, requiring 
a nontraditional incident managemeni approach. 
This approach could require the simultaneous 
management of multiple "incident sites" from 
national and regional headquarters locations in 
coordination with multiple State and local 
jurisdictions. 

A response to noncontagious public health 
emergencies may require different planning 
assumptions or factors. 
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The introduction of biological agents, both 
natural and deliberate, are often first detected 
through clinical or hospital presentation. 
However, there are other methods of detection, 
including environmental surveillance 
technologies such as BioWatch and syndromic 
surveillance. 

No single entity possesses the authority, 
expertise, and resources to act unilaterally on the 
many complex issues that may arise in response 
to a disease outbreak and loss of containment 
affecting a multijurisdictional area. The national 
response requires close coordination with 
numerous agencies at all levels of government 
and the private sector. 

The Federal Government supports affected 
State, local, and tribal health jurisdictions as 
requested or required. The response by HHS 
and other Federal agencies is flexible and adapts 
as necessary as the outbreak evolves. 

The LRN provides for rapid public health 
assessment of the potential for human illness 
associated with exposure and the scope of this 
kind of risk. The LRN also addresses the need 
for law edgrcement notification necessary to 
initiate threat assessment for criminal intent, and 

chain of custody procedures. Early HHS, FBI, 
and DHS coordiition enhances the likelihood 
of successful preventative and investigative 
activities necessary to neutralize threats and 
attribute the source of the outbreak. 

Response to disease outbreaks suspected of 
being deliberate in origin requires consideration - - 
of special law enforcement and homeland 
security requirements. 

Test results fromnon-LRN facilities are 
considered a "first pass" or "screening" test 
(with the exception of the Legislative Branch, 
which has a separate lab system that is 
equivalent to LRN facilities). 

Any agency or organization that identifies an 
unusual or suspicious test result should contact 
the FBI to ensure coordiiation of appropriate 
testing at an HHS-certified LRN laboratory. 

HHS has identified specific Department of 
Defense laboratories that meet the standards and 
requirements for LRN membership. 

* All threat and public bealth assessments are 
provided to the HSOC. 

Concept of Operations 

Biological Agent Response 

The key elements of an effective biological response 
include (in nonsequential order): 

Rapid detection of the outbreak, 

Swift agent identification and confirmation; 

Identification of the population at risk; 

Determination of how the agent is transmitted, 
including an assessment of the efficiency of 
transmission; 

Determination of susceptibility of the pathogen 
to treatment; 

Definition of the public health, medical, and 
mental health implications; 

Control and containment of the epidemic; 

Decontamination of individuals, if necessary; 

Identification of the law enforcement 
implicationslassessment of the threat; 

~u~menta ' f ion and surging of local health and 
medical resources: 

Protection of the population through appropriate 
public health and medical actions; 

Dissemination of information to enlist public 
support; 

Biological Incident h e x  
National Response Plan 

October 2004 



Assessment of environmental contamination and 
cleanupldecontamination of bioagents that 
persist in the environment; and 

= Tracking and preventing secondary or additional 
disease outbreak 

Primary Federal functions include supporting State, 
local, and tribal public health and medical capacities 
according to the policies and procedures detailed in 
the NRP Base Plan and the ESF #8 Annex. 

Suspicious Substances 

Since there is no defnitivelreliable field test for 
biological agents, all potential bioterrorism samples 
are transported to an LRN laboratory, where expert 
analysis is conducted using established HHSlCenters 
for Disease Control and Prevention (CDC) 
protocoldreagents. A major component of this 
process is to establish and maintain the law 
enforcement chain of custody and arrange for 
transport. 

The following actions occur if a positive result is 
obtained by an LRN on an environmental sample 
submitted by the FBI or other designated law 
enforcement perso~~nel: 

The LRN immediately notifies the local FBI of 
the positive test result; 

The FBI Field Office makes local notifications 
and contacts the FBI Headquarters WMDOU; 

FBI Headquarters convenes an initial conference 
call with the local FBI and HHS to review the 
results, assess the preliminary information and 
test results, and arrange for additional testing; 

FBI Ileadquarters immediately notifies DHS of 
the situation; 

Original samples may be sent to HHSICDC for 
confirmation of LRN analyses; 

HHS provides guidance on protective measures 
such as prophylactic treatment and continued 
facility operation; and 

HHS and cooperating agencies support the 
determination of the contaminated area, 
decisions on whether to shelter in place or 
evacuate, and decontamination of people, 
facilities, and outdoor areas. 

Outbreak Detection 

Determination of a Disease Outbreak 

The initial indication of a major disease outbreak, 
intentional or naturally occurring, may be the 
recognition by public health and medical authorities 
that a significantly increased number of people are 
becoming ill and presenting to local healthcare 
providers. Therefore, the most critical 
decisionmaking support requires surveillance 
information, identification of the causative 
biological agent, a determination of whether the 
observations are or are not related to a naturally 
occurring outbreak, and the identification of the 
population(s) at risk. 

Laboratory Confirmation 

During the evaluation of a suspected disease 
outbreak, laboratory samples are distributed to 
appropriate laboratone$. During a suspected 
terrorist event, sample information is provided to the 
FBI for investigative use and to public health and 
emergency response authorities for epidemiological 
use and agent characterization to facilitate and 
ensure timely public health and medical 
interventions. If the incident begins as an epidemic 
of unknown origin detected through Federal, State, 
local, or tribal health surveillance systems or 
networks, laboratory analysis is initiated through the 
routine public health laboratory network. 

Identification (Analysis and Confirmation) 

The samples being collected and the analyses being 
conducted must be sufficient to characterize the 
cause of the outbreak. LRN laboratories fulfill the 
Federal responsibility for rapid analysis of biological 
agents. In a suspected terrorism event, sample 
collection activities and testing are coordinated with 
FBI and LRN member(s). 
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Notification 

Any disease outbreak suspected or identified by an 
agency within HHS or through another Federal 
public health partner is brought to the immediate 
attention of the HHS Assistant Secretary for Public 
Health Emergency Preparedness as detailed in the 
ESF #8 Annex or internal HHS policy documents, in 
addition to the notification requirements contained in 
the NRP Base Plan. 

Following these initial notifications, the procedures 
detailed in the ESF #8 Annex are followed. 
Instances of disease that raise the "index of 
suspicion," as determined by HHS, are reported to 
FBI Headquarters. In these instances, FBI 
Headquarters, in conjunction with HHS, examines 
available law enforcement and intelligence 
information, as well as the technical characteristics 
and epidemiology of the disease, to determine if 
there is a possibility of criminal intent. If the FBI, in 
conjunction with HHS, determines that the 
information represents a potential credible terrorist 
threat, the FBI communicates the situation to the 
HSOC, which notifies the White House, as 
appropriate. If warranted, the FBI, HHS, and State, 
local, and tribal health officials conduct a joint law 
enforcement and epidemiological investigation to 
determine the cause of the disease outbreak, the 
extent of the threat to public health and public 
safety, and the individual(s) responsible. 

Activation 

Once notified of a threat or disease outbreak that 
requires or potentially requires significant Federal 
oublic health and/or medical assistance. HHS 
convenes a rnccrlng of the LSF i;8 organl/arlonb and 
HHS Opcrarmg Di\ Isions (e g , CDC, the Food and 
Drug Administration, etc.)to assess the situation and 
determine the appropriate public health and medical 
actions. DHS coordinates all nonmedical support, 
discussions, and response actions. 

The immediate task following any notification is to 
identify the population affected and at risk and the 
geographic scope of the incident. The initial public 
health and medical response includes some or all of 
the following actions: 

Targeted epidemiological investigation (e.g., 
contact tracing); 

Intensified surveillance within healthcare 
settings for patients with certain clinical signs 
and symptoms; 

Intensified collection and review of potentially 
related information (e.g., contacts with nurse call 
lines, laboratory test orders, school absences, 
and over-the-counter pharmacy sales); and 

Organization of Fedcral public health and 
medical response assets (m conjunction with 
State, local, and tribal officials) to include 
personnel, medical supplies, and materiel (e.g., 
the Strategic National Stockpile (SNS)). 

Actions 

Controlling the Epidemic 

The following steps are required to contain and 
control an epidemic affecting large populations: 

HHS assists State, local, and tribal public health 
and medical authorities with epidemic 
surveillance and coordination. 

HHS assesses the need for increased 
surveillance in States or localities not initially 
involved in the outbreak and notifies the 
appropriate State and local public health 
officials with surveillance recommendations 
should increased sweillance in these localities 
be needed. 

DHS coordinates with IBIS and State, local, and 
tribal officials on the messages released to the 

to ensure that communications are 
consistent and accurate. Messages should 
address anxieties, alleviate any unwarranted 
concerns or distress, and enlist cooperation with 
necessary control measures. Public health and 
medical messages to the public should be 
communicated by a recognized health authority 
(e.g., the Surgeon General). (See the Public 
Affairs Support Annex.) 
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If the outbreak first arises within the United Wbere the source of the epidemic has been 
States, HHS, in coordination with DOS, identified as originating outside the United 
immediately notifies and coordinates with States, whether the result of terrorism or a 
appropriate international health agencies such as natural outbreak, HHS works in a coordinated 
the World Health Organization (WHO) and Pan effort with DHSiBorder and Transportation 
American Health Organization as needed. SecuritylCustoms and Border Protection 
Given the nature of many disease outbreaks, this (DHSBTSICBP) to identify and isolate persons, 
notification and coordination may have occurred cargo, mail, or conveyances entering the United 
earlier in the process accordig to internal States that may be contaminated. HHS provides 
operating procedures. HHS advises the HSOC information and training, as appropriate, to 
when notifications are made to international DHSBTSICBP personnel on identifying the 
health agencies. biological hazard and employing "frst 

responder" isolation protocols. 
The public health system, starting at the local 
level, is required to initiate appropriate The scope of the outbreak may require mass 
protective and responsive measures for the isolation or quarantine of affected or potentially 
affected population, including first responders affected persons. Depending on the type of 
and other workers engaged. These measures event, food, animals, and other agricultural 
include mass vaccination or prophylaxis for products may need to be quarantined to prevent 
populations at risk and populations not already fwiher spread of disease. In this instance HHS 
exposed, but who are at risk of exposure from and, as appropriate, the Department of 
secondary transmission or the environment. An  Agriculixre work with State, local, and tcibal 
overarching goal is to develop, as early as health and legal authorities to recommend the 
possible in the management of a bioterrorism most feasible, effective, and legally enforceable 
incident, a dynamic, prioritized list of treatment methods of isolation and quarantine. 
recommendations based on epidelniologic risk 
assessment and the biology of the disease1 Decantamina'tion 
microorganism in question, linked to the 
deployment of the SNS and communicated to For certain types of biological incidents (e.g., 
the general public. anthrax), it may be necessary to assess the extent of 

contamination and decontaminate victims, 
HHS evaluates the event with its pariner responders, animals, equipment, buildings, critical 
organizations and makes recommendations to infrastructure (e.g., subways, water utilities), and 
the appropriate public health and medical large outdoor areas. Such decontamination and 
authorities regarding the need for quarantine, related activities take place consistent with the roles 
shelter-in-place, or isolation to prevent the and responsibilities, resources and capabilities, and 
spread of disease. HHS coordinates closely with procedures contained in the ESF #R and ESF #I0 
DHS regarding recommendations for medical Annexes, the Terrorism Incident Law Enforcement 
needs that are met by NDMS and the U.S. Public- and Investigation Annex, and the Catastrophic 
Health Service Commissioned Corps. Incident Annix, (Note: ~u r r en t l i  no 

decontamination chemicals are registered (under the 
The Governor of an affected State implements Federal Insecticide, Fungicide, and Rodenticide Act) 
isciation andlor social-distancing requirements for use on biological agents, and responders must 
using Statellocal legal authorities. In order to request an emergency exemption from the EPA 
prevent the interstate spread of disease, HHS before chemicals can be used for biological 
may take appropriate Federal actions using the . decontamination.) 
authorities granted by U.S.C. title 42,42 CFR 
parts 70 and 71, and 21 CFR 1240. State, local, 
and tribal assistance with the implementation 
and enforcement of isolation and/or quarantine 
actions is utilized if Federal authorities are 
invoked. 
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Special Issues 

International Notification 

A biological incident may involve internationally 
prescribed reportable diseases. In addition to case 
reporting, epidemics of disease with global public 
health significance must also be reported to 
international public health authorities. 

Once a positive determination is made of an 
epidemic involving a contagious biological agent, 

HHS notifies DOS and DHS. HHS, in coordination 
with DOS, notifies the WHO and other international 
health agencies as appropriate. 

Allocation and Rationing 

If critical resources for protecting human life are 
insufficient to meet all domestic needs, the Secretary 
of HHS makes recommendations to the Secretary of 
Homeland Security regarding the allocation of 
scarce Federal public health and medical resources. 

Responsibilities 

The procedures in this annex are built an the core 
coordinating structures of the NRP. The 
responsibilities of each department and agency are 
described in the respective ESFs and Incident 
Annexes. 
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"Alerting Law Enforcement Officers 
to Terrorism Suspects 

Through VGTOF" 



U.S. Department of Justice 

Federal Bureau of Investigation 

Honorable Pah~ick J. Leahy 
Ra~lking Meniber 
Committee on the Sudicia~y 
Unitzd States Senate 
C\'ashington, D.C. 20510 

Dear Senator 1,eahy: 

During the Sellate Judiciary Committee's oijersight hearing on July 27,2005, you 
asked me to tbllow up on our disc~~ssion concerning tile guidance provided to law enforcement 
ofticers when they encounter iodividuals who appear on a watchlist maintained by the Terrorist 
Screening Center. I appreciate this oppol~unity to respond to your rcquest. 

Attached is an esplwatioii of the infomiation provlded to law enforcemmt 
officers when a cliccL of the National Crime Infomlatioii Center's database indicates that the 
subjcc~ has becn entered in the Tiiolent Gang and ~ e r r o k s t  Offender File (VGTOF). VGTOF 
provides the handling codes to \vl~ich you referred during the hearing. 

1 appreciate your interen in this malter and your suppor~ for this and other FBI 
efforts. Jfyou haxe additional questions, please do not hesitate to conlact me. 

Sincerely, 

h k4 
7 

Robert S. ~ d c l l e r ,  I11 
Director 

1.Tonol.ablz Plrlcli Spcctc~. 
Chai~liian 
Conunittee on Ilie .ludiciav 
Ilnilstl Statcs Senate 
Washinglon. D.C. 20510 



Alerting Law Enforcement Officers 
to Terrorism Suspects 

Through VGTOF 

When a law enforcement ofiicer queries the Kational Crime Information Center 
(NCIC). scveral items oi'information may be obtained. including past offenses, sentences. and 
outstanding arrest warrants. This information may identifi the person as armed and dangerous or 
may olherwise alert ths officer to infornlation important to the officer's safety. 

The Violent Gang and Terrorist Organization File (VGTOF) is a component o f  
NCIC. A subject is included in VGTOF if he or she is known or suspected to have engaged in 
conduct constituting. in preparation for, in aid of. or reialed lo terrorism (as provided in 
liomeland Security Presidential Directive (HSPD) 6 (9!16!03)) and certain identifying 
information is known to law enforcenment officials, as discussed further below. Because all those 
associated with terrorism are potentially dangerous, all terrorism-related VC;TOF entries are 
designated "Approach with Caution," regardless of whether the individual's terrorism-related 
activiry has been violent. Unrelated to the individual thtmt that may be posed by a given 
VGTOF subject_ all terrorism-related VGTOF entries receive one of four handling codes to 
reflect the nature and quality of the identifying information available 011 the subject and to 
identie  the proper law enforcement response if the subject is encountered. As discussed further 
below. these codes are based on established criteria and are updated if warranted by new 
infbrnlation. These handling codes are as follows. 

Handlinc Code 1 

Warning - Approach with Caution. 

Arrest this individual. This individual is associated with terrorism. 
Oncc this individual is arrested: imrncdiately contact the Terrorist 
Screening Center at (866) 872-9001 for additional information and 
direction. 

If you are a Border I'atrol OL'ficer, immediately call the NTC [U.S. 
C~lsloms and Border Protection's National Targeting Centerj. 



Handlinr Code 2 

W'aming - Approach wid1 Caution 

Plzase de~ain this individual for a reasonable amount of time for 
quesrioning. This individual is ofinvesdgativc interest lo law 
enforcemenr regarding association with ~errorisn~. Immediately 
contacr the Terrorist Screening Center at (866) 872-9001 for 
additiondl direction. 

If you are a Border Patrol Officer. immediately conracr the NTC 

*'*Do No[ Alert This Individual to This Notice.*** 

Ths person qtieried though this search may be an individual 
identified b; inrelligencc inforn~arion as haling possible ties uith 
terrorism. Conrdcl the Tzl~orisr Screening Center a1 (665)  872- 
9001 [or addi~ional identifying information available to assist you 
in making this determination. 

Do nor arrest [!]is indi\.idual unless there is evidence oTa violation 
of fzderal, state, or local statutes. Conduct logical invzstigation 
using rcchniques nu~horizcd in your jurisdiction and 3sk probing 
qusstions to delemine if this individual is identical LO the person 
oS law cnforcemsnr inreres~. 

Warning - Approach with Caution 

If you are a Bol-der Patrol Officer. immediately call the NTC. 

***Dolior Advise This Individual That They AI-c on a Tsl-roris~ 
Ll'atchlis[.*'+" 

*"*Do No1 Alcrr This Individual lo ThisXo~ice.*'" 

']'lie person quzritd ~lirough this search ma; be an individual 
idsnlilied 5) inrcllifcncc inibm~a~ion as having possibl? ties wirh 



Contact the Terrorist Scizening Center at ( 8 6 6 )  872-9001 for additional 
idenrifi!ing inforn~ation that may bc availahls to assis1 you in making this 
detcnninarion. 

Do no1 arresl this individual unless thsrs is el-idmce o i a  violation 
of federal, state, or local statutes. Anempr ro obtain sufficient 
identification inibrnlation to positively identif) this individual in a 
manner consisrent with the techniques authorized in your 
jurisdiction. 

Wandng - Approach with Caurion. 

If you are a Border Patrol Officer immediately call the NTC. 

***Do Kot Adv~se This Individual Thar They Act on a Terrorisr 
Watchlisr.*" 

41i four handling codes indicate -'Approach wirh Caution" because of ths inherent 
danger in approaching a person knowl or suspected to haw engaged in terrorist-relared activity. 
The VGTOF handling code is nor. however, designed to alert the law enibrce~nent officer to the 
threat posed by [he individual, since an iildi\.idual's association with terrorism does not 
necessaril) mean the individual is pzrsorull!; dangerous. While orher NCIC information ma\; 
alert the officer ro a history of violenr crimes: the VGTOF handling code itself does not provide 
rhis information. The VGTOF handling code inslead relates ro the amounr and naturs of rhe 
information availablt about rhe individual and, as additiona! information is obtained, a handling 
code may be reviscd to refleci that fact. For ssample. on 611 6/05. several thousand records were 
changed from Fiandling Code 1 to Handling Code 3 because full dates of binh or passporr 
numbers were obrained. This migarion from Handling Code 4 to Codc 3 was rhe routine resulr 
of TSC's quality assurance process. 

11 is also illlponant to understand how these handling codes are assigned. .4s a 
threshold nlatler, handling codes are assigned onl! to rhost included in VGTOF (as noted above, 
placement in VGTOF requires satisPdclion or h e  cri~eria esublished b) HSPD-6). The 
assignmen1 o f a  VG'101' handling code is based nn rhe foi lowing specific criteria. 

Among orhcr things, the assignnlenr of tiandling Codc 1 requires that rhere bc 
3 ci~rrznt. \tali3 Unired Sra~es warrant or indictmenr for rhe subject. or an 
inlcrnationol arresl warrant or lnterpol warrant acconlpanied by a 
co~~csponding byarrant issued in the United Srares (such as a urarranr for 
Unlawl'ul Flighi t i  Avoid Prosecution), 



Tile assignment of Handling C:ode 2 requires a reasonable. articulable 
suspicion c>l'criminal doniesric or internatior~al terrorism ac~iviry, a 
cuniniitnient froni the Depanmeut of I-lon~eland Security that thsy \+ill issue a 
"Detainer" should the individual be encountsrsd by law enforcement, or tlie 
pressncc of exigent circumstaicrs. Tbe deienninarion that such a basis exisrs 
must be re\!iewed for legal sufficiency by the "nominating" office's Chief 
I)i\:ision Counsel and the Office of rhe Gcneral Counsel ar FBI Headquarters. 

Handling Cod? 3 is assigned 10 a person who has been placsd in VGTOF 
consisrenr wirh HSPD-6 crireria where tlie subject's record conrains the full 
first name, I"~ull last name, and eirher a complete date ocbirth an accurate 
passport nuniher. but doss not meet thz dueshold for the assignment of 
Handling Code 1 or 2. 

Like Handling Codc 3: Handling Code 4 is assigned to a person +ho has been 
placed in VGTOF consisrenr with HSPD-6 criteria, bur only ths subjects full 
first name and full last name arr known; without the bsnefit of a cornplete date 
of binh orpasspori nuntber. 

.As is apparent from the abovs insrmcrions to law enforcement officers, all four 
llandling codes request TSC noiification. The program originally provided for Code 4 
notifications to TSC only if the circumsrances of the encounter were consistcnr with tel~orisr 
activity: because TSC was conczmed thsl ir would be unable to assist officsrs due to rhe verq 
limircd alilount of infomiarion availahls as ro Code 4 individuals. TSC was particularly 
concerned that if a la\? enforcrmenr officicer wsre ro conuct TSC wirh respecr to numerous Codc 
1 subjects a11d received no assistance, the officer would stop contacting TSC not only in Cods 4 
cases bur in Code 1. 2. and 3 cases as well. depriving both rhe ofticer and rhc TSC of valuable 
infonimtioii. 

This policy was.clwqedin Juns 2005: and NLllLluas asked t n ~ a k _ t h L ~  . - 
inslructions provided in Code 4 cases to request the sanillr TSC notificalion requested for Codes 
I .  2:  and 3. This change was niade based on the dssire to capture s much intelligence 
infom~ation as possihlc by trying ro make apositive identity nlarch for all d ~ o s e  enco'mtered. 
NCIC ha; made the requested change. and law enforcemenl officers are now asked to notify TSC 
when a Codc 4 individual is encounterzd. The eft'ecriveness ofthis re\:ision will be evaluated by 
'I'SC and efforts will c~l i t in~le  10 ensure rile informarion provided to law enforcemenr officers is 
as coillplete and helpful as possible. 





U.S;Department of Justice 

OEce of Legislative AIWIE " , ? I - -  REG=--; >< LfJ 

- 

Officc of he *taut A.U.on:y O m d  WnrMngion, D.C 20530 

MAY 2 4 
Senstor Pat Roberts, Chb5ma.n 
Select Committee on Intelligence, 
United States-Skate 
Washington, DC 205 10 

. D m  Chairman Roberts: 

I write to express the Departrnmt of Jutice's smng oppo~tionto any atlempt to 
impose an "ascertainment" requiremmt OR thc bplementah'h of multi-point or 'bvhg" 
sweillance conducted under the Foreign Intelligezce Surveillance Act (PISA). 0 

As the Members of this Committee are well aware, a roving surveillance order 
attaches to a particular target ratber thaa to a particular phone or other wmmunications 
faiilily. Since 1986, law enforcement bas been able to use rovingwiretaps to investigate 
oTdioary crimes, including drug offenses and racketeering. Before fieUSA PATRIOT 
Act, however, FISA did not include a roving ~ei l lanceprovis ioa Therefore, each 
time a q e c t  c&uged com&unication providers, investigalors had to return to the FLSA 
Court for a new order just to change the name of the facility to be monitored and the 
"specified persou" needed to assist in monitoring the whetap. However, international 
terrorists apd spies are trained to Wrnt surveillance by regularly changing 
wmmunication facilities, espe@alTy jlut prior to important meetings or commimications. 
Therefore, witbout roving surveillance authority, investigators wcrc often lefi two steps 
behind sophisticated terrorists and spies, (U) 

. ?hmkWly, section 206 of the USA PATNOT Act ended this problem by 
providing natiocal security investigators vith the authority to obtala raving surveillance 
'orders fmm the FISA Comt. This provision has put investigators in a much better . 

position to counter the actions of spies and terrorists who are crainetfio t h z r t  . 
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surveillance. Th is  i s  a tool that we do not use often, but when we use it, it is critical. As 
of  March 34 2055, it had been used 49 times md h a  proven effective in monitoring 
foreign powers m d  heir agents. 0 

Some in Congress have expressed the view that an "ascertainment" requirement 
should be added to.theprovisions inFISArelahg to "roving" surveillance authority. 
Section 2 of theS. 737, the Security and FreedomEnsured Act of 2005 ("s& Act"), 
for example, would provide thal such surveillance may only be conducted when the 
presence of the target at a particular facility or plaw is "ascertain& by the person 
conducting the surveillance, (LT) 

hoponents of the SAFE Act have claimed that this provision would simply 
impose the sane  requirement on FISA "rovingg' swvdlance orders that pertains to 
"roving" wiretap orders issued in criminal investigations, but ~s is wholly inaccurate, 
T h e  relevant provision of the criminal wiretap statute states that the roving interception of 
oral communications "shall not begin until the place where the communiwtion is to be 
intercepted is ascertained by the person irnplementjng the interception order,'Yee I 8  
U.S.C. fr 2518(12). Wilb respect to the roving interception of wire or electronic 
communications, however, the criminal wiretap statute imposes a more lenimt standard, 
pmviding that surveillance can be conducted "only for %eh t h e  zs it is reasoncble to 
presume thal [the target of the surveillmce] is or wm reasonably proximate lo the 
instmment through which such communication will be or was tranmilted." See 18 
U.S.C. fr 2518(11)[b)(iv). 0 

Any "ascertainment" requirement, however, whether it is Lbe one coctained in the 
SA.FI3 Act m the one currently contained in the criminal wiretap statute, should not be 
added lo FISA. Any such requirement would deprive nstional secun'tyinvestigators of 
necessvy flexibility in conductingsensitive sun.eillwce. Due to the different ways in 
which foreigu in:elligence surveilluce and dminal law cnforcemrht sweillance are 
conducted as well as the heightmed sobhistication oitemrjsts and spies in avoiding 
de tec t io~  provisions $om the criminal law cannot simply be unpmted wholesele into 
FISA. 

Targets o f  FlSA surveillance are often among the most well-trained and 
sophisticated terrorists and spies in the world. Ar; a result, they generally engage in 
detailed and extensive counter-surveillmce measures, Adding an ascertainment 
requirement to FISA therefore runs the risk of seriously jwpardiring the Deparbent's 
ability lo effectively conduct sweillance ofthese mgets because, in attempting to 
comply with such a requirement, agents would run the risk of exposing themselves to 
sophisticated counter-mweillance efforts. 



In addition, an ascatainment requirement is unnecessary in light of the mariner in 
which FISA sweillance is conducted. As the Members of this Comrnjttee are no  doubt 
aware, intercepted communications under FISA are ofien not subject to contemporaneous 
monitoring but mthw are later translated and culled pursuant to court-ordered 
*hen procedures. These procedures adequately pmtwt the privacy concern that 
w e  believe the proposed ascertainment provisions are intended in part to address. Tu) 

Whjle we understand the conccm that conversations of innocenl Americans might 
be intercepted through roving nmeillanceunder FISA, the D e p b e n t  does not believe 
that an ascertajnment requirement is an appropriate mecbanirm for addressing this 
concem. Rather, we believe that the current safeguards contained in FISA along with 
thoseprocedum required by the FTSA Court amply protect the privacy of law-abiding 
Americans. N i 

First, under section 206, the target ofroving surveillance must be id~ntified or 
described in the order of theFISA Court, and if the target of the surveillance is only 
describe4 such description must be sufticiently specific to allow the FISA Court lo find 
probabie cause to believe that the specified target is a foreignpowa or agent of a foreigu 
power. As a result, section 206 is always connected to aparticular target of surveillance. 
Roving surveillance follows a specified target Erom phone to phone and does not 'tove" 
from target to target. IIJ) 

Second, surveillance under section 206 also can be ordered only after the FISA 
Court makes a finding that the actions ofthe specified target may have the effect of 
thwarljng the surveillance @y thwarting the identification of those persons necessary to 
assist with the implementation of surveillance). 0) 

Additionally, all "roving" rurveillmce orders wder FISAmust include Court- 
approved minimization procedures that limit the acquisition, retention, and disseminulion 
by the gwernment of information or comnunications involving United Statos persons. 
These are usually in the form ofstandard mimrnizalionpmcedum applicable to certain 
categories of surveillmce, but the procedures may be modified in particular 
circumstances. (U) . . 



In sum, the Department believes that the safeguards set forth in this lener reflect 
the appropriate balance between er~suring the effective surveillance of sophjsticated 
foreign powers and their agcnls and pr~tecting the privacy ofthe American people. The 
D e p b e n t  strongly opposes any attempt to dishub th is  balance by adding an 
a s c e r i h e n t  requirement to the provisions of FISA relating to roving sweillancc 
authority. 0 

We hope that this information will be useful to the Commilteo as it considers the 
reauthorization of those USA PATRIOT Act provisions scheduled tosunset at the end of 
this year. Please do not h~sitateio contact me if you tlava additional questions or 
concerns about this issue. CLI) 

William Moschella 
Assistant Attorncy General 


