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March 28, 2023

The Honorable Alejandro Mayorkas
Secretary

U.S. Department of Homeland Security
2707 Martin Luther King Jr Ave SE
Washington, DC 20032

Dear Secretary Mayorkas:

I write to request information regarding the Department’s efforts to address the growing
threat of extremists and other malicious actors exploiting the social media features of online
video games to radicalize and recruit new members.

Last May, a gunman committed a horrific and premediated act of hate-fueled domestic
terrorism that killed ten and injured three more at a Tops Friendly Markets in Buffalo, New
York. The perpetrator not only livestreamed this act of white supremacist violence against the
Black community on the Twitch platform, he also reportedly used a private, invite-only Discord
server to detail his plan to attack for months.! I subsequently pressed these social media
platforms on their roles in promoting extremist content.? It is becoming increasingly clear that
extremists are also using online games, and not just social media, as instruments to radicalize and
recruit; the Buffalo gunman himself noted on his Discord server that “playing Apocalypse Rising
on Roblox gave [him] interests in survival and guns” and that he “probably wouldn’t be as
nationalistic if it weren’t for Blood and Iron on roblox [sic].”

This concern transcends a single online game. Surveys conducted by watchdog research
groups have found that a significant percentage of players have encountered white-supremacist
extremism in online games. For adults, the top six online games where white-supremacist
extremism is encountered are Call of Duty (44 percent), Grand Theft Auto (35 percent), Valorant
(34 percent), World of Warcraft (31 percent), Fortnite (30 percent), and PlayerUnknown’s
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Battlegrounds (30 percent).* This list varies for teenagers and for children ages 10 to 12.°
Watchdog research groups have also found extremist content on platforms like Steam, which is a
video game storefront with incorporated social network and game streaming services.®
Extremists have also reportedly used Minecraft and Roblox to create maps simulating Nazi
concentration camps and Uyghur detainment camps.’

It is not just domestic extremists who exploit these features. In 2021, U.S. Customs and
Border Protection detained a woman who was trafficking nearly 60 kilograms of
methamphetamine. A Mexican drug cartel began the recruitment process by contacting her on
Grand Theft Auto online, before transitioning communications from the game to the Snapchat
app.® The Mexican government has reported that cartels have also attempted to recruit players
throughlghe online components of Call of Duty and Gears of War, in addition to Grand Theft
Auto V.

The reach that extremists and other malicious actors can achieve through online gaming
is vast. According to the Entertainment Software Association, as of 2022, 65 percent of
American adults and 71 percent of American minors play video games at least weekly.! Eighty-
three percent of those players play with others online, up from 65 percent in 2020, for an average
of several hours per week.*? With this kind of access to Americans from every walk of life, it is
easy to understand why extremists are exploiting this pastime.

| am heartened that the Department of Homeland Security (DHS) has already
implemented initial efforts in this area. In 2021, DHS’s Office for Targeted Violence and
Terrorism Prevention hosted a digital forum focused on the risks of radicalization to violence
through the manipulation and abuse of the social networking and communication features in
online gaming platforms by malicious actors.!® In 2022, the DHS Center for Prevention
Programs and Partnerships announced a $699,763 Targeted Violence and Terrorism Prevention
grant to Middlebury’s Center on Terrorism, Extremism, and Counterterrorism (CTEC) to support
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CTEC and its partners’ efforts to “develop a shared framework for understanding extremism in
games” and “a set of best practices and centralized resources for monitoring and evaluation of
extremist activities,” including training “for the monitoring, detection, and prevention of
extremist exploitation in gaming spaces for community managers, multiplayer designers, lore
developers, mechanics designers, and trust and safety professionals.”

However, the online gaming industry itself has been slow to proactively address
extremism on their platforms. Unlike more traditional social media companies—which in recent
years have developed public-facing policies addressing extremism, created trust and safety
teams, and released transparency reports—online gaming platforms generally have not utilized
these tools. It appears that only Roblox Corporation has issued a public-facing policy addressing
terrorism and extremism,*® and only Microsoft—the manufacturer of XBOX and publisher of
games like Halo and Minecraft—has ever released a transparency report.*® Given the complexity
of this issue and the lack of concrete data that currently exists, it is crucial that Congress better
understand the scope of this problem and what federal resources exist to help address it. For this
reason, | ask that you contact my staff to schedule a briefing and respond to the following
questions no later than April 18, 2023:

1. Has DHS or any of its components conducted any systematic review of the threats
presented by the exploitation of online video games by extremists and other malicious
actors? If so, what were the findings and is there a timeline to make any of these
findings public?

2. What components of DHS currently have jurisdiction over the threats presented by
the exploitation of online video games by extremists and other malicious actors?
What is the nature of the work each of these components performs concerning these
threats?

3. What channels, if any, exist for DHS and the online video game industry to
communicate and coordinate regarding the threats presented by the exploitation of
online video games by extremists and other malicious actors?

4. What resources or guidance do DHS and its components currently offer to the online
video game industry to help the industry proactively address the threats presented by
extremists and other malicious actors? When were these resources or guidance first
created, and how have they been used by the online video game industry to date?

5. Are there further DHS resources or guidance in development? If so, what are they and
what is their timeline for implementation?
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6. What best practices should the online video game industry implement to proactively

address the threat posed by the exploitation of online video games by extremists and
other malicious actors?

7. What there best practices should the online video game industry implement to
enhance the law enforcement response, where appropriate, to reported incidents
regarding extremists and other malicious actors on online video game platforms?

Thank you for your attention to this important matter. | look forward to your prompt
reply.

Sincerely,

Qoe Duemr

Richard J. Durbin
Chair

cc: The Honorable Lindsey Graham
Ranking Member



