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October 1, 2021 at 11:26 PM

Oct1—-

Are you tracking that the Nigerian
President said today that he will lift the
ban?

He says Twitter has only agreed to 7 of 10
conditions, though

https://punchng.com/breaking-buhari-
orders-conditional-lifting-of-ban-on-
twitter/

Here's the full text in a local outlet:
https://www.premiumtimesng.com/news/
top-news/487593-what-buhari-said-
about-twitter-ban-nnamdi-kanu-igboho-
iInsecurity-others-full-text.html

Paragraph 70-74

/0. To address these negative trends, the
Federal Government of Nigeria suspended
the operations of Twitter in Nigeria on
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Paragraph 70-74

/0. To address these negative trends, the
Federal Government of Nigeria suspended
the operations of Twitter in Nigeria on
June 5, 2021 to allow the Government put
measures in place to address these
challenges.

/1. Following the suspension of Twitter
operations, Twitter Inc. reached out to the
Federal Government of Nigeria to resolve
the iImpasse. Subsequently, | constituted a
Presidential Committee to engage Twitter
to explore the possibility of resolving the
ISsue.

/2. The Committee, along with its
Technical Team, has engaged with Twitter
and have addressed a number of key
Issues. These are:

a. National Security and Cohesion;

b. Registration, Physical presence and
Representation;

c. Fair Taxation;

@ fR— j:‘_j 6y {ﬁ*\ F_—___f'dj?
() = ﬂ_j} ] lk fiﬁ‘«lﬁ_)" ‘\ " |
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a. National Security and Cohesion;

b. Registration, Physical presence and
Representation;

c. Fair Taxation;

d. Dispute Resolution; and

e. Local Content.

/3. Following the extensive engagements,
the issues are being addressed and | have
directed that the suspension be lifted but
only If the conditions are met to allow our
citizens continue the use of the platform
for business and positive engagements.

74. As a country, we are committed to
ensuring that digital companies use their
platform to enhance the lives of our
citizens, respect Nigeria's sovereignty,
cultural values and promote online safety.

Few other local outlets, mostly saying the
same thing:

https://www.pulse. ngﬁms’;w s/local/buhari-

orders-twitter-ban-lifted-but-with-

conditions/w3tmwge

o— (O] ® 4



https://www.pulse.ng/news/local/buhari-
orders-twitter-ban-lifted-but-with-
conditions/w3tmwqge

https://techcabal.com/2021/10/01/buhari-
gives-conditions-to-lift-twitter-ban/

https://www.thisdaylive.com/index.php/
2021/10/01/buhari-orders-lifting-of-
twitter-ban-only-if-conditions-are-met/

http://saharareporters.com/2021/10/01/
twitter-reacts-buhari%E2%80%99s-
conditional-lifting-4-month-ban

Sept 18 —-

| am uncomfortable that Twitter has been
silent on this. | fear we are now positioned
to play the heel.

Nigeria can make whatever “"demands”
and (within the Nigerian market) if we do
not give them everything they state it

o— ®
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| am uncomfortable that Twitter has been
silent on this. | fear we are now positioned
to play the heel.

Nigeria can make whatever “demands”
and (within the Nigerian market) if we do
not give them everything they state it
looks like we are going back “on our word".
A word we never actually gave but that
the world will believe we did.

Similarly If nigeria decides to continue the
ban it looks like Twitter is the one at fault.

In the State department this tactic is
pretty much known.

Is It too late to send a letter to Nigeria?
Something along the lines of:

"we are reading that you appear to be In
negotiations with someone claiming to be
Twitter. We have not had these
conversations and want to make sure you
are protecting yourself as this appears to
be a potential imposter. We are still very

(1
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"we are reading that you appear to be In
negotiations with someone claiming to be
Twitter. We have not had these
conversations and want to make sure you
are protecting yourself as this appears to
be a potential imposter. We are still very
Interesting in meeting snd working with
Nigeria to come to an amicable solution to
the current situation. You are an important
country and market to us, one we respect
very much. We are also aware of the
financial loss your people and businesses
are suffering from this ban (--I have
figures is you need them - we are actually
very well leveraged for negotiations here
-Mudge) and we want you to be able to
support these businesses and your
citizens.”

At that point we subtly slide the open letter
to a trusted journalist to give the truth a bit

of light that can be cited and referenced in
the future... when we need to be able to

defend our position.

Or do you have other suggestions / ideas?
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June 5, 2021 at 11:27 AM

-I want to share some thinking that

Nigeria has spurred. Something to add to
our tag ups so you can have input on
prioritization in regards to all of this.

| came in a bit late on the evaluation of
Nigeria as a target location for offices and
employees. | quickly sided with LGL and
CorpSec due to some knowledge of
government stability versus other
countries in the region. | appreciated the
work product from both teams. | was a bit
surprised by the apparent ordinality and
timing of the work versus the push to
stand up an office.

One of our visions Iis Confidence can help
support “whole of company"” assessments

Informed by: TwS, T&S, LGL, PP,-
Privacy.

Capturing a holistic understanding of what
{$Country} (eg Nigeria) is doing, table top
what they could or would do given specific



Capturing a holistic understanding of what
{$Country} (eg Nigeria) is doing, table top
what they could or would do given specific
moves, and then use this frame to
Incorporate additional external knowledge
we could gather.

Before prescribing changes and a path
forward, our first questions are how did we
administratively handle this, and is that
our “standard” approach. Knowing that,
then we can find ways to optimize.

We are In the process of running tests on a
few {$Country} targets. In addition to ones
of ongoing interest such as India, Chinaq,
Turkey, and Nigeria, we want to have
options to provide in order to support
forward progress.

How Twitter currently assesses country-
specific risk is In flux, as there is a joint
Infosec-CorpSec-Legal-PP project to
change how a country risk assessment Is
built. As an example of new data input an
example that concerns us is that Taiwan is

Q) — ;ZLJ n‘~j: J‘ i; H



How Twitter currently assesses country-
specific risk is In flux, as there is a joint
Infosec-CorpSec-Legal-PP project to
change how a country risk assessment Is
built. As an example of new data input an
example that concerns us is that Taiwan is
listed as low risk across the board. From
the perspective of human rights and
stability, sure, low risk. But it's also China's
Ministry of State Security’s (MSS)
backyard, and putting a Twitter office in
Taipel isn't so radically different (from a
Customer protection perspective) than
putting it in Beijing. Different risks, but not
non-existent risks.



November 17, 2021 at 7:37 AM

We

Good morning -be and Kayvon,
thank goodness gr eq

Sea A
In relationship to Nigeria and India | saw
the WaPo article on Koo yesterday.

The section on how Koo executed around

the Nigeria ban is interesting. Fast acting
as well.

Given the value the Nigeria ban provided,
and continues to provide, to Koo, and the
non-neutral leanings of the platform, their
strategy in relation to Twitter is straight
forward. They even spell it out In the
article:

"We'll expand into Africa, then Southeast
Asia, South America, Eastern Europe — all
this in the next couple years,” he said. "We
want to go very aggressive.”



September 3, 2021 at 11:37 PM

Cost in millions to
regional economy from
blocking Twitter

Cost in millions USD:
Myanmar $2,500

India $368

Nigeria $367 (and counting)

Nigeria:

39.6M users, mostly upwardly mobile
economically and politically, 20% use for
advertisement, 18% to look for
employment

Are you tracking the Nigeria issue?

My concern Is the false narrative they are
pushing in the media:



My concern is the false narrative they are
pushing in the media:

They have refused meetings with Twitter
to date. Yet they are publishing media
articles saying they are in the midst of
negotiations with us and are almost at the
point of agreement to end the ban.

Their must recent article claims the
minister flew to New York to meet with
witter execs.

Meanwhile their economy loses 6M a day
(360M and growing) while they ban us.

We have not commented on any if the
articles saying that we have not met with
the Nigerian government yet.

Depending on why they are taking this
tactic leaves a few unwanted scenarios as
options. One scenario is Twitter being set
up to take the blame when negotiations
“fall apart at the last minute”. Possibly
while they drive up their competing




 Search (-

Depending on why they are taking this
tactic leaves a few unwanted scenarios as
options. One scenario is Twitter being set
up to take the blame when negotiations
“fall apart at the last minute”. Possibly
while they drive up their competing

https://www.top10vpn.com/vpn-demand-
statistics/

Disregard:
https://punchng.com/twitter-ban-remains-
says-ncc-as-nigerians-lose-n220-36bn/




October 14, 2021 at 10:24 PM

10/14/21 FYSA - my team has just
confirmed a further 132 accounts
registered by the Chinar Corp this year.
Majority caught automatically and
suspended - but several slipped through.
Engaged in exactly the same behavior.
They're clearly unrepentant - and absent
disclosure it doesn't seem like we have a
viable strategy other than perpetual
whack-a-mole.




September 23, 2021 at 12:30 PM

1. we have high confident
we have an existing
iInsider threat in India -
we believe this person
to be placed by and
working for, or
otherwise supporting,
the Indian government
(and/or Intelligence
agency) and not
working in the best
iInterests of Twitter

2. The Indian govt. will
continue to push to
influence Twitter and
control content on the

platform - both
AvE A r T ———
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influence Twitter and
control content on the
platform - both
externally and
internally.

3. The intelligence
agencies/government
will work to gain further
access to internal
Twitter data about
people on our platform -
If they have not already
done so. They will use
this information to
target people who
speak out against the
government, are
dissidents, or otherwise
"of interest”. The actions




e F \

dissidents, or otherwise
"of interest”. The actions
taken based on this
information will not
necessarily be on our
platform. | view this as
being in opposition to
our mission of “serving
the public
conversation’.

. There is a geopolitical

boundary issue here.
4a) As long as we are
operating within India’s
borders we are not able
to technically mitigate
this threat at this time.
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July 20, 2021 at 9:10 PM

Ned,

| wanted to share a bit of context about
the tweet thread you reported to me as
Suspicious.

In a matter of seconds, to evaluate the
account you flagged, we intimately knew
the individual. Phone numbers, where they
lived, other accounts they control, their
non-public ring of "friends” type of phone/
computer,... and more.

While we did this through certain agent
tools that have been somewhat restricted,
any engineer could figure out how to do
this under the hood without needing to use
those tools.

| just wanted to quickly check the account
to see If they were a threat. Was the
person a Twitter employee? No. Were they
physically inside the Twitter offices? No.
Were they actively engaged in other
hostile actions and planning? Was it a
network of people? Were they physically

within strikingrgnge gf Twitiar execs?



| just wanted to quickly check the account
to see If they were a threat. Was the
person a Twitter employee? No. Were they
physically inside the Twitter offices? No.
Were they actively engaged in other
hostile actions and planning? Was it
network of people? Were they physically
within striking range of Twitter execs?

they weren't).

All of these areas want to shape their
country’s public conversation. They want
to control what is said and they want to
know who is speaking badly about them,
where those people are, and who they are
communicating with behind the scenes.

In other words they want to know the type
of information that we just looked up
about the account you flagged.

We haven't adequately paid past security
bills for many years (10+ according to
Parag. | believe that). No blame or finger
pointing. That's not helpful and | can
guarantee the choices were likely
appropriate given the information
available/presented.




We haven't adequately paid past security
bills for many years (10+ according to
Parag. | believe that). No blame or finger
pointing. That's not helpful and | can
guarantee the choices were likely
appropriate given the information
available/presented.

Each time we want to expand into a new
country, with a physical presence, most
countries will see us as an ability to
monitor their “adversaries”. Be those
adversaries foreign or domestic.

As it stands, if we have engineers working
there or if we have people supporting
spaces there, or several other roles...
(even sales roles)... the foreign entity will
quickly realize they have the keys to our
kingdom.

India i1s particularly worrisome.

We know they want detailed information
about the individuals involved in the
Farmer's Protest. We know they want
Information about the people criticizing

the Indian government’s handling of Covid.

We know thaT e e eneerment
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We know they want detailed information
about the individuals involved in the
Farmer's Protest. We know they want
Information about the people criticizing
the Indian government’s handling of Covid.

We know that the Indian government
wants to silence these people and remove
them from the public conversation.

The articles | shared today in the staff doc
show how willingly the Indian government
marks reporters, dissidents, executives of
foreign companies for targeted
surveillance and espionage.

We have seen how they have targeted our
employees and controlled their local

media to portray-os the person
responsible for Twitter's non-compliance.

We believe the Indian government has
already planted a government agent
within Twitter.

We will have to figure out how to conduct
business in such environments safely.
Presently, though, when we rush into this

situation we gre directlv working against



We believe the Indian government has
already planted a government agent
within Twitter.

We will have to figure out how to conduct
business in such environments safely.
Presently, though, when we rush into this
situation we are directly working against
our mission of serving the public
conversation. We are handing the keys to
a surveillance apparatus that is intending
on using our platform against our own
mission. Silencing and targeting and
undermining the public conversation.
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May 24, 2021 at 11:54 PM
RAW (India’s intelligence agency:
Research and Analysis Wing ) uses
Special Cell as cover to provide access to
targets in forms of technical access and
compromise of target entities (such as
ourselves).

| would not be surprised to find that some
of the “squad” were not standard police.
his Is very much an example of a target
of interest where they (the govt) would
seek compromised access into Twitter.

| recommend very sensitive plans or
Information, particularly on this topic, be
shared out of band where possible (signal,
voice, etc.).

If that is the case they are running a big
International risk if they are caught. This
may mean that we can send a message to
RAW through certain posturing in our
systems or even physical support on the
ground. A message that we have
capabilities to identify, and that we are
looking, could be enough result in some
extended safety periods for Customers




February 16, 2021 at 12:20 PM

80 Indian employees

Handsome severance packages - not their
fight, they should be able to opt out.

For 118 - message that once you take a
payment the adversary will have leverage.
What they will ask you to do next will be
much worse and you will be stuck.

General FYI on insider threat campaigns to
employees and contractors.
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April 20, 2021 at 4:02 PM

TNIO (Turkey's National Intelligence
Organization) is a very capable service.

For local assets (people or offices): TNIO
has extremely capable physical access
capabilities, so, any physical presence
would be something to consider as
compromised (listening, monitored,
Internally accessed at will).

As you are already aware, their ability and
willingness to “lean” on people with
pressure campaigns (including physical
tactics) is known.

Specific to cyber, they're capable but not
particularly advanced- more "near
abroad" and regional interest (w/r/t
targeting) vs. global intrusions and
collection (that being said, this calculus
can changes based on the "hardness” of
the target). What this means for us is that
we may not be presently compromised by
TNIO but can expect Twitter people and
devices In country to be compromised and
used for access into our systems,
communications, and data.




Specific to cyber, they're capable but not
particularly advanced- more "near
abroad" and regional interest (w/r/t
targeting) vs. global intrusions and
collection (that being said, this calculus
can changes based on the "hardness” of
the target). What this means for us is that
we may not be presently compromised by
TNIO but can expect Twitter people and
devices in country to be compromised and
used for access into our systems,
communications, and data.

It would be ideal if we can keep Twitter
employees in Turkey to *only* Gsuite and
Slack (or some subset thereof).

Happy to work with you to figure out the
strategy here for our various scenarios.
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LDAP

-b
"ch=groups,dc=ods,
-s sub "(objectclass=*)"

-b
"ch=groups,dc=o0ds,
-s sub "(objectclass=*)"

Try this Iinstead:

dapsearch -xLLL -_
-b "cn=users,dc=0ds -

-s sub "(objectclass=*)"

I'm not sure why the
Isn't working. sSays

to use the LDAP server "local" to your
zone (zones are sorta kinda like enclaves,
but not really in any useful security sense).
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December 22, 2020 at 10:12 AM

BLUF: we have many datasets within
Twitter that are primary targets for entire
classes of attackers. Twitter may not
presently perceive them as high value
because we may be looking at them
through a lense of “what is valuable to
Twitter”. Here's a walkthrough of a
criminal’s playbook against Twitter using
the Ledger data breach of two days ago
as an example. All possible simply from
Customer name, address, e-mail, and
phone number.

| am In the process of identifying several
types of datasets that are high value to
Criminals and quantifying their value and
exposure.

In the following section | detail:

Name and address -> retrieve SSN for
$20

SSN, name, address -> take over email
account
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Phone numbgr-> detarmina nhone carrier



SSN, name, address -> take over emall
account

Phone number -> determine phone carrier

Phone carrier, number, name, address,
SSN -> SIM slamming

Above = control of target's crypto

currency accounts, stock trading, bank
accounts, etc.

Details

| type this on my iPhone, lying bed,
Isolated, sweating out what | hope Is not
COVID. | get the results back within the
next 12 to 24 hours. Apologies in advance
for autocorrect and “phone” grammar.

| wanted to share with you what happens
from an adversary's perspective after a
“simple” data breach. This will be similar
to what happened to Jack but more
opportunistic.

Let's suppose we lose a bunch of
seemingly innocuous Twitter Customer
Information. All it has to be is as little as
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Let's suppose we lose a bunch of
seemingly innocuous Twitter Customer
Information. All it has to be is as little as
email address, Twitter handle, and phone
number. Turns out it's not so innocuous.

TwS owns/accesses some very valuable
stashes of adversary gold. Stashes that
we don't recognize being super sensitive.
particularly when sitting next to Agent
accounts and tools. How strictly are we
controlling access to underlying datasets
by other means and from other systems?

In this case the real world example is
Ledger, a maker of a product used with
cryptocurrencies, who suffered an
Information leak two days ago
(12/20/2020).

From their data breach, which contains
names, email addresses, phone numbers,
and home addresses, the adversaries has
all they need to get going. This will be a
lucrative payoff.

The adversary already has a correlation
between Customers in this data set and

people Who eientkdakaamsssas C\ WAdllets.



'he adversary already has a correlation
between Customers in this data set and
people who have cryptocurrency wallets.
For Twitter that correlation may require a
quick download of historic tweets and
tagging, or mentions, of crypto exchanges
or financial organizations.

Adversaries will go through the dataset
looking for e-mail addresses that will be
easy to compromise. (.edu, att.net, etc.).
They will then attempt to correlate these
users with higher value accounts on
Binance, Coinbase, Bitrex, etc. In Twitter's
case it may be that the adversary
iIdentifies "easy” to compromise email
accounts and then downloads the twitter
handle tweets (via public API) and auto
scan them for keywords or key accounts.
(There's an opportunity for our analytics
here) The key here is that a subset of the
total targets are opportunistically

qualified. You'll see why next.

Let's assume they now have a list of
accounts they want to take over. They
lookup the target name within {jstash,
dehashed, snusbase} and receive the SSN

of their targeffor $20 _(This ig possible



Let's assume they now have a list of
accounts they want to take over. They
lookup the target name within {jstash,
dehashed, snusbase} and receive the SSN
of their target for $20. (This is possible
due to the Equifax breach)

Because the above step costs the
adversary money, it is performed after
there Is some confidence that the target
has an online cryptocurrency account, or
that the target performs online banking
and has a sufficient level of funds to be of
Interest. A guesstimated few thousand
dollars in a bank account could be
sufficient. Or, that they want to takeover
the target’s Twitter handle.

The adversary calls up user support / tech
support of the email provider and with the
name, phone number, address, SSN,
convinces them to change the password
and/or redirects the email. You can
Imagine how easy this is for accounts
such as .edu or AOL, etc. Name, number,
address , and social are the only

iIdentifiers these email providers may have.

The adversagpauccantrgls the target's e-



iIdentifiers these email providers may have.

The adversary now controls the target’s e-
mail.

If the adversary needs to compromise @
phone number to complete the account
takeovers (remember they already control
email at this point), they already know the
target phone number from the breach and
they just need to identify the carrier. A
lookup on ‘freecarrierlookup’ or similar
service, tells them if it's att, t-mobile, etc.
Some of these carriers let you switch the
SIM attached to a number online with just
the information listed above. No social
engineering needed. For other carriers
some social engineering is conducted at
this point.

The more direct effort the adversary
needs to perform, such as multiple social
engineering attempts, a carrier that
doesn't allow online automatic sim
swapping, etc., the more likely the
adversary has qualified the target as
having sufficient funds to warrant the
cost.
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The more direct effort the adversary
needs to perform, such as multiple social
engineering attempts, a carrier that
doesn’t allow online automatic sim
swapping, etc., the more likely the
adversary has qualified the target as
having sufficient funds to warrant the
cost.

Any account in the Ledger compromise
that 1s used elsewhere for
cryptocurrencies or banking, is at risk. The
same would be true for any Twitter
account where we exposed (or lost) valid
email addresses, real names, phone
numbers, and handles. *Especially* since
the public Tweet history provides enough
opportunity to spot juicy pointers to
financial target affiliations. "Hey @{BofA,
Coinbase, Etrade, ...} | love/hate your
service!” and qualify high value targets
through their conversations.




