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Written Questions to Director Melanie Pustay 
Hearing On "The Freedom Of Information Act: Safeguarding 

Critical Infrastructure Information And The Public's Right To Know" 

Chairman Leahy 

DOJ FOIA Regulations 

1. Last year, I worked with the Attorney General to address concerns that the 
Department of Justice's proposed new FOIA regulations would instruct federal agencies to 
mislead the public about the existence of government records that are subject to one of the 
exclusions under the Freedom of Information Act (FOIA). I understand that the 
Department is in the process of finalizing the regulations in a manner that will ensure more 
transparency and candor going forward. 

a. When will the new FOIA regulations be finalized and made available to the 
public? 

Response: The Department has completed its review of the comments received on its proposed 
new FOIA regulations, and proposed changes currently are under review. 

b. Are federal agencies currently responding that "no responsive records exists" 
when they receive requests for records that are subject to a FOIA exclusion? 

Response: As you know, Congress excluded certain records from the FOIA in 1986 to protect 
three narrow categories of criminal law enforcement and national security records when 
disclosure of even the existence of the records could compromise vital interests. The first 
category of excluded material addresses those situations where a requester seeks information 
relating to an ongoing criminal investigation, of which the target is unaware, and when even 
acknowledging the existence of responsive records would interfere with the enforcement 
proceedings. The agency may, during the time these circumstances apply, treat those records as 
not subject to the requirements of the FOIA. The second exclusion, which applies only to 
criminal law enforcement agencies, similarly protects against disclosures that would identify an 
informant, while the third exclusion, which applies only to FBI records, protects against 
disclosures of foreign intelligence or counterintelligence or international terrorism records, 
where the existence of the records is classified. 

Because exclusions apply to circumstances where the existence of the requested records is itself 
the protected fact, they cannot be applied like exemptions, where the records are acknowledged, 
but withheld. Moreover, using a "Glomar" response for excluded records, i.e ., where the agency 
neither confirms nor denies the existence of the requested records, would similarly not be 
effective or practical because there would be so many requests that would need to be Glomared. 
Agencies would need to Glomar every request that is received where an exclusion could 
potentially apply, which would include any request an individual makes on himself or herself, 
another individual, a company, or a private organization. Furthermore, Glomar responses must 
be openly linked to applicable FOIA exemptions, which again would be problematic in the three 
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specific contexts addressed by exclusions because citing the applicable exemption would reveal 
the protected interest covered by the exclusion. Because of these concerns, in those exceptional 
circumstances where a FOIA exclusion was invoked, agencies historically have responded to the 
request as if the excluded records did not exist. Such a response was based on the premise that 
when a requester makes a request pursuant to the FOIA, either implicit or explicit in the request 
is that he or she seeks records that are subject to the FOIA. This response has been uniform, 
across all administrations, ever since Congress excluded these records from the FOIA in 1986. 

After further deliberation and review, the Department has decided there is a different way to 
implement the statutory exclusion provision that preserves the integrity ofthe sensitive law 
enforcement records at stake, while continuing to maintain the Department's commitment to 
being as transparent about that process as possible. As a result, the Department has withdrawn 
Section 16.6(f)(2) of its proposed FOIA regulations. The wording ofresponse letters is now 
addressed instead through policy guidance issued by OIP on September 14, 2012, which instructs 
agencies on the appropriate language to use to notify requesters of the potential applicability of 
exclusions. 

In yet another effort to bring greater transparency to the use of exclusions, the Department 
instituted a new reporting requirement on exclusions. In March 2012, agencies began to publicly 
report in their Chief FOIA Officer Reports the number of times that they invoked an exclusion 
during the prior fiscal year. This new reporting requirement not only promotes greater 
accountability, but also provides greater transparency on agencies' use of the statutory 
exclusions. As reported in agencies' 2012 ChiefFOIA Officer Reports, in Fiscal Year 2011, 
only three agencies out ofthe ninety-nine subject to FOIA- the Department of Justice, the 
Department of Homeland Security, and the Environmental Protection Agency- reported 
invoking a statutory exclusion. These agencies collectively reported using an exclusion in 
response to 178 requests, which amounts to 0.03% of the 631,424 requests processed by the 
government in Fiscal Year 20 11. 

As you are aware, the Department also took several steps when drafting its proposed new FOIA 
regulations to bring its handling of exclusions in line with Attorney General Holder's 
commitment to open government. For example, Section 16.6(f)(l) of the Department's proposed 
new regulations requires components to obtain prior approval from OIP before invoking an 
exclusion, and Section 16.6(f)(3) requires that they maintain records of any uses of an exclusion 
and its approval. Finally, in order to promote greater public awareness of exclusions, Section 
16.4(a) of the proposed regulations advises requesters that excluded records are not considered 
responsive to a FOIA request. 

Moreover, in order to ensure that exclusions are properly invoked, the Department has for over 
twenty years encouraged agencies to consult with OIP in each instance when contemplating the 
use of an exclusion. Senior attorneys on my staff designated as exclusion experts work with 
these agencies to carefully determine whether the use of an exclusion is appropriate and 
absolutely necessary. 

My Office is actively examining additional policies that would shed further light on agencies' 
handling of exclusions. We have recently issued government-wide guidance to agencies on this 
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very important issue, and will be providing training that will assist agencies in properly using 
exclusions in the most transparent way possible. 
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Senator Cornyn 

2. I am very concerned about the Freedom of Information Act (FOIA) request backlog 
in the Justice Department's three top leadership offices. According to the Department's 
own numbers, the offices of the Attorney General, Deputy Attorney General, and Associate 
Attorney General actually increased their backlogs over the past two fiscal years, FYlO and 
FYll. See Department of Justice Annual FOIA Report FYlO, available at 
http://www.justice.gov/oip/annual report/2010/sec12.pdf; and Department of Justice Annual 
FOIA Report FYll, available at http://www.justice.gov/oip/annual report/2011/sec12.pdf. 
The reported FYlO backlog was a 33 percent increase over the previous year. And the 
reported FYll backlog was more than a 35 percent increase over FYlO. 

a. Please explain the reason(s) for these backlog increases. 

Response: In Fiscal Year 2011, OIP's Initial Request Staff processed requests for a total of eight 
components. The increase of backlogged FOIA requests in the Offices of the Attorney General, 
Deputy Attorney General, and Associate Attorney General is largely attributed to the dramatic 
increase in incoming requests received by these offices, as well as the five other offices for 
which OIP processed records. In Fiscal Year 2008, the offices for which OIP processes records 
received 904 requests. In Fiscal Years 2009 and 2010, these offices experienced a 22% and 
24.9% increase of incoming requests, respectively. This past fiscal year, the number of requests 
received by these offices reached a record high of 1,410, which is 506 (or 56%) more than was 
received in Fiscal Year 2008. 
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In an effort to match these dramatic increases of incoming requests, OIP has processed more 
requests each year since Fiscal Year 2009 when it processed 988 requests. In Fiscal Year 2010, 
OIP processed 1,302 requests, a 31.8% increase from the prior fiscal year. In Fiscal Year 2011, 
OIP processed 1,376 requests, which is the most requests processed by OIP based on available 
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data datin back to Fiscal Year 1999. 
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The increased number ofFOIA requests has had the most significant impact on the Offices of the 
Attorney General, Deputy Attorney General, and Associate Attorney General. Between Fiscal 
Years 2005 and 2009, these offices collectively received an average of355 requests a year. This 
average increased by a significant 78%, rising to 632 requests between Fiscal Years 2010 and 
2011. In fact, the number of requests received by these offices has increased every year since 
Fiscal Year 2009. In Fiscal Year 2009, these three offices collectively received 429 requests, 
which is a 77.3% increase from the prior fiscal year. The number of requests received by these 
offices increased by another 27.7% in Fiscal Year 2010. This past fiscal year, these offices 
collectively received 716 requests, a 30.7% increase from Fiscal Year 2010, and a significant 
66.9% increase from the number of requests received in Fiscal Year 2009. In addition to the 
large increase of incoming requests, these offices have also received more complex requests that 
have demanded more time and resources to thoroughly process. 
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OIP has taken steps to increase its productivity to help meet the demand of the unprecedented 
numbers of requests from these offices and the increased complexity of those requests. In Fiscal 
Year 2009, OIP processed 380 requests for records maintained by these offices, which is a 
significant 41.3% increase from the prior fiscal year. OIP increased the number of requests 
processed for these offices by another 22.9% (467 requests processed) and 34.7% (629 requests 
processed) in Fiscal Years 2010 and 2011, respectively. Most significantly, between Fiscal 
Years 2008 and 2011, the number of requests processed for records in these offices increased by 
133.8% from 269 requests in Fiscal Year 2008 to 629 in Fiscal Year 2011. These significant 
strides in increased processing reflect the dedication and commitment of OIP's staff. 
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b. How can your office serve as a leader of other Justice Department components, 
as well as a model for all other federal agencies, when it records significant 
backlog increases in back-to-hack years? 

Response: I am very proud of the example OIP and the Department of Justice has set in our 
leadership role with regard to the FOIA. Despite three straight years of receiving over 60,000 
requests, this past fiscal year the Department increased the number of requests processed and 
reduced our backlog of pending requests by 26%. OIP achieved a parallel reduction in backlog 
by reducing the Department's backlog of administrative appeals by a full 41%. The Department 
also improved the average processing time for both simple and complex FOIA requests. 
Moreover, as explained above, in response to record numbers of incoming requests, OIP has 
achieved significant improvements in the number of requests processed, demonstrating its 
leadership in adjusting to unprecedented demand. OIP accomplished this while simultaneously 
continuing to fulfill its responsibility of encouraging agency compliance with the FOIA and 
ensuring that the Attorney General's FOIA Guidelines are fully implemented across the 
government. Since the issuance of the Attorney General's FOIA Guidelines, OIP has taken many 
steps to improve timeliness, increase responses, and reduce FOIA backlogs not only at OIP, but 
across all federal agencies. 

OIP's efforts in this area have clearly been effective as the number of requests processed by OIP, 
the Department of Justice as a whole, and the entire government increased this past fiscal year. 
Serving as an example, OIP has increased the number of requests it processes every year since 
the Attorney General's Guidelines were issued. Additionally, since I became Director, OIP has 
specifically focused on reducing the age of the backlog at each of the eight offices for which we 
process records. To that end, I am proud to state that every year since Fiscal Year 2008, OIP has 
closed the ten oldest pending requests identified in the Department's Annual FOIA Report for 
each of those offices. 

Moreover, embracing the President's call for greater use of technology in the FOIA process, OIP 
convened an inter-agency working group to explore ways in which technology can be better 
utilized to improve FOIA administration. OIP is currently pursuing a pilot to explore the 
feasibility of utilizing more sophisticated document management software to respond to FOIA 
requests. OIP is working to develop enhanced processing capabilities through use of technology 
with the goal of helping all agencies employ similar tools for the overall benefit of FOIA 
administration. Yet another example of OIP's leadership in FOIA administration is our work in 
issuing policy guidance. This past year, as part of our efforts to improve the FOIA process, and 
in direct response to concerns raised by open government groups, OIP issued guidance that 
provided new procedures for agencies to follow when handling document referrals and 
consultations. These new procedures are designed to maximize efficiency, promote 
accountability, and improve customer service. 
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3. The Associate Attorney General serves as the Justice Department's chief FOIA 
officer. According to the reports cited in Question 1 above, the Associate AG's backlog 
nearly doubled from FYlO to FYll. 

a. Please explain the reason(s) for this backlog increase. 

Response: While it is true that the number of backlogged FOIA requests at the Office ofthe 
Associate Attorney General went from 22 to 40 requests from Fiscal Year 201 0 to Fiscal Year 
2011, these raw numbers alone do not provide a full picture of the actual progress that the Office 
has made in processing FOIA requests. During Fiscal Year 2011 , the Office ofthe Associate 
Attorney General experienced a 53% increase in incoming FOIA requests from the prior fiscal 
year, a significant portion of which were complex requests. In an effort to meet this demand, 
OIP processed substantially more requests on behalf of the Office of the Associate Attorney 
General, as well as the other seven offices for which we process records from Fiscal Year 2010 
to Fiscal Year 2011. 

b. What message do you think it sends to DOJ components and other federal 
agencies when the Justice Department's own chief FOIA officer nearly doubles 
his/her backlog in a single year? 

Response: OIP and the Office of the Associate Attorney General stand by the example we have 
set for agency compliance with the FOIA and the implementation of the Attorney General's 
FOIA Guidelines. Here at the Department, despite three straight years of receiving over 60,000 
requests, this past fiscal year we increased the number of requests processed and reduced our 
backlog of pending requests by 26%. OIP achieved a parallel reduction in backlog by reducing 
the Department's backlog of administrative appeals by a full 41%. In addition to making 
significant strides in reducing the backlog, the Department also improved the average processing 
time for both simple and complex FOIA requests. Both the Associate Attorney General and I 
have stressed the importance of agencies' efforts to reduce their backlogs in our FOIA leadership 
roles. However, we also understand that circumstances beyond an agency's control can 
sometimes make achieving this goal more difficult and that the full scope of an agency's 
accomplishments should be considered when assessing compliance with the Act. OIP has 
processed substantially more requests on behalf of not only the Office of the Associate Attorney 
General, but also the Offices of the Attorney General and Deputy Attorney General, and has 
closed the ten oldest pending requests in these offices as identified in the Department's Annual 
FOIA Report every year since Fiscal Year 2008. 
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Senator Grassley 

4. An article in the November 2011 issue of the Harvard Law Review concluded that the 
practical effect of the Supreme Court's ruling in Milner v. Department of the Navy "will be 
to leave unprotected a great deal of information that could threaten the public safety if 
disclosed." What is your reaction to that analysis? Do you agree with it or disagree with 
it? Please explain your answer in detail. 

Response: The Department does have concerns about the impact of the Supreme Court's ruling 
in Milner v. Department of the Navy, 131 S. Ct. 1259 (20 11) on the ability of agencies to 
adequately protect information that, if disclosed, could risk circumvention of the law. Milner's 
rejection of "High 2" overturned a three-decade-old approach to protecting these types of 
sensitive information. Although my Office has issued guidance (copy enclosed) on alternative 
FOIA exemptions that could potentially protect some information previously covered under 
"High 2," it is unlikely that the existing FOIA exemptions will suffice to protect, in all instances, 
every category of information whose release could cause harm. For example, the most likely 
exemptions that could protect the sensitive information left exposed by Milner are Exemptions 1, 
3, and 7. As Justice Breyer pointed out in his dissent, reliance on Exemption 1 is not a practical 
solution as classification takes time and over-classification will undoubtedly hinder, among other 
things, information sharing between federal, state, and local agencies that is essential to 
preserving public safety. See id. at 1277 (Breyer, J., dissenting) . In the wake of Milner, some 
agencies have sought statutory relief from mandatory disclosure under the FOIA for discrete 
categories of records they maintain. This piecemeal approach, however, of using separate 
withholding statutes that fall under Exemption 3 is also not an ideal solution as it does not 
sufficiently ensure protection for all agencies and all sensitive information. Similarly, not all 
sensitive information previously covered under "High 2" can easily satisfy the threshold 
requirement of Exemption 7, which is that the information must be "compiled for law 
enforcement purposes." 

The Department believes that the preferred course of action for safeguarding information 
previously covered under "High 2" is to amend Exemption 2 so that its plain language addresses 
the need to protect against disclosures that would risk circumvention of the law. The precise 
contours of a proposed legislative amendment to Exemption 2 will of course need to take into 
account the important interests of preventing circumvention of the law and safeguarding 
national security as well as ensuring that exemptions are precisely crafted so as not to sweep too 
broadly. The Department is actively considering an appropriate solution that protects both these 
interests and is working with other Departments that have been impacted by the Milner decision. 
We also look forward to working with the Committee on this matter. . 

1 "Leading Cases," 125 HARV. L. REV. 341,341-42 (2011). 
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5. On March 30, 2011, the House Committee on Oversight and Government Reform 
released its 153-page report on its investigation of DHS's political vetting of FOIA 
requests. 2 The Committee reviewed thousands of pages of internal DHS e-m ails and 
memoranda and conducted six transcribed witness interviews. It learned through the 
course of an eight-month investigation that political staff under Secretary Napolitano has 
exerted pressure on FOIA compliance officers, and undermined the federal government's 
accountability to the American people. 
The report by Chairman's Issa's Committee reproduces and quotes email from political 
staff at DHS, including the Chief Privacy Officer. The report also quotes the transcripts of 
witness interviews. The statements made by the political staff at DHS are disturbing. 

a. What is your response to each of the findings contained on pages 5-7 of the 
report? 

b. What is your response to the disturbing statements made by DHS political staff, 
including the Chief Privacy Officer, who are quoted in the report? In 
particular, what is your response to political appointees in Secretary 
Napolitano's office referring to a career FOIA employee, who was attempting to 

. organize a FOIA training session, as a "lunatic" and to attending the training 
session, for the "comic relief'? 

Response to (a) and (b): 

The Department understands that the Department of Homeland Security's Office of the Inspector 
General has completed a comprehensive investigation of this matter and has issued a report that 
provides six recommendations for improving the efficiency ofDHS's FOIA administration. Any 
questions regarding the report or this matter are best directed to DHS. 

The Department's position on efficiency in the FOIA process has been clear. Under the Attorney 
General's FOIA Guidelines, agencies are directed to ensure that they have an effective system in 
place for responding to FOIA requests. The Guidelines emphasize that 11 [a]pplication of the 
proper disclosure standard is only one part of ensuring transparency. Open government requires 
not just a presumption of disclosure but also an effective system for responding to FOIA 
requests. 11 The Guidelines also stress that 11 [t]imely disclosure of information is an essential 
component of transparency. 11 According! y, if an agency employs procedures that are inefficient 
or that cause unnecessary delays in responding to requests, those procedures would be contrary 
to the Attorney General's Guidelines. Furthermore, as the Attorney General's Guidelines 
expressly states, the FOIA is everyone's responsibility and not just that of the FOIA professionals 
within an agency. As such, all federal employees should be aware of their obligations under the 
FOIA and work to assist their agencies' efforts to comply with the Act. 

2 The report is entitled "A New Era ofOpenness? How and Why Political staff at DHS Interfered with the 
FOIA Process" and is available at 
http://oversight.house.gov/images/stories!Reports/DHS_REPORT_FINAL_FINAL_ 4_01_II.pdf. 
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6. Both Chairman Issa's report and a report prepared by the Inspector General of 
DHS find that political staff at DHS lack a fundamental understanding of FOIA. What, if 
anything, has the Department of Justice done to directly address this issue? 

Response: As part of our responsibility to encourage agency-wide compliance with the FOIA 
and to ensure that the Attorney General's FOIA Guidelines are fully implemented, OIP provides 
training to thousands of federal employees each year, both at the courses offered by OIP and at 
agency-specific FOIA conferences. OIP also provides training at conferences sponsored by the 
American Society of Access Professionals and other organizations. OIP gives executive 
briefings to senior officials at agencies upon request and I routinely meet with the ChiefFOIA 
Officers of the cabinet agencies to engage them on important issues concerning FOIA 
administration. These training courses cover all aspects of the FOIA, from procedural 
considerations, to the scope of the exemptions, to the requirements for assigning fee categories 
and assessing fee waiver requests, to litigation considerations. Some of the attendees at these 
various sessions are political appointees. Although there is no requirement that any group attend 
FOIA training, OIP does believe that it is important for all agency personnel to be aware of their 
obligations under the FOIA. The Attorney General's Guidelines make clear that the FOIA is 
everyone's responsibility and not just that of the FOIA professionals within an agency. 

Since 2010, I have personally met with the Department of Homeland Security's Chief FOIA 
Officer twice to discuss their administration of the FOIA and my Office has conducted six 
separate training sessions exclusively for DHS staff covering various aspects of the FOIA, 
including President Obama's Memorandum on the FOIA and Attorney General Holder's FOIA 
Guidelines, an overview of the FOIA's procedural requirements and its nine exemptions,fees and 
fee waivers, the proper procedures for handling document referrals and consultations, and 
separate, more specialized training on Exemption 2 after the Supreme Court ruling in Milner and 
Exemptions 5, 6, and 7(C). 

In addition to providing training, OIP engages in a wide variety of initiatives to both oversee and 
assist agencies with their FOIA compliance. First, OIP publishes the Department of Justice 
Guide to the FOIA, which is a legal treatise addressing all aspects of the law, including all of its 
procedural provisions. The Guide is publicly available on OIP's website and can be accessed at 
www.justice.gov/oip/foia guide09.htm. In addition to the Guide, OIP's website also contains 
summaries of all the most up-to-date FOIA case law organized by the various issues that arise 
under the Act. See www.justice.gov/oip/court-decisions.html. Second, OIP issues guidance to 
agencies on the proper implementation of the statute and the Attorney General's Guidelines, 
which is ·also available on OIP's website. See www.justice.gov/oip/oip-guidance.html. Third, 
OIP provides daily legal counseling services to all agency personnel, who can call OIP on a 
dedicated phone line and speak to an attorney about any matter connected with the 
administration of the FOIA. Fourth, agencies are required to send out two reports each year to 
the Department of Justice. The Annual FOIA Report contains detailed statistics regarding the 
numbers and disposition ofFOIA requests, and the time taken to respond. The ChiefFOIA 
Officer Report describes narratively the steps taken to improve transparency at the agency, 
including the steps taken to ensure that the agency has an effective and efficient FOIA process. 
OIP, in turn, reviews these reports, engages in outreach to agencies as needed, and prepares a 
summary of both reports. OIP posts these reports on its website at a central access point. See 
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www.justice.gov/oip/reports.html. OIP also makes all the detailed statistics on agency FOIA 
compliance available to the public graphically on the Department's new government-wide 
comprehensive FOIA website, FOIA.gov. Through all of these initiatives OIP is both 
encouraging proper compliance with the FOIA and ensuring agency accountability. 

12 



Senator Klobuchar 

7. The Supreme Court decision in Milner limited the extent to which critical 
infrastructure information can be shielded by FOIA Exemption 2. Given that ruling, how 
can the current FOIA statutory scheme best be modified in order to protect critical 
government security information? 

Response: The Department is concerned about the vulnerability of sensitive material such as 
critical infrastructure information in the wake of the Supreme Court's decision in Milner v. 
Department of the Navy, 131 S. Ct. 1259 (2011). Milner overturned a three-decade-old approach 
to protecting these types of sensitive information under what was termed "High 2." The 
Supreme Court's rejection of "High 2" in Milner was based on the plain language of Exemption 
2. In tum, the Department believes that the best course of action for protecting the sensitive 
information previously covered under "High 2" is to amend Exemption 2 so that its plain 
language addresses the need to protect against disclosures that would risk circumvention of the 
law. 

Of course, the precise contours of a proposed legislative amendment to Exemption 2 will need to 
take into account the important interests of preventing circumvention of the law and 
safeguarding national security as well as ensuring that exemptions are precisely crafted so as not 
to sweep too broadly. Given that agencies and the public have had three decades of experience 
with a far more robust Exemption 2, one that provided for protection against risk of 
circumvention of the law, and in light of the fact that there is legislative history supporting such a 
reading, amending the exemption to reinstate that protection should be informed by that prior 
experience and history. 
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OIP Guidance: 

Exemption 2 After the Supreme Court's Ruling in 
Milner v. Department of the Navy 

On March 7, 2011, the Supreme Court issued an opinion pertaining to Exemption 2 
of the Freedom of Information Act, 5 U.S.C. § 552 (b)(2) (2006 & Supp. III 2009), that 
overturned thirty years of established FOIA precedents and significantly narrowed the 
scope of that exemption. See Mjfner v. Dep'tofthe Navy, 131 S. Ct. 1259 (2011). This 
guidance will discuss the newly defined contours of Exemption 2 in the wake of Mjfnerand 
will address possible alternatives that agencies can consider to protect sensitive 
information that is no longer covered by Exemption 2. 

The Suoreme Court's Dedsjon 

At issue in Mjfnerwere maps and data detailing '"minimum separation distances' for 
explosives" which aid the Department of the Navy in designing and constructing storage 
facilities to hold weapons, ammunition, and other explosives stored at the Naval Magazine 
Indian Island in Puget Sound, Washington. Jd at 1263. A resident of Puget Sound had 
requested the maps and data, and the Department of the Navy withheld them under 
Exemption 2, "stating that disclosure would threaten the security of the base and 
surrounding community." !d at 1264. The requester challenged the decision. The District 
Court for the Western District of Washington and the Court of Appeals for the Ninth Circuit 
both upheld the Navy's decision to invoke what was commonly called "High 2." See jd 

Specifically, the Ninth Circuit held that disclosure of the data and maps '"would risk 
circumvention of the Jaw' by 'point[ing] out the best targets for those bent on wreaking 
havoc'- for example, '[a] terrorist who wished to hit the most damaging target."' !d 
(quoting Ninth Circuit opinion, 575 F.3d 959, 971 (9th Cir. 2009)). 

The Supreme Court granted certiorari, citing "the Circuit split respecting Exemption 
2's meaning," and reversed. !d In a ruling that is limited to the scope of Exemption 2, the 
Supreme Court then held that "Exemption 2, consistent with the plain meaning of the term 
'personnel rules and practices,' encompasses only records relating to issues of employee 
relations and human resources." Jd at 1271. Utilizing that newly developed interpretation 
of the exemption, the Court found that "[t]he explosives maps and data requested here do 
not qualify for withholding under that exemption." !d The case was then remanded back 
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to the Ninth Circuit for consideration of the applicability of Exemption 7(F), 5 U.S.C. § 552 
(b)(7)(F), to the data and maps. The Navy had asserted Exemption 7(F) as an alternative 
ground for protection of the material and that claim now remains open for the Ninth Circuit 
to address. See id. 

The Suoreme Court's Focus on the Text of Exemotion 2 

In reaching its decision, the Court began by stating that its "consideration of 
Exemption 2's scope starts with its text." !d. at 1264. The Court noted that although other 
court decisions had analyzed the meaning of the exemption, "comparatively little attention 
has focused on the provision's 12 simple words: 'related solely to the internal personnel 
rules and practices of an agency."' !d. Of those words, the Court found, "[t]he key word" 
and "the one that most clearly marks the provision's boundaries" is the word "personnel." 
!d. That word, in common usage, "means 'the selection, placement, and training of 
employees and ... the formulation of policies, procedures, and relations with [or involving] 
employees or their representatives."' !d. 

The Court found that using this commonly understood definition of the term 
"personnel," the phrase "personnel rules and practices" in Exemption 2 should be 
understood to mean "rules and practices dealing with employee relations or human 
resources." !d. at 1265. Indeed, the Court held, all the rules and practices encompassed 
within Exemption 2 "share a critical feature: They concern the conditions of employment 
in federal agencies- such matters as hiring and firing, work rules and discipline, 
compensation and benefits." !d. The Court went on to note that other courts "have had 
little difficulty identifying the records that qualify for withholding under this reading: They 
are what now commonly fall within the Low 2 exemption." !d. The Court concluded by 
declaring that its "construction of the statutory language simply makes clear that Low 2 is 
all of 2 (and that High 2 is not 2 at all ... )." !d. 

Exemption 2 Before Milner- Hich 2" and "Low2" Under Crooker 

Prior to Milner, the leading interpretation of the meaning of Exemption 2 was that 
provided by the Court of Appeals for the District of Columbia Circuit in Crooker v. ATF, 670 
F.2d 1051 (1981). It is from that decision that the concept of "Low 2" and "High 2" were 
first established. Under the interpretation of Exemption 2 given by the D.C. Circuit in 
Crooker, the statutory language was read to imply a two-part test: to qualify for protection 
the records had to be first "predominantly internal," and second either of no genuine public 
interest, or trivial, which was referred to as "Low 2," or be matters of a more substantial 
nature if the disclosure would significantly risk circumvention of the law, which was 
referred to as "High 2." Seeid. at 1073-74; seealsoSchillerv. NLRB, 964 F.2d 1205,1207 
(D.C. Cir. 1992); Founding Church of Scientology v. Smith, 721 F.2d 828, 830 (D.C. Cir. 
1983). 

As the Supreme Court noted in Milner, the D.C. Circuit had fashioned this two-prong 
test for Exemption 2 based on language contained in an earlier Supreme Court decision in 
Department of the Air Force v. Rose, 425 U.S. 352, 362, 369 (1976). In Rose, the Supreme 
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Court had rejected the argument that case summaries of honor code and ethics proceedings 
held at the United States Air Force Academy were encompassed by Exemption 2. Id at 367. 
As the MjfnerCourt described its holding in Rose, the honor code case summaries did not 
fall within Exemption 2 "because they 'd[id] not concern only routine matters' of merely 
internal significance." Milner, 131 S.Ct at 1262. Still, the Rose decision contained a 
"possible caveat" to that narrow interpretation of Exemption 2, with the Court stating that 
the narrow interpretation applied "'at least where the situation is not one where disclosure 
may risk circumvention of agency regulation."' ld (quoting Rose, 425 U.S. at 369). 

After this decision in Rose, the D.C. Circuit in Crookertook the caveat provided by 
the Supreme Court in Rose and fashioned "High 2" as a means of protecting internal 
matters where disclosure would risk circumvention of the law. See670 F.2d at 1074. The 
D.C. Circuit reasoned that this interpretation of the Exemption "flowed from FOIA's 'overall 
design,' its legislative history, 'and even common sense,' because Congress could not have 
meant to 'enac[t] a statute whose provisions undermined ... the effectiveness of law 
enforcement agencies.'" Mj]ner, 131 S.Ct. at 1263 (quoting Crooker, 670 F.2d at 1074). 
Over the years, the Courts of Appeals for the Second, Seventh, and Ninth .Circuits adopted 
the D.C. Circuit's two-prong approach to Exemption 2. See id 

The Supreme Court in Milnerdescribed the effects of the Crookerdecision as having 
"spawned a new terminology; Courts applying the Crooker approach now refer to the 'Low 2' 
exemption when discussing matters concerning human resources and employee relations 
and to the 'High 2' exemption when assessing records whose disclosure would risk 
circumvention of the law." !d Notably, though, this characterization of what was 
historically covered by "Low 2" both omits the requirement that there be no public interest 
in disclosure and includes the requirement that the information be connected with "human 
resources and employee relations.'' See id In fact, though, many cases decided under what 
used to be known as "Low 2" required that the information be of no public interest, or 
trivial, and at the same time did not demand that it necessarily be related to human 
resources and employee relations. See, e.g., Hale v. DOJ, 973 F.2d 894, 902 (10th Cir. 1992) 
(withholding checklist form used by FBI agents to assist them in consensual monitoring as 
well as administrative markings and document notations because such records constitute 
trivial matters of no genuine public interest); Schiller v. NLRB, 964 F.2d 1205, 1208 (D.C. 
Cir. 1992) (affirming withholding under "Low 2" of internal agency time deadlines and 
procedures, recordkeeping instructions, directions for contacting agency officials for 
assistance, and guidelines on agency decisionmaking); Antonelli v. BOP, 569 F. Supp. 2d 61, 
65 (D.D.C. 2008) (protecting investigatory case file numbers as internal information of no 
genuine public interest); Wheeler v. DOJ, 403 F. Supp. 2d 1, 13 (D.D.C. 2005) (withholding 
document routing information of no genuine interest to public); Maydak v. DOJ, 362 F. 
Supp. 2d 316, 324 (D.D.C. 2005) (upholding nondisclosure of purchase order accounting 
numbers that are used for internal purposes and bear no significant p~blic interest). 

The Supreme Court's Rejection ofCrooker 

In Milner, the government argued for the adoption of Crooker's two-pronged 
interpretation of Exemption 2. See Milner, 131 S. Ct. at 1266. The Supreme Court, 
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however, found that such an argument "suffers from a patent flaw: It is disconnected from 
Exemption 2's text." !d at 1267. The "High 2" test, the Court found, "ignores the plain 
meaning of the adjective 'personnel,' ... and adopts a circumvention requirement with no 
basis or referent in Exemption 2's language." ld 

The government argued that both the legislative history of Exemption 2 and 
Congress' subsequent action in amending the FOIA in 1986 supported the adoption of the 
Crooker formulation. The Court rejected both those arguments. First, with regard to the 
legislative history of the exemption, the Court noted that at the time of the enactment of the 
FOIA, the Senate and the House issued conflicting reports on the new FOIA law. See id The 
House Report appeared to support the "High 2" construction of Exemption 2 while 
rejecting the concept of "Low 2." See id The Senate Report, on the other hand, supported 
solely the "Low 2" interpretation of the exemption. See id While the Court noted that it 
had previously weighed in on the interpretation of Exemption 2 in Rose and found the 
Senate Report to be "the more reliable of the two," the Court went on to expressly declare 
in Milnerthat "the more fundamental point is what we said before: Legislative history, for 
those who take it into account, is meant to clear up ambiguity, not create it. ... When 
presented, on the one hand, with clear statutory language and, on the other, with dueling 
committee reports, we must choose the language." See id (emphasis added). Thus, for the 
Supreme Court, the legislative history of Exemption 2 does not control its interpretation 
since the text of the exemption is clear. 

Second, in M1lnerthe Court rejected the government's argument that Congress' 
1986 amendment of Exemption 7(E), 5 U.S.C. § 552(b)(7)(E), to contain a "circumvention 
of the Jaw" standard constituted its "ratification" of the Crookertest. See id at 1267-68. In 
rejecting that contention, the Court stated that Crookers"High 2" formulation was so 
broad that it "renders Exemption 7(E) superfluous and so deprives that amendment of any 
effect." /d at 1268. As such, the Court found, "if Congress had agreed with Croakers 
reading of Exemption 2, it would have had no reason to alter Exemption 7 (E)." ld 
Moreover, Congress' decision to amend Exemption 7(E) and not Exemption 2 "suggests 
that Congress approved the circumvention standard only as to law enforcement materials, 
and not as to the wider set of records High 2 covers." !d 

The Supreme Courts Rejection of a "Clean Slate" APProach to Exemption 2 

The final argument advanced by the government in Milnerwas for adoption of a 
"clean slate" approach to Exemption 2, based on its text, that would encompass "'records 
concerning an agency's internal rules and practices for its personnel to follow in the 
discharge of their governmental functions."' 131 S. Ct. at 1269. This argument too, was 
rejected by the Supreme Court as too sweeping and not sufficiently focused on the ordinary 
meaning of the phrase "personnel rule or practice." ld The Court found that the use of the 
word "personnel" in terms such as "personnel file," "personnel department," and a 
"personnel rule or practice" signify "not that the file or department or practice/rule is for 
personnel, but rather that the file or department or practice/rule is aboutpersonnel- i.e., 
that it relates to employee relations or human resources." !d Because the sweep of the 
proposed "clean slate" interpretation of the exemption would be so broad, and "would tend 
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to engulf other FOIA exemptions, rendering ineffective the limitations Congress placed on 
their application," the Court found that to adopt it would "violate[] the rule favoring narrow 
construction of FOIA exemptions" and this it declined to do. !d. at 1270. 

The Supreme Court's Condusion 

In concluding its opinion the Supreme Court expressly stated that it "recognize[ d) 
similar information." 131 S. Ct. at 1270. Significantly, it also acknowledged that its 
decision "upsets three decades of agency practice relying on Crooker, and therefore may 
force considerable adjustments." !d. at 1271. The Court pointed out though, that agencies 
have "other tools at hand to shield national security information and other sensitive 
materials," citing to possible application of Exemptions 1, 3, and 7 of the FOIA, 5 U.S.C. § 
552 (b)(1), (3), (7). See MjJner, 131 S. Ct. at 1271. Indeed, the Mj}nercase was itself 
remanded for consideration of Exemption 7(F). Finally, the Court pointed out that if 
existing exemptions "do not cover records whose release would threaten the Nation's vital 
interests, the Government may of course seek relief from Congress." !d. It declared: "All 
we hold today is that Congress has not enacted the FOIA exemption the Government 
desires." !d. 

Thus, in light of the Supreme Court's newly established interpretation of Exemption 
2, it held that the explosive maps and data at issue in Mjjnerdid not qualify for Exemption 2 
protection. SeeM. As the Court explained, the data and maps "concern the physical rules 
governing explosives, not the workplace rules governing sailors; they address the handling 
of dangerous materials, not the treatment of employees." Jd. at 1266. As a result, 
Exemption 2 was not available to protect the material. 

Justice Alita issued a concurring opinion supporting the majority's textual reading of 
Exemption 2. Justice Ali to stated that he wrote separately to "underscore the alternative 
argument that the Navy raised below, which rested on Exemption 7(F)." !d. at 1271. 

Justice Breyer issued a lengthy dissent from the opinion. He summed up his views 
this way: "Where the courts have already interpreted Exemption 2, where that 
interpretation has been consistently relied upon and followed for 30 years, where Congress 
has taken note of that interpretation in amending other parts of the statute, where that 
interpretation is reasonable, where it has proved practically helpful and achieved 
common-sense results, where it is consistent with the FOIA's overall statutory goals, where 
a new and different interpretation would require Congress to act just to preserve a 
decades-long status quo, I would let sleeping legal dogs lie." !d. at 12 78. 

The New Parameters of Exemodon 2 

The question now is how much of Exemption 2 remains in the wake of Mj}ner. As a 
starting point, the Supreme Court has made clear that the Exemption must be read 
according to its clear statutory language. That language provides for exemption. of matters 
"related solely to the internal personnel rules and practices of an agency." 5 U.S. C.§ 
552(b)(2). Thus, the old formulations of"High 2" and "Low 2"- which were based on 
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legislative history and not on this statutory language - no longer control. There is now 
just plain "Exemption 2," which is defined according to its text. 

A. New Three-Part Test 

Based on that text, and as set forth by the Supreme Court's decision in Mjfner, there 
are three elements that must be satisfied in order for information to fit within Exemption 2. 

1. The Information Must be Related to NPersonnel" Rules and Practices 

First and most importantly, as the Supreme Court emphasized, the "key word" in the 
exemption and the one word which "most clearly marks the provision's boundaries- is 
personnel." M1Jner, 131 S. Ct at 1264. Thus, to qualify for protection under Exemption 2, 
agencies must ensure that the information at issue satisfies the requirement that it relate to 
an agency's personnel rules and practices. The Supreme Court gave several examples of 
what it viewed as constituting such personnel rules and practices. It described them as 
encompassing "'the selection, placement, and training of employees and ... the 
formulations of policies, procedures, and relations with [or involving] employees or their 
representatives."' Jd (quoUngWebster's Third International Dictionary 1687 (1966)). It 
also described personnel rules and practices as the rules "dealing with employee relations 
or human resources," which "concern the conditions of employment in federal agencies­
such matters as hiring and firing, work rules and discipline, compensation and benefits." 
ld at 1265. All these examples illustrate the close connection information must have with 
employment in order to constitute a "personnel rule and practice." 

Significantly, this requirement is cabined by the Court's rejection of the proposition 
that the term "personnel rules and practices" could be read to encompass those rules and 
practices that are written "for" personnel. Jd at 1269. The Court found that such an 
interpretation of Exemption 2 could be accomplished "only by stripping the word 
'personnel' of any real meaning," since "agencies necessarily operate through personnel." 
!d Given that many documents generated by an agency ' ~aid employees in carrying out 
their responsibilities," the Court held that such a broad interpretation of Exemption 2 
"would tend to engulf other FOIA exemptions." /d at 1270. Accordingly, Exemption 2 does 
not reach those rules and practices of an agency that are not themselves related to 
"personnel." This requirement of Exemption 2, which the Supreme Court held is the key 
requirement for the exemption, significantly limits its scope. For the three decades 
preceding Mjfner, agencies focused on whether information was "predominantly internal" 
-a term significantly broader than "personnel rule or practice." Now, after Mjfner, 
agencies can only consider Exemption 2 for matters that relate to an agency's personnel 
rules or practices. 

2. The Information Must Relate ''Solely" to those Personnel Rules and Practices 

In addition to this key requirement, the Supreme Court made clear that there are 
two additional requirements for invoking Exemption 2, see jd at 1265 n.4, both of which 
are also directly taken from the text of the exemption. Although the Court gives very little 
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attention to these other requirements, addressing them only in a footnote, the Court states 
that they too must be satisfied in order to protect information under Exemption 2. See id 
The first of these additional requirements is that the information at issue must "relate 
solely" to the agency's personnel rules and practices. See id The Court defines this phrase 
by its "usual" meaning, which is "exclusively or only." !d 

3. The Information Must be '1ntemal" 

The last requirement is that the information must be "internal," meaning that "the 
agency must typically keep the records to itself for its own use." !d As the Court noted, 
these additional requirements would typically be met for human resource matters. ld 
They also form distinct requirements for Exemption 2 that must be met before it is invoked 
by agencies. In interpreting these last two requirements, the prior decision of the Court in 
Rose provides guidelines that remain applicable today. 

Impact of the Rose Decision in Determining Whether Information 
"Relates Solelvn to '1nternar Rules and Practices 

In declining to adopt a reading of Exemption 2 that was based on legislative history, 
the Supreme Court in Milner rejected the old "circumvention of the law" theory for 
protecting material under what used to be known as "High 2." In doing so, the Court in 
M1lner was addressing the "caveat" to its earlier interpretation of Exemption 2 announced 
in Rose, which had alluded to the possibility of a circumvention standard. In Roseitselt 
there was no concern with any possible circumvention of regulations or standards and so 
that issue was not addressed by the Court in that case. See425 U.S. at 365. Milner has 
now disposed of the circumvention caveat, but the core holding in Rose remains. That 
holding, in turn, impacts the scope of the last two requirements of Exemption 2, i.e., the 
requirements that the information must relate "solely" to "internal" personnel rules and 
practices of an agency. 

In Rose, the Supreme Court denied Exemption 2 protection for case summaries of 
honor and ethics code hearings concerning cadets at the United States Air Force Academy. 
See 425 U.S. at 355. These summaries concerned the discipline of cadets and so would 
readily qualify under Milner as pertaining to "personnel." In Rose, Exemption 2 was found 
inapplicable to the honor code summaries due to the "genuine and significant public 
interest" in their disclosure. ld at 369. The Supreme Court "agree[ d)" with the conclusion 
of the Court of Appeals for the Second Circuit which had found that the summaries fell 
outside of Exemption 2 because they '"have a substantial potential for public interest 
outside the Government."' !d at 367. The Court went on to state that "the general thrust of 
the exemption is simply to relieve agencies of the burden of assembling and maintain for 
public inspection matter in which the public could not reasonably be expected have an 
interest." !d at 369-70. It further explained that the honor code case summaries "plainly 
do not fit that description," and "are not matter with purely internal significance." !d at 
370. Moreover, the Court found, "[t]hey do not concern only routine matters" an"d "[t]heir 
disclosure entails no particular administrative burden." !d As a result, the Court held that 
the summaries could not be protected under Exemption 2. See id 
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In ruling that Exemption 2 did not apply to matters "subject to a genuine and 
significant public interest," the Court focused on the unique role of the military and the 
importance and significance of discipline within its ranks. See id at 368-69. It also 
"agree[ d)" with the Second Circuit's conclusion that even apart from the public interest 
generated by the government itself concerning the workings of the Academy's honor code, 
"there would be interest in the treatment of cadets, whose education is publicly financed 
and who furnish a good portion of the country's future military leadership." !d at 369. The 
Court also "agree[ d]" with the Second Circuit's conclusion that this public interest 
"differentiate(s) the summaries from matters of daily routine like working hours, which in 
the words of Exemption Two, do relate 'Solely to the internal personnel rules and practices 
of any agency."' ld at 369 (quoting Second Circuit). 

In Milner, the Court summarized its holding in Rose by stating that in that case it 
had "concluded that the case summaries did not fall within the exemption because they 
'di[d] not concern only routine matters' of 'merely internal significance."' 131 S. Ct. at 
1262. The Court also noted that in Rose it had "suggested" that the exemption "primarily 
targets material concerning employee relations or human resources; 'use of parking 
facilities or regulations of lunch hours, statements of policy as to sick leave, and the like."' 
ld at 1262 (quoting Senate Report). 

Thus, in assessing whether information relates "solely" to the "internal" personnel 
rules and practices of an agency, it is necessary for agencies to assess whether there is a 
"genuine and significant public interest in disclosure." When there is.a genuine and 
significant public interest in disclosure, the material falls outside of E'xemption 2 as that 
interest would preclude it from satisfying the requirements of Exemption 2 that it relate 
"solely" to the "internal" personnel rules and practices of the agency. 

So, while the Court in Milnerincluded a broad list of examples of personnel-related 
items covered by Exemption 2, items such as "rules and practices dealing with employee 
relations or human resources," and "such matters as hiring and firing, work rules and 
discipline, compensation and benefits," 131 S. Ct. at 1271, there likely will some records 
falling within these categories where disclosure will be of"genuine and significant public 
interest." In those cases, the information would not be eligible for protection under 
Exemption 2 because it would fail the tests for sole internality. 

In the end, the twelve words of Exemption 2 are all given meaning in determining its 
scope. The exemption protects matters "related solely to the internal personnel rules and 
practices of an agency." 5 U.S.C. § 552 (b)(2). There is no doubt that the primary criterion 
for determining the exemption's scope is now the requirement that the information be 
related to "personnel." To the extent the material requested also relates solely to the 
internal personnel rules and practices of an agency- which means there is no genuine and 
significant public interest in its disclosure, the material is eligible for protection. Such 
routine matters, while eligible for protection, are, however, excellent candidates for 
discretionary release under the Attorney General's FOIA Guidelines. 
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Attornev General Holder's FOIA Guidelines · 

In analyzing records for possible Exemption 2 applicability, agencies should be 
mindful to consider, as they should for all exemptions, Attorney General Holder's FOIA 
Guidelines. Those Guidelines encourage agencies to make discretionary releases and to not 
withhold records absent a determination that disclosure would cause foreseeable harm. 
Exemption 2 has always held great potential for discretionary releases. See 0 IP Guidance: 
President Obama's FOIA Memorandum and Attorney General Holder's FOIA Guidelines: 
Creating a New Era of Open Government (advising agencies that "[i]nformation covered 
by "Low 2" is, by definition, trivial to begin with, thus there would :be no reasonably 
foreseeable harm from release, and discretionary release should be the general rule" 
and further advising that "[b ]efore applying High 2 to a record, agencies should ensure 
that they are not withholding based on "speculative or abstract fears"). 

The opportunities to make discretionary disclosures of material technically 
protected by the newly defined Exemption 2 remain as viable as ever. Thus, before 
invoking Exemption 2, agencies should ensure that they first make a determination 
whether disclosure of the information at issue would cause foreseeable harm. The 
Supreme Court emphasized in Milnerthat the harm sought to be prevented by Exemption 2 
was '"simply to relieve agencies of the burden of assembling and maintaining [such 
information] for public inspection."' 131 S.Ct. at 1262 (quoting Rose, 425 U.S. at 369). 
Certainly, there will be many examples of matters relating solely to internal personnel rules 
and practices where there is no foreseeable harm from release as there is no real burden 
involved in assembling and maintaining the information. Indeed, it is often more 
burdensome to withhold information than it is to release it. In the absence of harm, the 
information should be released as a matter of discretion in accordance with the Attorney 
General's FOIA Guidelines. 

Possible Alternatives to Exemption 2 

Recognizing that its new interpretation of Exemption 2 "may force considerable 
adjustments" to agency FOIA processing, the Supreme Court itself discussed the potential 
applicability of other exemptions to sensitive records, including Exemptions 1, 3, and 7. 
See Milner, 131 S. Ct. at 1270-71. Indeed, as mentioned above, with regard to the records 
at issue in Milner, the court noted that while Exemption 2 was not applicable, the 
government could still pursue on remand its argument that Exemption 7 (F) applied to 
them. !d. at 1271. For other cases likewise in litigation, this significant change to the scope 
of Exemption 2 could constitute an "extraordinary" circumstance under 28 U.S.C. § 2106 
(2006), which would permit the government to raise new exemption claims after initial 
briefing. See Ryan v. Department of justice, 617 F.2d 781, 792 (D.C. Cir. 1980). 

In Milner, the court conceded that there might be instances where the existing FOIA 
exemptions would not allow for the withholding of records whose release could clearly be 
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harmful. !d. While acknowledging this reality, the Court stated that the remedy for 
agencies is to "seek relief from Congress" rather than from the courts. !d. In the absence of 
such Congressional relief, for records that were formerly withheld under the old "High 2" 
standard, but which do not now fit within the newly defined parameters of Exemption 2, 
agencies should carefully consider the applicability of other FOIA exemptions to the 
material. A comprehensive discussion and legal analysis of all the FOIA's exemptions, their 
requirements, and court interpretations, is contained in the UnHed States Department of 
justke GuMe to the Freedom of Information Act (2009 ed.). Agencies should consult this 
reference volume when considering the possible applicability of other exemptions to 
information formerly protected under Exemption 2. 

Exemption 1 

First, for disclosures that could risk harm to national security, Exemption 1 of the 
FOIA, 5 U.S.C. § 552(b)(1), is potentially available to protect records from public disclosure. 
Such protection is available for information that meets the criteria for classification set 
forth in Executive Order 13,526, 75 Fed. Reg. 707 (Jan. 5, 2010). To classify information 
the agency must find that its unauthorized release "reasonably could be expected to result 
in damage to the national security." Exec. Order No. 13,526, § 1.1. The Executive Order 
specifies categories of information that can be considere.d for classification. See id. § 1.4. 
Those categories include matters such as military plans, weapons systems, or operations; 
foreign government information or foreign relations or activities; intelligence activities or 
sources or methods; scientific, technological, or economic matters relating to national 
security; programs for safeguarding nuclear materials or facilities; vulnerabilities or 
capabilities of systems, or infrastructures related to national security; or development, 
production, or use of weapons of mass destruction. SeeM. Once classified, the information 
must then be properly marked and safeguarded. See id. §§ 1.6, 4.1. 

The Supreme Court in Milner specifically noted that despite its ruling on the scope 
of Exemption 2, "the Government has other tools at hand to shield national security 
information and other sensitive materials," through, "[m]ost notably, Exemption 1 of the 
FOIA." 131 S. Ct. at 1271. The Court further noted that the "government generally may 
classify material even after receiving a FOIA request" and so "an agency therefore may wait 
until that time to decide whether the dangers of disclosure outweigh the costs of 
classification." !d. Thus, Exemption 1 is an alternative exemption that agencies can 
consider for particularly sensitive records that meet the classification requirements of the 
Executive Order. 

Exemotion3 

Second, Exemption 3 is another potential means for withholding sensitive 
information that is no longer covered by Exemption 2. Exemption 3 provides for the 
withholding of records that are themselves protected from public release by another 
statute. See 5 U.S.C. § 552(b)(3). To qualify under Exemption 3, the other statute must 
either 1) be an absolute prohibition on disclosure or 2) provide specific criteria for 
withholding or refer to particular types of records that should be withheld. 5 U.S.C. § 
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552(b)(3)(A). For any withholding statute enacted after the date of enactment of the 
OPEN FOIAAct of2009, Pub. L. No.lll-83, 121 Stat. 2184, the statute must specifically 
reference Exemption 3 of the FOIA in order to qualify as an Exemption 3 statute. 

Agencies should first consider whether there is an existing Exemption 3 statute that 
affords protection to any information that no longer qualifies for protection under 
Exemption 2. In the absence of an existing Exemption 3 statute, agencies can consider 
seeking relief from Congress in the form of a new Exemption 3 statute. The Supreme Court 
itself recognized that Exemption 3 offers "Congress an established, streamlined method to 
authorize the withholding of specific records that FOIA would not otherwise protect." 
Mjfner, 131 S. Ct at 1271. Despite the difficulties inherent in passing new legislation, if an 
agency determines that certain categories of highly sensitive information will regularly be 
at issue in future FOIA requests, pursuing an Exemption 3 statute might be advisable. 

Exemotion4 

Third, Exemption 4 may provide a legal basis for withholding certain sensitive 
records, providing those records were obtained from outside the federal government. 
Exemption 4 provides for, inter alia, the withholding of "commercial or financial 
information obtained from a person [that is] privileged or confidential." 5 U.S.C. § 
552(b)(4). The term "commercial or financial" has been broadly defined by courts as 
encompassing any records in which the submitter has a commercial interest. See, e.g., Pub. 
Citizen Health Research Group, 704 F.2d 1280, 1290 (D.C. Cir. 1983). A "person" for 
purposes of Exemption 4 is also very broadly interpreted, applying to corporations, banks, 
and state or foreign governments, among other entities. See, e.g., Nadler v. FDIC. 92 F.3d 
93, 95 (2d Cir. 1996). Finally, in determining whether information is "confidential," 
agencies must apply different tests depending on the manner in which the information is 
provided to the government. See, e.g., Critical Mass Energy Project v. NRC, 975 F.2d 871, 
879 (D.C. Cir. 1992). 

First, if the information was provided to the agency voluntarily, it is subject to 
protection under Exemption 4 if it would not be customarily released to the public by the 
submitter of the information. See id Second, if submission of the information was 
required by the government, there are three ways in which it can protected: 1) if 
disclosure would impair the government's ability to obtain necessary information in the 
future; 2) if disclosure would be likely to cause substantial harm to the competitive 
position of the person from whom the information was obtained; and 3) if disclosure would 
harm other identifiable governmental interests, such as agency program effectiveness. See 
id; see also National Parks & Conservation Ass'n v. Morton 498 F.2d 765, 770 n.17 (D.C. 
Cir. 1974). After Milner, information supplied from outside the federal government that no 
longer can be protected under old "High 2" may be eligible for Exemption 4 protection 
under the tests for either a voluntary or a required submission. 

For example, if a nonfederal entity provides an agency with the plans for a nuclear 
power plant or other critical infrastructure, agencies should consider whether Exemption 4 
might apply. Such plans would likely be of commercial interest to the owners or operators 
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of the plants or infrastructure and since those non federal government entities are 
"persons" under Exemption 4, the threshold will be met. If such plans were provided 
voluntarily to the agency and are not customarily released by the submitter, they could 
qualify for protection under the Critical Mass test. Conversely, if the plans were provided 
to the agency as a required submission, and otherwise satisfy the threshold elements of 
Exemption 4, they can be considered for protection under the third test for required 
submissions - interference with program effectiveness. Agencies charged with regulating 
the safety of power plants could determine that their program's effectiveness would be 
diminished if records were disclosed that could facilitate security breaches at the facility. 

Similarly, for information provided to an agency by a bank, such as agency credit 
card numbers or bank account numbers, such records could readily satisfy the threshold of 
Exemption 4. This information could also be considered for protection under the program 
effectiveness test because if an agency were required to release bank account numbers and 
credit card numbers to the public, the effectiveness of the agency's programs would be 
undermined, as for example, by the possible fraudulent use of the requested information by 
the public. 

ExemPtion6 

Fourth, agencies can consider the applicability of Exemption 6, which protects 
"personnel and medical files and similar files" when disclosure of the information "would 
constitute a clearly unwarranted invasion of personal privacy." 5 U.S.C. § 552(b)(6). The 
Supreme Court has previously held, based on its review of the FOIA's legislative history, 
that the term "similar file" should be interpreted broadly to include all information that 
"applies to a particular individual." United States DepartmentofState v. Washington Post 
Co., 456 U.S. 595, 602 (1982). To determine whether disclosure would constitute a clearly 
unwarranted invasion of personal privacy, agencies must first identify a privacy interest 
that is at stake. Again, the Supreme Court has previously ruled on this point and, drawing 
on "the common law and the literal understanding of [the term] privacy," held that privacy 
"encompasses the individual's control of information concerning his or her person." United 
States Department of justice v. Reporters Committee for Freedom of the Press, 489 U.S. 
749, 763 (1989). That privacy interest must be more than de minimis. Multi-Ag Media 
LLC v. USDA, 515 F.3d 1224, 1229 (D.C. Cir. 2008). Once a privacy interest is identified, it 
must be balanced against any public interest in disclosure. To qualify as a FOIA-recognized 
public interest in disclosure the information must "shed[] light on an agency's performance 
of its statutory duties." Reporters Committee, 489 U.S. at 773. In the absence of a 
qualifying FOIA public interest in disclosure, the privacy interest will prevail. It is possible 
that information that previously was withheld under Exemption 2 could qualify for 
protection under Exemption 6. For example, telephone numbers and passcodes assigned 
to participants of a conference call could be protected under this exemption as those 
participants have a privacy interest in ensuring that no uninvited person is listening in on 
the call and there is no public interest in disclosure of such numbers. ' 

Exemption 7 
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Fifth, and finally, agencies should consider whether Exemption 7 is available to 
protect information that no longer qualifies under Exemption 2. In Milner itself, the Navy's 
assertion of Exemption 7 (F) for the explosives data and maps at issue will now be reviewed 
by the lower courts. In Justice Ali to's concurring opinion in Milner, he opined that the 
phrase "compiled for law enforcement purposes" should be construed to encompass not 
only traditional law enforcement in the sense of investigating and prosecuting bad actors 
for crimes that have already occurred, but also preventative law enforcement and security, 
meaning the prevention of future illegal acts. 131 S. Ct. at 1272. In his words, "[t]he 
ordinary understanding of law enforcement includes not just the investigation and 
prosecution of offenses that have already been committed, but also proactive steps 
designed to prevent criminal activity and to maintain security." Id 

Justice Alita provided specific examples of this type oflaw enforcement attivity, 
such as steps taken by Secret Service agents to protect federal officials and efforts made by 
law enforcement officers to prevent a terrorist attack. Id; see, e.g., Moorefield v. U.S. Secret 
Service, 611 F.2d 1021, 1024 (5th Cir. 1980) (finding that records compiled to assist the 
Secret Service in protecting the lives and safety of the President and his family qualify 
under Exemption 7). 

Similarly, Justice Alita pointed out that records not originally compiled for a law 
enforcement purpose, "may fall within Exemption 7 if they are later assembled for law 
enforcement purposes." 131 S. Ct. at 1273. He gives as an example "federal building plans 
and related information~ which may have been compiled originally for architectural 
planning or internal purposes- [and which] may fall within Exemption 7 if that 
information is later compiled and given to law enforcement officers for security purposes." 
ld Additionally, Justice Alita opines that "[d]ocuments compiled for multiple purposes are 
not necessarily deprived of Exemption 7's protection," since the "text of Exemption 7 does 
not require that the information be compiled solely for law enforcement purposes." ld 
Thus, he opines that "it may be enough that law enforcement purposes are a significant 
reason for the compilation." /d 

Agencies should use these guidelines in determining whether the information at 
issue qualifies under Exemption 7. To fall within the threshold of Exemption 7 the 
information must have. been compiled, either originally or at some later date, for a law 
enforcement purpose, which includes crime prevention and security measures, even if that 
is only one of many purposes for the compilation. If this threshold is met, then the agency 
will next need to consider whether the requirements of the various subparts of Exemption 
7 are satisfied. 

Two of the subparts of Exemption 7, in particular, are likely to be applicable to 
information that no longer qualifies under Exemption 2. First, there is Exemption 7(E), 5 
U.S.C. § 552(b)(7)(E), which protects records or information compiled for law 
enforcement purposes when production of such records "would disclose techniques and 
procedures for law enforcement investigations or prosecutions, or would disclose 
guidelines for law enforcement investigations or prosecutions if such disclosure could 
reasonably be expected to risk circumvention of the law." This exemption has been found 



14 

to apply to techniques and procedures used in civil as well as criminal law enforcement 
investigations. See, e.g., Nowak v.IRS, No, 98-56656, 2000 WL 60067, at *1 ((9th Cir. Jan. 
18, 2000); Mosby v. U.S. Marshals Serv., No, 04-2083, 2005 WL 3273974, at *5 (D.D.C. 
Sept.1, 2005). It has also been applied in the context of preventative law enforcement. For 
example, some courts have allowed the protection of details pertaining to "watch list" 
programs. See, e.g., Asian Law Caucus v. DHS, No. 08-00842, 2008 WL 5047839, at *4 (N.D. 
Cal. Nov. 24, 2008); Gordon v. FBI, 388 F. Supp. 2d 1028, 1035-36 (N.D. Cal. 2005) 
(protecting "selection criteria" for lists and handling and dissemination of lists). Other 
courts have allowed the withholding of techniques used by agents to protect federal 
employees. See, e.g.,Judicial Watch Inc. v. U.S. Dep'tofCommerce, 337 F. Supp. 2d 146, 
181-82 (D.D.C. 2 004) (approving withholding of "firearm specifications" and "radio 
frequencies" used by agents protecting Secretary of Commerce); U.S. News & World Report 
v. Dep'tofthe Treasury, No. 84-2303, 1986 U.S. Dist. LEXIS 27634, at *8 (D.D.C. Mar. 26, 
1986) (protecting Secret Service's contract specifications for President's armored 
limousine). Moreover, prior to Milner_ Exemption 2 and Exemption 7(E) were often used in 
conjunction. See, e.g., Voinche v. FBI, 940 F. Supp. 323, 329, 332 (D.D.C. 1996) (approving 
nondisclosure of information "relating to the security of the Supreme Court building and 
the security procedures for Supreme Court Justices" under both Exemptions 2 and 7(E)). 
For such information no longer falling within Exemption 2, Exemption 7(E) alone could 
provide protection. 

Second, Exemption 7(F), 5 U.S.C. § 552(b)(7(F), which protects records compiled 
for law enforcement purposes when disclosure "could reasonably be expected to endanger 
the life or physical safety of any individual" is another option agencies may consider for 
records no longer falling within Exemption 2 when the harm that is foreseen is harm to the 
safety of individuals. It is Exemption 7(F) that will be considered by the lower courts for 
the explosives data and maps at issued in Milneritself. Moreover, as Justice Ali to noted in 
his concurrence in Milner, "the Navy has a fair argument that the [explosives data and 
maps] fall[] within Exemption 7(F)," given that they are used "'for the purpose of 
identifying and addressing security issues,' and for the 'protection of people and property 
on the base, as well as in [~he] nearby community, from the damage, loss, death, or injury 
that could occur from an accident or breach of security."' 131 S. Ct at 1273 (quoting 
Government's brief). As such, Justice Alito opined that, assuming Exemption 7's threshold 
was satisfied, the explosives data and maps "may fall comfortably within Exemption 7(F)." 
ld 

Agencies may at times be faced with requests for similar types of records where 
their concern is that disclosure could cause harm to individuals. If the record satisfies the 
threshold of Exemption 7, including compilation for a preventative law enforcement 
purpose, it can potentially be withheld pursuant to Exemption 7(F). See, e.g., Living Rivers 
v. Bureau of Reclamation, 272 F. Supp. 2d 1313, 1321 (D. Utah 2003) (protecting 
"inundation" maps that could reasonably be expected to place at risk the lives of 
individuals who lived downstream in areas that could be flooded by breach of dams; 
finding that such inundation maps were used by the Bureau of Reclamation to aid in its law 
enforcement mandate to maintain law and order and to protect people and property within 
reclaimed lands, and further finding that disclosure "could increase the risk of an attack on 
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the dams"). But see ACLU v. DOD, 543 F.3d 59, 63, (2d Cir. 2008) (rejecting applicability of 
Exemption 7 (F) to certain detainee photographs based on argument that release "could 
endanger United States troops, other Coalition forces, and civilians in Iraq and 
Afghanistan," finding that the phrase "individual" as used in Exemption 7 (F) "may be 
flexible, but is not vacuous," and does not apply to "members of a group so large that risks 
which are clearly speculative for any particular individuals become reasonably foreseeable 
for the group"), vacated & remanded, 130 S. Ct. 777 (2009) (vacating and remanding for 
further consideration in light of newly enacted statute affording protection to certain 
photographs). 

While Exemptions 1, 3, 4, 6, and 7 all serve valuable roles in protecting sensitive 
information that was formerly withheld pursuant to Exemption 2, it seems inevitable that 
there will be some sensitive records that will not satisfy the standards of any of the 
Exemptions. Indeed, Justice Breyer recognized this conundrum in his dissent. In criticizing 
the majority's holding and its acknowledgement that "considerable adjustments" may need 
to be made, Justice Breyer posits the question "how are these adjustments to be made?" 
131 S. Ct. at 1277. He asks what can be done "for information that is notcompiled for law 
enforcement purposes." !d. He notes that "classification is at best a partial solution," that 
"takes time" and "is subject to its own rules." !d. Likewise, legislative action "takes time" 
and Congress "has much to do." !d. Justice Breyer, therefore, believed that "Congress' 
public information objectives" were appropriately left to the courts to turn "into workable 
agency practice[s] and [that courts should] adhere to such interpretations once they are 
settled." !d. His views, however, did not persuade the majority. 

Condusion 

In Milne!'; the Supreme Court overturned decades of judicial interpretation of the 
scope of Exemption 2. The exemption is no longer divided into "High 2" and "Low 2." 
Rather, a strict textual reading of the exemption must be now be employed, with the key 
requirement being a focus on the word "personnel." Only those matters "related solely to 
the internal personnel rules and practices of the agency" are eligible for protection under 
the newly defined Exemption 2. Agencies should consider making discretionary releases 
of such information in accordance with the Attorney General's FOIA Guidelines whenever 
they determine that release would not cause foreseeable harm. For those instances where 
there is foreseeable harm, and yet due to the narrowed scope of Exemption 2, the 
information can no longer be protected under that exemption, agencies should consider 
whether other exemptions afford protection. In making those determinations, agencies are 
encouraged to call OIP's FOIA Counselor line to discuss the matter. The Supreme Court's 
decision in Milnerrepresents a landmark case in the history of the FOIA, and this guidance 
should serve as a starting point for agencies to work through its many implications for 
their FOIA-processing efforts. 


