
 
 

 
Q u es t i o n s  f o r  t h e R eco r d f o r  M ar k  C h an dl er ,  C i s co  S y s t em s ,  I n c. 
S en at e J u di ci ar y  C o m m i t t ee 
S u bco m m i t t ee o n  H u m an  R i g h t s  an d t h e L aw  
 
S en at o r  D u r bi n  Q u es t i o n s  
 
1 . Yo u  t es t i f i ed,  “ W e s u p p o r t  r es t r i ct i o n s  o n  t h e abi l i t y  o f  co m p an i es  t o  l o cat e 
w i t h i n  an  i n t er n et -r es t r i ct i n g  co u n t r y  el ect r o n i c co m m u n i cat i o n s  t h at  i n cl u de 
p er s o n al l y -i den t i f i abl e i n f o r m at i o n .”  D o es  C i s co  s u p p o r t  H .R . 27 5 ,  t h e G l o bal  
O n l i n e F r eedo m  A ct  o f  20 0 7 ? P l eas e ex p l ai n . 
 
A1.  Cisco believes that the U.S. government has an important role to play  in protecting 
and  promoting f reed om of  electronic inf ormation abroad .  T o f ocu s these ef f orts,  Cisco 
su pports establishing an O f f ice of  G lobal I nternet F reed om at the U.S. D epartment of  
State and  appointing a U.S. Ambassad or at L arge f or I nternet F reed om.  W e u nd erstand  
that many  companies that provid e d irect internet services to consu mers,  w hich Cisco 
d oes not,  are volu ntarily  tak ing the step d escribed  in the q u estion. 
 
2. Yo u  t es t i f i ed t h at  “ em p l o y ees  w o u l d cu s t o m i z e [ C i s co ’ s ]  p r o du ct s  i n  s u ch  a 
w ay  as  t o  u n der m i n e h u m an  r i g h t s  w o u l d n o t  be co n s i s t en t  w i t h  t h e co de o f  co n du ct  
t h at  w e h av e.”  
 
a.  H o w  w o u l d s u ch  cu s t o m i z at i o n  be i n co n s i s t en t  w i t h  C i s co ’ s  co de o f  co n du ct ? 

 
A2 a.  Su ch cu stomiz ation w ou ld  be inconsistent w ith Cisco’ s core principles,  embod ied  in 
ou r basic hu man rights gu id elines ad opted  in Cisco’ s Corporate Citiz enship R eport 
w hich gu id e the cond u ct of  ou r employ ees.  As stated  in ou r Corporate Citiz enship 
R eport 2 0 0 7 ,  Cisco “ su pport[ s]  the United  N ations Universal D eclaration of  H u man 
R ights”  and ,  as ou tlined  in ou r Cod e of  B u siness Cond u ct and  employ ee policies,  w e 
ex pect all ou r employ ees to “ treat others eq u ally  and  w ith respect and  d ignity .”    
 
Cisco has ad opted  the f ollow ing tw o principles f rom the UN  G lobal Compact,  as stated  
in the R eport:   
 

“ P rinciple 1:  B u sinesses shou ld  su pport and  respect the protection of  
internationally  proclaimed  hu man rights;  and   
 
P rinciple 2 :  B u sinesses shou ld  mak e su re that they  are not complicit in hu man 
rights abu ses.”   

  
T he R eport f u rther mak es clear that w ith regard  to ou r prod u cts and  the ind irect 
cu stomers of  ou r prod u cts:  

 
•  Cisco d oes not cu stomiz e,  or d evelop specializ ed  or u niq u e f iltering capabilities,  
in ord er to enable d if f erent political regimes to block  access to inf ormation. 



 
 

•  W ith respect to operating f u nctionality ,  Cisco sells the same eq u ipment in China 
as it sells w orld w id e. 
•  Cisco is not a service or content provid er or netw ork  manager. 
•  Cisco has no access to inf ormation abou t ind ivid u al u sers of  the I nternet. 
 

b.   P l eas e p r o v i de a co p y  o f  t h i s  co de o f  co n du ct  an d an y  o t h er  C i s co  h u m an  
r i g h t s  g u i del i n es  o r  p o l i ci es  

 
A2 b.  See attachments.  
 
3 .  A t  t h e h ear i n g  I  as k ed y o u ,  “ D o es  y o u r  co m p an y  i n f o r m  g o v er n m en t  cl i en t s ,  i n  
w r i t i n g  o r  o t h er w i s e,  t h at  t h ey  w i l l  n o t  as s i s t  i n  ef f o r t s  t o w ar d cen s o r s h i p  o r  
r ep r es s i o n ?”  Yo u  r es p o n ded “ o u r  p r o du ct s  do  n o t  do  t h at .”  Yo u  al s o  t es t i f i ed,  
“ C i s co  do es  n o t  cu s t o m i z e,  o r  dev el o p  s p eci al i z ed o r  u n i q u e f i l t er i n g  cap abi l i t i es ,  i n  
o r der  t o  en abl e di f f er en t  r eg i m es  t o  bl o ck  acces s  t o  i n f o r m at i o n … T h e t o o l s  bu i l t  
i n t o  o u r  p r o du ct s  t h at  en abl e s i t e f i l t er i n g  ar e t h e s am e t h e w o r l d o v er ,  w h et h er  s o l d 
t o  g o v er n m en t s ,  co m p an i es  o r  n et w o r k  o p er at o r s . T h e f eat u r es  i n  o u r  eq u i p m en t  
ar e ‘ o f f  t h e s h el f ’  an d n o t  al t er ed i n  an y  w ay  f o r  an y  m ar k et  o r  r eg i o n .”  
 
a. D o  y o u  ag r ee t h at  C i s co ’ s  o f f -t h e-s h el f  p r o du ct s ,  w h i ch  y o u  t es t i f i ed “ en abl e 

s i t e f i l t er i n g , ”  can  be u s ed t o  en abl e di f f er en t  r eg i m es  t o  bl o ck  acces s  t o  
i n f o r m at i o n ,  ev en  i f  t h ey  ar e n o t  cu s t o m i z ed? 

 
A3 a. As I  mentioned  in my  w ritten testimony ,  the I nternet can be and  is d isru pted  by  
cy ber attack s d espite its red u nd ant natu re.  E very  maj or corporate and  service provid er 
netw ork  has ex perienced  this.  Attached  to this letter is an article f rom the N ovember 10  
N ew  Y ork  T imes regard ing the grow ing sophistication of  attack s on pu blic and  private 
netw ork s arou nd  the w orld . 
 
N etw ork  management and  secu rity  capabilities are essential to mitigate attack s and  thu s 
enable inf ormation f low .  N o netw ork  can be ad ministered  by  ou r cu stomers w ithou t the 
ability  to manage and  protect the inf ormation that f low s throu gh it.  W ithou t this 
capability ,  it w ou ld  not be possible to operate the I nternet,  and  the I nternet w ou ld  not 
ex ist as it d oes tod ay .   
 
M oreover,  the technology  that is u sed  to manage and  protect against hack ers or viru ses 
is the same generic technology  u sed  to f ilter or control I nternet access by  child ren,  su ch 
as the parental control sof tw are that netw ork  operators are being u rged  to provid e to all 
cu stomers,  or the illegal d ow nload ing of  copy righted  material.   
 
N etw ork  management sof tw are is a basic f eatu re of  I nternet eq u ipment -- Cisco’ s and  ou r 
competitors’  -- and  f u nd amental to netw ork  f u nctionality .   W hether f or secu rity  or the 
management of  inf ormation,  the technology  is one and  the same.    
 
b. D o  y o u  s t an d by  y o u r  t es t i m o n y  t h at  “ o u r  p r o du ct s  do  n o t ”  as s i s t  i n  ef f o r t s  

t o w ar d cen s o r s h i p  o r  r ep r es s i o n  i n  an y  ci r cu m s t an ces ? 



 
 

 
A3 b.  O u r prod u cts are d esigned  to ex pand  the reach of  the I nternet and  to ensu re the 
stability ,  saf ety  and  availability  of  commu nications netw ork s;  w ithou t these netw ork  
management and  secu rity  capabilities,  the I nternet cou ld  not f u nction. O u r prod u cts are 
not d esigned  f or censorship or repression. 
 
 
c. L et  m e as k  y o u  ag ai n ,  do es  C i s co  i n f o r m  i t s  g o v er n m en t  cl i en t s ,  i n  w r i t i n g  o r  

o t h er w i s e,  t h at  t h ey  w i l l  n o t  as s i s t  i n  ef f o r t s  t o w ar d cen s o r s h i p  o r  r ep r es s i o n ? 
 
A3 c.  As I  note in my  answ er to 2 a above,  ou r Corporate Citiz enship R eport,  w hich is 
pu blicly  available,  states ou r corporate policy  on hu man rights.  I t specif ically  notes that 
ou r company  d oes not d evelop specializ ed  technology  to enable regimes to block  access 
to inf ormation,  nor d o w e have access to ind ivid u al u ser inf ormation of  private internet 
u sers.  
 
d. I f  n o t ,  w i l l  y o u  co n s i der  ado p t i n g  s u ch  a p o l i cy ?    
 
A3 d :  See answ ers to Q u estions 3 (a) and  3 (c) above. 
 
Q 4 .  Yo u  t es t i f i ed t h at  t h e 20 0 2 C i s co  P o w er P o i n t  “ O v er v i ew  o f  t h e P u bl i c S ecu r i t y  
S ect o r ”  di s cu s s ed at  t h e h ear i n g  w as  t h e w o r k  o f  a l o w -l ev el  em p l o y ee. 
 
a.   D i d t h e r ef er en ce i n  t h e P o w er P o i n t  t o  t h e F al u n  G o n g  as  “ ev i l ”  v i o l at e 

C i s co ’ s  co de o f  co n du ct  o r  an y  o t h er  C i s co  p o l i ci es ? 
 

A4 a. T he statement in q u estion d oes not ref lect Cisco’ s principles,  policies or its sales 
and  mark eting strategy  or approach.  I t is a q u otation f rom a speech mad e by  a Chinese 
government of f icial in 2 0 0 1.  R eprinting a statement by  a government of f icial,  even if  the 
u nd erly ing sentiment is inconsistent w ith Cisco’ s policies,  d oes not by  itself  violate those 
policies.   
 
b.  I f  t h e r es p o n s e t o  q u es t i o n  4 ( a)  i s  n o ,  w i l l  C i s co  ch an g e i t s  p o l i ci es  an d 

p r o cedu r es  t o  m ak e cl ear  t h at  s u ch  a r ef er en ce i s  u n accep t abl e. 
 

A4 b.  See answ er to Q u estion 4 (a),  above. 
 

c. I f  t h e r es p o n s e t o  q u es t i o n  4 ( a)  i s  y es ,  w as  t h e em p l o y ee w h o  au t h o r ed t h e 
P o w er P o i n t  di s ci p l i n ed? 

 
A4 c. See answ er to Q u estion 4 (a),  above.  
 
d.   A cco r di n g  t o  C i s co ’ s  E n g l i s h  t r an s l at i o n ,  t h e P o w er P o i n t  des cr i bed as  o n e 

p u r p o s e o f  t h e G o l den  S h i el d p r o j ect  “ C o m bat  ‘ F al u n  G o n g ’  ev i l  r el i g i o n  
an d o t h er  h o s t i l es .”  I s  i t  t h er ef o r e accu r at e t o  co n cl u de t h at  C i s co  k n ew  i n  



 
 

20 0 2 t h at  o n e p u r p o s e o f  t h e G o l den  S h i el d w as  t o  co m bat  F al u n  G o n g  an d 
o t h er  r el i g i o u s  o r  p o l i t i cal  di s s i den t s ? 

  
A4 d .   T he Chinese government’ s antipathy  to F alu n G ong has been long w ell-k now n.  
W e regret that this q u otation f rom a Chinese government of f icial w as reprod u ced  in this 
9 1-page presentation. T he G old en Shield  proj ect,  as w e u nd erstand  it,  related  generally  
to improved  internal commu nication w ithin the pu blic saf ety  d epartments.  W ith respect 
to Cisco,  Cisco sells the same of f -the-shelf  prod u cts in China as it d oes w orld -w id e,  
consistent w ith U.S. law . 
  
e. H as  C i s co  co n du ct ed an  i n t er n al  r ev i ew  t o  det er m i n e w h et h er  an y  do cu m en t s  

s i m i l ar  t o  t h e 20 0 2 P o w er P o i n t  ex i s t ? 
 

A4 e.  N o su ch review  w ou ld  be f easible or prod u ctive,  given Cisco’ s siz e – 6 5 , 0 0 0  
employ ees,  operating in approx imately  10 0  cou ntries – and  the f act that Cisco sells of f -
the-shelf  prod u cts w hich are not cu stomiz ed .  I n no case d oes Cisco d esign prod u cts f or  
repression or censorship.  I f  contrary  activity  w ere to tak e place,  Cisco w ou ld  investigate 
any  su ch report and  tak e appropriate action.   
 
f . I f  t h e r es p o n s e t o  q u es t i o n  4 ( e)  i s  y es ,  p l eas e p r o v i de t h e r es u l t s  o f  t h i s  

r ev i ew ,  i n cl u di n g  an y  do cu m en t s  y o u  di s co v er ed. 
 
A4 f . N ot applicable. 
 
g . I f  t h e r es p o n s e t o  q u es t i o n  4 ( e)  i s  n o ,  w i l l  C i s co  co n du ct  s u ch  a r ev i ew  an d 

p r o v i de m e w i t h  t h e r es u l t s ? 
 
A4 g. L iterally  tens or hu nd red s of  thou sand s of  d ocu ments globally  d escribe the 
application of  Cisco prod u cts to netw ork  implementation and  mod erniz ation proj ects in 
the U.S. and  arou nd  the w orld .  W e d o not believe that su ch a massive review  is f easible 
or prod u ctive,  given that w e sell stand ard  eq u ipment arou nd  the w orld  w hich is not 
cu stomiz ed  to enable d if f erent regimes to block  access to inf ormation. 
 
5 .   
 

a. W h at  r o l e di d C i s co  p l ay  i n  t h e dev el o p m en t  o f  t h e C h i n es e g o v er n m en t ’ s  
G o l den  S h i el d p r o j ect ? 

 
A5 a.  T o the best of  my  k now led ge,  Cisco d id  not play  any  role in the d evelopment of  the 
Chinese government’ s G old en Shield  proj ect. 
 
Cisco’ s stand ard  sw itching and  rou ting prod u cts have been acq u ired  by  variou s Chinese 
d epartments as part of  their mod erniz ation programs,  w hich cou ld  inclu d e,  among 
others,  the G old en Shield  proj ect.  As noted  above,  Cisco d oes not cu stomiz e its prod u cts 
to enable the block ing of  inf ormation.  
 



 
 

 
b. H as  C i s co  ev er  des cr i bed G o l den  S h i el d as  o n e o f  i t s  s u cces s  s t o r i es ? 

 
A5 b.  N ot to my  k now led ge.   
 
 
6 .  M ar k et i n g  
 

a.  C an  y o u  as s u r e m e t h at  C i s co  do es  n o t  i n  an y  ci r cu m s t an ces  m ar k et  i t s  
p r o du ct  an d/ o r  s er v i ces  t o  g o v er n m en t  au t h o r i t i es  i n  C h i n a o r  an y  o t h er  
co u n t r y  o n  t h e bas i s  o f  t h ei r  u s ef u l n es s  i n  det ect i n g ,  m o n i t o r i n g  o r  cen s o r i n g  
p o l i t i cal  di s s en t  o r  ex p r es s i o n  t h at  ar e p r o t ect ed u n der  A r t i cl e 1 9  o f  t h e 
I n t er n at i o n al  C o v en an t  o n  C i v i l  an d P o l i t i cal  R i g h t s  ( I C C P R ) ? 

 
A6 a.  As noted  earlier,  in a company  w ith 6 5 , 0 0 0  employ ees located  in approx imately  
10 0  cou ntries,  it is impossible to be certain w hether any  employ ee has ever violated  any  
policy  of  the company ,  and  this applies in this case as w ell.  I f  su ch activities are 
d etected ,  w e w ill tak e appropriate action. 
 
I n any  event,  Cisco prod u cts are not d esigned  or cu stomiz ed  f or the pu rpose of  
censorship or monitoring political d issent. 
 
b. C an  y o u  be cer t ai n  t h at  n o  C i s co  p er s o n n el  m ar k et  C i s co ’ s  p r o du ct s  an d 

s er v i ces  o n  t h i s  bas i s ? 
 
A6 b.  See answ er to Q u estion 6 (a) above. 
 
c. W i l l  C i s co  co n du ct  a r ev i ew  t o  en s u r e t h at  n o  C i s co  p er s o n n el  h av e en g ag ed 

i n  t h i s  t y p e o f  m ar k et i n g ? 
 
A6 c.  See answ er to Q u estion 4 (g) above.  
 
d. W h at  p o l i ci es  an d p r o cedu r es  do es  C i s co  h av e i n  p l ace t o  en s u r e t h at  C i s co  

p er s o n n el  do  n o t  en g ag e i n  t h i s  t y p e o f  m ar k et i n g ? 
 
A6 d .  See answ ers to Q u estions 2 (a) and  6 (a) above 
 
e. I s  t h i s  addr es s ed i n  C i s co ’ s  co de o f  co n du ct ? 
 
A6 e.  See answ er to Q u estion 2 (a) above. 
 
7 . S er v i ces  
 
a. C an  y o u  as s u r e m e t h at  C i s co  do es  n o t  i n  an y  ci r cu m s t an ces  as s i s t  o r  adv i s e 

g o v er n m en t  au t h o r i t i es  i n  C h i n a o r  an y  o t h er  co u n t r y  i n  u s i n g  y o u r   



 
 

p r o du ct s  f o r  det ect i n g ,  m o n i t o r i n g  o r  cen s o r i n g  p o l i t i cal  di s s en t  o r  
ex p r es s i o n  t h at  ar e p r o t ect ed u n der  A r t i cl e 1 9  o f  t h e I C C P R ? 

 
A7 a. Cisco is not a trad itional commu nications service provid er or a w eb portal;  rather 
w e sell ou r prod u cts to these service provid ers.  (Cisco' s W ebex  su bsid iary  d oes provid e 
an on-line conf erencing and  collaboration service that is u sed  f or w eb-based  
bu siness commu nications).  Since w e d o not tailor ou r prod u cts to allow  f or censorship,  
w e believe ou r bu siness in China and  elsew here is cond u cted  f u lly  in accord  w ith ou r 
corporate principles,  noted  earlier.  
 
All Cisco cu stomers globally  have access to Cisco training and  su pport.  W e provid e 
service and  su pport,  either d irectly  or,  in many  cases,  throu gh sy stems integration 
partners f or ou r eq u ipment.  Cisco service and  post-sales su pport is generally  d esigned  
to replace f au lty  or d ef ective prod u cts,  provid e training f or the proper operation of  
netw ork  hard w are and  ensu re that netw ork s are stable and  available 2 4  hou rs a d ay ,  
inclu d ing protecting ou r cu stomer’ s netw ork s f rom hack ers and  malw are.   
 
 
b. C an  y o u  be cer t ai n  t h at  n o  C i s co  p er s o n n el  p r o v i de s u ch  as s i s t an ce o r  

adv i ce?  
 
A7 b.  See answ er to Q u estion 6 (a) above. 
 
c. W i l l  C i s co  co n du ct  a r ev i ew  t o  en s u r e t h at  n o  C i s co  p er s o n n el  h av e p r o v i ded 

s u ch  as s i s t an ce o r  adv i ce?  
 

A7 c.  See answ er to Q u estion 4 (g) above. 
 
d. W h at  p o l i ces  an d p r o cedu r es  do  y o u  h av e i n  p l ace t o  en s u r e t h at  C i s co  

p er s o n n el  do  t o  [ s i c]  n o t  p r o v i de s u ch  as s i s t an ce o r  adv i ce?  
 
A7 d .  See answ ers to Q u estions 2 (a) and  6 (a) above. 
 
e. I s  t h i s  addr es s ed i n  C i s co ’ s  co de o f  co n du ct ? 
 
A7 e.  See answ er to Q u estion 2 (a) above. 
 
8 .  W h at  p o l i ci es  an d p r o cedu r es  do es  C i s co  h av e i n  p l ace t o  en s u r e t h at  y o u r  
p r o du ct s  an d s er v i ces  ar e n o t  u s ed by  g o v er n m en t  au t h o r i t i es  i n  C h i n a o r  an y  o t h er  
co u n t r y  t o  det ect ,  m o n i t o r  o r  cen s o r  p o l i t i cal  di s s en t  o r  ex p r es s i o n  t h at  ar e 
p r o t ect ed u n der  A r t i cl e 1 9  o f  t h e I C C P R ? 
 
A8 .  As stated  above,  Cisco has ad opted  the principles of  the UN  G lobal Compact,  
inclu d ing that bu sinesses shou ld  ensu re that they  are not complicit in hu man rights 
abu ses and  shou ld  su pport and  respect the protection of  internationally  proclaimed  
hu man rights.  O u r prod u cts are of f -the-shelf  and  are not cu stomiz ed  to enable d if f erent 



 
 

political regimes to block  access to inf ormation.  O u r prod u cts allow  netw ork  
ad ministrators to manage and  protect the inf ormation that f low s throu gh the netw ork ;  
w ithou t this capability ,  the I nternet cou ld  not f u nction. 
 
9 .  Yo u  t es t i f i ed t h at  “ C i s co  co m p l i es  w i t h  al l  U .S . r eg u l at i o n s  i n f o r m ed by  h u m an  
r i g h t s  co n cer n s  w h i ch  co n t r o l  s al e o f  o u r  p r o du ct s .”    
 
a. H as  C i s co  ev er  r ef u s ed a bu s i n es s  o p p o r t u n i t y  t o  av o i d co m p l i ci t y  i n  h u m an  

r i g h t s  v i o l at i o n s  i n  a cas e w h er e n o  l aw  p r o h i bi t ed p u r s u i n g  t h e o p p o r t u n i t y ? 
 
A9 a. Cisco is not complicit in hu man rights violations.  
 
b. W o u l d C i s co  s u p p o r t  ch an g i n g  U .S . r eg u l at i o n s  o r  l aw s  t o  p r o h i bi t  t h e 

ex p o r t  t o  C h i n a o f  n et w o r k i n g  eq u i p m en t  t h at  can  be u s ed f o r  cen s o r s h i p  
an d s u r v ei l l an ce? 

 
A9 b. Cisco w ill abid e by  all relevant U.S. statu tes and  regu lations. 
 
1 0 . W h at  p r o du ct s  h as  C i s co  s o l d t o  t h e C h i n es e g o v er n m en t ? 
 
A10 .  F or reasons of  bu siness conf id entiality ,  Cisco cannot pu blicly  d isclose the d etails 
of  cu stomer pu rchases.  Cisco w ou ld  be pleased  to d iscu ss this w ith the Committee in 
conf id ence. 
 
1 1 .   
 
a. P l eas e des cr i be “ P o l i cen et ”  i n  det ai l .  W h at  p r o du ct s  do es  i t  i n cl u de? 

 
A11a.  Cisco d oes not cu rrently  have,  nor has it ever had ,  a prod u ct or solu tion ref erred  
to as “ P olicenet.”   I t is ou r u nd erstand ing that “ P olicenet”  is a generic term u sed  in 
many  cou ntries,  inclu d ing China,  to ref er to the concept of  a netw ork ed  police f orce.  

 
b. W h at  p r o du ct s  an d s er v i ces  do es  P o l i cen et  i n cl u de?  

 
A11b.  N ot applicable.   

 
1 2.  W o u l d C i s co  s u p p o r t  an  i n dep en den t  o u t s i de m o n i t o r i n g  p r o ces s ,  l i k e t h e o n e 
t h at  h as  been  p r o p o s ed f o r  i n t er n et  s er v i ce p r o v i der s ,  f o r  co m p an i es  t h at  s el l  
n et w o r k i n g  eq u i p m en t  t o  i n t er n et -r es t r i ct i n g  g o v er n m en t s ? P l eas e ex p l ai n . 
 
A12 .  T he bu siness mod el f or internet service provid ers and  eq u ipment vend ors vary  
consid erably ,  so I  am not certain that w hat has been proposed  w ou ld  be appropriate.   
Cisco w ill abid e by  all relevant U.S. statu tes and  regu lations.  
 
1 3 .  G o o g l e’ s  N i co l e W o n g  t es t i f i ed,  “ W e s u p p o r t  t h e dev el o p m en t  o f  t o o l s  t h at  ar e 
i n t en ded t o  g et  ar o u n d cen s o r s h i p  o n  t h e I n t er n et . W e do  t h at  i n  a co u p l e o f  w ay s ,  



 
 

bo t h  di r ect l y  s u p p o r t i n g  dev el o p er s  i n  t h at  ar ea,  an d al s o  p r o v i di n g  a co de bas e f o r  
bu i l di n g  o n  t o p  o f  t h at .”  
 
a. D o es  C i s co  s u p p o r t  dev el o p er s  o f  an t i -cen s o r s h i p  t ech n o l o g y ?  P l eas e p r o v i de 

ex am p l es . 
 

A13 a.  I  am not aw are that w e have been approached  by  any  anti-censorship technology  
d evelopers f or assistance.  T o the ex tent that technologies are innovative and  broad en the 
reach of  the I nternet,  w e w ou ld  su pport su ch technologies. 
 
b. Yo u  t es t i f i ed abo u t  “ t h e r es p ect  I  h av e f o r  t h e ef f o r t s  t h at  [ S h i y u  Z h o u ]  

u n der t ak es  t o  al l o w  acces s  t o  i n f o r m at i o n  t h at  cen s o r s  w o u l d o t h er w i s e 
p r ecl u de acces s  t o .”   W i l l  C i s co  co n s i der  s u p p o r t i n g  t h e G l o bal  I n t er n et  
F r eedo m  C o n s o r t i u m ? 

 
A13 b.  T he best w ay  that Cisco can su pport the G lobal I nternet F reed om Consortiu m is 
to continu e to bu ild  ou r prod u cts to open,  global stand ard s and  vigorou sly  oppose 
attempts by  some governments to balk aniz e the I nternet by  setting cou ntry -specif ic 
secu rity  req u irements.    
 
 



 
 

 
S en at o r  C o bu r n  Q u es t i o n s  
 
Q 1 .  P l eas e des cr i be t h e ef f o r t s  C i s co  i s  m ak i n g  t o  en s u r e i n t er n et  f r eedo m  t o  i t s  
cu s t o m er s  ar o u n d t h e w o r l d.  
 
A1.  As a global organiz ation,  Cisco has play ed  a lead ing role in helping to mak e 
I nternet technology  u biq u itou s.  D oing this has enabled  hu nd red s of  millions of  people in 
nearly  every  nation arou nd  the w orld   to access inf ormation and  id eas previou sly  
u navailable or inaccessible.  W e believe in max imu m access to inf ormation and  Cisco is 
prou d  of  the role w e have play ed  in bringing the I nternet to hu nd red s of  millions of  
people arou nd  the w orld   -- inclu d ing by  bu ild ing open sy stems that f acilitate ef f orts to 
overcome censorship.   
 
Since entering the China mark et in 19 9 4 ,  Cisco along w ith other lead ing technology  
bu sinesses have participated  in helping increase the nu mber of  Chinese people w ho have 
access to the I nternet – f rom 8 0 , 0 0 0  u sers in 19 9 5  to over 2 5 3 , 0 0 0 , 0 0 0  in 2 0 0 8 . 
 
Cisco remains committed  to continu ing to ex pand  the reach of  the I nternet.  T o that end ,  
Cisco invests billions annu ally  in ed u cation,  training and  R & D  to help bolster technology  
inf rastru ctu re and  sk ills-d evelopment of  people in emerging mark ets.  
 
T he I nternet has been the greatest f orce in the w orld  tod ay  f or the d issemination of  and  
access to inf ormation. 
 
Q 2.  I s  i t  C i s co ’ s  bel i ef  t h at  i t s  p r o du ct s  ar e n o t  bei n g  u s ed by  cer t ai n  g o v er n m en t s  
t o  f u r t h er  t h ei r  cen s o r s h i p  p o l i ci es ?  
 
A2 .  O u r prod u cts are not d esigned  f or censorship;  they  are d esigned  to ex pand  the reach 
of  the I nternet and  to ensu re the stability ,  saf ety  and  reliability  of  commu nications 
netw ork s.  
 
 
 
 
 
 
 
 



 
 

 
 

APPENDIX 
 

 

h t t p : / / w w w . c i s c o . c o m / w e b / a b o u t / a c 2 2 7 / a b o u t _ c i s c o _ c o r p _ c i t i _ h u m a n _ r i g h t s . h t m l  

Human Rights 
Introduction 
Cisco strives to treat employees, and the communities in w hich w e serve, w ith respect and dig nity.  
A  supporter of  the U nited N ations U niversal D eclaration of  H uman R ig hts  and G lob al 
Compact , Cisco' s codes of  conduct, employee policies and g uidelines sub stantially incorporate 
law s and ethical principles including  those pertaining  to f reedom of  association, non-discrimination, 
privacy, collective b arg aining , compulsory and child lab or, immig ration and w ag es and hours.   
Consistent w ith Cisco' s culture and applicab le law s, employees are encourag ed to:  

 promote a safe, healthy and supportive work environment where employees can contribute their skills; and  

 participate with local stakeholders in addressing  community well-being , social and economic development and 
environmental preservation.   

E mployees shall respect the human rig hts and dig nity of  others as outlined in the Code of  B usiness 
Conduct, employee policies, and g uidelines or local law s applying  and ab iding  w ithin the scope of  
their individual roles and responsib ilities to w hichever sets hig her standards.  
 
R ead more ab out Cisco' s responsib le manag ement and CS R  g overnance 
 
R ead more ab out Cisco' s human rig hts policy and f reedom of  ex pression  [ T E X T  F R O M  T H I S  L I N K  
A P P E A R S  B E L O W ]  
 

C i s c o  e n g a g e s  w i t h  s t a k e h o l d e r s  i n  t h r e e  p r i m a r y  w a y s :  i n d u s t r y  g r o u p  s t a k e h o l d e r  
e n g a g e m e n t ,  t h i r d -p a r t y  f a c i l i t a t e d  i n d i v i d u a l  i n t e r v i e w s  o r  c o n v e n e d  g r o u p s ,  a n d  
o n g o i n g  c o n v e r s a t i o n s  w i t h  e s t a b l i s h e d  s t a k e h o l d e r s .  
T h r o u g h  t h e s e  e n g a g e m e n t s ,  C i s c o  a i m s  t o  g a i n  p e r s p e c t i v e  a n d  i n s i g h t  r e g a r d i n g  o u r  
c o r p o r a t e  c i t i z e n s h i p  p e r f o r m a n c e ,  s p e c i f i c a l l y :  

• T o  l e a r n  m o r e  a b o u t  h o w  C i s c o ’ s  c u r r e n t  c o r p o r a t e  c i t i z e n s h i p  i s  p e r c e i v e d  a n d  
w h e r e  t h e  c o m p a n y  c o u l d  b e  m o r e  t r a n s p a r e n t  o r  c h a n g e  c u r r e n t  p r a c t i c e   

• T o  g e t  f o r w a r d -l o o k i n g  i n f o r m a t i o n  f r o m  s t a k e h o l d e r s  w i t h  p a r t i c u l a r  s u b j e c t -
m a t t e r  e x p e r t i s e ,  i n d u s t r y  k n o w l e d g e ,  o r  i n s i g h t  i n t o  o u r  l i n e s  o f  b u s i n e s s  a n d  
s p e c i f i e d  g r o w t h  a r e a s   

• T o  p r o v i d e  C i s c o  l e a d e r s h i p  w i t h  a  c h a n c e  t o  l i s t e n  t o  d i f f e r e n t  p e r s p e c t i v e s  a n d  

 



 
 

b u i l d  o n g o i n g  r e l a t i o n s h i p s  w i t h  k e y  i n f l u e n c e r s   
T h e  f e e d b a c k  f r o m  r e c e n t  s t a k e h o l d e r  e n g a g e m e n t s  i n d i c a t e s  t h a t  o u r  s t a k e h o l d e r s  
b e l i e v e  C i s c o  h a s  m a d e  p r o g r e s s  i n  a r e a s  o f  c o r p o r a t e  s o c i a l  r e s p o n s i b i l i t y  ( C S R ) .  
S t a k e h o l d e r s  v i e w  C i s c o  a s  a  l e a d e r  i n  C S R ,  a s  e v i d e n c e d  b y  o u r  p a r t i c i p a t i o n  i n  t h e  
E l ect r o n i c I n du s t r y  C o de o f  C o n du ct  ( E I C C )  a n d  t h e  G l o b a l  e -S u s t a i n a b i l i t y  I n i t i a t i v e  
( G e S I ) ,  f o r  e x a m p l e .  I n  a d d i t i o n ,  s t a k e h o l d e r s  v i e w  C i s c o  a s  t r a n s p a r e n t ,  a c c e s s i b l e ,  a n d  
a  s t r o n g  p e r f o r m e r ,  a n d  t h e y  f e e l  o u r  p a r t i c i p a t i o n  i n  e x t e r n a l  g r o u p s  i s  b r o a d -r a n g i n g .  
F o r  t h e  f u t u r e ,  o u r  s t a k e h o l d e r s  l o o k  t o  C i s c o  t o  p r o v i d e  m o r e  n u a n c e d  d a t a  a n d  m e t r i c s  
i n  s u p p o r t  o f  o u r  C S R  a c t i v i t i e s ,  a s  w e l l  a s  t o  a n t i c i p a t e  t r e n d s  a n d  c o n t i n u e  t o  p l a y  a  
l e a d e r s h i p  r o l e  i n  a d d r e s s i n g  e m e r g i n g  C S R  i s s u e s .  

Identified Issues 
I n  a d d i t i o n  t o  a s k i n g  f o r  f e e d b a c k  o n  C i s c o ’ s  C S R  p e r f o r m a n c e ,  w e  a c t i v e l y  s o l i c i t  
f e e d b a c k  o n  i m p o r t a n t  e m e r g i n g  i s s u e s .  T h e  f o l l o w i n g  i s s u e s  w e r e  i d e n t i f i e d  a s  m o s t  
p r e s s i n g :  

• I n d i v i d u a l  r i g h t s  t o  p r i v a c y ,  a n d  h o w  C i s c o ’ s  p r o d u c t s  a n d  s e r v i c e s  f i t  i n t o  t h a t  
d e b a t e   

• D a t a  s e c u r i t y  a n d  t h e  d e v e l o p m e n t  o f  t e c h n o l o g y  s o l u t i o n s  t o  a d d r e s s  s e c u r i t y   
• I n t e r n e t  c e n s o r s h i p  a n d  f r e e d o m  o f  e x p r e s s i o n   
• C i s c o ’ s  p o s i t i o n  o n  I n t e r n e t  n e u t r a l i t y   
• C i s c o ’ s  C S R  a n d  c o r p o r a t e  g o v e r n a n c e ,  p a r t i c u l a r l y  o u r  i n t e r n a l  i m p l e m e n t a t i o n  

o f  p o l i c i e s   
• C h i n a ’ s  p o l i c i e s  t o w a r d  t h e  I n t e r n e t   
• I n f o r m a t i o n  o n  t h e  m a n a g e m e n t  s y s t e m s  i n  p l a c e  t o  p l a c e  t o  m e e t  o u r  C S R  g o a l s   
• I n c e n t i v e s  f o r  e m p l o y e e s  ( a n d  e x e c u t i v e s  i n  p a r t i c u l a r )  t o  m e e t  o u r  C S R  g o a l s  

a n d  t a r g e t s   
• P o l i t i c a l  c o n t r i b u t i o n s   

C i s c o ’ s  2 0 0 6  r e p o r t  a d d r e s s e d  s t a k e h o l d e r  c o n c e r n s  f o r  n e t  n e u t r a l i t y ,  h u m a n  r i g h t s ,  a n d  
p r i v a c y .  T h i s  y e a r  w e  w i l l  a d d r e s s  q u e s t i o n s  r e l a t e d  t o  o u r  r e s p o n s i b l e  r i s k  m a n a g e m e n t ,  
t h e  r e l a t i o n s h i p s  w i t h i n  o u r  v a l u e  c h a i n ,  a n d  o u r  i n v e s t i g a t i o n  o f  c o n c e r n s  r a i s e d  b y  
s t a k e h o l d e r s  c o n c e r n i n g  h u m a n  r i g h t s  a n d  f r e e d o m  o f  e x p r e s s i o n ,  a n d  a c c e s s i b i l i t y  o f  t h e  
I n t e r n e t ,  p a r t i c u l a r l y  i n  C h i n a  

Issues S p o tl ig h t:  H um a n R ig h ts,  F r eedo m  o f E x p r essio n,  a nd 
C h ina  
W e  m a i n t a i n  a  s p e c i f i c  c o r p o r a t e  p o l i c y  o n  h u m a n  r i g h t s  a n d  o t h e r  c o d e s  a n d  p o l i c i e s  
a d d r e s s i n g  h u m a n  r i g h t s  f o r  o u r  e m p l o y e e s  a n d  s u p p l i e r s .  W i t h  r e g a r d  t o  o u r  p r o d u c t  a n d  
t h e  i n d i r e c t  c u s t o m e r s  o f  o u r  p r o d u c t s :  



 
 

• C i s c o  d o e s  n o t  c u s t o m i z e ,  o r  d e v e l o p  s p e c i a l i z e d  o r  u n i q u e  f i l t e r i n g  c a p a b i l i t i e s ,  
i n  o r d e r  t o  e n a b l e  d i f f e r e n t  r e g i m e s  t o  b l o c k  a c c e s s  t o  i n f o r m a t i o n .   

• C i s c o  s e l l s  t h e  s a m e  e q u i p m e n t  i n  C h i n a  a s  i t  s e l l s  w o r l d w i d e .   
• C i s c o  i s  n o t  a  s e r v i c e  o r  c o n t e n t  p r o v i d e r  o r  n e t w o r k  m a n a g e r .   
• C i s c o  h a s  n o  a c c e s s  t o  i n f o r m a t i o n  a b o u t  i n d i v i d u a l  u s e r s  o f  t h e  I n t e r n e t .   

  
 

 
 


