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1.  In the USA PATRIOT Act, Congress added a new national security letter 

statute, 15 U.S.C. § 1681v, which permits any government agency involved in 
counter-terrorism investigations to compel the production of full credit 
reports. This was in addition to a pre-existing authority, found in 15 U.S.C. § 
1681u, which already provided the FBI with NSL authority to obtain some 
portions of credit reports. But Section 1681u, even as expanded by the 
Patriot Act, only permitted the FBI to obtain limited information from a 
credit reporting company with an NSL, and it required a court order for the 
FBI to obtain a full credit report. You were at the FBI at the time of the 
Patriot Act. To your knowledge, did the FBI propose or advocate for adding 
the new Section 1681v?  

 
Response: To the best of my knowledge, the FBI did not propose or advocate 

adding the new Section 1681v at the time of the USA PATRIOT Act 
of 2001.  Given the role that I played in preparing the FBI’s 
proposals for the legislation that would become the USA PATRIOT 
Act, I believe I would have been aware if the FBI had sought the 
language that became Section 1681v.  The FBI proposals that I 
worked on were all grouped together in Section 505 of the USA 
PATRIOT Act.  The language that established Section 1681v is to be 
found in Section 358(g) of the Act, among provisions relating to 
finance and money-laundering.    

 
 In fact, I was not aware of the existence of Section 1681v until well 

after the passage of the USA PATRIOT Act in October of 2001.   
After the Act was passed, I drafted guidance to all FBI components 
that summarized the changes made by the USA PATRIOT Act.  The 
document that I drafted describing the new national security letter 
authorities has been declassified and is appended to my response.  
As you can see, the document, dated November 28, 2001, describes 
the changes in the ECPA and RFPA national security letters.  
However, in describing the revisions to the FCRA national security 
letter, the document references only Section 1681u (the “FBI only” 
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national security letter).  I believe I only became aware of Section 
1681v at some point after I left FBIHQ in February 2002.   

 
2.  Government officials, as well as declassified documents issued in 

response to a FOIA request, have recently confirmed that both the CIA 
and the Pentagon have issued National Security Letters for financial 
records.  

 
 

a.  Do you think that agencies other than the FBI should have 
the authority to issue National Security Letters 
domestically?  

 
b.  What are the disadvantages to allowing multiple agencies, 

including those whose focus is not on domestic 
investigations, to issue NSLs?  

 
 
Response: I think that the domestic collection of intelligence (regardless of whether it 

is foreign intelligence or counterintelligence/counter-terrorism 
information) should occur only under the direct supervision of the 
Attorney General.  I believe that this arrangement offers the best hope of 
keeping domestic intelligence collection limited and within Constitutional 
boundaries.  This is the manner in which we have regulated domestic 
intelligence collections since the era of the Church Committee.  Executive 
Order 12,333 mandates that domestic operations, which are primarily 
conducted by the FBI, conform to guidelines issued by the Attorney 
General.  The Attorney General also approves the Executive Order 12,333 
guidelines applicable to other agencies (like the DoD) that have a limited 
domestic counterintelligence function.  Similarly, the Foreign Intelligence 
Surveillance Act makes the Justice Department responsible for the FISA 
process and the handling of all requests to the Foreign Intelligence 
Surveillance Court.   

 
 I believe that National Security Letters should be treated in much the same 

way.  Restricting the authority to issue NSLs to the FBI ensures that the 
letters are issued from an organization that is clearly subject to the 
Attorney General Guidelines, the DOJ intelligence oversight process, and 
Congressional reporting requirements.  The FBI is unique among U.S. 
intelligence gathering organizations in that its operational culture is 
shaped primarily by the criminal law enforcement process.  While many 
see this as inefficiency and argue that domestic collection could be better 
accomplished by components with a primarily foreign intelligence or 
military culture, I believe that the criminal law enforcement environment 
supplies a critical perspective that has contributed to the proper 
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governance of domestic intelligence collection since the late 1970s.  That 
perspective would be lost if the authority to issue NSLs or other forms of 
compulsory process for domestic collection were distributed outside of the 
DOJ.  

 
 In addition to that broad concern, I see three specific disadvantages to 

allowing agencies other than the FBI to issue NSLs.  First, the production 
of NSLs outside the FBI increases the likelihood that counterintelligence 
and counter-terrorism operations will be pursued in an uncoordinated and 
inefficient manner.  At present, those agencies which have limited 
domestic collection roles (such as the counterintelligence elements of the 
DoD) have to coordinate their domestic activities with the FBI, which the 
primary responsibility for domestic counterintelligence and counter-
terrorism.  The fact that NSLs and other operational authorities are only 
available through the FBI gives teeth to the policy of coordination, and 
transforms it into a practical requirement.   

 
 Second, the potential for confusion and duplication of effort with respect 

to the recipients of NSLs increases if the authority is dispersed to other 
agencies.  At present, the FBI is the principal point of contact for the 
telecommunications providers and financial institutions that are the most 
common recipients of NSLs.  With dispersion of authority to other 
agencies, these recipients could face multiple requests for the same 
information and could be confronted with interpretations of the statutory 
requirements that vary with the agency issuing the NSL.  A significant 
portion of the problems identified by the DOJ Inspector General involved 
misunderstandings by NSL recipients, and these problems would likely 
increase if multiple agencies were generating NSLs.   

 
 Third, I think the effectiveness of oversight and reporting mechanisms 

would decline with the dispersion of NSL authority.  This is already an 
issue posed by the present form of Section 1681v, which extends authority 
broadly to any agency “authorized to conduct investigations of, or 
intelligence or counterintelligence activities or analysis related to, 
international terrorism.”  The text of the statute does not define 
“authorized” (as, for example, meaning authorized by Executive Order 
12,333) and does not restrict the authority to those agencies that are 
subject to Attorney General guidelines.  There is, to my knowledge, no 
entity that oversees the implementation of Section 1681v throughout the 
Executive Branch or collects data on the use of that particular authority.  It 
is difficult to see how real oversight by either the Executive or Congress 
could occur under these conditions.  The 2007 and 2008 Inspector General 
reports demonstrate how difficult effective oversight is to maintain even 
within a single agency.  I believe that issues such as those noted by the 
DOJ Inspector General would be likely to multiply were the authority to 
issue NSLs more broadly distributed.   




















