
July 30, 2013 
 
 
Dear Members of the Senate Judiciary Committee, 
  

We welcome the Senate Judiciary Committee’s review of NSA surveillance 
programs and the impact of these programs on privacy and civil liberties.  The 
undersigned organizations are submitting this coalition letter to emphasize our 
organizations’ agreement on some overall concerns and recommendations.   

 
While additional information is necessary to fully understand the secret legal 

authorities being used by the government, recent disclosures regarding NSA programs 
under Section 215 of the Patriot Act and under Section 702 of the FISA Amendments Act 
raise serious legal and constitutional concerns about the scope of government 
surveillance. For example, it is difficult to understand how collection of the phone 
records of millions of Americans who are not suspected of any connection to terrorism 
could be authorized under the plain terms of Section 215.  More significantly, the vast 
scope of the reported surveillance under Section 215 and Section 702 threatens 
Americans’ First Amendment rights of free association and Fourth Amendment rights.  
The lack of full information about the scope of such secret national security surveillance 
increases our concern. 

 
We understand that the NSA’s collection of phone records under Section 215 

includes metadata and not the content of phone conversations. Although traditionally, 
courts have not treated such information as being protected by the Fourth Amendment, 
rapid changes in technology have made metadata more revealing of an individual’s 
private life and courts are taking note.   Last year, in United States v. Jones, the Supreme 
Court began to recognize that continuous electronic surveillance for an extended period 
of time implicates the Fourth Amendment.  Although the case involved GPS tracking of a 
car on public roads and the majority decided the case on relatively narrow grounds, five 
Justices acknowledged the intrusiveness of powerful electronic surveillance 
technologies and that continuous use of such technologies over extensive periods of 
time can impinge on reasonable expectations of privacy.  The data collected in the 
Section 215 program show what numbers are calling each other, when the calls are 
made, the duration of the calls, and the frequency with which particular numbers call 
each other.  This information, like the pattern of the car’s movements in the Jones case, 
can be highly revealing, including demonstrating the patterns of individuals’ daily 
activities and their associations with others. And all of this information is being collected 
on millions of Americans who are not even suspected of any connection to terrorism.  
Extensive collection of such non-content meta-data about individuals threatens both 
First Amendment rights of free association and Fourth Amendment rights to be free 
from unreasonable searches and seizures.   

 



Similarly, the reportedly broad surveillance of communications content under 
Section 702 of the FISA Amendments Act threatens First and Fourth Amendment rights. 
Even though Section 702 surveillance must “target” non-U.S. persons reasonably 
believed to be abroad, recent disclosures indicate that this surveillance is collecting vast 
amounts of communications in which U.S. persons (citizens and permanent legal 
residents) and people located within the United States are on one end of the 
communication.  As the Section 702 surveillance is conducted inside the United States 
and is deliberately collecting the content of communications of people with recognized 
Fourth Amendment rights, the limited review conducted by the FISA court under 
existing law is not adequate to protect these constitutional rights.   

 
We urge Congress to evaluate these surveillance authorities and the risks to civil 

liberties.  In doing so, we urge you to review how other authorities, for example national 
security letter authorities, overlap, expand or complement the specific authorities under 
sections 215 and 702.  Based upon this review, Congress should enact critical reforms to 
ensure that government surveillance programs include robust safeguards for 
constitutional rights. We believe that such reforms should include tightening the 
standards for collection and use of information, including communications metadata; 
increasing meaningful judicial authorization and review of such programs, and limiting 
the secrecy of such programs.   

 
At a minimum, they should include: 
 

1. Enacting legislation to prohibit bulk collection of Americans’ communications 
metadata under Section 215 or any other authority, and to bar use of Section 
215 for prospective surveillance.  Passing S. 1215, the bipartisan FISA 
Accountability and Privacy Protection Act of 2013 co- sponsored by Chairman 
Leahy and Senators Blumenthal and Lee, would be an important step in this 
direction. 

 
2. Determining the scope of existing repositories of bulk metadata on U.S. persons 

and the authorities under which these data were collected and seeking public 
disclosure of this information, to determine whether or how the government 
should be permitted to use the bulk metadata already collected.   

 
3. Enacting legislation to provide more rigorous safeguards in Section 702 to 

restrict the warrantless collection of the content of communications by and 
metadata concerning U.S. persons or people inside the United States. 
 

4. Pressing for public disclosure of opinions by the Foreign Intelligence Surveillance 
Court (FISC) containing legal interpretations of the government’s surveillance 
authorities, redacted as necessary, as well as additional information necessary 
for public understanding of the scope of surveillance authorities, safeguards for 
privacy rights and civil liberties, and the historical development of the law since 



2001.  Passing S. 1130, the bipartisan End Secret Law Act co-sponsored by 
Senators Merkley and Lee, would be an important step in this direction. 
 

Thank you for your attention to these important issues. 
 
Sincerely, 
Advocacy for Principled Action in Government 
American-Arab Anti-Discrimination Committee 
American Association of Law Libraries 
American Booksellers Foundation for Free Expression 
American Civil Liberties Union 
American Library Association 
Amicus 
Arab American Institute 
Association of Research Libraries 
Bill of Rights Defense Committee 
Hon. Bob Barr 
Center for Democracy & Technology  
Center for Financial Privacy and Human Rights 
Center for Media and Democracy 
Center for National Security Studies 
Citizens for Responsibility and Ethics in Washington  
Competitive Enterprise Institute 
The Constitution Project 
Council on American-Islamic Relations 
Cyber Privacy Project 
Defending Dissent Foundation 
Demand Progress 
DownsizeDC.org, Inc. 
Drum Majors for Truth 
Entertainment Consumers Association 
Equal Justice Alliance 
Firedoglake 
Floor64 
Foundation for Innovation and Internet Freedom 
Free Press Action Fund 
Freedom of the Press Foundation 
Government Accountability Project 
iSolon.org 
Liberty Coalition 
Media Alliance 
Montgomery County Civil Rights Coaltion 
Mozilla 
National Association of Criminal Defense Lawyers 



National Coalition Against Censorship  
National Forum On Judicial Accountability 
National Judicial Conduct and Disability Law Project, Inc.  
National Whistleblower Center 
OpenMedia International 
OpenTheGovernment.org 
Organizations Associating for the Kind of Change America Really Needs 
PEN American Center 
The Plea For Justice Program 
PolitiHacks 
Power Over Poverty Under Laws of America Restored 
Privacy Camp 
Project on Government Oversight 
Public Knowledge  
Reddit 
Reporters Without Borders 
Rights Working Group 
RootsAction.org 
Rutherford Institute 
Society of Professional Journalists 
Students for Sensible Drug Policy 
TechFreedom 
 
 
CC: Members of the Senate 



A Better Secret Court 

New York Times 

Op Ed 

By JAMES G. CARR 

July 22, 2013 

TOLEDO, Ohio — CONGRESS created the Foreign Intelligence Surveillance Court in 1978 as a 
check on executive authority. Recent disclosures about vast data-gathering by the government 
have raised concerns about the legitimacy of the court’s actions. Congress can take a simple step 
to restore confidence in the court’s impartiality and integrity: authorizing its judges to appoint 
lawyers to serve the public interest when novel legal issues come before it.  

The court is designed to protect individual liberties as the government protects us from foreign 
dangers. In 1972, the Supreme Court ruled that the Nixon administration had violated the Fourth 
Amendment by conducting warrantless surveillance on a radical domestic group, the White 
Panthers, who were suspected of bombing a C.I.A. recruiting office in Ann Arbor, Mich. In 1975 
and 1976, the Church Committee, a Senate panel, produced a series of reports about foreign and 
domestic intelligence operations, including surveillance by the F.B.I. of suspected communists, 
radicals and other activists — including, notoriously, the Rev. Dr. Martin Luther King Jr.  

The Foreign Intelligence Service Act set up the FISA Court in response. To obtain authority to 
intercept the phone and electronic communications of American citizens and permanent 
residents, the government must only show probable cause that the target has a connection to a 
foreign government or entity or a foreign terrorist group. It does not have to show, as with an 
ordinary search warrant, probable cause that the target is suspected of a crime.  

For decades, the court worked under the radar. That changed after 2005, when The New York 
Times disclosed a National Security Agency program of surveillance of e-mail to and from 
foreign countries. Though the surveillance was conducted outside of FISA (Congress later 
specified that FISA court approval was required), the disclosures brought the court to the 
public’s attention. Criticism of the court (on which I served for six years after 9/11, while the 
caseload grew enormously) revived recently after revelations that the N.S.A., without court 
orders specifying individual targets, gathered troves of data from companies like Google and 
Facebook.  

Critics note that the court has approved almost all of the government’s surveillance requests. 
Some say the court is virtually creating a secret new body of law governing privacy, secrecy and 
surveillance. Others have called for declassified summaries of all of the court’s secret rulings.  

http://www.nytimes.com/2013/07/07/us/in-secret-court-vastly-broadens-powers-of-nsa.html�


James Robertson, a retired federal judge who served with me on the FISA court, recently called 
for greater transparency of the court’s proceedings. He has proposed the naming of an advocate, 
with high-level security clearance, to argue against the government’s filings. He suggested that 
the Privacy and Civil Liberties Oversight Board, which oversees surveillance activities, could 
also provide a check. I would go even further.  

In an ordinary criminal case, the adversarial process assures legal representation of the 
defendant. Clearly, in top-secret cases involving potential surveillance targets, a lawyer cannot, 
in the conventional sense, represent the target.  

Congress could, however, authorize the FISA judges to appoint, from time to time, independent 
lawyers with security clearances to serve “pro bono publico” — for the public’s good — to 
challenge the government when an application for a FISA order raises new legal issues.  

During my six years on the court, there were several occasions when I and other judges faced 
issues none of us had encountered before. A staff of experienced lawyers assists the court, but 
their help was not always enough given the complexity of the issues.  

The low FISA standard of probable cause — not spinelessness or excessive deference to the 
government — explains why the court has so often granted the Justice Department’s requests. 
But rapid advances in technology have outpaced the amendments to FISA, even the most recent 
ones, in 2008.  

Having lawyers challenge novel legal assertions in these secret proceedings would result in 
better judicial outcomes. Even if the government got its way all or most of the time, the court 
would have more fully developed its reasons for letting it do so. Of equal importance, the 
appointed lawyer could appeal a decision in the government’s favor to the Foreign Intelligence 
Surveillance Court of Review — and then to the Supreme Court. No opportunity for such review 
exists today, because only the government can appeal a FISA court ruling.  

One obvious objection: judges considering whether to issue an ordinary search warrant hear only 
from the government. Why should this not be the same when the government goes to the Foreign 
Intelligence Surveillance Court?  

My answer: the court is unique among judicial institutions in balancing the right to privacy 
against the president’s duty to protect the public, and it encounters issues of statutory and 
constitutional interpretation that no other court does or can.  

For an ordinary search warrant, the judge has a large and well-developed body of precedent. 
When a warrant has been issued and executed, the subject knows immediately. If indicted, he can 
challenge the warrant. He can also move to have property returned or sue for damages. These 
protections are not afforded to FISA surveillance targets. Even where a target is indicted, laws 
like the Classified Information Procedures Act almost always preclude the target from learning 

http://www.nytimes.com/2013/07/10/us/nation-will-gain-by-discussing-surveillance-expert-tells-privacy-board.html�


about the order or challenging the evidence. This situation puts basic constitutional protections at 
risk and creates doubts about the legitimacy of the court’s work and the independence and 
integrity of its judges. To avert these dangers, Congress should amend FISA to give the court’s 
judges the discretion to appoint lawyers to serve not just the interests of the target and the public 
— but those of the court as well.  

James G. Carr, a senior federal judge for the Northern District of Ohio, served on the Foreign 
Intelligence Surveillance Court from 2002 to 2008. 

 

http://www.ohnd.uscourts.gov/home/judges/judge-james-g-carr/�
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President Barack Obama 
The White House 
1600 Pennsylvania Avenue, N.W. 
Washington, DC 20500 
 
Director of National Intelligence James R. Clapper  
Office of the Director of National Intelligence 
Washington, D.C. 20511 
 
 
The Honorable Harry Reid  
Senate Majority Leader 
S-221, The Capitol 
Washington, DC 20510 
 
The Honorable John Boehner 
Speaker of the House 
United States House of Representatives 
H-232 The Capitol 
Washington, DC 20515 
 
The Honorable Patrick J. Leahy 
Chairman 
United States Senate 
Committee on the Judiciary 
224 Dirksen Senate Office Building 
Washington, DC 20510 
 
The Honorable Bob Goodlatte 
Chairman 
Committee on the Judiciary 
U.S. House of Representatives 
Washington, DC 20515 
 
The Honorable Dianne Feinstein 
Chairman 
Senate Permanent Select Committee on Intelligence 
211 Hart Senate Office Building 
Washington, D.C. 20515 
 
The Honorable Mike Rogers 
Chairman 
House Permanent Select Committee on Intelligence 
U.S. House of Representatives 
Washington, D.C. 20515 

Attorney General Eric Holder 
U.S. Department of Justice 
950 Pennsylvania Avenue, NW 
Washington, DC 20530 
 
General Keith Alexander 
Director 
National Security Agency 
Fort Meade, MD 20755 
 
The Honorable Mitch McConnell 
Senate Minority Leader 
S-230, The Capitol  
Washington, DC 20510 
 
The Honorable Nancy Pelosi 
House Minority Leader 
H-204, US Capitol 
Washington, DC 20515 
 
 
The Honorable Charles E. Grassley 
Ranking Member 
United States Senate 
Committee on the Judiciary 
224 Dirksen Senate Office Building 
Washington, DC 20510 
 
The Honorable John Conyers, Jr. 
Ranking Member 
Committee on the Judiciary 
U.S. House of Representatives 
Washington, DC 20515 
 
The Honorable Saxby Chambliss 
Vice Chairman 
Senate Permanent Select Committee on Intelligence 
211 Hart Senate Office Building 
Washington, D.C. 20515 
 
The Honorable Dutch Ruppersberger 
Ranking Member 
House Permanent Select Committee on Intelligence 
U.S. House of Representatives  
Washington, D.C. 20515 
 

We the undersigned are writing to urge greater transparency around national security-related requests by 
the US government to Internet, telephone and web-based service providers for information about their users 
and subscribers.  
 
First, the US government should ensure that those companies who are entrusted with the privacy and 
security of their users’ data are allowed to regularly report statistics reflecting: 
 

• The number of government requests for information about their users made under specific legal 
authorities such as Section 215 of the USA PATRIOT Act, Section 702 of the FISA Amendments 
Act, the various National Security Letter (NSL) statutes, and others; 
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• The number of individuals, accounts or devices for which information was requested under each 
authority; and 

• The number of requests under each authority that sought communications content, basic subscriber 
information, and/or other information. 

 
Second, the government should also augment the annual reporting that is already required by statute by 
issuing its own regular “transparency report” providing the same information: the total number of requests 
under specific authorities for specific types of data, and the number of individuals affected by each. 
 
As an initial step, we request that the Department of Justice, on behalf of the relevant executive branch 
agencies, agree that Internet, telephone and web-based service providers may publish specific numbers 
regarding government requests authorized under specific national security authorities, including the 
Foreign Intelligence Surveillance Act (FISA) and the NSL statutes.  We further urge Congress to pass 
legislation requiring comprehensive transparency reporting by the federal government and clearly allowing 
for transparency reporting by companies without requiring companies to first seek permission from the 
government or the FISA Court. 
 
Basic information about how the government uses its various law enforcement-related investigative 
authorities has been published for years without any apparent disruption to criminal investigations.  We 
seek permission for the same information to be made available regarding the government’s national 
security-related authorities. 
 
This information about how and how often the government is using these legal authorities is important to 
the American people who are entitled to have an informed public debate about the appropriateness of those 
authorities and their use, and to international users of US-based service providers who are concerned about 
the privacy and security of their communications. 
 
Just as the United States has long been an innovator when it comes to the Internet and products and services 
that rely upon the Internet, so too should it be an innovator when it comes to creating mechanisms to ensure 
that government is transparent, accountable, and respectful of civil liberties and human rights.  We look 
forward to working with you to set a standard for transparency reporting that can serve as a positive 
example for governments across the globe. 
 
Thank you. 
 
Companies 
AOL 
Apple 
CloudFlare 
CREDO Mobile 
Digg 
Dropbox 
Evoca 
Facebook 
Google 
Heyzap 
LinkedIn 
Meetup 
Microsoft 
Mozilla 
Reddit 
salesforce.net 
Sonic.net 
Tumblr 
Twitter 

Civil Society Organizations 
Access 
American Booksellers Foundation for Free  
     Expression 
American Society of News Editors 
American Civil Liberties Union 
Americans for Tax Reform 
Brennan Center for Justice at NYU Law School 
Center for Democracy & Technology 
Center for Effective Government 
Committee to Protect Journalists 
Competitive Enterprise Institute 
The Constitution Project 
Demand Progress 
Electronic Frontier Foundation 
First Amendment Coalition 
Foundation for Innovation and Internet Freedom 
Global Network Initiative 
GP-Digital 
Human Rights Watch 
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Wikimedia Foundation 
Yahoo! 
YouNow 
 
Trade Associations & Investors 
Boston Common Asset Management 
Computer & Communications Industry 
     Association 
Domini Social Investments 
Internet Association 
New Atlantic Ventures 
Union Square Ventures 
Y Combinator 
 
 
 

National Association of Criminal Defense  
     Lawyers 
National Coalition Against Censorship 
New America Foundation's Open Technology       
     Institute 
OpenTheGovernment.org 
Project on Government Oversight 
Public Knowledge 
Reporters Committee for Freedom of The Press 
Reporters Without Borders 
TechFreedom 
World Press Freedom Committee 
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Chairman Leahy, Ranking Member Grassley and Members of the Committee,  

Thank you for asking me to submit written testimony about FISA oversight and specifically 

regarding my experience when confronted with government demands for user data under FISA 

and the FISA Amendments Act 

By way of background, I worked as a Trial Attorney in the United States Department of 

Justice Computer Crime and Intellectual Property Section from 1997‐2000, and for the last 

thirteen years I have had a private practice specializing in representing companies, including 

internet service providers, email providers, cloud services, social networking companies, and 

wireless carriers on issues related to government demands for user data under the Electronic 

Communications Privacy Act (“ECPA”), the Foreign Intelligence Surveillance Act (“FISA”) and the 

FISA Amendments Act (“FAA”).   

I may also be the only private sector attorney to have ever appeared on behalf of a provider 

before the Foreign Intelligence Court of Review.1  To be clear, I am submitting my written 

testimony today solely in my individual capacity, based on many experiences representing 

multiple clients from Apple to Yahoo!, and not on behalf of any one of them.   

Although foreign intelligence surveillance is surely critical for national security, the FISA 

process has certain flaws which render it inconsistent with the core principles that are the 

foundation of this country’s legal system.  The most significant areas of concern are: (1) the lack 

of a true adversarial process with regard to specific legal issues that arise before the FISA court; 

and (2) the cloak of secrecy which covers not only the identity of targets, but also most 

everything else surrounding the actual operation of the surveillance processes authorized by 

FISA and the FAA, including the existence of an individual piece of legal process, the numbers of 

affected accounts, the legal arguments that support the government’s demands, and the FISA 

court’s decisions.  In this secret process, in certain instances, the statute leaves the provider in 

the position of being the only bulwark against potential government overreaching, especially 

with regard to the Section 702 Directive process in which the FISA court has only limited 

authority to review the process where it is not challenged by a provider.2  But for the reasons 

                                                            
1 I was counsel to Yahoo! when it challenged the lawfulness of the directives served on it pursuant to the Protect 
America Act (“PAA”), the predecessor to the FAA, during 2007‐2008.  That challenge resulted in the partially 
released decision In re Directives Pursuant to Section 105B of the Foreign Intelligence Surveillance Act, 551 F.3d 
1004 (Foreign Intl. Ct. of Rev. 2008), upholding the constitutionality of the PAA Directive process.  It is possible that 
subsequent challenges by other providers may exist and remain under seal.   
2 In the criminal process, the legality of surveillance is usually tested when the evidence is sought to be introduced 
against the defendant.  Because intelligence gathered for foreign intelligence purposes is rarely, if ever, used in 
criminal prosecutions, there will be no defendant to eventually challenge the surveillance. 



described below, providers face significant pressure to comply with the government demands 

in some form rather than challenging them.   

 

Accordingly, I believe the Senate should focus on adding stronger built‐in safeguards to 

protect the rights of U.S. citizens and bringing greater transparency to the types of process 

used, the number of accounts affected, the legal arguments made, and the decisions that 

support surveillance orders.  Though some aspects of any legal proceeding related to 

intelligence gathering – like the target's identity – must always remain secret, the current way 

the system operates ‐‐ which leaves only providers with the ability to the challenge the 

government ‐‐ but forces them to do so in complete secrecy, can lead to legal interpretations 

that might not survive the light of public scrutiny.  This system is insufficient for the reasons 

described below.   

 

First, any FISA process a provider receives is under seal and classified.  The company 

receiving an order (or directive) is restricted in their handling of the demand, which in turn, can 

adversely impact the amount of review it may receive.  For example, a provider with limited 

resources or one who is new to receiving classified orders, may have no cleared employees, or 

the cleared employees may not be members of the legal department or executive management 

authorized to employ the substantial legal resources required to raise such a challenge.  This 

makes internal escalation of individual demands extremely difficult.  In addition, issues related 

to the storage of classified information often restrict the provider’s ability to keep and refer 

back to the legal process.  Instead, the government holds the demand itself and shares it with 

the company only upon initial service and then on request.  Thus, in practice, a provider in 

these circumstances can be influenced by the government’s view of what is within the scope of 

the request.  And where the provider does seek the advice of outside counsel to evaluate the 

demand ‐‐ while under intense time pressure to start the surveillance ‐‐ the number of lawyers 

qualified and cleared to provide advice on FISA issues is small. 

 

Second, without published cases to examine, providers are left with an uncertain basis upon 

which to base a challenge to an order or a directive, especially since the provider knows that 

the court has already approved the issuance of process after some limited review, the scope of 

which is not readily apparent.  Also, there is often no way for a provider to determine whether 

such process is routine, or has been complied with by other similarly situated providers.  This 

problem is especially acute with directives issued under 702, which, are not required by statute 

to contain information on the specific targets at the time the directives are issued.  Nothing in 

the FAA prevents the government from identifying new specific targets after the directives have 

been issued.  Yet it is the directives themselves, and not any subsequent orders identifying 

individual targets under the directives that the FAA specifically allows providers to challenge.   

Faced with limited information, no visibility into the basis for the certification, no ability to 



disclose even the fact of the order or directive to anyone else (even other industry 

participants), providers are fairly isolated in determining the proper response.   Indeed, one of 

the most valuable roles I can play as outside counsel is to help clients recognize the difference 

between a routine order and one based on a novel legal theory, which I am able to do on 

occasion because I represent multiple companies who receive national security demands.  A 

lawyer representing only one client on such matters might not have any basis, other than 

representations from the government or the FISA court itself, to identify novel orders and 

arguments. 

 

Third, there are some institutional pressures and procedural disincentives against levying a 

challenge.  As various transparency reports issued by certain providers make clear, large 

providers have to deal with representatives of the Department of Justice regarding thousands 

of annual criminal and intelligence demands for user data.  As a result, providers who challenge 

governmental authority could face pressure from the government in other areas, including 

delays in responding to criminal legal process.  Moreover, the government can show little to no 

flexibility in applying a fairly rigid process of handling classified information where access is 

needed even to review process, let alone bring a challenge.  This makes levying a challenge 

logistically difficult.  Only cleared personnel and counsel can participate in such a challenge or 

discuss details of the Section 702 process and directives.  With no public transparency, no 

ability to enlist amicus or industry participation,3  and a classification system that may limit the 

ability to brief internal and external corporate, legal, and business advisors, and limited counsel 

choices because many lawyers lack section 702 experience and clearances, only certain 

providers can contemplate challenging government orders or directives and only in fairly 

significant matters.   

 

If a provider brings a challenge, the statutory process does not necessarily provide for 

complete transparency or a level playing field for the provider.  As the published decision in In 

re Directives makes clear, a phalanx of 11 government lawyers, including the Acting Solicitor 

General of the United States, was involved in defending the statute.4  And the decision also 

makes clear that the company had to overcome the hurdle of demonstrating that it had 

                                                            
3 By contrast, when Yahoo! challenged what it believed to be an unconstitutional criminal order in the District of 
Colorado, many interest groups joined Yahoo! as amicus and the government ultimately withdrew its demand for 
additional documents. 

4 According to the opinion, the government was represented in the case by Gregory G. Garre, Acting Solicitor 
General, Mark Filip, Deputy Attorney General, J. Patrick Rowan, Acting Assistant Attorney General, John A.  
Eisenberg, Office of the Deputy Attorney General, John R. Phillips, Office of Legal Counsel, Sharon Swingle, Civil 
Division, and Matthew G. Olsen, John C. Demers, Jamil N. Jaffer, Andrew H. Tannenbaum, and Matthew A. Anzaldi, 
National Security Division, United States Department of Justice.  This does not count the Attorney General, Michael 
B. Mukasey, who was listed on the brief but may not have contributed to the briefing.   In re Directives Pursuant to 
Section 105B of the Foreign Intelligence Surveillance Act, 551 F.3d 1004 (Foreign Intl. Ct. of Rev. 2008). 



standing to appear to litigate these issues ‐‐ notwithstanding fairly clear legislative language 

that authorized a provider to challenge the directives issued under the PAA.5   The decision also 

shows that some of the documents relied upon in the decision of the Court of Review were 

classified procedures submitted as part of an ex parte appendix that remains sealed.6   

 

  My point is not that the Court of Review should have reached a different conclusion in 

2008.  When additional portions of the decision and the legal briefs are unsealed, lawyers,  

Fourth Amendment scholars and the public can reach their own conclusion on that score.  My 

point is that the existing statute – which allows the court to do a fulsome review of a directive 

only when a provider levies a challenge – does not provide the type of institutional safeguards 

that are typically built into our adversarial court system.  In the history of the directive program 

under the PAA and the FAA, it may turn out that only one company has ever tried to challenge 

the lawfulness of the process.  And that challenge included ex parte filings by the government, 

filings which were not disclosed even to cleared lawyers within the context of the sealed 

proceeding.  Compare this to criminal legal process, which is much easier for providers to 

challenge when received, and is subject to a second set of challenges by criminal defendants, if 

the data is ever used in a criminal proceeding.   The FAA simply does not provide for a similar 

type of adversary process on which the American judicial system is largely based. 

The current system of checks and balances under the FAA is simply not sufficient.   It’s not 

due to a lack of desire on the part of the providers to defend their users.  Quite the opposite, 

the types of providers I represent do have strong business reasons to challenge any 

overstepping of surveillance authority by the government or new legislation that may not 

provide adequate constitutional protections to their user’s privacy.  In some cases, if these 

companies do not rigorously enforce the limits imposed by law on the government, it can place 

increasing pressure on providers to turn over user data.  Such pressure is not only a burden for 

the companies, but raises serious concerns about losing the trust of their users.  If users do not 

trust these companies, they can and will take their business elsewhere.7   But Internet 

companies run the gamut from large entities such as Yahoo!, which had the will and the 

wherewithal to fight the directive process, to startups and smaller providers who may not have 

the money, knowledge, counsel or capability to fight government requests.  

                                                            
5 See Id. at 1008‐09.   

6 “The [redacted text] procedures [redacted text] are delineated in an ex parte appendix filed by the government. 
They also are described, albeit with greater generality, in the government's brief. [redacted text) Although the PAA 
itself does not mandate a showing of particularity, see 50 U.S.C. § 1805b (b ) , this pre‐surveillance procedure 
strikes us as analogous to and in conformity with the particularity showing contemplated by Sealed Case.   See 551 
F.3d at  1013‐14, 

7 For these precise reasons, several of my clients are members of the Due Process Coalition which is seeking 
amendments to the Electronic Communications Privacy Act to better protect user privacy in a manner more 
consistent with the Fourth Amendment in the context of government demands issued in criminal investigations 
and prosecutions. 



A built‐in adversary in the FISA court, in the form of a Guardian Ad Litem for the American 

people would be a significant improvement addition to the existing statutory framework.   Such 

an advocate could participate in all cases involving a new statute or authority or a new 

interpretation or application of an existing authority.  The Guardian could either choose the 

cases in which to be involved, or the Guardian’s participation can be requested by the court or 

a provider where an opposition would be useful to test and evaluate the legal arguments 

presented by the government.  The Guardian's office could be established with proper security 

safeguards to draft, store, and access classified records more efficiently.  It could also be 

required to report to the public and Congress the number of cases it has argued and how often 

it has limited or pared back the government’s requests.  The Guardian could also brief this 

committee, and provide a vital counterpoint for members to consider when exercising their 

oversight duties.  Appointing a Guardian Ad Litem for the public ensures that novel legal 

arguments in the FISA court would face a consistent, steady challenge no matter who the 

provider is.    This would make the FISA process stronger by ensuring that results are 

consistently subject to checks and balances.  And, as we have seen, the result of not having 

such a process allows the court and DOJ work through difficult legal issues with no balancing 

input. The Guardian would be especially useful in cases where the government demands access 

to communications in a way that may have a profound impact on people other than the target, 

such as where decryption made be involved or where a provider is asked to provide assistance 

in ways that are unlike traditional wiretaps. 

The lack of an adversary process and the need for additional transparency into the 

directives process, the types of legal challenges, and the number of uses affected by it are not 

the only reforms I would suggest to the Section 702 Directive process, although they would be a 

strong place to start.   In that regard, I commend Senator Leahy and Senator Franken for 

proposing legislation that would improve the current situation and require more disclosure and 

mandatory public reporting to bring light to the government’s practices. But I would also ask 

the Senate to consider further how to enhance the ability of providers to bring fair and 

meaningful challenges when they think it is necessary, and to build in a more systematic 

adversary, such as a Guardian Ad Litem, in appropriate cases. 

While most of my written testimony has focused on the procedural deficiencies involved in 

the FISA and FAA challenge process, the basic premise of the FAA ‐‐ that a court order is not 

needed where one side of a communication is foreign ‐‐ should also be reconsidered.   The 

types of communications that can be demanded under 702 directives are not just phone calls, 

but can also include all electronic content, including emails, instant messages, photos, videos, 

and stored cloud documents.  Yet the framework of 702 is that whenever one party to the 

communication is reasonably believed to be outside the United States, any content sent to or 

from that party can be obtained.  This paradigm may make sense if surveillance is analogized 

only to a traditional phone call, where a single foreign side means that conversation is at least 



50% foreign.  But this is not the case with in an internet communication – like a collaborative 

cloud document – which can have many “sides.”   

For example, if a document stored on a collaborative sharing platform was accessed by 10 

people, 9 of whom are in the United States but one of whom is outside the United States and 

deemed to be a proper surveillance target, the document may be eligible for disclosure under 

the FAA.  Yet that document may have been created by a U.S. person, is usually accessed by 

U.S. persons, and may be stored in the United States.  When such significant U.S. person 

involvement is present, any government request for surveillance should involve more 

traditional court involvement – not the minimal review of the 702 process.   And, if such 

collection were to occur, the collection of U.S. communications traffic in such circumstances 

should not be deemed “incidental,” when it is the predominant activity being captured.   

Equally problematic is the theoretical issue of documents created in the U.S. and stored in the 

U.S. that a user then accesses from abroad.  Under current law, the Government could argue 

that simple access from a hotel room in London would open the door to the collection of 

documents previously protected by the FISA warrant process without a court order simply 

because a foreign user boarded a plane.  Allowing warrantless surveillance of U.S.–centric 

communications and documents is not consistent with the Fourth Amendment which doesn’t 

cease to apply just because one participant in the communication, no matter how minor their 

role, may be foreign.  Accordingly, the framework of Section 702 may turn out to be inadequate 

to protect the interests of U.S. persons in certain circumstances, even if the Executive Branch 

does take measures to institute its own checks and balances.  

  Thank you for the opportunity to submit this written testimony.  I would be pleased to 

work with the Committee on an ongoing basis as the process to reform FISA moves forward.       
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July 30, 2013 

 

The Hon. Patrick Leahy 

Chairman  

Senate Judiciary Committee  

United States Senate 

Washington, D.C. 20510 

 

The Hon. Chuck Grassley 

Ranking Member 

Senate Judiciary Committee 

United States Senate 

Washington, D.C. 20510

Dear Senators Leahy and Grassley and Members of the Senate Judiciary Committee: 

 

The Constitution Project urges the Senate to support the FISA Accountability and Privacy 

Protection Act of 2013, S. 1215. As debate continues over the recently disclosed NSA programs, 

Congress should take this opportunity to ensure that we are protecting not only our security but also 

our constitutional rights and liberties. 

 

The Constitution Project is a bipartisan organization that promotes and defends 

constitutional safeguards. The Project brings together legal and policy experts from across the 

political spectrum to promote consensus solutions to pressing constitutional issues.  In 2009, well 

before the recent revelations regarding the scope of the current NSA programs, the Project’s Liberty 

and Security Committee released a report entitled Statement on Reforming the Patriot Act. The 

statement is signed by twenty six policy experts, former government officials, and legal scholars of 

all political affiliations, and urges Congress to reform the Patriot Act and incorporate more robust 

protections for constitutional rights and civil liberties.  Our Committee’s recommendations include 

urging Congress to tighten the standards for Section 215 orders and national security letters (NSLs) 

and to provide increased judicial review for “gag orders” under these provisions. 

 

The recent disclosures regarding NSA surveillance programs have underlined the wisdom 

and increased the urgency of our Committee’s proposals. Hastily drafted in the wake of the 

September 11th attacks, the Patriot Act contains several provisions that give the executive branch 

extraordinarily broad law enforcement powers which raise serious constitutional concerns, and 

recent disclosures demonstrate that the government has interpreted these surveillance authorities 

aggressively. The Constitution Project is pleased to see the introduction of legislation which targets 

some of the most troubling provisions of the Patriot Act, and would help rein in the NSA’s 

surveillance program under Section 215.  The FISA Accountability and Privacy Protection Act (S. 

1215) co-sponsored by Chairman Leahy and Senators Blumenthal and Lee is consistent with the 

recommendations in The Constitution Project’s Liberty and Security Committee’s report, and 

passage of this legislation would be an important step toward implementing proper safeguards for 

constitutional rights. 

 

In particular, the bill would reform Section 215 of the Patriot Act, most notably by 

tightening the standards for obtaining an order compelling a business to turn over records.  

Importantly, the bill would also tighten the standards for issuing an NSL, would allow NSL 

recipients to challenge the nondisclosure or “gag orders” that can accompany NSLs, and would 

require public reporting on the use of such letters. In addition, TCP commends the bill provisions 

that would increase public reporting and oversight on the use of these authorities. 

http://www.constitutionproject.org/wp-content/uploads/2012/09/340.pdf


 

In short, The Constitution Project backs the FISA Accountability and Privacy Protection Act 

because it would protect civil liberties while also ensuring law enforcement’s ability to protect our 

national security.  We urge Members of the Senate Judiciary Committee to support this bill. 

 

Sincerely, 

 
Virginia E. Sloan 

President 

The Constitution Project 
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