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Enclose;dplease fmd responses to questions posed to the Department's
representativ~s following their appearance before the Committee on May 5, 2004. The
subject of the Committee's hearing was ~'AidingTerrorists: An Examination of the
Material Support Statute." .

We hope this information is helpful to you. If we may be of aQ-ditionalassistance
in connection with this or any other matter, we trust that you will not hesitate to call upon
us.

Sincerely,

~t~
William E. Moschella
Assistant Attorney General
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cc: The Honorable Patrick J. Leahy
Ranking Minority Member
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Hearing of the Senate Committee on the Judiciary
"Aiding Terrorists: An Examjnation of the Material SUP'port Statutes"

May 5, ,20.04 .

QiIestions for Assistant Attorney G~neral Christoph~r Wray from Senator Leahy:. .' ~

1. In his testimony, Assistant Attorney General Bryant proposed ~everal
.amendments to the material support statutes, including expanding the definition of
material support so that it includes' "any tangible or intangible property or service."

a. Both of the outside expert witnesses at the hearing stated that the term
"intangible service" was so vague that they did not know what it meant, and
Mr, Rosenzweig suggested that it was perhaps !'just a clraftingerror and [DOJ]

. . didn't mean it." Was the suggestion to amend the definition of material·
support to include "intangible property and s~rvice" just a drafting error or

. does the Department support such an amendment?

AN&WER: . Assistant Attorney General Bry~t~s testimony on this point has peen
mi§int.erpreted, and I thank you for the opportunity to clarify the.record. The
De,,~ent do~ not support, and has never supported, ~ending the dermitjon of
the. te~. "materi~ support and, resources" in 18 UoS.C. § 2339A(b) ~oincl!lde .
"iJi~gible services." Rather, the Depar~ent supports the amendD:1ent to 1~
U.S.C. §2339A(b) contained. in section 6603(b) of the Intelligence Reform and
Terrorism Prevention Act o~2004 (Pub. L. No. 108-458, enacted December} 7,.
2094), which made clear that the term "material support or resources" means any
property, tangible or ~tangible, or service, excep.t for ~edicine or religious
materials.

b. If the Department dQessupport this hmguage, how would it propose to define,
and what would be so~e examples of, "intan·gibleproperty' ap.d"intangible
services"?--How does your propos~d exp~jon of the definition preclude the
potential for the application of the statute in ."outlandish or remote

:. circumstances," as Professor Robert Chesney wrote in his statement, that, as a
matter of prosecutorial discretion, may not be brought but which create a
window for abuse.?

ANSWER: '.. As indicated above, the Department does n9t support ~ending. tl!-e.•
definition of "material support.or res~urces" hi 18 U.S.C.§ 2339A(b) to include
"intangible ser~ces." Rather, the J>ep~ent supports the ame~dm~nt to 18
lJ.S.~~ § 2339A(b) contan.ed in section 6603(b) of the Intelligence RefQrm and
Terrorism.Prevention -!\ct of2004, which made clear that~e te~ "material.
support or resources" means any property, tangible or .intangible, or service; except
for. medicine or religioU$ materials •

•1'" •
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With respect to the meaning of the term "intangible p~operty," ~at term is defined
in Black's Law Dictionary as "propertY that has no ~trinsic and marketable value,
but is merely representative or evidence of val~e, such as certificates of stock, bonds,
promissory notes, copyrights, or franchises." Black's Law IJictionary (6th ed.1990)
at 809. I do not believe that the cl~cation ,of the de~tion of "material support
or resources" contained in the Intelligence Reform and Terrorism Prevention Act of
2004 in this regard will lead to the appli.cation of the su..tute in "outlandish or
remote ,circumstances" as th~ provjsion of intangible propertY'to designated foreign
terrorist 9rganizatiol1$ (FTOs) could.help those organizations, ~er the violent
aims and goals of the organization and thus threaten the vi~ interests and national
security of the United States. Moreover, I do not believe that the statute as it was
previously drafted could have been applied in "outlandish or remote.
circumstances" either. Because material support or resoU:l*cesof any kind is
fungible and frees· up resources that can be used to promote violence, the provision
of aIiy material support or resources to a designated FTO facilitates and furthers
the organization's unlawful and violent activities regardless of the benign intent of
the donor. Referring, however, to Professor Chesney's suggestion that Congress
slloiJId consider amending the material support statutes to exPressly preclude the
possibility of prosecution "for pure advocacy in a 'situation not complying with the
Brandenburg standard of mcitement to illegal conduct," the Dep~tment suppor~
the ameiid.riJ.ent to 18 U.S.C. §2339B contafued in section 6603(f) of,the Intelligence
ReforD1'and Terrorism Prevention ACt or 2004, which clarified that nothing in that
statute should be construed or applied so as to' abridge tht} exercise of rights
guaranteed under 'the First Amendment to the Constitution of the United States .

. , .' . .
" .:

c.

: ,.'., J'.

Assistant Attorney General Bryant said that the current defInition'of,
material support "potentially may not include all of the possible types and
forms of support." As head of the criminal division, do you believe there

, is any real. not potential, need for an expansion of the defInition?
SpecifIcally, have there been any situations in which ,the Department was
not able to prosecute a person who suppOrted terrorist activities because
the' defInition of material 'support was not broad enough: and there was no
other statute under which to' charge the perSon? IT so, please describe
those situations>

ANSWER:' I believe that there was a definite and real need for the expansion and
clarltlcatiOli 'of the definition of material support contained in section 6603(b) of the
Intelligence Reform and Terrorism Prevention Act of 2004. As Congress found
when first'enacting Section 2339B, any-'type of support, whether as property or
servic~; given to an entity designated as an FrO furthers the'violent iUinsand goals
of the orgaJiization and threatens the vital intere's~ and national security of the
Ulilted s~tes. "'~ ADtiterrorism and Effective Death P~nalty Act of 1996
("AEDPA~'), Pub. L. 104.132, §301(a), 110 Stat. 1214 (1996). This is true even if the
material support is not outwardly violent or lethal in nature or directly related to
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violent activities because the support permits the FTO to' more efficiently allocate its
resources to enhance its ability to commit terrorist acts.

. .. By limitiilg "material support" to an enumerated list of largely physical"
. assets, the statute previously pem:dtted such organizations to freely obtain critical
property, services, and assistitiIce that might not have been explicitly listed and
undlily hampered effective prosecution~ Given the flexible; adaptable and varying
nature of FTOs, it is very difficult to anticipat~ all of the 9i>es of support that '
potentially could arise in future investigatio~ and cases; "Without discussing' .
particular fonner or current investigations, the Department has encountered
subjects who'wereengaging in activities that benefit the FTO but did not clearly fall.
into one of the previously enumerated types of "material support." .

. . ,'.,
, , '

As a result, when such cas~ were indicted and brought to trial, ~he
Department was forced to expend considerable resources litigating not the merits of
the.~e, bu~ rather ~e bound~ of the dermiti~n of 'material suppor~. For example,
in United States v. Sattar, the court held that Lynne St~wart and.Amned Abdel
S~ttar could not be prosecuted under Section 2339B for providing "communications
equipment" to the Islamic Group (lG) because ~ey used their own communications

'4''''t 'equipment in 'furtherance 'of the organization's goals rather than providing the\/\y equipment itself to the organization. See United States y. Sattar,272 F. Supp. 2d
348, 358'(S.D.N.Y. 2003). The Sattar court further concluded that Stewart's and

c.; . Sattar's provision of theinselves to the FTO could not constitute providing
cJ-o:fJr~J "personnel" under Section 2339B. In th~ end, the government superseded the

lJY' original indictment and charged Stewart and Sattar with violating Section 2339A on
Jf"\ the th~ry t~at they conspired to provide' and conceal personnel (Sheik ~an) to

~ ~ • Q ,the IG ~Y'smug~g his COJilinunicationSout of his 'prison, knowmgthat, they would
.J \ \ . b~ used ~ a 18 U.S.C. §956 conspiracy to ~ or maim people abroad. 'Simply'

(/V \ d~fi.~i.•~g,"ma:terial support" to include any ~roperty or serVic~, 8$.~~ done ill the'
I( oJ' Intelligence Reform and Terrorism Prevention Act of 2004, will eliJirlnate much of

•(1/1' ~ ~iJetessary ntl~on and iJicrease the efficacyof Section 2339B.

~ / 2. In the Lackawanna case, the Department prosecuted six men for providing .,'
material support in the form of "personnel" on the grounds ·thatthey attended an al-Qaeda
affiliated training camp. Similarly, defense attorney Lynne Stewart has been charged
with providing her own self as "personnel."

.:"1:."-" ','

a. ,IS it the Department's view that anyone who provides services to or is hired by
, , a designated terrorist organization is providing themselVes with "support" in

the form of p~rsonnel?, ,

ANSWER~ ,Section 6603(0 of the Intelligence ~efo~ and Terrorism Prevention
'Act of ;2094,amended 18.U.~~C. §2339:8 to provide th8t "[n]o person ma,y'be. .

prosec~ted under this section in connection with the term 'personnel' unIe~ tha,t
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, perso.n has kno.wingly pro.l'ided, attempt~d to.pro.vide, Dr co.nspired to.pro.vide a
foreign terro.rist o.rganizatio.n with ~ne o.r.mare individuals (whq' ~y be o.r include
himself) to wo.rk under that terro.rist o.rganizatio.n's directio.n Dr co.ntro.lo.r to.
o.rg~ manage, supervise, o.ro.therwi.sedirect the ,o.peratio.no.f that o.rganizatio.n.
lndi,vicluaIs ~ho.,act entirely independently o.fthe,fo.reign terro.rist o.rganb:ati~n to.
adv~c~ ,ts go.als,o.r.o.bjectives ~haDno.t be co.nsidered, to be wo.rking under the, "
fo.r~ign terro.rist o.rgamzatio.n's directio.n and co.nn-o.l." This pro.visio.n is entirely
consistent with the guidance that was previo.usly fo.und and'remains co.ntained in ,the
United,States Atto.rney's Manual.

" , ,!""f·

:: Therefo.re, it remains the Department's view that an individual who. '
kno.wingly pro.vides himself to wo.rk under the directio.n o.r co.ntro.lo.fa designated'

. .FrO, Dr to.direct the o.peratio.n o.fthat o.rgaIJizatio.n,is pro.viding that o.rganizatio.n
with perso.nnel far purpo.seS o.fthe material suppo.rt statutes~ '

b. In ariswer to a question by Senator aatch; you stated thati in oider to prosecute
a sleeper cell individual for providing himself as personnel. you would' need to
show. fot example. that; "The person went and trained in a terrorist training:'

. camp. intending to conduct terrorist activities. II Do you agree then. that when

. a defendant is charged under the statute with providing himself as "personn.el,"
. due process J;'equiresproof th~t the defendant intended to facilitate the harmful
. ends of the organization? .Please explain w,:hyor why not. If not. how ~oes: .

the Department rec9ncile pro&ec:ution in such cases with the Supreme Court -
preced.ent prohibiting guil~ by association? , ' ' "

'.. .' ~'. . . ' ..
AN~}!E,~: ..-, N(), I d!l..no.t agr~e tha~, w~~~ a defen.dant~ charged with liol~tiIJg 18
lJ.~~!C~l,~339B bY,pro.viding himself ~- "p~rsQnnel" t~,,~~~igna~ed FTO, th~
go.vernment must pro.ve that the defendant intended to (acilltate the harmful ends of

.t4e o~mrlzatio.~., Rath~r, as se~tio.n6603(c) and (t) o.f·the Intelligence Refo.r~ and,'
Terro~~ ~~~en~~n A~t~f 20~4 tn,8cl~~Iear,"ihe go.vemm~nt .m~ pro.ve t.hat~he' _
defendant kno.wingly ,pro.vided ~~lf,to wo.rk,un~er ~e directi~n and co.ntro.l,o.f..•..
the o.rganizatio.n and did so.with the kno.wledge that the organizatio.n had been
designat~d ~ an FTQby the ~ecretary o.fState Dr had engag~ o.r engages in
ter:ro~m ,o.r.,terrorist activity. .

Neither the Due Pro.cess Clause no.r the First Amendment requires pro.o.fthat
the defendant specifically intended to.facilitate the unlawful acts o.fthe o.rganizatio.n.
As the Ninth Circuit explained in rejecting such arguments in Humanitarian Law
Project v. Reno, 205 F~3d 1130, 1134 (2000), ."Material SUppo.rtgiven to a. terro.rist
o.rganizatio.n can be used to.pro.mo.te the o.rganizatio.n's unlawfUl activities,
regardless o.fdo.no.rintent. Once the suppo.rt is given, the do.no.rhas no. contro.l aver
how it is iised. U.' Ahd, addressmg the coritl~ntion that 18'V.S.C. §2339B infii.Dged·an

, , .' " ' ~ . . - ,:

the freedom' o.fasSo.ciation; the Ninth Circuii explained that the statute" do.es no.t '
regulate speeCh o.r asso.ciatio.nper· se. 'Rather ,the restriction is an the' act :of giving'
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material support to designated foreign organizations." Id; see Humanitarian lAw
Project v. U.S. pep't 0/ Justice, Nos. 02-55082, 02-5.5083 (9th Cir. Dec~21, 2004) (en
bane) (rejecting First Amendment challenge to 18 U.S.c. § 2339B "for t~e reason set
out,~Humanitarian Law Projectv. Reno, 2()5~.3d 11~P, 1134 (9th Cir. 2000)"),gee
also United States v. Lindh, 212 F. Supp. 2d 541,570' (EJ>. Va. 2002) (liThe First,
Amendment's guarantee of associationalfreedom is no licenSe to sUpply terroris~ '
organizations with res01~rces or material supp~rt in ~ny form, including services as
a combatant. Those who choo~e to ~h such mate~al support to terroris~ .
cannot hide or shield their conduct beh:iDdthe Firsi Amendment. "). One can
as'so~iatewith a for~i~ terrorist' orgmnz~tion witho~t p~ovidjng that organization
with personnel in violation of 18 U.S.C. '§2339B' as "one can readily aSsociate With
others witho~t also copm;rltting himself t~ the direction or cQJ1trol,of the
organization.'.'. Lindh, ii2.F •.Supp. 2d at 572~.76.

e. Section 9-91.100 of the U.S. Atto~ey;s Manual sets forth. the Departm~nt'~
pros~utive policy:on two of the, te~ in th~ i'materiaI s~pport" definition .--
"personnel" and "training." Does the Departtnent h~ve an offiCial policy on
any of the o~er terms in that definition; such as the term ';'expert; advice or '

.assistance~'? ' " ' .' ,

ANSWER: Most of the terms listed in the ,imatt~riai support" definititni'are self-'
explanatory, including currency, personnel, monetary instrum~nts, financial

~ ~ S~,~~t.ies, ~ci~ ser~ces, !odging, 'cominumc~tio~ eqlJipDient, safe~o~,es, false
f; ~.~doc~entation or Identification, weapons, lethal substances and explOSives. Asset

~ ~.~ fortii!D ~eamendm~nt to 18 U:S.C. §'2~39~~)~on~~ in'sectioh,66~3(b) of the
- ..,..)...€- Intelligence Reform and Terronsm frevention Act'of 2004, the Department' ,

~ ~ inte~~ets "expert ad~ce or 8S$Jstance'" 'to iJ1clude'the provisio~ of any advice or'
% ~ assistaDC~ de~~ed from s~i~ntlti,c~.teclinicat, or ~~er.Speci~ ~owl~ge, "

regardless' of whether such expertise relates -to VIolent or bemgn skills ~r conduct.
Ho~~ver, "exPert advice or assistance" 'is not intendec;l to prohibit persons froin. ~,;,;:.' . "'.... . . . . ., ...".' : .. .... .SImply advocating m support ofFTOs or theIr causes. '. ". :

3. . Iwould like to clarify your position regarding'the appropriate level of intent
requited for conviction' under section 2339B. In answeririg one' of my questions about ' ,
whether a tepairinan could be prosecuted under the material support statute, you said, "If
he goes to someone's house and repairs 'the guy's telephone or his computer ... but he '
doesn't know the guy is a sleeper or has no idea that the'guy is going te be using the
phone'or the computer for terrorist activity, then there would' be a significant issue,' to say
the least;llS to his intent." You c.ontrast this with a repainnan who is asked specifically to
fix a phone so, that members of a terrorist organization can communicate and who says he
will ~~c9meover and fix the phone to help,youjust do just'that." Y<;)Ur_statemen~ support

. the vi~w. that~.in order ~9be pros~uted unde~ section ~339;a" the individual must intend
. to further the unlawful acts of the organization -- iil this c~se, that. the reptrirman must

Imow that the support provided, fixing the phone, is going to 'be used to further terrorist
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activity.

a. Do you stand by that,statem~nt? Hnot~ please explain.

ANSWE1{:. ,IappreCiate t;he'oppo~tun1tyto cl.arifythe requirements of section'
233?n, 'oneof the Department~s most hnportant tools in the fight against terrorists '
and 'their supporters. As one Senator:said, f1~ost important ~ th~ provis~onin this
bill that will cut offtlie'~bllity of~erroriSt groups such as ilamaS to r~se huge SlimS
in the Uliited stateS for supposediy ~hWnaDi,tarian'.purposes;'Wber,ein reality a
large p~ of those fun~ go iow~d'cOIlductlDg'terroriStactiViti~. fI 142 Congo Rec.
S3380'(dany·ed.Aprll16, 1996)'(s~i..SnoW-e). . . .

I," '. . .' . , .. ,'

My q~oted statements acc~atelyrdtett the iiltent recitiir~inents'~f section
2339Bthat were clarified by section 6603(c)of the Intelligence Reform and .
Terrorism Prevention Act of 2004. The second repa~ clearly satisfies the
necess~y level ,ofintent:. H~has'pro~ded material sUpport to ~dividUaIs whom he
knows are members of a des.gnated FrQ. "TheIlI'Strep~, by provi~g the
same:exP~rtas$~c.e, has riotViolab~dsecUon2~39Bbecause he doeSitot know
that the recipients of that 'assiStanceare members' 'ofa desigiJ.atedFTb~'In the
words of the statute, he has not "knowingly provide[d] material support or
resourees t~a foreign terrorist organization.".

I . ,._. • '. ','. ','

:,', The intent requirem~ntofse.ction ~339Bis'satisfied'by the kno.wledge.fhat
th~.J..~ipi~nt o~t4e f1~aie.riaJsUPPQrifl.~,ei~~r,~·IneD1b~r.~.t~an;FrO ~~atha$,bee,n.
de,$..!gn!ltt?,~.~a '~for~i~.~e.;~!"~~~iorg~tio~," ~r, a1te~ti:velr, ~~w~~~ge .~~~t::'
the org~ijoJ;t ~ngagesintefl,"~ristactivities,OJ,"terrorism .a~th9~~,te,r.qlS~e' .
defined in,~~«~~iU(a)(3)d.i) of the ~~~~n an,d'Nati~~anty ~4;tc,r section ...
140{d)(2) 0* the Fo~ei~ ~ela~9m, A~tbo"iZaU~nA~4~c~ Y:~ i~8~~n~'1989.
The ~~nitedoes 'noireqUi~ that .~~ p~oVid~~eith~r tDte~~.o~k,towthat tIi~':·.·'
suPP.9.rl:l1~:Pf'~n~~'~~~ ~~f~o~:~r~~riSi ~~~yjty;:'h14.~?;.~~~w:~'exPr~~. '
reason for enactb.1gsection 2339lJ'impli~itlyrejected sucIi'a requife~e~t, ,Se~~b.
L. No~104-132,§301 (1996)("tFlo~eign o~g~ti~nS that:~hgage·iDier~o~~t ....' .
activity ~e so t8in.tedby .t~eircr~ conduct that any contr!b~tion to su:chan
organiz@tion.facllitatesthatcoJ;lduct.n), )\1oJ;i¢yand o~~r '~01J1"~~ are fmtgi"~e;
whe:pgiven to ter.J,"o.rist,~rganjzatio.ns,(JIeyaUow,~h~seorganizations. ~.~oupsh.eyen
.if the resources are J;totspecificallyllSedto..further. tenorist acUvilf•.Thus, usjng t~e
materlaI~upport statutes to prosecute terJ;oristscin4those,who lqlowingIy,support.·
o,.e'mis a critical part of our strategy to'identify, disrupt,'~d deter futUre terrorist··
atiac1p;. As Sen. Feinstein said; ,1'1 sun:ply'db'~ot acc~pt'that so-called hum~tarian.
works by terrorist groups can be kept separate froni their other operations. '.I·think
tIi.e'moneywill ultimately go to bQinbs~ndbull~ts, rather 'than babies, or, because
~~neylS fungible, 'free'up other.·fundsto bensed on '~rrorist activities'.n '141 ,Cong~
Ree"S7661 (dally ed. Jun~ 5, 1995)~1'. . .: .., .
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b. Given your statement, would you support applying a mens rea requirement to
the material support element ots~ction 2339B r~Uiring proof that the "
defendant intended to further unlawful actS, in addition to applying .aniens rea
requirement to the foreIgn designated teiorjst orgamzaiioR element of the
statute, whIch the Departinent has 8lready said it supportS. '7

ANSWER: No, that would be 18 U.S.C. §2339A. The Department does not CP~ ~"'\,
sUp~brt;'d~~g th~ ~ens rea element 'ofsection 2339Bas:re-q~g .pr~ofihat the) ~~
defendant mt~nded to further unlawful acts•.Rather, the Department supports the
amendment to section·2339BcoJitairiedin seCtion6603(c)of the Intelligence Reform
and Terrorism Prevention Act of 2004, which clarified that' the mens rea element of
the"material support offenseunder section 2339Br~quires'proof that: (1)'the
defendant kriOwiriglyprovided support to the organization in question; and (2)'the
defeii~ailt either mew that the organization was a'deSignated FrO or knew that"the
organization has 'engaged or engages fu terrorism or terrorist activIty; as those
terlns 'are defined byrelevant proVisionsof fecIeraIlaw~'See, e.g., 8 u.s.e.· .
§1i82(a)(3)(B); 22 U.S.C. §2656f(d)(2). ' , ' """":.' " ','

c. If "10'0" do not support revising Section 233913 to require that the defendant
intends to further unlawful actS, then please explain what interest we have in
criminalizing support to a group that'is designed and intended to encourage
the group to pursue lawful, nonviolent means to its ends. For example~ could

.you prosecute someone for sending a terrorist group a book. oil non-violence?
What about activities' that aid the lawful activities of a designated terrorist.· ,
organizati,on, sucn',as sending children's b()Qks.to ,a day c~ center '(U:r!,~y,~~~~_'
an org~z~t;i(m? lJnder. your construction, co~d ~ hotel clerk .be guilty of
prpvi9,ing lodging to a :rp.e~bt?r 9f a d~ign~ted foreign terrOljst organiza~on,
if he ~ows that the person is a member of the organization or that the
organization at S.ome,time cpnducted unlawful activities, ev~n if he has no
int~~t 't~ ~~r the ill.~g~~ctS,ap~ is ,merely ~9rkin~ ,t.o~e ~liYin~? ,

ANSWER; 'Tbe t>.~partment.d~~ 'n~i ~up~ori reVisings~tion 2339Bto require '
that 'th~4efend8nt jnte~ds 'to 'rther ~)VfuI a~isf~r~~'toiI~~g three reas~~ .... " . ..~. . . . ',' . ~.' ;. , . .' .'" ' .

.'.,,;,~!-~~~~~~e;~ie~i~ suPP.~11~f~y ~~d is fungible ~d frees up resources
that~y. tJien'be used -iQ promoi~ viole;nc~"theproVlslono(any.mater.al support. '

.t~., (ft Jot•.:",··:.. • I .••• ;.. '. ,. • •. :' ,.,.:;. ...." ,t "~.' J • ',' • • • • ..' •

facllita~~;~~ fu~~;l'~ 9t~~rg~~on~~J~nI~wful. an:4'i~.enta~tivjt~,esf~gardless"
of tile b~nign in~~t of !be donor. ~ the.~ipth <:::tr~uitr~~~ed.in ~ejec~g the,.~'. ',' .". . .' .. . . '., . ': . , ,~ '". -' ." :. .'. :... ' ,..' .. ~. . ..."'

argwile~t~t'18l.!.;~.C~ ~~~~~;S~'!lDC.~~~~!:i9Jlal,.beca,~s~i~p~~scrl.bes..~be,giving
of material support even if the donor does not have the spec~~"~tent to 8;idin the
org~ation's unlawful purposes, "Material support given to a·terrorist

"oI:gipiiaUon c,anbe ~ed .toprQmQtethe ,organization'$unlawful activities,
regat:dIes~'ofdonor 'biteni.: Once th~ suppoi1:'iSgiv~~'-ilie'd~norhas Q.ocontrol over
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how it is used." Humanitarian Law Project v. Reno, 205 F. 3d 1130, 1134 (2000).

Even suPPQrt€lesignedand intended to encourage a group to pursue lawful,
nonvio~entmeans'to achieveits ends may be used to ~ther the,o,..g~~tion's
violent aims. For e~ple, a terrorjst organiz~tion could.~e ihe knowledge derived
from training in th~ art of pea~efuIn~g~tiatio~.topretend to negotiate peacefully

rib. \ iJ \.£ while the organi~ation gains tiine to plan a terrorist cainpaign. ' ,

(D 1lA ff, '..~ec~nd, ~o~~,t~rrorist org~~ons uSetheir h_~ri~ ~ctiviti~, as an
® ~ ff '3' int~~.1!~ of an ove~a11p~ogram,~t incl.u«lesplurdering innocent civilians.and,

tl° \~. assass~a~g government o{ficlals~for example, o~e,expert ~n te~olist
~~ org~ti9ns, Ma~ew ~vitt, descri"~ in "H~as ti;~mC~dle to G~av,e,'1Mid4le

.Jw~ East Quarterly, Winter 2004,a~~~lS,~at this foreign terrorist organi~a~9n is one, '
l #-V" ~ ~ unifi~ b9dy"and t~at its soci~ welfare organizal;ions,~ppor~, by :n~erous , '

,., ~c4~~~.~, ~swer, to the s8D,1~leader~\'fhose~Hamas politi~~ an" terrorist p~Ucy. ,
ot' Levitt ~es~Iib~ h.ow,H~as charity cQIIlDlittees"~osque, cI~s, studen~191i,oits,:," "

and sport ,clubsse~e as plac~~,wher~Ham~ a~~vists recn.rl,tPales~an,youthfor,
terrorist training courses in SyJ;'iaand Iran, or for ,~cidal terrorist ~ttacks•.And,
he discusseshow a singlesoccer team from the Jihad mosque in Hebron has
produced several Hamas terrQrists r:esponsiblefor five sui~idebombings in 2003.

',' ,Even more frightening,.L~vitt explains how Hamas charities, ,social service
organizations, hospitals, schools,and mosques openly laud'suicide bombings.
Hamas~run schoolsand ~mmer camps be~ indoctrinating chiIdre~' as early as '
kindergarten for later use as suicide bombers.' As :Levittnotes, Paiestinbin children
rl,lisedin thiSenvironment make ,willingterrori,st recruits •..·This program is
accomplished in significant part by the multi~facetednatUre of Hainast which gains
sireijgth through its humanitarian and charitable activities Iii the coininunity.

, "z:·· .• <

, ",Th~s, even if individuals are providiIig material support, such as money, for
groups like'the Hainas, and are somehow able 'toenSUrethat thiS money is spent by
these FrOs only(~r humanitarian activities, such as a school, the pro~lem reD;Ulins
thai dii~"moiley¢nables'these'groups 16 gatDDl()rege~erill ~upport; ioyaIty~aD~''::': ~
pOptihtrit}r'amtnigthe local people'and to earn a m~re of legitimacy. this ' ,':
s~p'port and legi~acy then aIIow~groups such as H~ to,recruit sui~ide '

-ti6Dihek-S; as well as accotiJ.plicesto'provide critj.caIsemtes Such'as iransportation,
lod~gnirid load'intelligence for te~ro'riStoperations.' AccQrabigIy~;~venthose \vho;

..'~~.' ::l,::'i'i" ", .• .••.. . '. :.: ,. .' ", - ," .,~ '~';'.' "': . . . . ",. '.':"'.'- ., .•. , •.•. ,. ,";
are Providing ma~rial sUpportwitlI the'sincere'h~p'ean~ asSurance,thaUheIt "
mo~~iis,'not'being4Sea directly for tettorism"are'~~v~~hei~'proViding groups'; i

s1l:~I{8s'llatnas'\viththe tYPeofO'verallsuppoI1 they:'iiee'ciin order to operate" ,....
suct~Ssfunyas terrorists~' , , ":, ' " ':,.' .. ',', ."

" ' " ',' ",( ....:,' ,'.;,:;:': i'::, .;.,:',1,'::'

" •••.••.• " •• ' .;', •• "~j ••.,. ••.• ' .: .•.•.•"., •.• , .'~ t·;;"· .::.;. '. '.,: .•... : ..;.:'~-:'~'\"'\:;"

, ~d, the 9/11Commrssw,n lleptlrt deQ1onstrat~ how irilportimht is ,t~waIl
• • • • 10 .! I • .' • • : I ••• : ••••• ~ .' =. • '. : .'. ';,: '
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off charitable fund:s and other charitable activiti.es from terrorist organizations.
The Report describes how charities were a major ~ource of funding for Osama Bin
Laden and al Qaeda. Also, in the words of the Report, c~~table organizations
"provided significant cover, which enabled operatives to travel undetected under
the guise of working for a humanitarian organization". . .

With respect to the hypotheticals raised in this qtlestion, I do not believe that
it would be appropriate for me ~ speculate as to whether the activities described in
these scenarios would run afoul of the statute. Such an answer could prejudice
prosecutorial decisions that I may be called on to make in the future. Moreover,
such determinations must be made on a case-by-case basis and involve the
examination of facts and circumstances not referenced in your question.

d. Muslims are required to donate money to charities as part of their obligation to
their religion. How can we strike a balance in section 2339B to ensure that
thqse who support"gnly p~aceful initiatives of proscribed organizations, and
have absolutely no intent to further terrorism, are not prosecuted for their
donations?

ANSWER: The Department.believes that it strikes the right balance under 18
U.S.C. §.2339B to require proof that: (1) the defendant knowingly provided support
to the organization in question; ~d .<2)the defen~ant either knew that the
organizatio~ was a designated forei~ ~rrorist organization or kne~ that the
organization has engaged or engages in terrorism or terroris~ activity, as those
terms are defined by relevant provisions of federal law.

Ifan individual provides support to a desi~ated foreign terrorist
organization witflout knowing th~t the organization has been designated as a foreign
terrorist organization and witflout ~owing that the org~ation in question has
ep.pged or.engages·in terroriSm or ~errorist a~tivJ,ty,.the~ that indi~dual should not
be hel4 c~aIly liable •. If, however, an indiVidual provides~terial support to ~ .
foreign terrorist orgaI$ation knqwing that the organization .has been designated a
foreign terrorist organization or kno~g that it has engaged or engages in
terrorislJl, then ~e or she should be held criminally liable, even if tha.t iJ;1dividu~1
only intended to support the organization's non-:.violent activities, for the reasons
described in the previous answer. ... ". .~..... -.

'.

It is also worth pointing out that Muslims and those practiciDg any other
faith remain free to contribute to'the wide variety of charities around the world that
have not been designated as foreign ·terrorist organizations under section 219 of the
Immigration and Nationality Act or as specially designated global terrorist entities
under Executive Order 13224~ .......
4. In 2002, officials of the University of California at San Diego directed two
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studellt groups to r~move links from their Web .sitesto.the Web sites of groups that the
State Department had identified as "terrorist organizations." The American Association
of University. Professors (MUP) and others petitionedtheschooi to reverse course,
arguing that its construction of the tei:in "material support" was overbroad and would
prevent any professor, student, or campus news organization from using links fot
scholarly and reportorial purposes" As AAUP wrote to the Uriiversity, UAmericanshave a
right to infoIin themselves of any group, no matter how abhorrent its pos~tions. Acts in
furtherance of terrorism are Prohibited; $peech is not. '!

a. Do you agree with the University's original position or with AAUP?

ANSWER: Without viewing the Web sites in question, it would be inappropriate
for me to speculate as to whether the University or the A~UP was correct in this·
instance. I certainly agree with the AAUP, however, that 18 (J.S.C. § 2339B
prohibits the act of providing material support to a designated foreign terrorist
organization and does not proscribe speech protected by the :First Amendment. See
I8·U:S.C~ §.2339B(i) ("Nothing in this section shall be construed or applied so as to
abridge the exercise of rightS gUaranteed under the First Amendment to the
Constitution of the United States. "). Furthermore, the AAUP is correcHo the extent
that it is not necessarily the case that linking one's Web site to the Web site of a
designated tqreign terrorist organiZation would rUn afoDi of IS·U.S.C. § 2339B; .

: ';'~ ::':._ • '. • '. '. " . • _ '. • '. • • . • . .i, ~ •

b. Are there modi:fi9atlonswe cali make to the definition of "ma~eria.1support" to
': prevent'it from reaching' people who exercise their:Constitutiorial right to'

'. 'freedom of expression?

ANSWER: The Department supported the amendment to the material support
statute contained in section 6603(f) :ofthe Intelligence Reform and Terrorism
Prevention Act of 2004, which clarified that nothing contained in the statute shall be
c9nstiued or applied so·as to abridge the exerciSe of rights guaranteed under the .
FIrSt ADiendmeht to the Constitution of the United States •. The Department believes
that18 U.S.C. § 2339B, as it is currently drafted, doeS not infifuge the exercise of .'
FIrst Amendment rights, such as the freedom of expression or freedom of .
as~ociation~ The Department also believes that section 2339B, as it existed before
the ertactriient of the Intelligence Reforin aild Terrorism Prevention Act of 2004, did
not infrmge 011; the exercise of First Amendinent rights.

5. In March, the district court in the case u.s. v. Al-Arian interpreted seCtion2339B
to reqUireproof that the defendant (1) knew that the organization he was supporting was a
deSignatedforeign terrorist-organization or ·hadcommitted unlawful activities that caused
it to ·be'g'(fdesigrtated; and (2) had a specific intent that his support wouldJurther the:
org~zation's illegal activities. 2004 U.S. Dist. LEXIS 4227 (M.D. Fla. 2004). lb,-e
court stated that it did not believe this standard would impose a great burde~ in the . .
typical-case and that, often, such intent will be easily inferred:. "Fo~example, ajury could
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infer a specific intent to further the illegal activities o~a'FrO when a defendant. ' . ..;:' . "

lmowingly provides weapons, explosives, or lethal substances to an ~rganization that he
knows is an FrO because of the nature of the support. Likewise, a jUry could inf~r a
specific intendvhen a defendant knows that the organization coiltiD.uesto commit illegal
actli and the defendant providCSfunds to that organization .... " ld.at 40.

"," '. ~

Do you agree with· the coUrt that such a standard'would pose merely a slight
burden for the government but the impact on protecting constitutional rights woulq be . .
significant? Hnot; why not and what'do you think the burden would be of such an intent
requirement? Can you provide any specific examples of.how such a requirement would
have hindered"any of your proseCutions? .

ANSWER: The Department strongly disagrees with that portion of the district
court ruling which you cite. On March 12, 2004, the district court in Unitf]d States v.
Al-Arian issued rulings on various'defense motions to.dismiss the indictment, .

. '. rejecting most of them. Although the issue 'of the proper: futerpretation of Section
2339.~ mens rea requirement w~ not squarely addressed in the motions or
responses, the court nonetheless determined that, in order to avoid Fifth
Amendment personal guilt problems, in a prosecution under Section 2339B, the
Government must show that. the defendant knew or had a specific intent that the
support wouId.further.the illegal activities of a Foreign Terrorist-Organization., On
April 26, 2004, the Government filed a mo~on with the court seeking .' ,
reconsideration of this portion of its decision. In that .motion we propolillded the
view,that the phrase "kno$gly provides" requires proofth.at (1) the defendant
'mows the identity of the organization to 'Yhich be provides "material support" and·
(2Hhat he "knows" either its designation as an FTO or that it engages in terror~t
activi~es that would warrant such a designation. On Au~t 4, 2004,. the district
court de~ed the Government's motion an" reaffirmed.its prior ruling. The court
first stated ~hat section 2339B raises .due ·process concerns under the Fifth .
Amendment' by tying criminal liability of ..th~defendant to the criminal activities of
the FTO.· Requiring :proof of specific intent on the p~ of ~e defendant to further
the illegal.actiyities of an FrO enstp"es that the defend~t is.convicted based on his
or her perSonal involvement in unlawful conduct and not solely on the criminal
activities ·of others. The court next. determined that proof of specific intent was also
required·t9 prevent section 2339B from. being unCODstitiJ.tiOnaIIyvague under the' .

,First ~endment becauSe the statute reaches a substantial amount of protected
conduct.. :.Last, the court held that the specific intent require.rnent relieves any
conc~rn that section 2339B's bIank~t pr~iJi.bition of tangible support to FrOs .
infring~ on the right to freedom of association .

.' '. ,..:..: At the outset, it is ·important to .note tha~ regardless of the ·weight of the
burdep. of proof on the Government that' a specjfi~ intent standard would impose,
importation of such a standard is improper ~der the plain language of the statute

., as well as inconsistent with congressional iiltent. In contrast to Section 2339A,
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which proscribes providing material support knowing or iJ.:ltendiJ;1g,that it is to be
used to ,commit terrorist acti~ties, Congress J;Wldeclear that ~ viol~tion of Section
2339B consists only of knowingly"providblg material sUpport to aDFTO. In'
ena~fuig S~ction 2339B, C,ongress w~ detennined to strictly prohibit ferrorist
fundraising in ihe United Sta~s, ,and to ensUre tita~ this 'co~try c~ulcIno~ be used
as a staging ground for those who seek to commit acts of terrorism against persons
in other cO,untries~H.R. Rep. No. 1~~·383, at ~ (1995) (legislative history
pe~g to a bill that was • predecessor of AEDPA). And it specifically found
t~.t f~reign,o;rganizations that engage in terroris~ activity are,so tainted by their
criminal conduct that, any contribution to such a.n organization facilitates that
conduct. AEDPA, 301(a)(7), 110 S~t. 1247. In other word$, material support
furthers an FTO's terrorist activities, ,either directly as in the case of explosives or,
because it is fungible and therefore frees up other nO resources to further
terrorisin. Thus, Congress meant to hamstring international terrorisDl; by
proscribing 'all s'apport, even seemingly minimal support ~rsuplJort given with the
najveintei1tion that it not assist terrorism. Hinging crimbiality on the donor's, ';:' ';
,intent eviscerates Congress's purpose. ,Indeed, Congress clariftee:t the knowledge '
requirement in section 6603(c) of the ,lDtelligence Reform' and Terrorism Prevention
Act of 2004' by specifically providing that the defendant ,either must know that the' '
organization is a designated foreign terrorist organization' or know that the . ' , ,,
otg8niz~tion has engaged or engages in terrorism or terrorist activity, as those
terms are dermed by relevant pro:visiQnsof federal law. ,;-

..... : :. . ",

,-:.

r(.(1'1 " Most importantly, a specific intent standard is unnecessary to protect the
e,\J. "'(~>r.. ~f statute ag:unst constitutional ch~enge. Sp~c~c intent to ~her iIleg~,activiti~'is

\\"~' "" ,only 'reqwred where the actu~ reus 'of the crlmJDa] offense IS based on .membership
f\j' tl~e, or affiliation with'Certain groups or persons. See Scales v. United States, 367 U.S.

rt. _:w-.c, • ro~ e- 20~ (1961). S~tion 2339B, by contrast, does not 'predicate·~t on association, bu~ N b ~) ,

(t-.v'· I) ~ rather on personal conduct,; ,that is,the personal provision of' material support. ,'.,. ()r&LA-

{:.r- .. Thus, there is no due process Scales concern.'; Even if Scales were applied, however, \~
oS((, c/' ~ .~ V\seciion ;2339B's' 'knowingly reqUirement'is SUfficient to ensure person~ guilt ,A 5>

~ ~ vj'J,. contributor who knowingly provides mateIial support to 'an organization that he lffi' ~
••c, ~~ mows is an:FTO provides that orgamzation With'something that can f1,n1herits '

~ ~~ terrorist goals directly or indirectly' whether he'specific8lly·intends to further those.
(' rr activities or not.' BecaUse he knows t~t the recipient of the Support is,an no or·ano . ,.,.. . .

entity that 'engages in' terrorist activi~ies, SUcha defendailt could hardly be surprised
to learn that such a contribution is not aD'innocent act. "Thus, it is UIlIlecessary also
to requite that the defendant-specifiailly iIitend to further terrorist ,activities with, .",
.bis contribution. " '.

TheAl·Arian court's own example reinforces'this poin~ In its meniorandum
.opinion, the coUrt gave as an example of sufficient mens 'rea 'a situation in w.bich·~a ','.'
·.defendant krlows that the organization continues to ~ommit 'illegal acts and the '

. ... '.:.' ..... ',' " . .
;. ',. ,"
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.defendant provides funds to that orgmiizatio~ knowing that Inoney is fungible and,
once received, the donee can use the funds fOI:any purpose it chooses •.AI •.Arlan, 308
F. Supp. 2d 1322 at 10 (M.D. Fla. March 12, 2004). This very fact pattern illustrates

· the applicatio~:ofthe knowingly scienter already contained within Section 2339B. 'A
· spec~c intent standard need not be imposed upon the statute to arrive at the same
point.

. ". . W~woUld note ~at th~court's reasoning in theAl·Arian case, with r~~ct to
ov~rbreadtli ~d vagueneSs' under the First Amendment and freedom of association,
w~ cat~goric~y rejected by th~ F~urth Circuit Court of AppealS .sitting en bane' in
United States v. Hammoud, 381 F.3d 316 (4th Cir: 2004).

. While the burden of proving specific intent may be slight in certain
cir~uinsb.mc~, it wouid substantially hinder prosecution in others. ~~ction 2339B
w!lSorigmally'passed, because of the difficulty of proving the donor intent to further
p~ticular, crinies under Se~tioli ·2339A. FUrthermore, many terrorist organizations,
such as .HaraIalt'al Muqawama-al IslamiyYa,.a.k.a. Bamas, or the Isiannc ~esistance
Movement; the Partlya Karkeran KurdistWt (PKK), a.~.~· the 'Kurdistan Wor~ers

, ' .
Par~y, and the Liberation Tigers of Tamil Eelam (LTTE); uSe their resources both'
to fqnd lethal terrorist activities to intimidate and coerce one segment of a
popul~ti~naiJ.d to supply social se~ces such as orphanages and schools to win over
the. hearts and minds of another segment. Imposing a specific intent requirement
wo~~gra~t people who prQVide support to such FrOs, knowing of their deadly
acti\1ties an easy escape haJCh. As'explained above, Congress h~ already
determined that even bmocently provided d~natio~ further the FrQ;.s 'Violent aims
and threaten the security of the United States. Thus, i~is wholly inappropriate to
permit .peopl~ who knowingly provide support to an FTO to evade prosecution
simply baSed o'n their decI~ation that they 'iI:ltend~ only to sUpport the
or~~tion's humanitarian ~ctivitieS.

6. 'On its face, 8 U,S.C. § 1189 provides little du~ process p~~tection for
organizations that the Secretary of State is considering 4esignati~g as Foreign Terrorist
Organizations. In National Council of Resistance of Iran v. Department of State, 251
~.~.~..~9~ (D.C. eir. 2001), the D.C. Circuit held that U.S.-b~s~d ~rganizations must 1?e
nO~~,9:I:uidpro,vided an opportunitY to c~allenge their designati~n at some point in the .
proceSs.:J~ow can we mo4ify secti~n 1189 to ensure that organiZa4<;»ns~ave adequate
and fair'process before they ate included on the list of proscribed organizations, including
·acces~ to the relevant evidence supporting their designation? " . . "

.1' ..• ; ~: ~: :~,.... I

ANSWER: The Department does not believe that 8'U.S.C. § 1189 needs to be
,~odjfie~ to,ensure that organizations are given due process before th~y are
diSigdated by the Secretary of state as a foreign terrorist organization. To begin
witIi, fQtei'gIlorganizations with'no cognizable presence in the United States are not
entitlM:to:the protections of the U.S. Constitution. 'See, e.g:~People's Mojah'edin
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Organization of Iran v. Department of State, 182F. 3d 17,22 (D.C. Cir.1999). And,
with reSpect to those entities with'a sufficient presence in the United States to be
p~p~tE~dby the Due Process Clil1l~e,the D.C..Circtdt'held fu2001"that 8 U.S.C.
§'11891$constitutional so long as the process required by the 'statUteis
supplem~nte~by additional pr()cCcIuresthat the'statute neither requires nor '
preciud'es.'See Natioiuzl Council o/ResisUlnce of Iran v. Deparlment of State, 251 F.'
3d 192 (D.c. Cir. 2001). These procedures include: (1) notice of an impending
~~i~~tiQn and those unc.assified items upon which the Secretary of State proposes
~"feiy)n'designating the org8nb;ation'as,~ foreip. tetrorist orgamzation; and (2) an
oppo~tunity for the organization to present, at least in written form, such evidence '
as 'that organization may be able to produce to rebut the administrative record or
otherwise negate the proposition that it is a forei~ ter~orist ofgmuzation. '

" , ,TheD.C. Circmt, ho~ever, also re~ogniZedthe possibility that alertiDg a
pr~ViouslyUndesignat~ organiza~o~ to 'its impending designation could harm the
~~~~~'s 'oreignp~licy:,goals iDpartic~r.,cases. It. therefore ~o h,e.l~tha~ tb:eState,
D~part~eilt does,not have,to p~ovide an org~tion notice of ~tsimpending
d~ignation in caSeswhere the State Depa:rt~ent is'allle to make a showing of
pattJ~iii~rizea need. 'See Uf. at 208. '," '

t'. " . •

The SecretarY of State Jt~ ~ple~ented the D.C. (::ircuit's ~dance'on how
to ~c)~~tlJ.tiopanyapply ~U.S.C~§ 1189to organizations wi~ it constitutional '
preseJj~e'yf the United States, and th~e procedures were upheld by the D.C. Cir~uit

·t. '" # •• '. •.• , • II,

in People's Mojahedin Org~ni;ation of Iran y. Department 'of State, 327 F. 3d 1238'
W~<;.eir. 2(03). The Pepartnient therefqre seesno n,eedto iiicoi-porat~that'

! ~\. oi.. j. ,l :., ': ., . '. .~• • .- , • 'i" . • • •

gUi~~~e ~~res.sly ,int9,the statute. . :'", , . ' .. " :..... <: '-. .::' . ~ .'

t\. 7~ ' tndividUaIs'ha:ve a Fiftb Amendment due prOCessright to defend'themseive~' "
~ against every element'of a criDie~H()w can We tailor' is U.S~C~2339B to ensure that
""'- individuals who are prosecuted for giving material support to proscnbed orgamzatlons
~ are permitted to exercise their constitutional right to ch~enge every element of their
" crime when the statute currently does not allow'them to collaterally challenge the

--2. $ deiign,~tion of a 'foreign terrorist organization? ," ,,' . "

~}qANSWER:' The Department does not support modifying 18U.S.C. § 2339Bin this
,~ ~ 'maD~~r.,.Rat~er, ~e l?epartment supports ~e decision of COn~ess to precJude .,!!~~ ~~f~,~~~ts'in ~~te~aI s,~ppo~ prose~tio~ fro~ c?llate~ally chall~nging the "

- '"S ~ desIgnation of a foreIgn terror.1S,~org~ation and, Ins~d, ~ prOVIdefor the
,~ .:i. centralized review of such designatioiIs in the D.C. Circuit' upon a timely petition for

'"f revie,! Wedby ~hedesignated org~tion. '
. . ,:..., . . .: . .' . .... -' ~..

, .'.'.,Thece~t~~*l.tion ,9fjudicj.~ revie~ and ~e ,~xpr~ preclusion of c~llateraJ
a~c~'~n;t~~'4~~~a~on ~ffor~~p't~rr9~t orgim~~ii9~ serve nnportaI)t' '...
govern,ment,interests. Foreign terrorist org~a,tion designa,tionshave ,a,major,

. . . . .' -.' '.
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impact on foreign relations, and it. is vital that judicial challenges to such
designations ~e resolved quickly and authoritatively. 'See, e.g., United States v.
Sattar, 272 F. Supp. 2d 348, 367 (S.D.N.Y. 2003) ("Centralized review under the
sta~te is important beca~se desigitations have significant foreign relations
imp~cations that Congress could reasonably conclude should be resolved.by a court
that ~ a~le to develop a unified body of relevant law. "); see a~o United States v.
A/shari, ~004 WL 2924339 (9th Cir. Dec~~O,2004) ("[T]he scheme. avoids the
awkwardness of criminalizing material support for a designated organization in
some circuits but not others, as varying decisions in the different regIonal circuits
might."); cf. Humanitarian Law Project v. Reno, 205 F. 3d 1130, 1136·37 (2000)
(holding that challenge t() adequacy of judicial review of designation m~t be
reviewed in D.C. Circuit). Additionally, because all challenges to the designation of
.foreign terrorist organizations involve classified information, centralized judicial .
review in the D.C. Circuit minimizes the chances that such information will be .'
inadvertently disclosed both because the State Department is located in the District
of Columbia and because the D.C. Circuit's Clerk's. Office routinely handles .:
classified information.. '.

" ~"y.srrlt.- Moreover; it is im~prtant ~ recognize that defendants in material support
. ~ yJJ '7 cases do not have a due process right to challenge colla~raUy the Secretary of . .

is.~ (OJ.I~ State's designation of a foreign terrorist organization. The propriety of an
~ ~/1I organization's designation as a foreign terrorist organization is not an element of

~ (' \ V\ _v the criminal offense of providing material support to a design~ted foreign terrorist{"'-~ "r" organization •. It is the fact of the designation, rather than its propriety, that trjggers.-~.A'~the criminal.ban 9n the provision of ~aterial S"Q.ppor.t.For example, the United _
rf' \,,~ft :States District Court for the Southern District of New .york has stat~: "The .

~ \. c..,XJ.~ element at issue in this case is simply Whet~er [the Islamic Group] was deSignated ~
J'\ ~ ~ FTO, and· the defendants tlIereafter knowingly provided, or conspired to -, ":' .'

<,0. ~. yP" provide, IJ1aterial support or assistance to it, nQt wheth~r the Secretary of State. .' .
b9-tf'5 c9rrectly d~gnated [tlle Islamic Group] as an FTO." United States v•.Sattiff) 272 .~~

Supp. 2d 34~, 364·65 (S.D.N.Y. 2003). See also United States v.A./shari, 2()04 WL .. '
2924339 (9th Cir. Dec. 20, 2004) ("[The element of the crime that the prosecutor
must prove in a §2339B case is the predicate fact that a particular organization was
designated at the time the material support was given, not whether the government
made a cOI:rect designation.") (emphasis in original) •. Consequently, because "[t]he
correctness of the design~tion itself is not an element of the offense ••• the
defendants' right to due process is not violated by their inability to ch8lIenge the
factual correctness of that determination." Sattar, 272 F" Supp. 2d at 368. See also
UniUd States v. A/shari, 2004 WL 2924339 (9th Cir. Dec. 20, 2()04) ("Section 1189
proVides for'tbe organizations to' seek-review of the predicate designation, and that·
revie~ was had in this case. Therefore, du:eprocess does not "require another review
of the-p~edicate by 'ihe court adjudicating··the ins~t· §2339B criminal . ." ;'.'"!"
proceeding. "). . ." . ..'" . . .-.
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8. According to news articles, President Bush has asserted that, by inducting an
expiration date, Congress was saying that ilmaybe tlie .war on' t~r:t9:r~on't go on
very long." in filet, in his radio' address on J\prU 17th, he said, "Some politicians
in Waslllngton act as if the threat to America Willalso e~pite. II. On what basis has
the Adininistration asserted that the pATRIOT Act·sUnset.was inserted·because
Congress thought that the war on te1l'Orwould be over, rather than for ·thereal
purpose, which was t6 ensure 'meaningful oversight about how 'the gove~ent is

.','usmg these sweeping powerS? .' ,
. ". ~.' .~.

ANSWER: Like every member of thiS Administration, I appreciate the important
oversight responsibilities exercised by Congress and am committed to working with
Congress to fulfill those duties.' As the scope of the 9/11 Commission's work .
demonstrates, a broad array offactots affects the GOvernment's capacity to de"tect,
disrupt,· and prevent acts of terrorism.' The Pr~dent's remarks were based on'a
belief, shared by all of us dedica~to the 'war on terror, that members ~fthe law
enforcement and intelligence commUnities require a correspoildblgly broad set of
toolS to flexibly and aggressively confront terrorists and their supporters. In a
world where oUr enemies' determPiation does not flag and their sophistication
grows; reniovin~· any ~)Deof theSe tools from our agents' investigative arseDai
dangerously hiIiders' their ability to protect the American people from terrorist
attacks. ,: .' , .' .

. ;" .

. ; : Toward that end, I believe we can all agree that ther~ were shortcomings in
the strUcfure and' tools provided to the law enforcement and intelligence "
com:.DitinItiesprior to the passage ofille U~A PATRIOT Act. I cannot emphasize
enough how vit8I that Act haS been to the' JuStice' Department's efforts ill the'
inv~tigation:and prosecution of terroriStS;· and in the protection of the American ..
people from future terrorist attacks •.Those of tis OD the fron,t lines of the ·war· .
against'terrorism are very gratefUl that ·you recognized tI;1evalue of the. tools '
prbVidcd by the Act and therefore 'voted in its favor together With an overwhelming
bipartis'ah.'inajorityofyourcolleagues. " .': .. ,C' '

. ,·9., You testified.that; "SinceSepteniber 11, we.have.charged 310 defendants with .
'i-. ":··criminal offenses as a result of terrorism investigations," and that "179 of those: '
....;:,'. have already been convicteq."·.; (jJ\"'".. •.Jf:..

: . ";.:. . '. \'v-l~ ~
a., Qf the 310 def~nc;lantscharged, describe the applicable criminal prQgram:,. '0 (t i¥-"
.. ' categqry fo~.each c~.· . - ~'4'I .

~~.WER:·.··..:W·e·ar~only a,ble to dete~e p~ogr~.c~~gQiies for cases that ~re ,n....~,
e:g.t~~etii:nto.~x~'9.#+e Office of -qnitCd.States A~orDey's (EOU~A) c~e ' . 'or K'
'management sys~em. Since the ~'3.~()def~p.dali~.~~ed'! is in,for~atio~ ~t co'm~ ~ ~~
from the subset of cases tracked by the CrhniiJal DiviSion, and differs from ~h~ ' \
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terrorism and anti-terrorism cases tracked through EOUS~'s case m~agement
system, we are unable to proVide the specific program categories for these 310
defendants (the number of which is now 375).

b. Would you classify these matters as international or domesti~ terrorism
cases or some combination of both? PleaSC?explain your answer using
explicit definitions and ~e source of tQose de~tions.

ANSWER: All of the cases have an internatioital nexus~ The Cases referenced in '
my testimony reflected those cases identified by the Criminal Division'as terrorism
or anti-terrorism cases since September 11, 2001. ~ese cases, inciude certain
investigations conducted by Joint Terrorism Task Force (JTTF) agents and any

.,. other cases known to the Criminal Division in which there is evide.Q.cethat an . '
iJidividual. was engaged in teqorist activity or assoCiated with terrorists or foreign
terrorist organizations. . ,

It should be noted that the Criminal Division tracks a subset of cases that are
reported through the ca.se.~gement system of the United S~tes Attorney's
Offices (USAO); The l)S~()~s case management system refle~ts that, during FY
2003, 661 terrorism and anti-terroris~ defendants were convicted. ~or purposes of

~ ~ this system, "Terrorism" cases include International Terrorism, Domestic
'>W'" ~- .:> '. Terrorism, Terrorist Financing~ ~d Terrorism-Related Hoaxes; and "Anti- .

&V'\ ~-cr Terrorism" cases,include Immi~ation, 'Identity Theft, Oq>ET~, E~vironmental, .'
~ . .and ViQlent Crime--all in cases where the defendant is reasonably linked to terrorist

\ '7 activity or wh~re the ~e results from activity intended to prev~nt or disrupt
potential or actual terrorist threats.· .

oX c. Of the 310 defendants, how many were charged with an offense that
.~ . con~titutes a "Federal crime of terrorism," as defined in 18 U.S.C.·

fv~- '. 2332b(g)(5)?' "
~L~ ' .
'\ ANSWER: Of th~ 310 defendants that I referenced'in my testimony, 84.were

~ l>e, 'b- ..,~. charged with an offense that constitutes a "Federal crime ofterrorlsm".as defined
'0 ~ -J" in 18 V.S.C. § 2332b(g)(5).v~/~. '''1] The fact that a particular defendant was not charged with such an offense or

~. pu~licly lipked to terrorism by the FBI does not mean that law enforcement had no
~ concerns or evidence regarding his'connection with terrorisQl. Likewise"the fact

( ~ that an alien was deporte~ ratherth~ prosecuted ~oes n~t ~ean that be had no
\::: l\ft0wledge of, or connection to, terronsm. In certain cases, a defendant's~.~.I" ~owledge of, or connection to, t~rrorist activity may not be sufficient to prove a

_,y ~'>.tt. terrorism, crime. beyond a reasonabl~ doubt, or proVlD.. g a ~rimin~ otI.eilse may
~: -r- . require the' disclosure of sensitive sources o~ classif?~ infor~ti~Il.· In situations

. , like these, the best alternative from a national security and law eilforceme~t .
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, perspective is to pursue other disruption options, inclu~g prosecution for non-
terrorism. offenses and removal'frolrt tii~ United StateS. " .

d. For each of the 310 charged, piease list the sta~tory citation of the major
offense charged. ' '

ANSWER:' This information for most o~,the 310 (now 375) de~endants charged is
included on the attached chart. The chart does ~ot include infonnation that is,
pr~ently under s~, classified or othe~e'non-public. ,

e. For ~ach of the 179 convicted who has aiready be~n sentenced" please
provide the actual sentence imposed. ' .'

ANSWER: This:.information 'for most of th~ 310 (now 375) defendants charged is
included on the "attached' chari. The chart doeS not include information that·is
presently under seal, classified or otherwise non-public.

f. ~ how many ,of the cases in which' a co~vic~oQwas ob~ne~ and a
, ' sentence imposed was section 3A1.4 (Terroris~) of the U.S. Sentencing
:' ,G~delines either: (i) sought by' the goverIunen~ ,or (ll) applied by the '

cOurl' '
ANSWER:' NeUber the Criminal DiVIsionnor the ExeCutive Office for UJiited'
States Attorneys routinely conects thiS infoimation~

: .. '

':' ~ .. .
b. ;What do,You,~eliev:eis the reason for ,thedeclination rate in tbe~e

4npo$D!~~es? , " '

",','',:''c. ::. 'G~,Y9u Pn.>!~de'into~~()n <?t1, ~h4t hapiJens't6 an iD.j~~iti~~~, ,
terrori~P1refeq:a1~r it has beendecUned? FOfe~~ple~ i~ tq.e~ubje,~t ,',
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or the target of the investigation otherwise address~? H so, in what
specific ways? '

ANSWER: The highest priority of,terrorisin enforceme~t is the preventi~n of
terrorist ac1$. AS ~ r~ult, inveStigations are initia~ at the first indication of '

, 'possible terrorist activity. Focusmg first' on aetiviiy' within the United Shltes': :
A1#iough the TRAC ~y~~ refers t~ a high ilunib.e~ of terrorisM inveSti~tions'"
reported by the :FBI, that' iiuinber '~ not furtlier b~okeJi down'to reflect the :humber
of intelligehce investigations, wh.ich ~e not nkeiy to result in referral for" ,,' ','
prosecution, and the number of criminal investigations. Focusing on criminal
investigations, subsequent investigation often establishes that the initial information
was inaccurate mid that no crimiD8J:~ctivity w~ '~derway. In othe~ iDsiance~,
insufficient evidence may be deveiopoo. to suppoit a ~rbmn'al pros~cution,' but the
informa~on developed, may be used to support ,a ~eportation 'action. Additionally,
in some instance~ p~o~ec~~o~ by localauthorlties ~ay prove ~Qbe a more effective
w~y.of dealing '.'rith ,the'~oJlduct UDc9v~redin ;the course of the investigation.
Notwithstanding the fact that, UDd~~these anel other circumstances, a federal
prosecution may not result, the federal inv,estigation h~ served a salutary purpose.
FocQ$ing on the lnternatio:pal terrorism area, the State Department maintains
statistics on all international terroris~ acts worldwide. n~e statistics demonstrate
that for the decade of the 1990's, there were an average of 137 terrorist acts per year
against Americans.' The overwhelming bulk of these offenSes are directed against
Americans overseas. These statistics serve to demonstrate why the number of
terrorist investigations and prosecutions is relatively low when compared agaiDst all
federal law enforcement activity. It is the natur.e of terrorist activity;with its ': '
potentially catastrop~c consequences, and not the quantity "ofterrorist acts that
renders,this area of law enforcement'so critical~ For example, 'a single terrorist act
such as the bombing of Pan Am Flight'103, the bombing of,the Murrah Federal .'
BuildiiJ,g,or the recent attacks on the'World Trade Center and the Pentagon'can
have staggering consequences. Since mostinternationa1 terrorism offenses against
A1nericans occur:overseas, they are particularly difficult 'to investigate. '",
Additionally, in some 'instances they are dealt with effectively by the coUntry in"
which they occur and U.S~prosecutive action is neither necessary'~or ,po$Sible~
Additionally, in some instances murders of Americans overseas 'are the subject of
investigative activity by the FBI which results in the develop~ent of evidence
indicating dearly that ,th~attack lacked a jurisdictional element necessary to the
initiation' of the prosecution under 18U.S.C. ,§ '2332, murder of an AIilerican as"part
of terrorist activity.' In such instances, there is no U.S. jurisdiction and it is '
necessary that the matter, be declined. <, "

. .~. ,

11. Since September 11, 2001, has the Department of Justice been unable to prosecute
"any international terrorism c~e because of an actual or,perceived loophole in the
.federal criIninal,co~e -- in other words, because no appIic~ble federal st~tute
existed to address the conduct? If so, please provide what detailed information
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you can about the problem without, of course, disclosing any information that
would jeopardize an ongoing investigation. '

ANSWER: The Department is ~nsta.ntly reviewing criminal statutes for possiJ>le
loophol~ o~ gap~ in our iDve~gative or prosecutori~fatsen8JS t~f need to b.e ..
closed 'o~tIU~d.As you know, one area for 'bnprovement, we)4entffied iJi connec~on
with~e~~rism, cases c9~cemed Qleniateiial support' st,a~tes~', We are p~eased that
~ ~~~~tiDgthe Inte~gence Refo~ ~d Tett9,rism ~eve~#on Act of 2004 (Pub. L'.
No:'108-458), Congr~ did proVide some n~eded '~proveipents 'to the mateiiai
suPPQr~,~~tUtes. " ',: ' ',' " " , , ' "

12>~tou 'o,bservedin your ,statement ~at the ree;en~~agedy ~nMadfi:~is,another grim
, remfnder that ow:enemies continue to plot such catastrophic 'attacks. ' ,', ,

. "..' ." ',.;'. . '. -.' ... ' ':,' .

a. Given that (i) an unprecedented number 'of FISA wiretaps have been
authorized smce September II, 2001, (ll) the gove:mi:neIitlearned of
possibly relevant but untrarlsl'atedFISA tapes that forebode the September'

, 11 attacks after Septeniber 11; arid (ill) the press is'reporting that the "
fingerprints of an American were allegedly foun.d on evidence at the scene
of the Madrid'bombings, do you loiowwhetbet or notthe U.S. gleaned
any-information from FISA.wiretaps that implicated'-1llentioned or ' "

, i' ' pertained ,tothe bombing plot? If so, was the information timely ,
:iI,' translated? ,W~ it timely provided to the Spanish authorities?

='.~ . .

,'..i ANSWER: FBl Director Mueller' has made clear his ,interest,ip. baving all
~t~rial derived,from th~ FBI's us~ ofFISA Q,uthority,revi,ewed and analyzed,ps
qui~kly as possible. 'S~ce the majority of this ma~rial is in ~guQ,ges oth~r ,tba~

,,~nglish1 FB~,Language Services Section personnel meet with the FBI's National
FISA l\JQ.nagerand other-,management om~ials every two we~~ to discuss" ;
~ti~nal operational priorities and ihe most effe~tive utilization of finite linguist,

,r~~ces.·,The operational plan established by;this meetil!g is,modified"almost
daily based on ever-shifting investigative priorities: Tb.ese tactics ensure,that,all
ofthebighest priority intelligtmc~ collected in ,a,foreign laugtlQ.geis reviewed '..\
inuiIediately and that any outstanding work is limited, to niQ.tter~assi~ed a
IQwer,re1atiyepriority. '" "." , ..'.' " " ';:.;,

'",J" ••

Tbe FBI currently has suffiCient triPlSlatlon capacity to promptiy addr~s ,all, "
" tJ;anslation needs with respect to its highest prioJ,ity, CT,operations, often ~thin

12 hours~ While ther~ ~ instances, in Wbich,the FBI'~ not able tt) address,' .
translation needs as quickly as it would like"such as when,Jhe language or-
dialect involved is initially unidentifiable, this usually pertains to lower priority ,

',:"matters. , "
,.: .•... ':.',

Conventional digital systems used, to' collect FlSA-derived materials were not
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designed to measure the average' time between intercept and initial monitoring.
Recognizing the tactical value of having such, aging r~ports for command and
control purposes, a nationally integrated FISA statistical collection and ,
reporting system has been developed and is undergoing a test and evaluation
p~ocess to validate the mapping of meta data. It is clear, however, based o~
information provided by FBI field office managers, that the vast majority of
cominunications in a foreign language relating to terrorism operations are being
afforded full review by a,qualified linguist within, at most, a '~w days of
collection.

ID: resp,~ct to the speci(ic matie~ cited in your question', we,cannot comment as
that matte~,remains opeJ:l,and pending.

b. On Match 2.2004. Isent a letter to the Attorney General regarding the
acquittal il:lGermany of Abdelghani Mzoudj. one of the 9-11 conspirators.
Iexpressed concerns Ihad about p~blished reports that the u.s.
government had failed to provide important assistance to the prosecution.
On a similar vein; regardipg the Madrid bombings. can you assure me that
the Department is fully supporting the Spanish government in the
investigation and prosecution of those involved in that heinous terrorism

, plot? . ,

ANSWER: We can assure you that this Department and this Administration
stand firm with Spain and every ally in the war on terror to prevent and to
prosecute such despicable acts of terrorism.

13. I am deeply concerned by recent reports of a substantial increase in acts of
violence against Muslims in the United States. Ibelieve it is critical that the
Department of Justice take aggressive measures to safeguard the civil rights and
safety of Muslims and those who are perceived to be M,uslims.

I '.' •

a. How many investigations has the Department of Justi~e opened
concerning allegati-on.sof an act of violence in 2003 or ~004 against Arab-
Americans. Muslims; Sikhs. South -ASiaQ.Amenqans and <?ther
individuals pereeived to be ofM1ddleE~teni origin? ". . .' .

ANSWER: The Department of Justice opened 125 such investigations in 2003. The
Department had opened 100 ~uch investigations in 2004. ".. . . .' ..,.

b. Please list all cases in which Federal charges have been brought against
individuals accused of an act of violence'in 2003 or 2004 against Arab-
Americans. Muslims. Sikhs. South -Asian AIil(~ricansaild other

, individuals perceived to be of Middle Eastern' origin: '
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a.. Please list all cases in which Fede;ral.charges have been br:ou~t against .
indiViduals accused of an act of violence in 2003 or 2004 ag~nst Arab-Americans, .
Muslims, Sikhs, South -Asian Americans an4 other individual~ perceived to be otMiddle
East~m o~gin. . '

ANSwER: Federal chargeS have been brought in the following cases:
, "

1.' United Stat,esv. Irving David Rubin and Earl Leslie Krugel (C.D. CaI.).
§ 371'conspira~y to violate'§ 844 & § 924 complaint IDed 12/U/Ol,
§§ 844, 2332, 922 & 924 charges indicted by superce~g indictment 8/1/02.
On 11/13/02 Defendant Rubin di.ed from self-inflicted injury in prison.
On 2/4/03 guilty plea by'Krugel to' one 'count § 241 and 844 as disposition of
criminal conduct. But, defendant KrUgel breach~d 'biS 'plea agreement by
failing to provide truthful information about other crimes.
Trial is pending for the remainiDg coun~ of the superceding indictment. No
date set yet., Se~hmcing for the off~nse.to which,Krugel pled guilty to be ~et
'after that ,trial. Defend~ts. c,onspired to bomb ~os A~geles mosque and the
CaIU'ornia Qfficeso~the Muslim Public Attairs Council and an Arab
American member of the United States House of Representatives.

2.

3.

4.

United States v. Matthew John Burdick (E.n. Cal.).
18 U.S.C. § l11(a)(l)~ § 1001, 922(g)(1), § 924(c)(l), 21 U.S.C. §841.
Indictment 10130/02. Defendant shot and wounded Sikh postal carrier with a
pellet gun. in Sacramento. Plea 5/28/03 to one count 18 U.S.C. 111(a)(1)~
9/17/03 sentenced to 70 months iD.prison and ordered to p~y $25,395
restitution.

United States v. D~el J. Middleman (D.C.).
18 U.S.C. §245 and §875 indictment 10n/04. Plea 1/26/05 to 18 U.S.C.
§ 875.
Defendant allegedly seni threateiling e-mail from Iowa to president of Arab-
American Institute in Washington, D.C.

United States v. Robed Goldstein (M.D. Fla.)~
ComplaInt f'ded .8123/02, Iiiformation and Plea 413/03 to 18 ti.S.C. § 241,
26 U.S.C. §5 861(d)arid 18 US.C'. § 247. 6/19/03 sentenced to 151 months in
p,riso~•
.tiiJied States v. 'Hardee.
piea 10/9/02 to §241 informati~n. Sentenced to'41 months iitcarceratlonon

, . ~~1f03~, , ' "
, Vni,t~d Stat~ v. ~1uu;tp~lulI~.
26 U.S.C. §58.61(illegal fu;earms possession). Indicted 1~/17/02. .
Plea 4/16/03 to 26 V.S.C. § ,58()1(e). Sentenced to 56 months in prison.
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United States v. Krlsti Goldstein.
PI~ 2/26/Q3 plea to 26 U.S.C. §5861 (illegal firearms possession). 6/13/03
sentenced to 37 months in prison. Detfmdants pioiting to de~troy mosques
and Islamic centers in Florida: . .: .

5. United States v. Charles D'-.Franklin (N.D. F1a)~
§247 complabit med ~!28,12002. Superseding indicbnent 6/21/02.

PI~ 11/8/02 to §247(8)(1). Plea with4rawn by Fra,nkli~. .
. ~~nyiction 2/20/03 to one coupt § ~7(c) [interfer~nce with worshipers
because of their ethnicity], sentenced 5/19/03 to' 27 nionths imprisonment,
three years supervised release and 'ordered to pay $63,668~75 restitution.
Defendant intentionally crashed truck int~ TaII~see mosque.. ',.' " ,-

6. ~iiite~,~tates v. Rolnik (D•.Mass). ' ... " :~ ': .'
piea 6/6/02 to §245 iDforma:tion; sentenced 8/28/02 to 2 'mos community
c~rltm~ment & $5,000 tbie. 'Defendant piaced teleph~ne.call from Boston,
leaving threatening message on vQicemail of the president of the Arab·
American Institute in Washington, D~C.. ','

7. United States v. Ju~tin Scott-Priestley Bolen (E.D: Mich.).
§3~~i infotmati~n piea 21~/02,se~~nced 5/14(02 t,o 10 mon~. mc~ceration.
Def~iJ.~ant plac~ teleph9~e call to Pakistani ,aJniIy~s home in Detroit, .
leaVing threateiUng message on their ro.ce ~. '

8. United States v. Michael Bratisax (E.D. Mich).
§§247 and 875 indictment on·I1/4/04. "'.

,:'. Defendant sent tWo~riwI threats to Isia:inic Center of America in Detroit
.' from defendant;s home in New York .st~te.' Pendin~ ~rai~~~t" .

9. United States v. John Barnett (E.DoMich).
§§247 and 875 indictment on 1114104~Trial set for 3/21/05. .

~'i>efeJid~~'s~nt'e~m~ threat ~o~hilidc Center of Amerit:8 in DetrQit from
. ,~, ~~.fe~~~t~s home in New York state.

United States v. George M. Doyle, IT (D. Neb.)., .
• " '-0 • .• .". ," ',... .- ", • • ._. _ ;.,,-...'.

§247 information filed 6/8104,plea 11/171()4,sentenced to 10 days
incarceration with apology to victimS. .. ". '
Defendant allegedly left threatening.voicemail ~essages on the answering

, - .••• "."f •.

machipe of the Islamic Center of Omaha.
: ~ . ....: '.

11.. Un,ited States v. Dale ToEhrgott (DoNev.). . ' .
. ~'JiB tJ.S.C. §87S"indictment 3/4/04, re-'trlal set for 1fl~/05 after 9/14/04

mistrial.
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Plea to violating 18U.S.C. §245 on 1113/05, sentenced to 1 year probation, SO
hours community service. ".
i>efei;1~t f:lIlegedly'~ent threatening interstate e-mail communication from
Reno to D~Cofficeof Council on ADl(~iican-IslamicRelations.

" . ..

12. United States v. Leonard Arthur Stern (D.Nev.). . .
18 U.S.C.§875 and §1001.iii:dictment8/ui04;"iJending tri8l6nI05 ..
Defendant all~gedIytransmitted threatenmg coIDDiWilcatloilsto an Arab
~erican individ~ and·so.b~ecinentIYproVided falS~s~tements t~ the FBI

, . de~~g knowing the Arab Ameijcan c;)r 'partIclpatiDg in transmitting the
... threateiling e-maiIs to 'llie 'bidivicitiaJ~' ." '-;,... ' . .
. ':. '. \,.. ;. '. . ~ ".. ..~.;....

13. United States v~Jas6it Kitts arid'Travis Kitts (E.D.Tenn.).
§245 complaint med 9127/01, § 245 Information and Guilty pleas on WI1102.
1~~WO~,Tr:avisKitts s~ntenced ~o36 D;1~ilthsbi prison' aild Jason Kitts .

. .·.~~nteiice(•..to 20.mollthS~ p~iSon: Defen~aDtS·a.ssaulted'tWoIrJ.dianresident
managers of 'Ii motel in Alcoa. ., . . . .

- . ~.' .~'~

14. United States v. Norman Lee Warden (E.D~Tex.)~
18U.S.C. §922 (po~ession.oftirearm by f~lo~)plea 10/15/02,seJ;ltencedto

. 37 ~~nths in prison' on 1I23i03. Siibs.equen4'iocilIprosecution r~suIted in
,.'iu.ilti pI~ to'setti#g fife and 16 year' pris~~ sen~~ce. 'Defenda~t set the gas

pumps oriflre'ata conveniencestore'oWned hy It MicldIeEastern man,
leaving a threatening n~&"atihe sc~ne. .:". .

15. United States v. Curtis William ·l\'f.unllJo·(F;.D.J~x.)~· , :',
~8~~S.C!§~5 indictme~t re.tum~ 5j26/Q4~.)~fen4ant acciuitted 1:11.10/04•.
Defendant charged with assaUltingan Irainaii~American man who was a
pat~o~'at'aMcDo~d 's r~taUi-iritt. . .' . . ;.' :" .. , ,'.

16. UnitedStatesv.JaredBjaraso~<W.D. Tex.) •. : . '. . .....
18.lI.S.C. §247 ed· §'875fudictiii~nt retUrned 5119/04. ~etendaDt p~ea

• ::f.:,":~'!:: ~.;:ri:·:'~. •.. ,' . . .: ..~~. .' •..•. . .,' .. ' ...' ' .. ',' •.. •
gunty to both charges on 9130/04. 12/21104 sentenced to 18 months m prison,
2 years supervised release and ordered to perform 150··hoursofcoinmimity
service. ' .
Defend~t .allegedlysent ~~~ tlu.-ea~pfug.~ b#n dojrn I$~~c {~eriterof
EI Paso mosque in1lesShostai~es'were freed'in iraq. ".. ..., .

.:..~~' . . - 'i

1'1." urdtea states v. Joe LUisMontes (W~D.Tex.).
47 U.S.C.§223plea 1214101, sen~ii~ed to 2 years probation~ $500fine on
1130/02. '., . '.'.
D~~eAdap.~~ade threats over'th~ .teleph(Jneto Indian empI.~yees.working at .
trUck stop in HeWitt .'. ... ... , '.. .
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22.

18. Uni'ed States v. Nunez-Flores (WJ). T~x.).
. 18 ·U.S.C. § 844(i) complaint moo 9/21/04. Indicted 11/20/04 on § 247,

§ ~44(i), § ~(c). Docket call hearing scheduled for 2114/05.· .
Defendant allegedly threw an incediary device, "Molotov Cocktail" at the
Islamic Center of EI Paso Mosque.

19. United States v. James Herrick (D. Utah).
§ 245 plead guilty 10124/01,sentenced to 51 mon~ on 117/02.
Defendant set tire to a Salt Lake City Pakistani-American restaurant. The
defendant pled simultaneously in a related local prosecution and was
sentenced to 5'years to life, concurrent to the federal sentence~

' ....

20. United States ·v. Patrick Cunningham (W.D. Wash.) •
. §' 247 indicted 9/26/01, plea 5/9/02. 12117/02, sentenced to 78 months in

. .' ". prisonJ)efendant attempt to'set fire to parishioner's autOmobiles aild'then ".
shot at them outside their Seattle mosque. .' .... .... . .

", ~. .'

21. UniteclStates v. Wesley Fritts (W.D. Wisc.) •
. §. 876 & § 2332 plea 3/4/02 to §2332, sentenced 5/13/02 to 21 months' .' .
incarceration. Defendant mailed fake anthrax'and aihreat to'an Arab: "
American restaurant in Janesville. ,.'

.. United States v. Thomas'Iverson (W.D. Wisc.).
§ 8441indicted IJJ7/01, p.ea 1131102,sentenced 4/12/02 to 27 months

·incarcerati~n. '. ' .) '. ,','
Defendant telephoned a bomb 'threat to' a Jordanian liquor store and to' the' ,

.•, ;:. 911 operator in Beloit, Wisconsin. The defendant thereafter pled guiltY iii'a '
local prosecution to a state hate crime, receiving a 2 year sentence'of ".

:'incarceration consecutive to the federal sentence. ".~ "

.:' ·c. Please list all State prosecutions of individuals accused of an actof.;,:~>'.' ..'
violence in 2003 or 2004 against Arab-Americans, Muslims, Sikhs, South':'.
.Asian Americans and other individuals perCeived to be of Middle Easteril

..', " .origin, in which the Department of Justice has provided substantial ...:,;;"
,. assistance.' For each such case, please also describe the nature of that

assistance.

ANSWER: We do not keep records on State prosecutions in a form that would
enable U$ to provide a full and up-to-date response to this question. Cases being
prosecuted at the local level are monitored, and aided in varying degrees on a case-
by-case basis, by a combination of aUorneys in Main Justice, FBI agents in the field,
FBI agents in headqwu::ters, and assistant U.S. attorneys throughout the country.
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14. At the hearing. I asked you about the J~sti~e Department's procedure for licensing
lawyers to represent groups that are.challenging their ¢Signation as terrorist
organizations. You responded thafyou were not in a position' to address the
licensing is~ue. but would be happy to follow up in writing. Please describe the
procedure and. specifically. discuss how the Depaitnient decides whether to
license a lawyer, and how it decides who, in particular. to license. In addition,
please explain what would happen if the Department refused to license an attorney
for the group. Would the group still be entitled to challenge its designation? If
so. could the Department prosecute an attorney' who gave his or her "expert advice
or assistance" to the group so that it could bring such a challenge?

. . .
ANSWER: Und~r Section.219 of the ~gration and Nationality Act, th,e list of
Foreign Terrorist Organizations (FTOs) is designated by the Secretary of State, in
consultation with the Attorney G~neral and the Secretary of the Treasury •..The

. Treas~ry pepartp1ent's O~ce of Foreign ~ssets Contr91 (OFAC) adlJlinisters the
relM~ijQ~s. tlu~t a4dress economic sanctions in1posed 9n FTOs. See 31 C.F.R. Part

.' 597. Consistent with 18 U.s.C. section 2339B(a)(2h section 597.2010.) of ~he .. .
regulations provides that, except as othe~e authorized by OFAC, any U.S.
financial institution that becomes aware that it has possession or control over any.
funds in Whi~~anFTQ or its agent ~as an interest shall:. (1) re~ possession of or
mabit$ con~ol over ,such fup.ds; and (2) report the existence of sUch ~ds to
OFAC •

.)Y» •
~ ~S ¥.( Another section of the OFAC reguIati9~ adf,lresse~ the provision of legal
(t\"If'~l(~~.services to ~.n.n'O. S~tion 5n.5~~.provides that "[~]pecificlicen~es may be issued,

lJv{j.y..~ oil a case-by-case basis, authorizing receipt of payment of profes~ionalfees and
~ rei!Q.~ur.s~~ent Qfincurre4 expenses through a U.S. t;inancial ins.titutio~" for certain

~ 0 ~ leg~ s~m~~ pI:0vided by U.S.jle~()ns •. The regulatio~. enumerates six.categories of
~ f\e.- legal servj.~~.that are a~tho~, pr~vided that related payments aIld. .

o ~imbursements through a U.S" ~anci~ institution m~t be specitJal1IY licensed.
31 C.F.R. § 597.505(a)-(f). For example, OFAC may llcense the receipt 'of payment
of legal f~es fQr representation of an FrO seeking judicial review of·its designation'
befC)retile U.S. Court of Appeals for the D.C. Circuit. (Judi~aI review of the
designation is authorized in the INA, 8 U.S.C. § 1189(b». As can be seen, these
sta.J;J.dards'are discretionary. Because this is an OFAC process, we respectfully refer.
the Com.iili.tteeto OFAC for a description of how specific licensing decisions are
made.

.•....... :.:..
""',' ...
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Questions for Assistant Attorney General Christopher Wray from Senator
Grassley: " ".

You testified that the Justice i:>ep~ent haS charged 310 defendants with
criminal offenses as a result of terroris~ investigations, an(,i 179 persons have been
conVicted, since 9-11. . .",' ,

1) For each of !lie 310 persons 'charged wi!h crimes as a ~esult of terrorism
investigations please provide the following information: '

, A) Citizenship and co~trY of origin.
B) The crimiilal violations the person was charged with.
C) The date that the person was charged with each criminal violation:'
D) Name of judici8I district where charges were" filed, and location where arrest"
took place, if different .. ' '

- E) Name of the law enforcement agency that made thf?referral to the Justice '
Department. "
F) A list of the charges the law enforcement agency recommerided that the Justice
Department file (as opposed to the criminal violations that ultimately were filed).
0) Name of the terrorist group and/or foreign, power the defendant is suspected of
being, or known to be, a member of, linked to or otherwise in any way"associated
with.
II) A general description of the criminal activity involved in the case.

ANSwER: The total number ofipdividual defendants is now 375. Most of these
are listed on the attached chart, along with much of the requested information,
including in most cases the criminal violations each person was charged with; the
date that each person waS initially charged; the "name of the judicial district where
the charges were filed; and in some cases, the popular name of the case or the
terrorist group the defendant,is suspected of being linked to". Note that the Criminal
Division has compiled more information'about caSes as we have moved away from
the imm~diate response to the 9/11 attacks, so 'there is leSSiIiformation reflected on
the chart for cases developed from the "PEN'f'l'ijOM,j investiga~on: of those
attackS. 'The chart also does not include information that is preSently under seal,
classified, or otherwise non-public, such as certain individuals' "suspected or ')mown
links to terrorist groups or actiVity. The Criminal Division"does no~ collect ihe '
rem~g infor~ti,~n requested "~ the Q1;1esti,on. "

, ;"ij:' ,Is the figure of 179 pers~ns convic~~ contained within the set of "310defendants
charged?" . " "

ANSWER: ,Yes, the n~ber of defendants convicted, which is now 195, is within
the ~otal o,f375 d.efendants c~arged.
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A) If so; how many of the remai~der of the 131 pers()ns ~ere acq~tted, how many
had theIr-charges dropped by the Justice Department, and how' many of their cases are
still pending? For each ot'these persons. please specify what happened and proVide'
the information requested in A through H in question 1.

'. ...,

ANSWER:" The defendants now in this category are listed among the defend~ts
on the attached chart, along with much of the requested information, including in .
most cases whether the defenmm,t was:acquittec:J,the ~arges ag~t h,im or her
were dismissed by the Department, or the case is .still pending (incl~ding cases in
which the defendant is a fugitive); the crimimiI viqlatio~ eac4 person was Charged
with; the date that each person .was initially charged;. ~e n~e of the judicial
district where the charges were tiled; and in s9me cases'.the popular name of the
case or: the. terrorist group the defendant is suSp~cted of.being linked to. The chart
does not include information that is presently under seal, classified, or otherwise
non-public, such as certain individuals' suspected o~ known links to terrorist groups
or activity •. The Criminal Division does not collect the remaining information
requested in' the question.' .

B) I:(not, how many of the 31O.defendants have been convicted, acquitted~had the
charges dropped, or their cases are:still pending?
i) For the defendants convicted, please provide the information requested in A
through Hin question 1. as well as each person's name; any' aliases and.date of birth.
ii) For the persons who were acquitted, whose charged were dropped. or their cases
are still'pending; please provide the information requested in A through H in question
1 (but.not their name, any aliases or date of birth) ..

.:'.
ANSWER:. .'Please refer to the attached chart for this~ormation~ .

. ·,~i;C).Fo;rea.chof the 179 persoI.1sconvicted. ple~e provide the following information: .
-" .N~e. date of pirt,:b.citi~nship ;md cp~try 'of origin; :, .

;;c. :.'.~e.;9riminal vio~a~o~ ~epe~(jn w~ yharged with... . ..' "'1;

- TI:l~date that the person w~ charged with e~ch criminal viol~tion.
':' .l'f~e,,()f jq.dici~ distri.~twhere ~harge~ wer~ fIled. ·and.locati~>nwhere arrest too~
. j)la.ce. If.different. . .' ... .. . .' '. . ... . ., ..

, ~ .,Name of the'law enforceD;1ent'agency that made the ref~~al'io .theJusti~e
'Departmeilt.· ..' . . .... .' '. '.' .

- A list of the charges 1:4elaw enforcement ~gency recommended that 'the Justice
D~partment fIle (as opposed to the criminal Violations that ultimately were fIled).

. '- .. Name of the terrorist'group and/or foreign power 'the'defendant is suspected of
peing or known to be a member of, linked to or otherwise in any way associated

. with.
,'y:' A general description of the criminal activity'involved in th~ case. . .
- Whether they plead guilty to charges in a plea agreement,'bf'whether they were'

convicted by a jury.
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- The charges they either plead guilty to or were convicted of by a jury (as opposed
to the charges filed against them).

- The'length of the prison sentence the persons received:',
• 't',

ANSWE:Q.: Most of the convicted defendants -- now totaling 195 -- are listed on
the attached chart, 8Iong'Withm~ch of the' iDtorJila~onyou request, including in',
nio~tcases the criminal violatiotiseach perso~ waScharged with; the date'th~t each
perSonwas initially charged; the name of th'dudiciar district where the charges '

\ '..
were filed; and in some cases tJtepopuliu-name of the case or the terrorist group the
defendant is suspected of being linked io. The C;har'tdoes n~t ~clude ii:J.formation',
that 'ispresently under seal, classified,or 'othenrise non-publi~, such as certain
individuals' suspected or known Ifuks to'terrorist groups or actiVi~Y.The Cr~aI '
DiViSion'doesnot collect the remaining iDformation requested in the question. ",'. . . .

3) Why and how has the Justice Department classified the investigations leading to
chafges ag'linst these 310 persons as'''terrorism investigatiQns"7

~SWER: These cases, which are tracked by the criminal Division, include
cert8m investigations conducted by JOQltTerrorism Task;Force (JTTF) agents a,nd
any other cases known to the Crimin~ 'Division in which there is eVidencethat an
~vidual was engaged in terrorist"acti~ty '~r assPciated with'~~rorists or foreign
terrorist organizations. The charges and convictions tracked by the C~aI
Division reflect not only "terrorism" charges such as violations of the material
support s~tu~~, 18U.s.c. §§ 2~~9Aand 2339.B,but also,non-terrorism charges
~~h-~' inu:iu~~tioJ),firearms, and doc~ent fraud '1o~~tionS'th~t lun~e~oinenexus
to inter~ational terrorism. , ' ' '

; ,~.~:It,should be noted that the Criminal Divisiontrac~ a subset o( cases that al:"~
rep~r.i.eftiiro~gh the case management system or."theUnited S~tes,Att~mey's"
Of{i~~'.o«(JSAPs).The USAOs' ~e management system reflectS.that;.~~iDg F:Y ..

. r ... j.' .•~.::-.' ,I ~. • '. • ..".. • , .• '.-.. • '. • .' •.

2003,661 terrorism and anti-terrorism defendants were conv:l~ted.F.Qrpurposes of
thiSsystem, "Terrorism" cases include International Terrorism, Domestic
T~rroris~, T~rroris~Financing, ~d Terrorism-Related Hoaxes; an~ "Anti-
'i'error~" cases include Immigration, Identity Theft, OCDETF"Epvironmental,
and Viole,nt~rime -- all in cases where the aefendant is r~onably linked to, '
terrorist activity or where the case results from activity intended to prevent or
dlsrupt.potential or actual terrorist threats.

" A) Did the DepartmentIFBI obnun warrants under the Foreign Intelligence :
Surveillance Act during any of the investigations leading to charges against these 310
persons? H so, has information obtained underFISA been used, i.e., filed with the
court in support of the crinrlnal char$es.
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B) For each FISA warrant obtained for any of the 310 defendants, how many
defendants were work:iD.gon behalf of Saudi Arabia 'andlor were Saudi"nationals?
Also, please identify by name all the ~ther foreign pqwers or countries they' are .
working on.behalf of or are from. . . .

ANswER: The D~partmen~ compo~e~i that ~dles FISA matters is the Office
of~telligence and P~licy Review (oiPJ{), not·the.CriiJiinal DivISion. The Crimiital

. riiVis~~~~o~not main~ ~ .~t of ~~ warra,nts ~rIilist of when FISA-derived,_
~~~~D,C~has be~n used in tJtese or o.Q1er~~~ Ho~ever, som,e examp1e:s.of· . .
pro~~~#.tions·~.whic~ .the.governmen.t has:~e~ (o~.publiCly sta~ed its intention to
use) FISA-dei-Ived evidence include the·AmaoutIBIF' case (#63 'on the chart), the
~loi(e'Hizballah c~e (#ini74)~"SJuniAI-IIUssayen (1128), the'1nfocom case ..
{i##i30-136}, the Portland cell caSe (###i.55~i6i); theSatfar/Stewart caSe (##162-165>,
the AI-ArianiPU case (###147-154), and the HaSsounlYoussef case (##16-17).

. .
4) Yau stated that terrorist cells have been broken up in Buffalo, Charlotte, Portland
and Northern Virginia: . ..... -
A) PI~~sep.st all other cities where the .governmenthas broken up or otherw~se .,
di:siiip~d a terrorist cell since 9-11, pl~ase ~peCifyif the lead agency was not the FJ;JI,and igentjfy that agency~ . . . '" . . .. . ," . .
':8) Please state the current status 'ct"each member'of the cell'in 'each city: under .

," ": • ," r. . •••• ," •...... I' '. • '.' " .•• '. 't

iii.v~stigation,arrested, charged with a crime, deported, declared.~ enemy combatant,etc....·· . '." .. .

ANSWER: The "government 'has aiso broken up terrorist cells' related to the . : "
SeaWe,'lWashington area (James )tamest Ujaaina and MUstafa Kamel Mustafa, 3.Ici
Abu Hainza al-Masri) and Columbus, Ohio (lyman Faris and NuradiJ;J.Abdi).· The":'
FBI, along with the relevant Joint Ter,rorism T~k Forces, was the lead investigative
agency' fu those' cases.' The requested. iilCorJIiatioJ;lis provided' on the attached chart.
The cbarf does'"not"include inform~tionthat is preSeilt~y under seal, classified; or~.~"..
otheh-riS~ non-public; iilcludirig info:rm~tion aboutpersoits under investig~tion"blif ;nO't yet pUblicly'thafged. . ";.,... , '." .,: .: ..... : ',',:

." .

5) Mr~'Wray testified that the following material-suppoit statutes have ~eena crucial
pint·of the Justice·Departinent'·s·prevcmtipnstrategy: ~8 u.s.C.· Sec. "2339A;18 .;
U.S.C: Sec. 2339B; International Emergency Economic Pqwers Act (JEEPA), ·50 .' ,
U.S.C. Sec. 1701 eUeq.; and seditious conspira~y, :~8U$.C.·Sec. 2384.- ' . , .
A) Since 9-11, how many persons have been charg~d with each of these offenses? For
each person charged with one or more of the offenses listed above, please provide the
following information: .

.Citizenship and country of otig4l! '.'
Which of the specified criminal violations the person was ch.arged with.

- The date that the person was char~ed with each criminal violation.
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Name of judicial district where charges were fIled, and location where arrest took
place, if different.
Name of the law enforcement agency that made the referral to the Justice
Department. '
A list of the charges th~ law.enforcement agency'reco:mp1~ndedthat the Justi~e
pepartment file (a~9Pposed to the c~nal Yiolations'that.ultimately were filed).
Narile of the terrorist group ind/or foreign PQwet:the defendant is suspected,Qf
befng or known to be a member of, liitked to'qr'otherwise in any way associated
with. . ,.. .... ,' .
.1\. general de~cription of tli~ criminai activity involved in the case.
Whether the person waS convicted, acquitted, their charges were dropped or the '
case is sun pending; , :' ' :
If the person was convicted, whether they plead guilty to charges in a plea
agreement, or whether they were convicted by a jUrY.'
The charges they either plead guilty to or were convicted of by a jury '(as opposed
to the charges filed against them).

" - . ,.Thelength of the prison sentence the persons received.

B)'For the persons convicted, please also provide their name, any aliases and date of
birth. .',

ANSWER: Of the defendants now listed on the attached ch~t, 84 have been
charge~ with,one or more of the offenses you list., ,Those defendants are Iiste4 on the
attached chart, along with mJl,ch'of the requested infor,mation, including in mo~t
cases the defendant's name; the criminal violations charged to each person; the date
that each person w~ initially ,charged; the name of the judicial district where the
charg~ were tiled; in some cases the popular name of the case or the terrorist group
the defendant is suspected of being linked to whether the person was convicted,
acqui~ed, their c~arges were dropped or the case is still pending; if the person was
convicted, whether he pleaded guilty or was ~onvicted by a jury; the' charge;s 'to
which' he pleaded' guilty or was convic~d of; 'and the length of the prison sentence
each defendant received. The chart does not include ~ormation that is presently
under seal~classified, or otherwISe non-public, sum as certain individuals' suspected
or known links to terrorist grQups or activity. The Criminal Divi,sion does'not
routbiely collect' the rem3ining information requested in the question.

~ .' ::. ';.: .::.., : : " . ; • ~. • • ..' • . 1 • :. .:

. 6) The President's Budget of the United,States Govefli[nent for Fi~cal Year 2005,
, isSuedby the Office of Mmulgement and 'Budget; states that the Department of Justice

. :has' "Prosecuted and gained convictiOns in Ill.0rethan 1,000 terrorism-related and anti-
terrorism cases" since 9-11: Mr. Wray testified 'that the'Justice Department has
:chai'ged 31'0 deferidaritswith' criminal offenses as aiesult of te~rism investigations,
and 17~ :personshave been c~nvicted, since 9-11.' .

J'

A}Please explain the ~ta soUrceused by the Justice DepartIilent for its calculation,
and why it is different from the Presidential budget document.
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:aj What is the difference between a "terrorism-related" case and an "anti-terrorism"
case? How d,? those categories differ from the category Mr. Wray referred to,
"criminal offenses as a result of terrorism investigations?"

ANSWER: As stated in my response'to Question 3 above, the cases to which the
Department offici8J referred are track.ed· by the Criminal piYision and include
cer.tam inv~tigatio~ condllcted by Joint Terrorisni ~ask Force (JTTF)age~ts and
any other 'caSesknown to the crimiIial DiVision in ~hich there is evidenc~. that an

. individual was engaged in tel'J,"oristactivity or associated ~th terrorists or foreign
teqor~t organiZations~ lhe charges and convictions tJ;acked by the·Crbninal
Division reflect not only "terrorism" charges, such as violations of the .material
support. statutes, 18 U.8.C. §§.23.39Aand 2339:6, but also non-terrorism charges
such as immigration, firearms, and d()Cunlent fraud violatiolJ.s·that have some nexus
to international terrorism.

The· Criminal Division tracks a sub~et of cases that are reported through the· .
case management system of the United States Attorney's Offices (USAOs).

j •• '.'

C) For the figure of 1,000 terrorism-related and anti-terrorism cases, how many are
terrorism-related cases and how many are anti-terrorism cases?

".~ .' .1, .

ANSWER:: The Criminal DiVision collects detailed information only on the·375· ..
cases that we track, most of which are listed on the attached chart. '-I

:'...~ .' '" .. ':

D) For each, of the 1,000 'cases, please provide the following information: '
.: ':':. Whether it was a terrorism-related cas,e or an anti-terrorism caSe:. . . I':

-, ,Citizenship and country of origin of defendant. ; : ':. ' . .;y

.;::'"' 'Whic~ of the specified criminal violations the person was cbarged with.. ,', .:;:
- :J'he, <late tha~ the person was charged. with each criminal. violation~· , . . .
-'.. ' N~e, of judicjal district where i~b.arges were filed, and locatio~ where ~st took
,,' "pJac~,jfdiJferent .. ' '.; '.. /:"i;'

,- .,__N~e ()(the l~l\venforcement agency.thatm,ade the referral to. the Jqstic~. ' ;.;,',. ·pep~eni.': ;. " . ,;','
- A list of th~ charges t:hf?I~Wenfor:ceDle~tageIlcy re,co~ep.ded tha~ the Jus~P~ .....

Department file (as oppOsed to the'criniinafviolatlons that ultiIilately were filed).
- ,NaI)le of the terroris~ group.and/or foreign po}Ver $e ~fe~dant is suspected of

, .being or kno~ to be a meiIlber of, linked to 'or'otherWise i~ any way associatedwith.' . . " ." ... .,
";.' A g~u.era1d~~_crip~onof'$e ~rin,nn~activity :involved in ~e case; . .

- Wpether the P~Isop w~.c6tiVicted, acquitted, their,cha,rg~ we~,dropped or th~~~~~_.' .,.. .. " .

If the person was convicted, whether they plead guiltY to charges in 'a plea
" .~greement, o!.w~ether they.were c~nvict~d by aj'uiy.

o· .".... • • ."
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- The charges they either plead guilty to or were convicted of by a jury (as opposed
to·the charges filed against them).

- The length of the prison sentence the persons received.

E) For the persons convicted, also please provide their name, any aliases and date of
birth. . .

ANSWER: . The Criminal Division only collects detailed information on the cases
that we track, which are summarized in the atta~ed chart.
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Questions for Assistant Attorney General DaiJ.it:1Bi-yan~from Senator Feingold:

1. In September 2003, the U.S. Department of Justice disclosed that it had 'riot yet used
sectiO!)215 of the USA PATRIOT Act. On March 9, 2004, I sent a letter to the Attorney
Generai asking him to'clarify whether section 215 h~ been used since September 18,
2003., (Copy of letter attached.) I have not yet received a response to that letter. Please
provide a response to,the.1etter forthwith .., '., ,

ANSWER: The Department responded to your .March 9, 2004, lette~ on Jime 2,
2004. In addition, the Attorney General's semi-annual reports on FISA, including
the report on business records under section 215 have been tnlnsmitted to the House
ancl Senate Committees on Intelligence and the House Committee on ~e Judiciary.
'{he Senate COlDJDitteeon the Judiciary receives its reports through the Office of
Senate Security, which has also received copies of these reports.

2: As you know, there is a significant history of the Administration not adequately
consulting with Congress before proposing and urging passage of anti-terroris%.
legislation. 1JJ.ePATRIOT Act was proposed just days after the September 11 attacks,
~ithout consultation with Congress, and the bill was passed and signed into law within
six weeks after the attackS. In January 2003, a draft "PATRIOT II" bill was leaked.
There was no consultation with Congress before that draft was put together, nor has there
been any since. Recently, the President has ~n campaigning for various additional
powers that were ftrst outlined in the "PATRIOT II" bill leaked over a year ago. It is
unfortunate that this discussion is occurring in a political campaign rather than in
thoughtful co~sultation between people of good will who hold differing, but valid, views.
You are the head of the Office of Legal'Policy at the Department, which I presume is
heavily involved with the development of anti-terrorism legislative initiatives. Will you
co~t to consulting with Congress, particularly the House and Senate Judi<;iary
Committees, before the AdministratiQIltakes a position on legislation proposing
additional "PATRIOT II" powers or proposes additional "PATRIOT II" powers?

ANSWER: The Department welcomes the opportunity to consult with Members
of Congress on efforts to give prosecutors and investigators the tools need to prevail
in the war against terrorism wbfle at the same time preserving our nation~s
fundamental comprltment to the protecti~n of civil rights and civil liberties. In this
regard, the Department works with Members of Congress on new ways to detect
and prevent terrorism. At this time, however, the Department has not formally
transmitted any such proposals to Congress.
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Question for Assistant Attorney General Christopher Wray from Senator Feingold:

3. As we discussed at the hearing. last October. the Department reported that as of April
1.2003. it had sought, and courts had ordered. delayed notice warrants 47 times.
(a) As of the date of your response to these questions. or some reasonable recent date.
how many times has the Department sought and received authorization to execute a
delayed notification search since enactment of the PATRIOT Act?

ANSWER: The Department is currently querying various U.S. Attorney's Offices
for this information and will forward it under separate cover as soon as it is
compiled.

(b) How :many of the delayed notification warrants issued since PlilSsageof the Patriot
Act were granted because contemporaneous notification would have "seriously
jeopardized an investigation or unduly delayed a trial"?

.ANSWER: The Department is Currently querying various U.S. Attorney's Offices
for this information and will forward it under separate cover as soon as it is
compiled.

(c) How many of the delayed notification warrants issued since the PATRIOT Act was
passed were used in non-terrorism criminal matters?

ANSWER: The Department is currently querying various U.s. Attorney"s Offices
for this information and will forward it under separate cover as soon as it is
compiled.
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