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(1) Urban versus Rural Environments

Drone technology can provide valuable assistance to police officers in remote areas where it is
hard to reach and inaccessible because of proximity or terrain.

What type of assistance would drone technology offer police officers in cities or a
more urban environment? Unmanned aircraft systems offer much of the same
valuable assistance to police officers in urban areas as they do in remote areas. Given
the advantages of flight, variables on the ground have minor influence on the
outcomes of this equation. In both environments, UAS provide for the opportunity to
see from a different vantage point, a ‘higher ground’ perspective if you will. Whether
the device is being used for a search and rescue mission in eastern Montana or a traffic
accident investigation in downtown Los Angeles, the assistance is provided from an
elevated position.

Are drones currently being used by law enforcement in urban areas? If yes, what types
of drones and drone technology are used in urban areas? Including the Mesa County
Sheriff’s Office, we are aware of four law enforcement agency operational Certificates
of Authorization for the use of UAS. They are U.S. Customs and Border Protection,
Grand Forks County (ND) Sheriff’s Office, and Arlington (TX) Police Department.
The Airborne Law Enforcement Association (ALEA) does not collect data that would
answer whether or not these devices are being utilized in urban areas. As such, we
would suggest contacting the Federal Aviation Administratation and/or the agencies
directly.

Aside from the use of drones in protecting the Nation’s borders, are you aware of any
Federal law enforcement agency utilizing drone technology for surveillance or other
activity? ALEA does not collect data that would answer this question. We would
suggest contacting the Federal Aviation Administratation and/or the agencies directly.
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1. In your testimony, you state that you support the warrant requirement for situations in which
persons have reasonable expectations of privacy, but that you would be opposed to restrictions
on the use of UAS where such expectations of privacy are absent. This makes it very important
that we properly define what constitutes a reasonable expectation of privacy. | know this term
has been the subject of many Supreme Court decisions and much has been said in the law on the
topic.

2. How you would go about determining when a person has a reasonable expectation of privacy?
Our process includes the assumption that the fourth amendment applies in every case. We then
determine if an already recognized exemption is present. The U.S. Supreme court, throughout
the course of this country's history, has established (13) exceptions to the warrant requirement
for conducting searches. The exceptions are as follows:

3. In your testimony today, you have noted several legitimate uses of UAS. For example, you note
that UAS were used to take pictures of a fire and to help find a missing woman.

Am | right in concluding that none of your examples implicate the types of privacy concerns that
some of us are concerned about, namely the use of UAS to obtain evidence in a criminal
proceeding, intrude upon personal privacy, or gather personal data on individuals?

Not necessarily. In fact, in the church fire example, this was a suspected arson case. No
charges have been brought against anyone at this time. But, had charges been filed, these



photos would have been deemed evidence and submitted as such. In this case, the flight
was not a search and thus no warrant was necessary. It should be noted however, that in
the four years that my agency has used unmanned aircraft, we 've seen the predominance
of use fall under non-criminal operations such as search and rescue.

4. If the beneficial use of UAS you have mentioned do not implicate such concerns, would you
support a strict requirement that warrants be obtained for those uses of UAS by law enforcement
that implicate these concerns?

As you know, the Fourth Amendment requires a warrant for a search or seizure. When the
use of unmanned aircraft has been determined to be a search, under the fourth amendment, a
warrant is already required. A duplicative piece of legislation may require further steps that
hinder the use of unmanned aircraft for public safety users in operations that are not
considered searches under the Fourth Amendment and could unnecessarily add obstacles to
saving lives. We feel it would be much more constructive to pursue regulation that addresses
how sensitive information can be stored, used and deleted.
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