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OPNAVINST 5238.1A
AUG 3 1982

ADP SECURITY SURVEY

SECTION I. Basic Data. (Applies to all ADP systems, networks,
and 0OISs)

1. System Identification: ‘EEZ;QZZZS

( ) Office Information System
ADP System
“( ) Network

2. System Description: (List all components, main frames,
peripherals, communications processors, encryption devices,
remote devices, network and remote interfaces, etc.) :

FIGURE E-1 (Page 1 of 10)
E-18



[ i

o~

OPNAVINST 5239.1a -

AuG 3 1982

ADP SECURITY SURVEY

.Equipment Location:

System Operations Contact for Security:
Code:

Name:

L,

Bldg: ZQ Room:

Types of Data Processed and Security Modes of Operation

PERCENT OF
PROCESSING SECURITY MODE
TIME

TYPE OF DATA OF OPERATION*

Level I
SCI
SIOP-ESI
TOP SECRET
SECRET
CONFIDENTIAL
Level II

Privacy Act
For Official uUse Only

Phone: 4y - og¢/ 5?/9/5‘73/ 3

Financial ﬂz

Sensitive Management

Proprietary £x

Privileged
Level III

TOTAL ~100%

(Note: Applicable Security modes are: Campartmented,
Controlled, Dedicated, System High, Multilevel, Limited

Access, as defined in Appendix A of this manual.)

FIGURE E-1 (Page 2 of 10)
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OPNAVINST 5238.1A
AUG 3 1982

ADP SECURITY SURVEY

6. Operating System and Standard Applications Software
Identifications:

7. Scope of-Systemz (Check all that apply.)

(L) Stand-alone and single controlled area (single CPU
with single workstation).

( ) Shared logic and single controlled area (single CPU
with multiple workstations).

( ) Shared logic and more than one controlled area (sxngle
CPU with multiple workstations).

( ) Multiple processors and single controlled area (multiple
CPUSs) .

( ) Multiple processors and more than one controlled area
(multiple CPUs). ;

() Used with a remote computer percent of
time.

( ) Other:

8. Total Value of System: §$ : (Dollar value
impact of loss and cost ‘to replace)

A. Equipment: § _ :

B. Software: $_

C. Data: $
(Note: Dollar values in Table E-2 can be used as
guideline for computing value of data files.)

FIGURE E-1 (Page 3 of 10)
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OPNAVINST 5239.1a
AUG 3 882

ADP SECURITY SURVEY

9. Mission Relatedness

A. Primary Function(s) of the System or Network:

B. Contingency Plan Requirement:
( ) Plan is in existence. Date of plan is

( ¥ Plan is being developed. Estimated completion
date is °

( ) Plan is not required because loss of processing
capability for a reasonable period of time would
not adversely affect mission, (For example, 2,

4, 8 hours, 2 days, etc. depending on the criti-
cality of the ADP function.) Provide justification.

Section II. sSite Security Profile and Minimum Requirements for

Environmental and Physical Security, (Applies to all ADp systems,
networks, and 0ISs.)

l. Vulnerability: Temperature or Humidity Outside Normal
Range.

Operating Countermeasures: - (Check all that apply.)

:;:Adequate heating and controls
g

(
(vJ Adequate cooling and controls

( Only designated personnel operate controls

) Functioning temperature and humidity recorder

(
( ) Functioning temperature/humidity warning system
( ) Other:

Assessment of Risk:

( ) High. ( ) Moderate (v Low

FIGURE E-1 (Page 4 of 10)
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AUG 3 1982

ADP SECURITY SURVEY

2. Vulnerability: Inadequate Lighting or Electrical Service.

Operating Countermeasures: (Check all that apply.)

(47 Adequate primary lighting

(v Adequate emergency lighting

(. Adequate periodic checks of emergency lighting
(«y Adequate primary power and outlets

( ) Functioning power filters or voltage regulators
( ) Available backup power

( ) Other:

Assessment of Risk:

( ) High ( ) Moderate () Low
Vulnerability: Improper Housekeeping.

Operating Countermeasures: (Check all that apply.)

( ¥ Routine cleaning schedule is adhered to

( ) Cleaning personnel are trained in computer room
procedures . :

(4 An ADP facility representative is present during
cleaning

(v Dust contributors are not permitted in equipment
areas (outer coats, throw rugs, drapes, venetian
blinds, -etc.) ;

() Air-conditioning filters are cleaned/replaced
regularly

(.Y Floors are polished with non-flake wax using proper
buffer materials or properly damp-mopped

(Y Carpet areas are vacuumed frequently and anti-static
spray is used regularly

(+ Smoking, eating, and drinking are not permitted in
equipment areas .

( ) Other:

Assessment of Risk:

( ) High ( ) Moderate ) Low

FIGURE E-1 (Page 5 of 10)
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OPNAVINST 5239.1A
AUG 3 1982

ADP SECURITY SURVEY

Threat: Water Damage.
Operating Countermeasures: (Check all that apply.)

(L)/ﬁater/steam pPipes are not located above equipment

() Water/steam pipes are inspected at regular intervals
() Functioning humidity warning system

( ) Dry-pipe sprinkler system

( ) Raised floor : s
(pJ/Plastic sheets available to cover susceptible equipment
( ) Water detection devices '

( ) Other:

Assessment of Risk:

( ) High ( ) Moderate (. Low
Threat: Fire.

Operating Countermeasures: (Check all that apply.)

(«Y Up-to-date fire bill posted
(/Y Periodic fire drills
(\) Training--fire prevention methods
( raining--emergency power down procedures
( ) Trainng--knowledge of fire detection system
(\)> Training--use of fire extinguishers
()Y Training--use of fire alarm system
(1) Training--evacuation plan
(\} Training--individual responsibilities in case of fire
(Y Functioning emergency power-off switches
( ) Sprinkler system installed -
( ) Halon system installed ‘
( ) Carbon dioxide fire extinguishers installed
() Smoke/heat detectors installed- :
() Functioning fire alarm system
Emergency exits clearly marked
( ) Other:

Assessment of Risk:

( ) High ( ) Moderate ( - Tow

FIGURE E-1 (Page 6 of 10)
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OPNAVINST 5238,.1A
“AUG 3 1982

ADP SECURITY SURVEY
6. Vulnerability: Unauthorized Physical Access.
Operating Countermeasures: (Check all that apply.)

(¥ Perimeter fence

(.) Security guards

(A Building secured outside of normal working hours

( ) Area alarms (motion detectors, open door detectors,
erimeter penetration detectors) v

(Y Authorized access list

( ) Cypher door lock

( ) Combination door lock

(_) Recognition of authorized personnel

( ) Closed circuit television

(—)Administrative procedures

( ) Physical isolation/protection

( ) High employee morale

(—)y Close supervision of employees

(~yIndoctrination of personnel in security awareness

( ) Other:

Assessment of Risk:
( ) High ( ) Moderate ) Low

SECTION III. Current status of accreditation support documentation.
(Applies to all ADP activities and networks which will be authorized
to handle Level I or Level II data.)

1. All ADP activities and networks which will be authorized
to handle Level I or II data must either be accredited or be
granted interim authority to operate pending accreditation.
Accreditation is based on supporting documentation including a
risk assessment. This section provides a statement of the current
status of the accreditation support documentation. (Check all
that apply.) '

FIGURE E-1 (PAGE 7 of 10)
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OPNAVINST 5239.1A -
AUG 3 1982

ADP SECURITY SURVEY

In existence

Being developed

Vs S e N N P P S et

SECTION 1V,

Required but no action take
Not required k.

( ) Security Operating Procedures Handbook
( ine diagrams showing interconnection of
components and physical layout
( ) Description of countermeasures in place
(“y Copies of previous accreditation or interim
authority to operate
( &y TEMPEST accreditation request
() TEMPEST accreditation test results
.Y Physical accreditation
) ST&E Test Plan
) Contingency Plan
) Contingency Plan test results
) Formal Risk Assessment
) Other (specify):

—~ o~~~
' vv.

L e K R T W W W Y
Nt S St i S S P

(
(
(
(
(
(

Countermeasure Documentation for Office Information

Systems. (Applies to all 0ISs which will be authorized to handle
wevel I or Level II.)

1. OISs Handling Level II Data. (Check all that apply.)

()

()

The OIS will be authorized to handle Level II data.
A list of the operating countermeasures is attached.
These countermeasures provide proper data protection
and audit trails. ;

The OIS is a shared logic system with more than one
simultaneous user not having need-to-know for all
data within the system. Password protection or other
equivalent countermeasures are employed for system
access and for individual file access.

The OIS Security Operating Procedures have been
documented and approved.

FIGURE E-1 (Page 8 of 10)
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OPNAVINST 5238.1A
AUG 3 1982 .

ADP SECURITY SURVEY

2. OISs handling Level I Data. (Check all that apply.)

( ) The OIS will be authorized to handle Level I data

()

()

()

SECTION V.
or OISs.)

under a system high or dedica
A list of the operating count
These countermeasures satisfy

TEMPEST accréditation has bee
date B :

TEMPEST acéreditatibn has bee
date o :

The OIS Security Operating Pr
documented and approved.

Survey Data. (Applies to all

1. Current Status: (Check all that

ted mode of operation.
ermeasures is attached.
‘security requirements.

n requested. kequest

i

n received. Accreditation
ocedures have been

ADP systems, networks,

apply.)

( ) Operating under accreditation for processing Level

()

data in security mode of
operation. AccreditatIon granted by .
Dated . (Attach a copy of statement o

accreditation.)

Operating under interim authority for processing Level

data in

Interim authority granted by

security mode of operation.
. Dated

. Expires

interim authority to operate.

2. Survey Prepared By:

Bldg: Room:

. (Attach a copy of
)

Code:

Phone:

FIGURE E-1 (Page 9 of 10)
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OPNAVINST 5239.1A
AUG 3 1987
ADP SECURITY SURVEY

the information provided in
documentation is complete

To the best of my knowledge,

this survey and the attached
and accurate.

Signature Date

(Provide a list of all survey team members.)

FIGURE E-1 (Page 10 of 10)
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P Lo o

SECTION I
ACTIVITY
YER N0 T /A

Has an ADP Security Program been established? i

Comments:

Has an Activity ADP Security Plan (AADPSP)
been developed? el

Comments:

Has the AADPSP been approved by the Naval Data v////
Automation Command (NAVDAC) Code 51°?

Comments:

Has the-Designated Approving Authority granted
activity accreditation?: o

Comments:

Is the AADPSP updated as changes occur? V///

Comments:

Is there evidence that top-level management
supports the ADP Security program through

such requirements as security awareness

training, documented security procedures, etc.? K

Comments:

Is the ADP security starf sufficient to support
tae ADP Security Program? v

Comments:

- -







10.

11.

12,

NPPSSOEASTDIVINST 5239.1D

S JUN 1987

YES NO N/A
Has an ADP Security Officer (ADPSO) been u///
appointed in writing by the Commanding Officer?

Comments:

Does the ADPSO have a strong technical back-
ground and experience in the administration of

ADP systems? L5
‘Comments:
Has the ADPSO received training on OPNAVINST b///
5239.1A?
Comments:
Have the duties and responsibilities of the u////

ADPSO been defined in writing?

Comments::

Do the duties and responsibilities of the
ADPSO include:

a. Coordinating with the command security
manager on matters concerning ADP
security, in accordance with the security
organizational structure established by t////
the Commanding Officer?

Comments:

b. Developing and maintaining an ADP Security
© Plan (ADPSP)? — e

Comments:

€. Ensuring fhat a Network Security Officer
(NSO) is appointed for networks which V///
are sponsored by the activity?

Comments:

Attachment (A) to
Enclosure (5)






d. Ensuring that ADP System Security
Officers (ADPSSOs) are appointed in
writing where applicable?

Comments:

o JUN 1967,

N

€. Ensuring that Terminal Area Security
Officers (TASOs) are appointed where
applicable for each remote facility?

Comments:

f. Ensuring that an effective activity Risk
Management Program is implemented?

Comments:

g. Ensuring that all ADP security incidents
or violations are investigated, documented
and reported to appropriate authorities?

Comments:

v

h. Ensuring that security requirements are
included in life cycle management docu-
mentation as prescribed in SECNAV
Instructions 5000.1A or 5231.1A as
appropriate?

Comments:

/

i. Ensuring that all procurement documents
or specifications approved within the
activity comply with ADP security
requirements?

Comments:

7

J. Ensuring the contracts (DD Form 254) include
statement(s) ensuring contractor compliance

with Navy ADP Security requirements?

Comments:

e







13,

9 JUN 1887

Comments:

YES NO N/A

k. Ensuring the development and testing g
of all contingency plans?

Comments:

1. Ensuring the NAVAUDSVC is advised
of the development of an ADP system,
as applicable? 8

.Comments:

m. Ensuring that accreditation documentation V///
is developed and maintained?

Comments:

n. Assisting the ADP security staff in
implementing their respective ADP security ,///
requirements?

Comments:

©. Ensuring that applicable personnel security b////
procedures are established?

Comments:

P. Ensuring that Security Test and Evaluations ,/////
(ST&Es) are conducted where applicable?

If this activity sponsors a network:

a. Has a Network Security Officer (NSO) T g
been appointed in writing?

b. Have the duties and responsibilities
of the NSO been defined in writing?

Comments:







5 JUN 1967

YES NO N/A
C. Do the duties and responsibilities .
. of the NSO include:

(1) Ensuring that countermeasures
and security requirements are
in the network design and that
individual nodes of the network
comply with these countermeasures
and requirements, prior to inter- V//
facing with the network?

Comments:

(2) Ensuring that security measures
and procedures used at network nodes

fully support the Security integrity V,//
of the network?

Comments:

(3) Maintaining liaison with all y////
ADPSSOs in the network?

Comments:

(4) -~Ensuring that all required /////
countermeasuers are utilized?

Comments:

14. Are all ADP security violation/incidents repotted’////
to the ADPSO?

Comments:

15. Do newly assigned ADP personnel receive briefings on:

a. ADP security procedures of the activity ////
Comments:
b. Marking, handling and accountability of
- classified ADP information?
Comments:







5 JUN 1887

YES NO  N/A
c. Marking, handling and accountability
of ADP sensitive, unclassified vk
information?
Comments:

d. ADP emergency procedures?

Comments:
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NPPSSOEASTDIVINST 5239.1D

5 JUN 1987

SECTION II -
SYSTEM

NAME OF SYSTEM: _jﬁe,é/-l/

TYPE OF SYSTEM

Office Information System (0OIS)

- a. Has an Office Information System

Security Officer (0ISSO) been
appointed in writing?

Comments: ﬁooﬁ/e% COT5S50 ,{zagg 'é é E‘

b. Have the duties and'responsibilities
of the OISSO been defined in writing
by the ADPSO?

Comments: /&A..,\}Og« (A Qlipe

T ATE ChRN

s XIIball L

c. Do the duties and responsibilities

aﬁ.thg OISSO include:
Comme?ts_:' /(;‘vw\ e | B odoe

(1) Being the focal point of all
security matters for the OIS
systems assigned?

Comments:/&m ceg [ K- oleuz

(2) Executing the ADP Security
Program as it applies to
the assigned OIS systems
including preparing and
supporting the accreditation

support documentation?
Comments:_ég;zni__ cn | # czAsv1r2-

(3) Maintaining an inventory of all OIS
hardware, system software and major
functional appplication systems?

Comments:

Attachment (A) to
Enclosure (5)




NPPSSOEASTDIVINST 5239.1D

-9 JUN 1987

(4) Monitoring system activity (e.g.,
identification of the levels and
types of data handled by the OIS
Systems, assignment of passwords,
review of audit trails, etc.) to
ensure compliance with security
directives and procedures?

Comments:

(5) Maintaining liaison with remote
facilities served by the OIS systems
to ensure compliance with applicable
security requirements?

Comments:

(6) Conducting and documenting risk
assessments for the assigned
OIS systems?

Comments{

(7) Supervising, testing and monitoring,

= as appropriate, changes in the OIS
-system affecting the ADP activity
-posture?

Comments:

e

(8) Implementing appropriate counter-
measures required by directive or
determined cost effective?

Comments:

(9) Assisting the ADPSO in implementing
a comprehensive Activity ADP
Security Program? .

Comments:

(10) Devel&ping and testing annual continge
plans for the assigned OIS systems?.

Comments:

%

Attachment (A) to
Enclosure (5)




- O JUN 1987,

(11) Monitoring OIS procurements
for security impact to ensure
compliance with security
regulations and known security

( - NPPSSOEASTDIVINST 5239.1D

-requirements for the assigned
: OIS systems? el . i i\
Comments:
d. If the OIS system has remote terminals:
(1) Have TASOs been appointed? LA L ;>L

Comments:

(2) Have the duties and responsibilities
of the TASOs been defined in writing? x

Comments:

(3) Do the duties and responsibilities
- of the TASO include:

(a) Serving as a single point of
e contact at his terminal area

! for the 0ISsS0?

[ .

Comments:

(b) Implementing and enforcing
all security requirements
remote terminal areas? i 5l
Comments:

(c) Ensuring all countermeasures
for remote terminal areas
are in place?

established by the 0ISSO for ;{
7

Comments:

(4) "Developing terminal security ;&j//
procedures for OISSO approval?

Comments:

Attachment (A) to
Enclosure (5)



NPPSSOEASTDIVINST 5239.1D

5 JUN 1987

(e) - Maintaining a current access
list of remote devices?

Comments:
(f) Reporting security abnormal-
ities to the 0ISSO or his
designated representative?
Comments:
(g) Returning to the 0ISSO products
that cannot be identified or
which contain extraneous data? rég_
Comments:
(4) Have security requirements been agreed
to in writing between the host site and" .
remote device sites?
Comments:

2. ADP System'

a. Hag an ADP System Security Officer (ADPSSO)
been appointed in writing? /é;j

Comments:"

b. Have the duties and responsibilities of the
ADPSSO been defined in writing? <£S

Comments:

€. Do the duties and responsibilities of
the ADPSSO include:

(1) Being the focal point for all securiti)x:/
matters for the ADP systems assigned?

Comments:

10
Attachment (A) to
Enclosure (5)
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»Eiecuting the ADP Security

e e emse m -t me W e Slm e A

9 JUN 1987

Program as it applies to the
assigned ADP systems including
Preparing and supporting the
accreditation support docu-
mentation?

Maintaining an inventory of all
hardware, system software and -
major functional application

systems?

Monitoring system activity (e.gq.,
identification of the levels and
types of data handled by the ADP
Systems, assignment of passwords,
review of audit trails, etc.) to

ensure compliance with security
directives and procedures?

Maintaining liaison with remote
facilities served by the ADP
Systems to ensure compliance

with applicable security re-
quirements? _45

Maintaining liaison with remote
facilities served by the ADP
System to ensure that a terminal
area security officer (TASO) is
designated by the served activity /)</f
where applicable?

Comments:
(3)

Comments:
(4)

Comments:
e §

.Comments:
(6)

Comments:
(7)

Comments:

Conducting and documenting risk

assessments for the assigned ADP ,
systems?

1

Attachment (A) to

Enclosure (5)
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2 JUN 1987

' ¥ES MO
(8) Supervising, testing and mon-
itoring, as appropriate, changes
in the ADP system affecting the
ADP activity posture?

Comments:

(9) Implementing appropriate coun- e
termeasures required by directive ;
or determined cost effective?

Comments:

(10) Assisting the ADPSO in imple-

menting a comprehensive Activity
ADP Security Program?

Comments:

(11) Developing and testing annual
contingency plans for the assigned
ADP systems?

Comments:

—= (12) Monitoring ADP procurements for

ER1 5 security impact to ensure compliance

s 2 with security regulations and known

- security requirements for the assigfed
ADP systems?

Comments:

d. If the ADP system is a node of a network:
(1) Have security requirements been agreed
to in writing by the network DAA and
the ADP facility DAA of the network?

Comments:

(2) Has an ADPSO been appointed in writing
for the node?

Comments:

12
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Enclosure (5)




NPPSSOEASTDIVINST 5239.1D

S JUN 1987,

YES NO N/A

€. If the ADP system has remote terminals:

(1) Have Terminal Area Security Officers
. (TASOs) been appointed? A <é§
Comments: :
.- (2) Have the duties and responsibilities
of the TASOs been defined in writing? St ,25

" Comments:

(3) Do the duties and responsibilities of
the TASO include:

(a) Serving as a single point of con-
tact at his terminal area for the z;)<//”
ADPSS0O?

Comments:

(b) Implementing and enforcing all secu-

rity requirements established by

the ADPSSO for remote terminal /)<:’/
- areas?

Comments:

(c) Ensuring all countermeasures for
remote terminal areas are in-
pPlace? ,/A(/’

Comments:

(d) Developing terminal security pro-
cedures for ADPSSO approval? 425:”

Comments:

(e) Maintaining a current access list
Of remote devices?

Comments:

(f) Reporting Security abnormalities
to the ADPSSO or his designated
representive?

Comments:

13

Attachment (A) to
Enclosure (5)
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5 JUN 1987

Comments:

(4)

Comments:

(g9) Returning to the ADPSSO ADP prod-

YES NO N/AA

ucts that cannot be identified or

which contain extraneous data?

Have security requirements been agreed

to in writing between the host site
and remote device sites?

i Y

14
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Enclosure (5)




SYSTEM ACCREDITATION

NPPSSOEASTDIVINST 5239

o JUN 1987

YES
l. 1Is this system accounted for on the ADPSO's
inventory? ,

Comments:

SCAERNETTREN G R TN e T

.lD'

2. Has a survey (Figure E-1 in OPNAVINST 5239.1A
been completed on this system?

Comments:

)
3. Have security operating procedures been .
developed for this system? ;

Comments:

4. Has the DAA determined if a risk assessment
is required?

Comments:

5. 1If a risk assessment is required:

a. Has the risk assessment been performed?

Commentsz’
b. Do the ADPSO and ADPSSO maintain a
copy of the risk assessment?

Comments:

€. Is the risk assessment kept updated and
repeated:

(1) At least every 5 years? );;f/ L N T

Comments:

(2) When any change is made to the
facility, ADP equipment, system
software or application software
which effects the overall ADP
security posture?

Comments:

15 ‘

Attachment (A) to
Enclosure (5)



NPPSSOEASTDIVINST 5239.1D

10.

5 JUN 1987

(3) When any change is made -in
operational configuration,
data sensitivity, or class-
ification level?

Comments:

(4) When any change is made which

appears to invalidate the

original conditions of accred-

itation?

Comments:

it

Has a Security Test and Evaluation (ST&E) been

prepared (only for systems processing Level I

or II data) which is sufficiently comprehensive

to ensure thorough examination and exercising of

the system's security control features and pro-

cedures and/or in combination, to determine
their effectiveness and reliability?

Comments: -

g

Has an. ST&E been performed to determine the
effectiveness of countermeasures employed in
maintaining the security of the system at an
acceptable level of risk?

Comments:

Do the ADPSO and ADPSSO maintain a copy of

the ST&E plan and results?

Comments:

Is a contingency plan for this system in
existence?

Comments:

Does the contingency plan, at a minimum,
address:

a. The actions required to minimize the impact
of a fire, flood, civil disorder, natural

disaster, or bomb threat?

Comments:

RS S« o 8 s
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YES NO N/
b. Backup procedures to conduct essential ADP
operational tasks after a disruption to
the primary ADP facility? ‘é(r

Comments:

™~

Cq Recovéfy procedures to permit rapid restora-
tion of the ADP facility following physical
destruction, major damage or loss of data?

Does the contingency operations plan provide for:
4. Local storage of tapes and punched cards

in the central computer facility in metal

or other fire retardant cabinets?

Comments:

b. Duplicate system tapes, startup decks, data
base save tapes, and Site-unique application
Program card files or tapes to be maintained
iff a secure location removed from the central
computer facility? z

Comments:-

€. Identification of an alternate site con- .
taining compatible equipment?

Comments:

d. Destruction or safeguarding of classified
material in the central computer facility
in the event that the facility must be
evacuated?

Comments:

Has the contingency plan been tested during the
past year?

Comments:

Do the ADPSO and ADPSSO maintain a copy of the
Contingency Plan? X

Comments: o

17
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14. Do the ADPSO and ADPSSO maintain a copy of the
Contingency Plan Test and Evaluation Report?

Comments:

S

¥

I*LL
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HUMAN RESOURCES SECURITY

l. Do all personnel having unescorted
access to the system possess a
clearance and a need-to-know equal
to or higher than the highest class-

ification and all categories of data Yy’
being processed?

2. 1Is an access roster maintained at each

entry point to the central computer
facility and remote terminal area? ,(A[’,

Y
Comments:

3. Are escort procedures established for
controlling visitors to the central
computer facility and remote terminal
areas? ‘ﬁ;i

Comments:

a.” Are all potential escorts properly
briefed on their responsibilities? A;

Comments:

b. Is a record of all visitors
maintained for 12 months? /‘k:/. i

Comments:

4. During operational hours is the central
computer facility manned by at least
two cleared personnel?

Comments:

S. Are all unescorted maintenance personnel
cleared for the highest level and all
restrictive categories of classified ></’
information in the system?

Comments:

19
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6. -Are escorts provided for maintenance per-
sonnel who are not appropriately cleared?

Comments:

7. Are escorts technically competent to
review the maintenance work performed? -

Comments:

8. Are procedures to delete and add per-

: sonnel to access lists implemented, in-
cluding the notification of all concerned
ADP security officials?

Comments:

B

l-“-
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PHYSICAL SECURITY

l. Does the computer facility meet the
following requirements?

a. 1Is the system operated within
the manufacturer's optimum e
temperature and humidity range : ,QY/’

specifications? .

Comments:

b. Are environmental systems dedicated
to the computer facility?

X

Comqents:

C. Are environmental controls regulated
by key designated personnel only?

K

Comments:

d

‘

Is a temperature/humidity recording
instrument installed to monitor ><
the system area?

[ ]

Comments:

(1) Is the temperature/humidity
instrument connected to an

alarm to warn of near-limit }&
conditions?
Comments:
€. Is there adequate lighting? ;25; il il
Comments:
f. 1Is there emergency lighting? = - ]X, i
Comments: p :
g. Are periodic checks made of the
emergency lighting? da }K: A

Comments:

21
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h.
Comments:

i.

Comments:
g

Comments :

K.

Comments:

1.

Comments:

Comments:

n.

Comments:
o.

Comments:
P.

Comments:

qg.

Comments:

Is electrical power reliable?

YES NO

2

Are there voltage regulators or
other electronic devices to pre-

vent serious power fluctuations?

e, B

Is there an uninterruptible power
source for the facility?

i 08

Are cleaning procedures and schedules
established and adhered to?

Is an ADP representative present
during cleaning operations?

X
X

Is the facility overhead free of
steam and water pipes?

X

Are plastic sheets available to pro-
tect the system from water damage?

X

Is there a facility fire bill?

Y

Are emergency exits clearly marked?

B

Do employees receive periodic
training in the following areas:

(1) Power shut down and start
up procedures?

2
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. . N/A
~ (2) Operation of eme:gencyjpower? g 4 x

Comments:
(3) Operation of fire detec-
tion and alarm system? X
Comments: .
(4) Operation of fire sup- :
pression equipment? ‘Qk:’
Comments:

(5) Building evacuation procedures? >4

Comments:

[ £ Is there a master power switch to
all ADP equipment?

Comments:

s= Is the master power switch located
— -~‘near the main entrance of the ADP
:area? &

Comments:

- Is the master power switch adequately
labeled to prevent accidental shut
of£?

Comments:

i If the system processes critical appli-
cations, is there a sequential shut
down routine?

Comments:

v. Is there a sufficient number of
portable fire extinguishers? ;é

Comments:

23
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L | YES NO. N/A
w. :;stgzge a central fire supprgssion -;_ 425:/ H
Comments:
X. Is there automatic smoke/fire
detection equipment? =AFT/ TR S

Comments:

Y. Does the smoke/fire detection equip-
ment activate an alarm at the near-
est fire station? ,/k’

Comments:

z. Are there warning signs posted out-
side tape vaults and other magnetic
storage areas to warn fire fighters
of toxic fumes? {

Comments:

aa. If the facility does not operate
24-hours, is there a guard force
employed after hours and on week- - %
ends? " @

Comments:

emergency procedures?

Comments:

cc. Is the guard force provided
with an emergency recall bill?

bb. Is the guard force briefed on {K(

Comments:

dd. Are physical access controls imple-
mented to prevent unauthorized entry
into the computer facilities and L}k;/
remote terminal areas?

Comments:

24
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Y YES NO N/A
ee. Are visitor control procedures
in place? _X il

Comments:

£, Are positive personnel identification

measures (e.g., badge system, finger-
; 4 prints) in place? : “X;

Comments:

25 3
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COMMUNICATIONS SECURITY

l. Do all communications links between remote
terminal areas and the central computer
facility meet the requirements for the
transmission of the highest classification
and for all categories of data which are
contained in the system?

Comments:

2. Are all remote terminals uniquely identified
when accessing the host?

Comments:

3. Are all dial-up terminals disabled from
connection to the central computer facil-
ity during classified processing
periods?

Comments:

26
Attachment (A) to
Enclosure (5)



G. EMANATIONS SECURITY

NPPSSOEASTDIVINST 5239.1D

S JUN 1887.

l. 1If the ADP system processes Level I data:

Comments:

b.

Comments:

Has a TEMPEST vulnerability
assessment been requested?

Has a TEMPEST vulnerability
asgessment been performed?

Comments:

(1) Does it represent the current
equipment configuration?

-;x:
M
X

C.

Comments: -

Are all changes, repairs, and modi-
fications to TEMPEST certified ADPE

controlled so that equipment emana-

tion characteristics are not
altered?

>

- .27
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i
5
E‘.

H. HARDWARE SECURITY

1. Is the site SOP manual used for configu-
ring system hardware?

Comments:

2. Are switch settings fc: each hardware unitfl
specified for each system?

|
3
Ra i

" Comments:

3. Are scheduled maintenance activities mon-

itored to ensure proper :eliability and

performance? )4 il
Comments: 1
4. Are periods of down time verified? J( el P
Comments:‘

oo

28

Attachment (A) to
Enclosure (5)




NPPSSOEASTDIVINST 5239.1D

S JUN 1987

I. SOFTWARE SECURITY

1. Is the authenticity of the operating
System or executive software verified
by comparing the registry or shipment
number of the software package with
that contained in record communications
from the originator? '

Comments:

YES NO N/A

Kol l e

2. Prior to operational use of any new
system release, does the ADPSSO conduct
sufficient testing to verify that
the system meets the documented and
approved security specifications?

Comments:

3. Are testing and debugging of new releases
performed during dedicated time in a
controlled environment?

Comments:

X
A

4. Are ;11 site-unique patches tested by
System software personnel?

Comments:

. Is'a log of all system patches main-
tained and monitored by the ADPSS0?

Comments:

6. Are all modifications to the operating
System cross-checked by two appropriately
cleared operating system programmers?

Comments:

7. Are startup procedures executed as
described in the site SOP manual?

Comments:
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8. Are system tapes identified in a unique
manner to distinguish them from

non-system tapes? /=‘:/

Comments:

9. Are system tapes protected to the
highest classification and for all
restrictive categories of data which the
central system is processing or storing }<
online?

4

Comments:

10. Has a method to control access to system
tapes or disks been developed and approved
by the ADPSSO?

Comments:
1ll. Is the ADPSSO informed of all unauthor- \
ized requests for system tape access? ;X

Comments:

12. Are system module source listings made
available to site personnel only on a
need-to-know basis and are the listings
physically protected as FOUO?

Comments:

13. Has each individual user been assigned a
unique user identification and password
which has been randomly, machine generated?

Comments:

1l4. Is a password changed:

a. Whenever an individual knowing a
log-on password is transferred, dis-
charged, reassigned or the individual's

security clearance is reduced, suspended,
or removed by proper authority? :;F

Comments:

30
Attachment (A) to ‘
Enclosure (5)



NPPSSOEASTDIVINST 5239.1D

5 JUN 1987

YES NO N/A

b. Whenever a password or record of pass-
word has been compromised, or is
suspected of being compromised?

Comments:

c. At least annhally?

Comments:

level of data processed and restricted to
users cleared for that level?

Comments:

16. When no longer needed, are data purged
or declassified?

Comments:

17. Does an audit record identify the reason
for system shutdown or crash?

15. Is removable media controlled at the highest >

Comméiks.f

18. Are system dumps taken following a
system crash?

Comments:

19. Are system dumps reviewed by the ADPSSO
or site analyst? — e
Comments:

20. Is all memory purged between periods
processing?

Comments:

21. Are security specifications coordinated by
site management prior to approval of appli-
cation software development and main-
tenance? ;é;

Comments:
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YES

22. Are application software design reviews con-
ducted, documented, and maintained as official
records of the site?

Comments:

- 23. Are system tests of new application
releases conducted?

Comments:

24. If operational user files are required
for testing, are only copies of the
files used?

Comments:

Ko+ &
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YES

ADMINISTRATIVE SECURITY

‘\

l. Are effective procedures for limiting
access to the system and its data estab-
lished and implemented? x

Comments:

2. Does the ADPSSO maintain a current roster

of all personnel authorized access to the /
system?

Comments:

3. Does the ADPSSO control the distribution of
passwords? ' :

Comments:

4. Are log-on passwords for unclassified syste
marked For Official Use Only (FOUO)? &

Commggts:

5. Are working papers containing élassified
information marked with:

a. Date of creation? x

Comments:

b. Highest classification of any infor-
mation contained in the product? ;X

Comments:

6. Are printed listings containing classified
information marked with the security classi-
fication on the top and bottom of each
page?

Comments:

7. Are microfilm and microfiche conspicuously
marked on the microform media or its
container with the overall security classi-

fication so as to be readable with unaided eye?

Comments:
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8. Are all ADP storage devices externally
marked with:

a. The overall security classification?

-Comments:

i

b. Special access restrictions?

.Comments:

. A permanently assigned identi-
fication/control number?

Comments:

< | I

9. Do magnetic tapes have a gummed label
affixed containing:

a. Tape classification/declassification?

Comments:

béi Tape identification control number?

Comments:

10. Are removable disk packs marked with the
same information required for magnetic
tapes?

Comments:

1l. Are customers responsible for reviewing
and verifying the actual classification of
the product?

Comments:

X

7

12. Are effective procedures for protecting
personal and other unclassified sensitive
data established and implemented?

Comments:

N

13. Have procedures for maintaining an inven-
tory of all removable magnetic storage
devices been established?

Comments:
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>

YES - NO N/
l4. Is the in#entory listing for devices
classified TOP SECRET or special .
category verified at least semiannually?.

Comments:

classified SECRET and below verified at . -
least annually?

Comments:

16. Is magnetic storage media being declass-
ified and disposed of as required by
Appendix C of OPNAVINST 5239.1A?

15. Is the inventory listing for devices :

Comments:

17. Are security incidents investigated to
determine their cause, and where possible,
the corrective action to be taken? x

Comments:

i8. iie ADP security incidents fully docu-
mented and properly reported?

Comments:

35
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SECTION I
ACTIVITY
| ¥ES NO  N/A
Has an ADP Security Program been established?
Comments:
Has an Activity ADP Security Plan (AADPSP) {;

been developed?

Comments:

Has the AADPSP been approved by the Naval Data
Automation Command (NAVDAC) Code 51?7

Comments:

Has the-Designated Approving Authority granted
activity accreditation?.

Comments:

Is the AADPSP updated as changes occur?

Comments:

Is there evidence that top-level management
Supports the ADP Security program through
Such requirements as security awareness

training, documented security procedures, etc.? >(

Comments:

Is the ADP security starf sufficient to support
the ADP Security Program?

Comments:




8.

lo0.

1l.

12.
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S

Has an ADP Security Officer (ADPSO) been
appointed in writing by the Commanding Officer? X

Comments:

Does the ADPSO have a strong technical back- ,
ground and experience in the administration of ~
ADP systems?

‘Comments:

Has the ADPSO received training oﬁ OPNAVINST
5239.1A? ‘

Comments:

Have the duties and responsibilities of the
ADPSO been defined in writing?

Comments:

Do the duties and responsibilities of the
ADPSO include:

a. Coordinating with the command security
manager on matters concerning ADP
security, in accordance with the security
organizational structure established by -
the Commanding Officer? &£

Comments:

b. Developing and maintaining an ADP Security \/
Plan (ADPSP)? .

Comments:

C. Ensuring that a Network Security Officer
(NSO) is appointed for networks which
are sponsored by the activity? :ﬁ_
-
Comments:
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d. Ensuring that ADP System Security.
Officers (ADPSSOs) are appointed in
writing where applicable?

Comments:

€. Ensuring that Terminal Area Security e B
Officers (TASOs) are appointed where ; X
applicable for each remote facility? FL

Comments:

f. Ensuring that an effective activity Risk
Management Program is implemented?

Comments:

g. Ensuring that all ADP security incidents
or violations are investigated, documented -~
and reported to appropriate authorities? ks

Comments:

h. Ensuring that Security requirements are
included in life cycle management docu-
mentation as prescribed in SECNAV
Instructions 5000.1A or 5231.1A as ,
appropriate? X

Comments:

i. Ensuring that all procurement documents
Oor specifications approved within the
activity comply with ADP security \/
requirements? A

Comments:

\ Ensuring the contracts (DD Form 254) include
statement(s) ensuring contractor compliance
with Navy ADP Security requirements? ;&

Comments:




13.

.Comments:
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YES
k. anuring'the development and testing
of all contingency plans? P &

Comments:

l. Ensuring the NAVAUDSVC is advised
of the development of an ADP system, -'-X/
as applicable? & .

m. Ensuring that accreditation documentation
is developed and maintained? 4

Comments:

n. Assisting the ADP security staff in
implementing their respective ADP security >(
requirements?

Comments:

O. Ensuring that applicable personnel security Y

Procedures are established? ,

Comments:

'P- Ensuring that Security Test and Evaluations |

(ST&Es) are conducted where applicable? X

If this activity sponsors a network:

a. Has a Network Security Officer (NSO)
been appointed in writing?

Comments:

b. Have the duties and responsibilities
Oof the NSO been defined in writing?

Comments:
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. YES .NO N/A
C. Do the duties and responsibilities g :
of the NSO include:

(1) Ensuring that countermeasures
and security requirements are
w : in the network design and that
2 individual nodes of the network
~ comply with these countermeasures
and requirements, prior to inter- \
; facing with the network? TEA S

Comments:

(2) Ensuring that security measures
and procedures used at network nodes

fully support the security integrity \/
of the network? \

Comments:

(3) Maintaining liaison with all

ADPSSOs in the network? /3 ‘
Comments:
(4) Ehsuring that all required 2
countermeasuers are utilized? \\;
Comments:

14. Are all ADP security viol&tion/incidents reported
to the ADPSO? )

Comments:

15. Do newly assigned ADP personnel receive briefings on:

a. ADP security procedures of the activity X

Comments:

b. Marking, handling and accountability of ;
- classified ADP information? X
Comments:
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c. Marking, handlxng and accountabllity
of ADP sensitive, unclassified
information?

Comments:

<

d. ADP emergency procedures?

Comments:

3
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SECTION II

~ SYSTEM
NAME OF SYSTEM: AENITH Y8 ()VE/Y)(S>

TYPE OF SYSTEM

Office Information System (01IS)

a. Has an Office Information System
Security Officer (0ISSO) been 4)(
appointed in writing?

Comments: :iSZD

b. Have the duties and.tesponsibilities
of the OISSO been defined in writing _
by the ADPSO? &

Comments:_w /(A MZML

c. Do the duties and responsibilities
aﬁ.thg 0ISSO include: k

coments:_SAmd A (A ALaVM L
(1) Being the focal point of all

security matters for the OIS ><,
systems assigned?

connents: DA (b [A QLo

(2) Executing the ADP Security
Program as it applies to
the assigned OIS systems
including preparing and
supporting the accreditation ><
support documentation?

Comments: M @ //Q* M}C

(3) Maintaining an inventory of all OIS
hardware, system software and major
functional appplication systems? - Zf

Comments:
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(4) Monitoring system activity (e.g.,
identification of the levels and
types of data handled by the OIS
systems, assignment of passwords,
review of audit trails, etc.) to
ensure compliance with security N
directives and procedures? :X;

Comments:

(5) Maintaining liaison with remote
facilities served by the OIS systems
to ensure compliance with applicable
security requirements?

Comments:

(6) Conducting and documenting risk
assessments for the assigned
OIS systems? XL

Comments;

(7) Supervising, testing and monitoring,

£ as appropriate, changes in the OIS
-system affecting the ADP activity
-posture? )(

Comments:

(8) Implementing appropriate counter-
measures required by directive or
determined cost effective? \(

Comments:

(9) Assisting the ADPSO in implementing
a comprehensive Activity ADP
Security Program? ><

Comments:

(10) Develéping and testing annual contingenc&i

plans for the assigned OIS systems?

Comments:
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Monitoring OIS procurements
for security impact to ensure
compliance with security
regulations and known security
-requirements for the assigned
OIS systems?

Comments:

d. If the OIS system has remote terminals:
(1) Have TASOs been appointed?

| Comments:

(2) Have the duties and responsibilities
of the TASOs been defined in writing? K

Comments:

(3) Do the duties and responsibilities
- of the TASO include:

(a) Serving as a single point of
- contact at his terminal area :;

TRy for the 0ISSs0?

Comments:

(b) Implementing and enforcing
all security requirements
established by the 0ISSO for
remote terminal areas? >L

Comments:

(c) Ensuring all countermeasures
for remote terminal areas )(
are in place?

Comments:

(d) Developing terminal security

procedures for OISSO approval? \/
.+

Comments:
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YES NO N/A
(e) Maintaining a current access -
list of remote devices? ;Z§
Comments:
(f) Reporting security abnormal-
ities to the OISSO or his
designated representative? ?fs
Comments:
() Returning to the OISSO products
that cannot be identified or
which contain extraneous data? 4)<
Comments:

(4) Have security requirements been agreed
to in writing between the host site and
remote device sites?

Comments:

ADP Systeﬁ

a. HaZ an ADP System Security Officer (ADPSSO)
been appointed in writing? ;5;

Comments:”

ADPSSO been defined in writing?

b. Have the duties and responsibilities of the ; :

Comments:

C. Do the duties and responsibilities of
the ADPSSO include:

(1) Being the focal point for all security
matters for the ADP systems assigned? ;z;

Comments:
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Enclosure (5)

10







Comments:

Comments:

Comments:

Comments:

Comments:

Comments:

(2)

S JUN 1987

¥ES
Executing the ADP Security
Program as it applies to the
assigned ADP systems including
Preparing and supporting the
accreditation support docu-
mentation? jg;

- - - bt S A

(3)

Maintaining an inventory of all
hardware, system software and
major functional application
systems?

(4)

Monitoring system activity (e.q.,
identification of the levels and
types of data handled by the ADP
Systems, assignment of passwords,
review of audit trails, etc.) to
ensure compliance with security
directives and procedures? E;;_

45)

Maintaining liaison with remote
facilities served by the ADP
Systems to ensure compliance
with applicable security re-
quirements?

(6)

Maintaining liaison with remote
facilities served by the ADP
System to ensure that a terminal
area security officer (TASO) is
designated by the served activity

where applicable?

(7)

Conducting and documenting risk
assessments for the assigned ADP
systems? &

11
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(8)

Comments:

¥YES  NO
Supervising, testing and mon-
itoring, as appropriate, changes
in the ADP system affecting the
ADP activity posture? ‘Jé;

(9)

Comments:

Implementing appropriate coun-
termeasures required by directive
or determined cost effective?

(10)

Comments:

Assisting the ADPSO in imple-
menting a comprehensive Activity

ADP Security Program?

(11)

Comments:

Developing and testing annual
contingency plans for the assigned
ADP systems?

= (12)

Comments:

Monitoring ADP procurements for
security impact to ensure compliance
with security regulations and known
security requirements for the assigned
ADP systems?

L

d. 1If the ADP system is a node of a network:

(1) Have security requirements been agreed
to in writing by the network DAA and

the ADP facility DAA of the network?

Comments:

RS

(2) Has an ADPSO been appointed in writing
for the node?

Comments:
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e. If the ADP system has remote terminals:

(1) Have Terminal Area Security Officers
(TASOs) been appointed? i o E;
Comments:
(2) Have the duties and responsibilities
of the TASOs been defined in writing? _2C
[

" Comments:

(3) Do the duties and responsibilities of
the TASO include:

(a) Serving as a single point of con-
tact at his terminal area for the /
ADPSSO0? x

Comments:

(b) Implementing and enforcing all secu-
rity requirements established by
= the ADPSSO for remote terminal
-- areas?

remote terminal areas are in-

(c) Ensuring all countermeasures for >{
place?

Comments:

(d) Developing terminal security pro- >(
cedures for ADPSSO approval?

Comments:

(e) Maintaining a current access list
Of remote devices?

Comments:

(f) Reporting security abnormalities
to the ADPSSO or his designated
representive? j*;

Comments:

13
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YES NO N/A

(g) Returning to the ADPSSO ADP prod-

ucts that cannot be identified or
which contain extraneous data? _2&
Comments:
(4) Have security requirements been agreed
to in writing between the host site
and remote device sites? ,lé;
Comments:
14
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SYSTEM ACCREDITATION

1. 1Is this system accounted for on the ADPSO's .
inventory?

P [
|

Comments:

2. Has a survey (Figure E-1 in OPNAVINST 5239.1
been completed on this system?

),

.
|
|

Comments:

3. Have security operating procedures been
developed for this system?

i
|
|

Comments:

4. Has the DAA determined if a risk assessment
is required? é

Comments:

5. If a risk assessment is required:

a. Has the risk assessment been performed?

Commentsz’
b. Do the ADPSO and ADPSSO maintain a
copy of the risk assessment? Z;

Comments:

c. Is the risk assessment kept updated and

repeated:
(1) At least every S5 years? ><‘
Comments:

(2) When any change is made to the
facility, ADP equipment, system
software or application software
which effects the overall ADP
security posture? /}(

Comments:

15 i
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(3) When any change is made in
operational configuration,
data sensitivity, or class-
ification level?

X

v

Comments:
(4) When any change is made which
appears to invalidate the
original conditions of accred- \%;
itation?
) B,
Comments:

Has a Security Test and Evaluation (ST&E) been

prepared (only for systems processing Level I

or II data) which is sufficiently comprehensive
to ensure thorough examination and exercising of
the system's security control features and pro-

10.

cedures and/or in combination, to determine
their effectiveness and reliability?

Comments: .

s

Has an. ST&E been performed to determine the
effectiveness of countermeasures employed in
maintaining the security of the system at an
acceptable level of risk?

Comments:

Do the ADPSO and ADPSSO maintain a copy of
the ST&E plan and results?

Comments:

Is a contingency plan for this system in
existence?

Comments:

Does the contingency plan, at a minimum,
address:

a. The actions required to minimize the impact

of a fire, flood, civil disorder, natural
disaster, or bomb threat?

Comments:

16
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12.

13,

" Comments:

NPPSSOEASTDIVINST 5239.1D

5 JUN 1967

YES NO
b. Backup procedures to conduct essential ADP
operational tasks after a disruption to
the primary ADP facility? K

Comments:

™~

Ce Recovéty procedures to permit rapid restora-
tion of the ADP facility following physical
destruction, major damage or loss of data?

Does the contingency operations plan provide for:

a. Local storage of tapes and punched cards

in the central computer facility in metal
or other fire retardant cabinets?

Comments:

b. Duplicate system tapes, startup decks, data
base save tapes, and site-unique application
program card files or tapes to be maintained
i a secure location removed from the centra
computer facility? ii&

Comments:-
¢. Identification of an alternate site con-
taining compatible equipment? Zg
Comments:
d. Destruction or safeguarding of classified
material in the central computer facility
in the event that the facility must be
evacuated? g ;
Comments:
Has the contingency Plan been tested during the
past year? _2<

Comments:

Do the ADPSO and ADPSSO maintain a copy of the
Contingency Plan? ;;ﬁ_

Comments: I

17
Attachment (A) to
Enclosure (5)






NPPSSOEASTDIVINST 5239.1D

5 JUN 1987

'14. Do the ADPSO and ADPSSO maintain a copy of the
Contingency Plan Test and Evaluation Report? ¢X;

Comments:

18
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HUMAN RESOURCES SECURITY

1. Do all personnel having unescorted
access to the system possess a
clearance and a need-to-know equal
to or higher than the highest class-
ification and all categories of data ><
being processed?

-]

_Comments:
2. Is an access roster maintained at each

entry point to the central computer

facility and remote terminal area? f;

Comments:

3. Are escort procedures established for
controlling visitors to the central
computer facility and remote terminal
areas? 7k

Comments:

a.- Are all potential escorts properly \7<
briefed on their responsibilities?

Comments:

b. 1Is a record of all visitors
maintained for 12 months? 42&

Comments:

4. During operational hours is the central
computer facility manned by at least
two cleared personnel? ﬁf\

Comments:

5. Are all unescorted maintenance personnel
cleared for the highest level and all
restrictive categories of classified
information in the system? ;éb

Comments:

19
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YES
6. Are escorts provided for maintenance per-
sonnel who are not appropriately cleared? ¢Z:

Comments:
7. Are escorts technically competent to
review the maintenance work performed? }g;

Comments:

8. Are procedures to delete and add per-
sonnel to access lists implemented, in-
cluding the notification of all concerned
ADP security officials? Z;

Comments:

20
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PHYSICAL SECURITY

l. Does the computer facility meet the
following requirements?

a. Is the system operated within
the manufacturer's optimum
temperature and humidity range
specifications? | ﬁ(

Comments:

b. Are environmental systems dedicated
to the computer facility?

Comments:

c. Are environmental controls regulated
by key designated personnel only?

Comments:

d. Is a temperature/humidity recording

— instrument installed to monitor

the system area?

Comments:

(1) 1Is the temperature/humidity
instrument connected to an
alarm to warn of near-limit
conditions?

Comments:

e. Is there adequate lighting? #

Comments:

f. 1Is there emergency lighting?

Comments: g g

X

g. Are periodic checks made of the
emergency lighting?

Comments:

X

21
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YES NO N/A
h. Is electrical power reliable? X; ‘
Comments:
35 Are there voltage regulators or
other electronic devices to pre-
vent serious power fluctuations? ZS
Comments:
g " Is there an uninterruptible power
source for the facility? :Z;
Comments:
k. Are cleaning procedures and schedules

established and adhered to?

Comments:

during cleaning operations?

Comments:

m. . Is the facility overhead free of
— steam and water pipes?

1. Is an ADP representative present ;E

Comments:

n. Are plastic sheets available to pro-
tect the system from water damage? &

Comments:
o. Is there a facility fire bill? 4)<
Comments: .
P. Are emergency exits clearly marked? )Q
Comments: '
q. Do employees receive periodic
training in the following areas:
(1) Power shut down and start
up procedures? i L G e
Comments:
22
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NPPSSOEASTDIVINST 5239.1D

5 JUN 1987 -

Operation of emergency power?

Comments:

Operation of fire detec-
tion and alarm system?

Comments:

Operation of fire sup-
pression equipment? if\

Comments:

Building evacuation procedures? é

£ Is there a master power switch to
all ADP equipment?

Comments:

&z Is the master power switch located
3 “‘near the main entrance of the ADP
:area?

Comments:

t. Is the master power switch adequately
labeled to prevent accidental shut
off?

Comments:

u. If the system processes critical appli-
cations, is there a sequential shut
down routine?

Comments:

v. Is there a sufficient number of '
portable fire extinguishers? Z;

Comments:

Attachment (A) to
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we.

Comments:

Is there a central fire suppression
system?

Comments:

Is there automatic smoke/fire
detection equipment?

y.

Comments:

Does the smoke/fire detection equip-
ment activate an alarm at the near-
est fire station?

z.

Comments:

Are there warning signs posted out-
side tape vaults and other magnetic
storage areas to warn fire fighters
of toxic fumes?

aa.

Comments:

If the facility does not operate
24-hours, is there a gquard force
employed after hours and on week-
ends?

bb.

Comments:

Is the guard force briefed on
emergency procedures?

ccC.

Comments:

Is the guard force provided
with an emergency recall bill?

dd.

Comments:

Are physical access controls imple-
mented to prevent unauthorized entry
into the computer facilities and
remote terminal areas?

24
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5 JUN 1987
¥ES NO N/A
ee. Are visitor control procedures :
in place? .z; — —

Coqments:

L. Are positive personnel identification
measures (e.g., badge system, finger-
prints) in place? 4)(

Comments:

25
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. F. COMMUNICATIONS SECURITY

1. Do all communications links between remote
terminal areas and the central computer
facility meet the requirements for the
transmission of the highest classification
and for all categories of data which are \f;
contained in the system? el

Comments:
2. Are all remote terminals uniquely identified :
when accessing the host? %

Comments:

3. Are all dial-up terminals disabled from
connection to the central computer facil-
ity during classified processing %(
periods? £

Comments:

Attachment (A) to

|

|
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G. EMANATIONS SECURITY

1. 1If the ADP system processes Level I data:

a. Has a TEMPEST vulnerability
assessment been requested?

Comments:

b. Has a TEMPEST vulnerability

assessment been performed? A

Comments:

(1) Does it represent the current
equipment configuration?

Comments:
Cs Are all changes, repairs, and modi-
fications to TEMPEST certified ADPE
controlled so that equipment emana-
tion characteristics are not
- altered? ﬁ(

Comments: -

o b
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HARDWARE SECURITY

1. Is the site SOP manual used for configu-
ring system hardware?

Comments:

S

2. Are switch settings for each hardware unit
specified for each system?

- Comments:

s

3. Are scheduled maintenance activities mon-
itored to ensure proper reliability and
performance? } ?&_

Comments:

4. Are periods of down time verified? £=

Comments:

o

28
Attachment (A) to
Enclosure (5)






NPPSSOEASTDIVINST 5239.1D

O JUN 1987

SOFTWARE SECURITY

1. 1Is the authenticity of the operating
System or executive software verified
by comparing the registry or shipment
number of the software package with
that contained in record communications
from the originator?

Comments:

2. Prior to operational use of any new
system release, does the ADPSSO conduct
sufficient testing to verify that
the system meets the documented and
approved security specifications?

Comments:

+<

3. Are testing and debugging of new releases
performed during dedicated time in a
controlled environment?

Comments:

4. Are Sll site-unique patches tested by
System software personnel?

Comments:

5. Is a log of all system patches main-
tained and monitored by the ADPSSO?

Comments:

6. Are all modifications to the operating
System cross-checked by two appropriately
cleared operating system programmers?

Comments:

7. Are startup procedures executed as
described in the site SOP manual?

Comments:

29

Attachment (A) to
Enclosure (5)






NPPSSOEASTDIVINST 5239.1D

S JUN 1987

8. Are system tapes identified in a unique
manner to distinguish them from
non-system tapes? Jﬁh

Comments:

9. Are system tapes protected to the
highest classification and for all
restrictive categories of data which the
central system is processing or storing
online? 2&_

Comments:

10. Has a method to control access to system
tapes or disks been developed and approved
by the ADPSSO0?

Comments: ]
11. Is the ADPSSO informed of all unauthor- :
ized requests for system tape access? ;z;

Comments:

12. Are system module source listings made
available to site personnel only on a
need-to-know basis and are the listings :
physically protected as FOUO? jf;_

Comments:

13. Has each individual user been assigned a
unique user identification and password
which has been randomly, machine generated?

Comments:

1l4. Is a password changed:

a. Whenever an individual knowing a
log-on password is transferred, dis-
charged, reassigned or the individual's
security clearance is reduced, suspended),
or removed by proper authority?

Comments:

30
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YES NO N/A

b. Whenever a password or record of pass-
word has been compromised, or is
suspected of being compromised? \Y(
Comments:
e At least annually? 2&
Comments:

15. Is removable media controlled at the highest
level of data processed and restricted to
users cleared for that level?

Comments:

16. When no longer needed, are data purged
or declassified?

Comments:

17. Does an audit record identify the reason
for system shutdown or crash?

<1 b LBl
|
|

Commernts:--

18. Are system dumps taken following a

system crash? ﬁ

Comments:
19. Are system dumps reviewed by the ADPSSO

or site analyst? )(
Comments:
20. Is all memory purged between periods

processing? ><
Comments:

2l. Are security specifications coordinated by
site management prior to approval of appli-

cation software development and main-
tenance? )Q
Comments:
31
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YES

22. Are application software design reviews con-
ducted, documented, and maintained as official
records of the site?

Comments:

releases conducted?

Comments:

24. If operational user files are required
for testing, are only copies of the
files used?

23. Are system tests of new application lfl

Comments:

| o
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YES NO N/A

ADMINISTRATIVE SECURITY

l. Are effective procedures for limiting
access to the system and its data estab-
lished and implemented?

Comments:

2. Does the ADPSSO maintain a current roster
of all personnel authorized access to the
system?

Comments:

3. Does the ADPSSO control the distribution of
passwords?

o e i 2
|
|

Comments:

4. Are log-on passwords for unclassified systems
marked For Official Use Only (FOUOQ)?

b
|
|

Comme_n ts:

5. Are working papers containing classified
information marked with:

a. Date of creation? x
Comments:
b. Highest classification of any infor- ><
mation contained in the product?

Comments:

6. Are printed listings containing classified
information marked with the security classi-
fication on the top and bottom of each
page? \Z

Comments:

7. Are microfilm and microfiche conspicuously
marked on the microform media or its
container with the overall security classi- 4X
fication so as to be readable with unaided eye?

Comments:

33
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i

8. Are all ADP storage devices externally
marked with:

a. The overall security classification?

Comments:

b. Special access restrictions?

.Comments:

C. A permanently assigned identi-
fication/control number?

e f AR I

Comments:

9. Do magnetic tapes have a gummed label
affixed containing:

a. Tape classification/declassification?

Comments:

b;? Tape identification control number?

Comments:

1

10. Are removable disk packs marked with the
same information required for magnetic
tapes?

Comments:

1l. Are customers responsible for reviewing
and verifying the actual classification of
the product?

Comments:

12. Are effective procedures for protecting
personal and other unclassified sensitive
data established and implemented?

Comments:

13. Have procedures for maintaining an inven-
tory of all removable magnetic storage
devices been established?

Comments:
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YES NO N/A

l4. Is the inventory listing for devices
classified TOP SECRET or special ;
category verified at least semiannually? X

Comments:

15. Is the inventory listing for devices
classified SECRET and below verified at .
least annually? ﬂzg

Comments:

16. Is magnetic storage media being declass-
ified and disposed of as req<ns1:XMLFault xmlns:ns1="http://cxf.apache.org/bindings/xformat"><ns1:faultstring xmlns:ns1="http://cxf.apache.org/bindings/xformat">java.lang.OutOfMemoryError: Java heap space</ns1:faultstring></ns1:XMLFault>