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PROTECTING MOBILE PRIVACY: YOUR
SMARTPHONES, TABLETS, CELL PHONES
AND YOUR PRIVACY

TUESDAY, MAY 10, 2011

U.S. SENATE,
SUBCOMMITTEE ON PRIVACY, TECHNOLOGY, AND THE LAW,
COMMITTEE ON THE JUDICIARY,
Washington, DC.

The Subcommittee met, pursuant to notice, at 10:08 a.m., in
Room SD-226, Dirksen Senate Office Building, Hon. Al Franken,
Chairman of the Subcommittee, presiding.

Present: Senators Franken, Leahy, Schumer, Whitehouse,
Blumenthal, and Coburn.

OPENING STATEMENT OF HON. AL FRANKEN, A U.S. SENATOR
FROM THE STATE OF MINNESOTA

Senator FRANKEN. This hearing will come to order, and it is my
pleasure to welcome all of you to the first hearing of the Senate Ju-
diciary Subcommittee on Privacy, Technology, and the Law. I am
sorry that everyone was not able to get into the room, into the
hearing room, but we are streaming live on C—SPAN, thankfully,
and we thank C—SPAN for that.

I would like to turn it over to Chairman Leahy and thank you,
sir, for creating this Subcommittee and giving me the opportunity
to lead it.

The Chairman has a long track record on protecting privacy, and
I am honored to join him in this effort.

Mr. Chairman.

STATEMENT OF HON. PATRICK J. LEAHY, A U.S. SENATOR
FROM THE STATE OF VERMONT

Chairman LEaHY. Well, thank you, Senator Franken, and I want
to commend you for holding what is a very timely hearing on the
privacy implications of smartphones and other mobile applications.

This is actually the first hearing for the new Subcommittee on
Privacy, Technology, and the Law, and so I thank Senator Franken
for his dedicated leadership on consumer privacy issues as Chair-
man of the Subcommittee. And I thank Dr. Coburn for his commit-
ment to such issues, too, and I appreciate the both of them working
together on this.

Throughout the three decades I have been in the Senate, I have
worked to safeguard the privacy rights of all Americans. Ensuring
that our Federal privacy laws accomplish this goal—while at the
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same time addressing the needs of both law enforcement and
America’s vital technology industry—has been one of my highest
priorities as Chairman of the Senate Judiciary Committee. That is
why I decided to establish this new Privacy Subcommittee and was
delighted when Senator Franken said he would be willing to chair
it. It is also why I am working to update the Electronic Commu-
nications Privacy Act—ECPA.

Now, the digital age can do some wonderful, wonderful things for
all of us, but at the same time, American consumers and busi-
nesses face threats to privacy like no time before. With the explo-
sion of new technologies, such as social networking sites,
smartphones, and other mobile applications, there are, of course,
many new benefits to consumers. But there are also many new
risks to their privacy.

Like many Americans, and certainly in Vermont where we cher-
ish our privacy, I am deeply concerned about the recent reports
that the Apple iPhone, Google Android phone, and other mobile ap-
plications may be collecting, storing, and tracking user location
data without the user’s consent. I am also concerned about reports
that this sensitive location information may be maintained in an
unencrypted format, making the information vulnerable to cyber
thieves and other criminals.

In an interview this morning, I heard somebody from the indus-
try speaking about how this can be a very valuable thing to them,
being able to sell information to various industries for advertising
purposes and the amount of money they may make on that. Of
course, they are charging the consumer for the use of the phones,
and they will then make money from that. When I raised that
point, they said they can make them aware of products that might
be in the location they go. I said, “Great, we all love to get a whole
lot more unsolicited ads.” So it is more of a one-way street, I think.

A recent survey commissioned by the privacy firm TRUSTe found
that 38 percent of American smartphone users surveyed identified
privacy as their No. 1 concern with using mobile applications.

And they have good reason to be concerned. The collection, the
use, and the storage of location and other sensitive personal infor-
mation has serious implications regarding the privacy rights and
personal safety of American consumers.

This hearing provides a good opportunity for us to talk about this
and examine these pressing privacy issues and to learn more about
it. I am pleased that representatives from the Department of Jus-
tice and the Federal Trade Commission are here to discuss the ad-
ministration’s views on the privacy implications. I am also pleased
that representatives from Google and Apple will address the pri-
vacy implications of their smartphones, their tablets, and other mo-
bile applications.

And I welcome the bipartisan support on the Committee for ex-
amining these important consumer privacy issues, and I look for-
ward to a productive discussion.

Again, Senator Franken and Senator Coburn, I thank you both
for holding this hearing.

Senator FRANKEN. Well, thank you again, Mr. Chairman, for this
opportunity. I really want to just express my pleasure in working
with the Ranking Member of this Committee, Senator Coburn, and
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thank you for your friendship and for working on these critical
issues.

Now, before we turn to the business of today’s hearing, I want
to take a moment to explain what I think the Subcommittee is
about and where we are headed. To me, this Subcommittee is about
addressing a fundamental shift that we have seen in the past 40
or 50 years in who has our information and what they are doing
with it.

When I was growing up, when people talked about protecting
their privacy, they talked about protecting it from the Government.
They talked about unreasonable searches and seizures, about keep-
ing the Government out of our families, out of our bedrooms. They
talked about “is the Government trying to keep tabs on the books
I read and the rallies I attend.”

We still have to protect ourselves from Government abuses, and
that is a big part of the digital privacy debate. But now we also
have relationships with large corporations that are obtaining and
storing increasingly large amounts of our information. And we have
seen the growth of this whole other sphere of private entities whose
entire purpose is to collect and aggregate information about each
of us.

While we are familiar with some of these entities, the average
person is not remotely aware of most of them. I bet that two
months ago if you stopped a hundred people on the street and
asked them, “Have you ever heard of Epsilon?” one hundred of
them would have said no. I certainly had not. But suddenly, when
people started getting emails in their box telling them, “Your infor-
mation has been compromised,” you bet they wanted to know who
Epsilon was.

Now, do not get me wrong. The existence of this business model
is not a bad thing. In fact, it is usually a great thing. I love that
I can use Google Maps—for free, no less—and the same for the app
on my iPad that tells me the weather. But I think there is a bal-
ance we need to strike, and this means we are beginning to change
the way we think about privacy to account for the massive shift of
our personal information into the hands of the private sector, be-
cause the Fourth Amendment does not apply to corporations; the
Freedom of Information Act does not apply to Silicon Valley. And
while businesses may do a lot of things better than the Govern-
ment, our Government is at least, by definition, directly account-
able to the American people.

Let me put it this way: If it came out that the DMV was creating
a detailed file on every single trip you had taken in the past year,
do you think they could go one whole week without answering a
single question from a reporter?

Now, this is not a new trend, and I am hardly the first person
to notice it. Twenty-five years ago, a Senator named Patrick Leahy
wrote and passed a law called the Electronic Communications Pri-
vacy Act, which talked a lot about government but which also con-
tained commercial disclosure provisions. In 1996, Congress passed
a law protecting the privacy of medical records. In 1998, we passed
a law protecting children’s privacy, and in 1999, we passed a law
protecting financial records. So we have some protections here and
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there, but we are not even close to protecting all of the information
that we need to.

I believe that consumers have a fundamental right to know what
data is being collected about them. I also believe they have a right
to decide whether they want to share that information and with
whom they want to share it and when. I think we have those rights
for all of our personal information.

My goal for this Subcommittee is to help Members understand
the benefits and privacy implications of new technology, to educate
the public, to raise awareness, and, if necessary, to legislate and
make sure that our privacy protections are keeping up with our
technology.

Now, today in this hearing we are looking at a specific kind of
really sensitive information that I do not think we are doing
enough to protect, and that is data from mobile devices:
smartphones, tablets, and cell phones. This technology gives us in-
credible benefits. Let me say that. Let me repeat that. This tech-
nology gives us incredible benefits. It allows parents to see their
kids and wish them good night even when they are halfway around
the world. It allows a lost driver to get directions, and it allows
emdergency responders to locate a crash victim in a matter of sec-
onds.

But the same information that allows those responders to locate
us when we are in trouble is not necessarily information all of us
want to share all the time with the entire world. And yet reports
suggest that the information on our mobile devices is not being pro-
tected in the way that it should be.

In December, an investigation by the Wall Street Journal into
101 popular apps for iPhone and Android smartphones found that
47 of those apps transmitted the smartphones’ location to third-
party companies, and that most of them did this without their
user’s consent.

Three weeks ago, security researchers discovered that iPhones
and iPads running Apple’s latest operating system were gathering
information about users’ locations up to a hundred times a day and
storing that information on the phone or tablet and copying it to
every computer that the device is synced to.

Soon after that, the American public also learned that both
iPhones and Android phones were automatically collecting certain
location information from users’ phones and sending it back to
Apple and Google, even when people were not using locating appli-
cations.

In each of these cases, most users had no idea what was hap-
pening, and in many of these cases, once users learned about it,
they had no way to stop it. These breaches of privacy can have real
consequences for real people.

A Justice Department report based on 2006 data shows that each
year over 26,000 adults are stalked through the use of GPS devices,
including GPS devices on mobile phones. That is from 2006 when
there were a third as many smartphones as there are today. And
when I sent a letter to Apple to ask the company about its logging
of users’ locations, the first group to reach out to my office was the
Minnesota Coalition for Battered Women. They asked, “How can
we help? Because we see case after case where a stalker or an abu-
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sive spouse has used the technology on mobile phones to stalk or
harass their victims.”

But it is not just stalking. I think today’s hearing will show that
there is a range of harms that can come from privacy breaches, and
there is also the simple fact that Americans want stronger protec-
tions for this information.

But as I have started to look into these issues in greater depth,
I have realized that our Federal laws do far too little to protect this
information. Prosecutors bringing cases under the Federal anti-
hacking law often rely on breaches of privacy policy to make their
case, but many mobile apps do not have privacy policies, and some
policies are so long and complicated that they are almost univer-
sally dismissed before being read.

In fact, once the maker of a mobile app, a company like Apple
or Google or even your wireless company, gets your location infor-
mation, in many cases under current Federal law these companies
are free to disclose your location information and other sensitive in-
formation to almost anyone they please without letting you know.
And then the companies they share your information with can
share and sell it to yet others—again, without letting you know.

This is a problem. It is a serious problem. And I think that is
something the American people should be aware of, and I think it
is a problem we should be looking at.

Before I turn it over to the distinguished Ranking Member, I just
wanted to be clear that the answer to this problem is not ending
location-based services. No one up here wants to stop Apple or
Google from producing their products or doing the incredible things
that you do. And I thank you for testifying. You guys are brilliant.
When people think of the word “brilliant,” they think of the people
that founded and run your companies. No. What today is about is
trying to find a balance between all of those wonderful benefits and
the public’s right to privacy. And I, for one, think that is doable.

Now I will turn the floor over to my friend, the Ranking Member,
Senator Coburn, for his opening remarks.

[The prepared statement of Senator Leahy appears as a submis-
sion for the record.]

STATEMENT OF HON. TOM COBURN, A U.S. SENATOR FROM
THE STATE OF OKLAHOMA

Senator COBURN. Thank you, Mr. Chairman. I will be brief. I just
wanted you to know, that weather app that you have on your
phone sends me the location of all the meetings you attend, so just
be forewarned.

Senator FRANKEN. That makes me very frightened.

[Laughter.]

Senator COBURN. I will thank our witnesses for being here today,
both our government witnesses and our outside witnesses. Trans-
parency in what we do in government and outside of government,
when it is not fiduciary and when it is not proprietary, is important
for the American people, as is the issue of privacy. And rather than
making the decision on what needs to change, I think we need a
whole lot more information and knowledge in terms of those of us
on the legislative side before we come to conclusions about what
should be or needs to be done.
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So I am looking forward to our witnesses’ testimony, and with
that, I will shorten this up and rather would hear from our wit-
nesses rather than to continue to propound from the dais.

Senator FRANKEN. Thank you. I think we will begin our first
panel now, and I want to introduce them.

We have Jessica Rich. She is Deputy Director of the Bureau of
Consumer Protection at the Federal Trade Commission. She has
served as an Assistant Director in the Federal Trade Commission’s
Bureau of Consumer Protection since 1998, first in the Division of
Financial Practices and now in the Division of Privacy and Identity
Protection. She previously served as legal adviser to the Director
of the Bureau of Consumer Protection. She received her law degree
from New York University and her undergraduate degree from
Harvard University.

Jason Weinstein is the Deputy Assistant Attorney General for
the Criminal Division of the U.S. Department of Justice. Before
joining the Criminal Division, Mr. Weinstein served as the Chief of
the Violent Crimes Section in the U.S. Attorney’s Office for the Dis-
trict of Maryland. He was also an Assistant U.S. Attorney in the
U.S. Attorney’s Office for the Southern District of New York. Mr.
Weinstein attended Princeton University and George Washington
University Law School, and I understand that your wife is very
pregnant and that you may have to leave during your testimony or
during Ms. Rich’s testimony, and as Chairman, that will be fine if
you have to leave.

[Laughter.]

Senator FRANKEN. Ms. Rich.

STATEMENT OF JESSICA RICH, DEPUTY DIRECTOR, BUREAU
OF CONSUMER PROTECTION, FEDERAL TRADE COMMIS-
SION, WASHINGTON, DC

Ms. RicH. Chairman Franken, Ranking Member Coburn, Chair-
man Leahy, and Members of the Subcommittee—let me turn on the
microphone. That would help.

Senator FRANKEN. Yes.

Ms. RicH. I am Jessica Rich, Deputy Director of the Federal
Trade Commission’s Bureau of Consumer Protection. I appreciate
this opportunity to present the Commission’s testimony on mobile
privacy.

The FTC is the Nation’s consumer protection agency, and privacy
has been an important component of our mission for 40 years. Dur-
ing this time, the Commission has employed a variety of strategies
to protect consumer privacy, including law enforcement, regulation,
outreach to consumers and businesses, and policy initiatives. Just
as we have protected consumer privacy in the brick-and-mortar
marketplace, on the phones, on email, on mail, and on the Internet,
we are committed to protecting privacy in the rapidly growing mo-
bile arena.

To ensure the Commission staff has the technical and practical
ability to engage in law enforcement and inform policy development
in the mobile space, the Commission has hired technologists to
work as FTC staff. The agency also has created a mobile lab with
numerous smartphone devices on various platforms and carriers as
well as software and other equipment to collect and preserve evi-
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dence. In addition, Commission staff have explored the key mobile
consumer protection issues through workshops and reports.

What is clear from our work in this area is that the rapid growth
of mobile products and services creates many opportunities for con-
sumers, but also raises serious privacy concerns. These concerns
stem from the always-on, always-with-you personal nature of mo-
bile devices; the invisible collection and sharing of data with mul-
tiple parties; the ability to track consumers, including children and
teens, to their precise location; and the difficulty of providing
meaningful disclosures and choices about data collection on the
small screen.

Law enforcement is, of course, critical to our consumer protection
mission. The FTC’s primary law enforcement tool, the FTC Act,
prohibits unfair or deceptive practices. This law applies regardless
of whether a company is marketing offline, through your desktop
or telephone, or using a mobile device.

In the Commission’s testimony, we described four recent FTC
cases brought under the FTC Act that address practices in the mo-
bile arena. Two of these cases against two of the largest players in
the mobile ecosystem, Google and Twitter, highlight the FTC’s ef-
forts to challenge deceptive claims that undermine consumers’
choices about how their information is shared with third parties.

In Google, the Commission alleged that the company deceived
consumers by using information collected from Gmail users to gen-
erate and populate a new social network, Google Buzz. The Com-
mission’s proposed settlement contains strong injunctive relief, in-
cluding independent audits of Google’s privacy policies and proce-
dures lasting 20 years, that protects the privacy of all Google cus-
tomers, including mobile users.

In Twitter, the Commission charged that serious lapses in the
company’s data security allowed hackers to take over Twitter’s ac-
counts and gain access to users’ private tweets as well as their non-
public mobile phone numbers. As in Google, the Commission’s
order protects data that Twitter collects through mobile devices
and requires independent audits of Twitter’s practices in this case
for 10 years. If either company violates its order, the Commission
may obtain civil penalties of $16,000 per violation.

Similarly, in our ongoing Phil Flora litigation, the Commission
obtained a temporary restraining order against a defendant who al-
legedly sent five million unsolicited text messages to the mobile
phones of U.S. consumers. And in the Reverb case, the Commission
alleged that a public relations company planted deceptive endorse-
ments of gaming applications in the iTunes mobile app store.

The Commission’s public law enforcement presence in the mobile
arena is still at a relatively early stage, but we are moving forward
rapidly and devoting resources to keep pace with developing tech-
nologies. Commission staff have a number of mobile investigations
in the pipeline, including investigations related to children’s pri-
vacy on mobile devices. I anticipate that many of these investiga-
tions will be completed in the next few months, and any complaints
or public statements will be posted on our website, FTC.gov.

I want to emphasize that while the mobile arena presents new
methods of data collection and new technologies, many of the pri-
vacy concerns build on those the FTC has been dealing with for 40
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years. At bottom, it is all about ensuring that consumers under-
stand and can control data collection and sharing and that their
data does not fall into the wrong hands. The FTC has the author-
ity, experience, and strong commitment to tackle these issues.

In closing, the Commission is committed to protecting consumer
privacy in the mobile sphere through law enforcement and by
working with industry and consumer groups to develop workable
solutions that protect consumers while allowing innovation. I am
happy to answer any questions.

[The prepared statement of Ms. Rich appears as a submission for
the record.]

Senator FRANKEN. Thank you, Ms. Rich.

Mr. Weinstein.

STATEMENT OF JASON WEINSTEIN, DEPUTY ASSISTANT AT-
TORNEY GENERAL, CRIMINAL DIVISION, U.S. DEPARTMENT
OF JUSTICE, WASHINGTON, DC

Mr. WEINSTEIN. Thank you, Mr. Chairman. I have asked the
baby to stay put until after about 11:30, which will probably be the
last time it ever listens to anything I say.

Good morning, Chairman Franken, Ranking Member Coburn,
and Members of the Subcommittee, and I thank you for the oppor-
tunity to be here today.

Over the last decade, we have witnessed an explosion of mobile
computing technology. From laptops and cell phones to tablets and
smartphones, Americans are using more mobile computing devices,
more extensively, than ever before. We can now bank and shop and
conduct business and socialize remotely with our friends and loved
ones instantly almost anywhere. And now more than ever, the
world is almost literally at our fingertips.

But in ways that we do not often think about, what we say and
write and do with these mobile devices can be open to the world.
And as the use of mobile devices continues to grow, these devices
are increasingly tempting targets for identity thieves and other
criminals.

So as these devices increase our connectivity, our productivity,
and our efficiency, they also pose potential threats to our safety
and our privacy, and those threats fall into at least three very dif-
ferent categories.

The first category is the threats posed by cyber criminals, iden-
tity thieves, cyber stalkers, and other criminals who seek to misuse
the information that is stored in or generated by our mobile devices
to facilitate their crimes. From around the corner or around the
globe, skilled hackers work every single day to access the computer
systems and the mobile devices of government agencies, univer-
sities, banks, merchants, and credit card companies to steal large
volumes of personal information, to steal intellectual property, and
to perpetrate large-scale data breaches that leave tens of millions
of Americans at risk of identity theft.

In addition, some of these cyber criminals seek to infect the com-
puters in our homes and our businesses with malicious code to
make them part of a botnet, a network of compromised computers
under the remote command and control of a criminal or a foreign
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adversary who can capture every keystroke, every mouse click,
every password, credit card number, and email that we send.

Smartphones and tablets are, in a very real sense, mobile com-
puters, and the line between mobile devices and personal com-
puters is shrinking every day. So these devices provide yet another
computing platform for cyber criminals to target for botnets and in-
fection by malicious code.

Unfortunately, Americans who are using infected computers and
mobile devices are suffering from an extensive, pervasive invasion
of their privacy at the hands of these criminals almost every single
time they turn on their computers. One of the Department of Jus-
tice’s core missions is protecting the privacy of Americans and pros-
ecuting the criminals who threaten and violate that privacy.
Through the dedication and skill of our prosecutors and our agents,
we have had a number of major enforcement successes, including
most recently the operation in Connecticut to successfully disrupt
the Coreflood botnet, which was believed to have infected over two
million computers worldwide.

As mobile devices become more prevalent and as they store more
and more personal information about their users, we should expect
that they will be increasingly targeted by criminals. It is critical,
therefore, that law enforcement has the necessary tools to inves-
tigate and to prosecute those crimes, which are crimes against the
privacy of all Americans.

The second category of threats to our privacy comes from the col-
lection and disclosure of location information and other personal in-
formation by the providers themselves, including app providers.
These situations may or may not be appropriate for criminal inves-
tigation and prosecution. It all depends on the circumstances. Some
may best be addressed through regulatory action. And as we evalu-
ate these matters, we must carefully consider the clarity and the
scope of privacy policies and other user agreements that govern the
relationship between providers and their customers.

The third category of threats comes from criminals who use mo-
bile devices to facilitate all sorts of their own crimes, from tradi-
tional cyber crimes like identity theft to violent crimes like kidnap-
ping and murder. As technology evolves, it is critical that law en-
forcement be able to keep pace. Law enforcement must be able to
get the data it needs to investigate and prosecute these crimes suc-
cessfully and to identify the perpetrators—what we used to call
“putting fingers at the keyboard,” and which I guess we should now
call “putting fingers on the touchpad.”

This kind of identification is already a challenge in cases involv-
ing more traditional computers where data critical to investigations
of cyber criminals and child predators and terrorists and other ma-
licious actors has too often been deleted by providers before law en-
forcement can obtain it through a lawful process. That challenge is
even greater in cases involving mobile devices. Although we in-
creasingly encounter suspects who use their smartphones and tab-
lets just as they would a computer, many wireless providers do not
maintain the records necessary to trace an IP address back to a
suspect’s smartphone. Those records are an absolutely necessary
link in the investigative chain that leads to the identification of a
particular suspect.
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I thank you for the opportunity, Mr. Chairman, to discuss some
of the challenges the Department sees on the horizon as Americans’
use of smartphones and tablets continues to grow and how the De-
partment works every day to protect the privacy of users of com-
puters and mobile devices. We look forward at the Department of
Justice to continuing to work with the Congress as it considers
these issues, and I would be pleased to answer your questions.

[The prepared statement of Mr. Weinstein appears as a submis-
sion for the record.]

Senator FRANKEN. Thank you. Thank you both.

Ms. Rich, in the FTC’s December 2010 Consumer Privacy Report,
the Commission states that certain kinds of information are so sen-
sitive that before any of this data is collected, used, or shared, com-
panies should seek “express affirmative consent” from a customer.
You identify four categories of data that are this sensitive: informa-
tion about children, financial information, medical information, and
precise geolocation data.

First of all, why does the FTC think that before a company gets
or shares your location information, they should go out of their way
to get your consent?

Ms. RicH. We identified those four categories because misuse of
that kind of data can have real consequences for consumers. So in
the case of location data, as you mentioned and your colleagues
mentioned, it can lead to—if it falls into the wrong hands, it can
be used for stalking. Teens and children have a lot of mobile de-
vices, and so we are often talking about teen and children informa-
tion and their location.

Location cannot just tell you where a person is at a particular
time. If it is collected over time, you can also know what church
somebody has gone to, what political meeting they have gone to,
when and where they walk to and from school. So that is sensitive
data that requires special protection.

Senator FRANKEN. Thank you.

Mr. Weinstein, let me ask you a related question. When I use my
smartphone, a lot of people can and do get a hold of my location,
my wireless company, companies like Apple and Google, as well as
the mobile apps that I have on my phone. My understanding, Mr.
Weinstein, is that in a variety of cases under current Federal law,
each of those entities may be free to disclose my location to almost
anyone that they please without my knowing it and without my
consent. Is that right?

Mr. WEINSTEIN. That is right, Mr. Chairman. The statute, ECPA,
that you made reference to that Chairman Leahy wrote 25 years
ago does provide in those instances in which it covers the pro-
vider—and that is a separate question. It places a great deal of re-
strictions on the ability of providers to share that information with
the Government, but virtually no legal restriction on providers’
ability to share that with other third parties.

There may be specific types of restrictions if you are talking
about data other than location, like health care data, that may be
covered by other particular privacy laws. But if you are talking
about location data, then there is no legal restriction.

If the company is not covered by ECPA, that is, it is not consid-
ered to be an electronic communications service provider or a pro-
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vider of remote computing service, then there is no restriction at
all. The company is free to share it with whoever they want.

Senator FRANKEN. Mr. Weinstein, one of the defining features of
the mobile market is that you have a lot of different entities—app
developers, advertisers, companies like Apple and Google—that are
amassing large amounts of information about users.

Outside of any assurances that they make to their customers or
the requirements of financial records laws, do the companies in this
sphere have to meet certain data security standards? In other
words, what is to prevent them from getting hacked?

Mr. WEINSTEIN. I am not aware, Mr. Chairman, of any legal re-
quirement that a company that is in possession of your personal
data—whether we are talking about location data or financial data
or other data about your use of what you do online—secure that
data in any particular way. My understanding is that that is essen-
tially a decision made by the company based on its own business
practices and its assessment of risk.

This relates to one of the arguments that you often hear when
we talk about data retention, because there is also no requirement
that the company retain data for any particular length of time, and
that often impacts our ability to investigate and solve crimes, in-
cluding crimes that threaten privacy. And when we talk to industry
and when we talk to privacy groups about the need for data reten-
tion for some reasonable period of time to make sure that law en-
forcement could get the data it needs to protect privacy, what you
often hear is that if companies are required by law to store that
data for some length of time, it will put them at greater risk of
being hacked. And it is an open question, certainly one for the Con-
gress to consider, whether if there were to be a requirement for
data retention, whether it is also appropriate to impose some re-
quilirement that the data be secured in some way to reduce that
risk.

Senator FRANKEN. Thank you, Mr. Weinstein.

Before I turn to the Ranking Member, I want to introduce a few
key pieces of testimony into the record.

First, I want to introduce joint testimony from the Minnesota Co-
alition for Battered Women and the National Network to End Do-
mestic Violence, as well as testimony from the National Center for
Victims of Crime. This testimony lays out how law enforcement can
use this technology to find stalkers. It also cites cases of two Min-
nesota women who were both stalked by their partners through
their smartphones. These are extreme cases, but I think there is
no clearer statement on how this technology presents clear benefits
and also very clearly privacy threats and how we need to be very
careful in this space.

[The prepared statement appears as a submission for the record.]

Senator FRANKEN. Now I would like to turn it over to the Rank-
ing Member, Senator Coburn.

Senator Coburn.

Senator COBURN. Thank you, Mr. Chairman.

One comment I would make—I hope after you all testify that you
will hang around and listen to the second panel. What I find is in
Congress a lot of time we talk past each other, and when we are
observing us talking past each other, we actually learn something
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if we are an outside observer. And I would hope that when we hear
both sides of this today, it will actually accentuate the ability to
solve the problems that are in front of us.

I want to thank you for your testimony. I have a question di-
rected to both of you, and I would like for you to just individually
answer it.

Both of you have demonstrated that under certain laws that we
have on the books today you can do a lot in terms of addressing
these privacy issues. My question for you is: In your opinion, what
else do you need in terms of statute to actually facilitate your abil-
ity to protect the privacy of individuals in this country without di-
minishing the benefits that we are seeing from this technology?

Ms. RicH. The Commission has not taken a position at this point
on legislation in this area; however, in the report that Senator
Franken referred to, we did discuss some key protections we think
should be applied across industry, including in mobile, that we be-
lieve would protect privacy while also allowing innovation to con-
tinue. First, companies should have privacy by design, meaning at
the very early stages of developing their products and services,
they need to give privacy serious thought so that they develop
those products and services in a way that maximizes the safety to
consumer data. That means not collecting more data than is need-
ed, not retaining it for longer than is needed, providing security for
it, and making sure it is accurate. Those things, if implemented
early, can be done in a way that still permits innovation and still
permits the business to function.

Senator COBURN. Can you do that through regulation now? Can
you make those demands through regulation?

Ms. RicH. We have used Section 5 of the FTC Act, which pro-
hibits unfair or deceptive practices, to bring enforcement against
companies that do not do those things under certain circumstances.

The second piece is streamlined, easy-to-use choice for con-
sumers. Streamlining choice and making it easy for consumers
would be particularly important on mobile devices where we either
do not see privacy policies, as was mentioned in the Wall Street
Journal article, or when we do, it may take a hundred clicks to get
through the terms of service to find them.

So, we have encouraged the use of icons and other ways to make
it easier for consumers to exercise choice about things like sharing
data with third parties.

Senator COBURN. Like writing in plain English instead of
lawyerese?

Ms. RICH. Yes. And then the third piece is, of course, greater
transparency overall, which means if you do have privacy policies,
they should be written in a simple way so they are easy to com-
pare. Also, potentially a consumer should be able to access the data
that companies have on them.

We believe, if implemented, these protections would achieve
much greater protection for consumers while also allowing innova-
tion.

Senator COBURN. So the question I would have for you is: Do you
have the ability to implement that now under the FTC guidelines?

Ms. RICH. Some of the polices can be implemented under the
FTC Act, but some of them are forward-looking policy goals.
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Senator COBURN. Would you mind submitting to the Committee
which are which so that it can guide us in addressing where we
think we might need to go?

Ms. RicH. Yes, we will.

Senator COBURN. Thank you.

[The information referred to appears as a submission for the
record. ]

Senator COBURN. Mr. Weinstein.

Mr. WEINSTEIN. Senator Coburn, there are four or five things
that the Justice Department thinks Congress should consider in
terms of legal changes, but most of them are not particular to mo-
bile devices. A few of them are. And the reason that they are not
all specific to mobile devices is I think it is important to put in per-
spective that the threats that you see in terms of cyber crime com-
mitted on mobile devices are really just new variations on old prob-
lems. You know, when someone puts malware on your computer be-
cause they attach it to an email, that is a threat to your computer.
If someone uses an Android app as a delivery system for their
malware, that is old-school cyber crime committed with new-school
technology. And so what we need to protect privacy is the same
thing we need to be able to fight cyber crime generally.

That being said, number one, there are a number of further fixes
to 1030, to the Computer Fraud and Abuse Act, even beyond those
that were contained in the Identity Theft Enforcement and Restitu-
tion Act in 2008 that we believe are appropriate and would
strengthen penalties and strengthen deterrence and make sure
that there were significant consequences, more significant con-
sequences for cyber crime. Those we anticipate will be part of the
cyber security package which I told Senator Whitehouse a month
ago was imminent, and now it is imminent measured in terms of
days instead of weeks.

The second relates to cyber stalking. The cyber stalking statute
requires currently that the victim and the defendant actually be in
different States, and that significantly hampers our ability to use
that statute since, as you know, cyber stalkers are people who har-
ass, whether through cyber or other means, and are frequently
right down the street, not necessarily across the State line.

The third is data retention. We think that there are—although
we do not have a specific proposal, there are undoubtedly—there
is a reasonable period of time that Congress can require providers
to retain data that would allow us to solve crimes against privacy
that properly balances the needs of law enforcement, the needs of
privacy, and the needs of industry.

The fourth is data breach reporting. You know, as we see, every
week we see a new article in the newspaper about another signifi-
cant data breach, whether it is Sony or Epsilon or RSA, and it
highlights the fact that there is no legal requirement federally—al-
though there are a number of State laws, there is no comprehen-
sive Federal legal requirement that requires data breach reporting
either to customers or law enforcement.

The fifth, which is mobile device specific, is the one I alluded to
in my oral remarks, and that is that among the data that is not
even maintained, let alone retained, is data that would allow us to
trace back an IP address to the smartphone that was using it at
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the tiéne that a criminal conversation or other criminal conduct oc-
curred.

The last piece—and then I will stop—is not a particular proposal
but just something we encourage Congress to consider because it
relates to privacy generally. As I alluded to a few minutes ago,
there are significant legal restrictions on a provider’s ability to
share data with law enforcement. There are no restrictions, vir-
tually no restrictions, certainly none provided by ECPA, on a pro-
vider’s ability to share that information with third parties for any
purpose, commercial or otherwise. And we think that Congress may
wish to consider whether ECPA properly strikes that balance be-
tween privacy—the privacy balance between consumers and the
providers that they are engaged in commerce with.

Senator COBURN. All right. Thank you very much.

Thank you, Mr. Chairman.

Senator FRANKEN. Thank you, Senator Coburn.

Mr. Chairman.

Chairman LEAHY. Mr. Weinstein, you mentioned ECPA, and I
am glad you did because I am going to be introducing a bill very
shortly to update ECPA, the Electronic Communications Privacy
Act. I think it is a very important Act. Many of us have a concern
it does not apply to the mobile applications currently available, and
that can be bad for consumers and also bad for law enforcement.

Let me just point out the privacy requirements in ECPA only
apply to providers of either electronic communications service pro-
viders or remote computing service providers. But if Google or
Apple or other application providers collect data automatically or
generates data from a smartphone, they might not fall into either
of the definitions. But that would mean the government could just
step in and obtain location and other sensitive information col-
lected without obtaining a search warrant. I had mentioned a
search warrant situation earlier when I spoke, but they might be
able to do it without.

Does ECPA apply to providers of mobile applications? And if not,
what are some of the changes we should make?

Mr. WEINSTEIN. Mr. Chairman, the answer really would be the
same answer I would give if you asked me not about mobile appli-
cation providers but if you asked me about Verizon or Google, or
Apple, for that matter. As companies provide a broader range of
services, a company may be considered a provider of electronic com-
munications service for one service it provides, remote computing
service for another service it provides, and neither for some other
service it provides. So even a company like Verizon is clearly an
ECS for its communications services. A company like Apple might
be an RCS for the mobile media remote back-up service. Google
might be for Google docs, but for—Google might be an ECS or
would be an ECS for Gmail.

So a mobile app provider could be an ECS or an RCS or neither
one. A lot of it depends not on the nature of the company but on
the nature of the particular service. So——

Chairman LEAHY. Well, does that mean we have a gap in ECPA
and we should be addressing it in the new legislation?

Mr. WEINSTEIN. I think that as all of these companies expand the
range of services they provide, there are going to be gaps. There



15

are going to be companies, whether more traditional companies or
newer companies, that provide services that do not fall in one of
the two categories. And so I do not have a particular proposal, but
we would certainly be happy to work with you to explore where
those gaps are and how they should be filled.

Chairman LEAHY. In the scenario I suggested, is this something
where law enforcement could come in and get all this information
without a search warrant and without going through a court?

Mr. WEINSTEIN. Well, if a company is not covered by ECPA, then
we can get stored data using a subpoena or other legal process. A
search warrant would not be required—in most instances.

Chairman LEAHY. Now, you mentioned Epsilon and Sony and the
breach, which, as I read more and more about it, it is more and
more frightening what is there. On three occasions, the Judiciary
Committee has favorably reported my comprehensive data privacy
and security bill. Among other things it would establish a national
standard for notifying consumers about data breaches involving
their personal information, and we will try again this Congress to
get this passed. But if there has been a data breach and your infor-
mation is there, you would not have to rely on the good graces of
the company that screwed up allowing the data breach, but they
would be required to notify you of it.

How important is it for your Department and other law enforce-
ment agencies to be notified of data security breaches so that they
can look at whether it affects our criminal laws and national secu-
rity? And then I will ask Ms. Rich a similar question.

Mr. WEINSTEIN. It is vital for law enforcement. If we do not know
about a breach, we cannot investigate it, and if we find out about
it too late, by the time we find out about it and begin investigating,
the trail very well may have gone cold.

There are, as I think you know, 46 or 47 State laws that in some
fashion govern breach reporting, but only a few of them require the
victim to notify law enforcement. Some of our biggest hacking and
identity theft cases, a number of which I testified about in front of
the Crime Subcommittee a month ago, were made possible because
we got early reporting from the victim companies and we got co-
operation from the victim companies throughout the investigation,
and that was critical to our ability to follow the trail and find the
hackers and find the people who stole personal data.

The two things that law enforcement needs to be able to have a
shot at making these cases are prompt victim reporting and, if
there is customer notification, which there certainly should be, the
opportunity to delay that notification, where appropriate, if law en-
forcement or national security needs dictate. But we think that
breach reporting is vital to our ability to do our jobs, and we antici-
pate that in this imminent cyber security package there will be a
data breach proposal that is contained in it.

Chairman LEAHY. Ms. Rich.

Ms. RicH. The FTC has long supported legislation to require data
breach notification and data security. We play a complementary
role to the Department of Justice in that they pursue the hackers,
the malicious folks who get the data, but our perspective is it is
extremely important to also shore up the protections of those com-
panies that have the sensitive data. There are always going to be
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criminals, but it is very important that companies secure them-
selves, so they are not easy targets. And we believe legislation re-
quiring notification and security is vital to that mission.

Chairman LEAHY. Thank you. And, again, Chairman Franken, I
thank you for holding this hearing. I think it is extremely impor-
tant. I will go off to some budget matters now, but I appreciate
your doing this.

Senator FRANKEN. Please do that. Thank you, Mr. Chairman.

Senator Blumenthal.

Senator BLUMENTHAL. Thank you, Senator Franken, for your
leadership. Again, thank you, Senator Leahy, for your championing
many of these privacy issues over decades, literally, and providing
a model of that kind of leadership for us. And I want to thank our
witnesses for being here, also Apple and Google and the consult-
ants that we have, in this profoundly important hearing. And
whatever the kinds of challenging questions that we may ask, I
hope that we are all on the same side of this cause, because right
now what we face, in my view, is literally a Wild West so far as
the Internet is concerned. We can debate the legal niceties and
technicalities, but the FTC statutes that prohibit unfair and decep-
tive practices simply do not provide the kind of targeted enforce-
ment opportunity that I think is absolutely necessary, and I know
the Department of Justice is going to be seeking additional author-
ity, which is absolutely necessary. And just one area pertains to
young people, children, which we have not discussed so far today,
but which obviously raises very discrete and powerfully important
issues.

And so let me begin with Ms. Rich. Do you think that the present
statutes sufficiently protect young people, children who are 13 and
under, when we are talking about marketing, locational informa-
tion, other kinds of privacy issues?

Ms. RicH. We do have a very strong law, the Children’s Online
Privacy Protection Act, that applies to children 12 and under, and
we are undertaking a review of that right now. One of the reasons
we are reviewing the Rule is to see if it is keeping up with tech-
nology, and we have not reached the end of that process. But in
a workshop we had on the topic, there was a fair amount of agree-
ment from industry and consumer groups alike that that statute is
sufficiently flexible to cover a lot of mobile activities across a broad
swath of technologies.

Senator BLUMENTHAL. And do you agree, Mr. Weinstein?

Mr. WEINSTEIN. I do. I was thinking this morning I have two,
soon to be three, little kids, and my three-year-old is better with
my iPhone than I am. And it is terrifying, actually, to think about
what kind of online threats will be out there by the time he is actu-
ally old enough to really be using my iPhone with permission.

So I think that as we move into this space, I think it is impor-
tant that any legal changes that we make be technology neutral to
the extent possible, and one of the geniuses of ECPA is that it has
been able to be flexible and adaptable over a period of 25 years as
technologies change. But I do think that anything the Congress can
do, I think, to protect kids in particular in this space is a worthy
effort.
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Senator BLUMENTHAL. And let me ask, Ms. Rich, referring to
your description of privacy by design, in addition to the require-
ment that Senator Leahy i1s supporting that there be notification—
and I strongly support that requirement. I think it is a basic, fun-
damental protection—shouldn’t there be some requirement that
companies design and safeguard this information when they struc-
ture these systems and also potentially liability if they fail to suffi-
ciently safeguard that information, liability so that we provide in-
centives for companies to do the right thing?

Ms. RicH. Absolutely. We have brought, using Section 5, 34 cases
against companies that failed to secure data, and we believe it is
vital to hold companies accountable for that.

Senator BLUMENTHAL. And what about a private right of action?

Ms. RicH. The Commission has not taken a position on legisla-
tion or private right of action.

Senator BLUMENTHAL. Because we had testimony from Professor
John Savage of Brown University who said to us, and I am quoting,
“Computer industry insiders have solutions to many cyber security
problems, but the incentives to adopt them are weak, primarily be-
cause security is expensive and there is no requirement they be
adopted until disaster strikes.”

Ms. RIcH. Let me correct something I just said. The Commission
has actually taken a position on data security. I was a little con-
fused by the question. We strongly support data security and data
breach legislation, absolutely, which includes civil penalties.

Senator BLUMENTHAL. Thank you.

My time has expired, and I will be submitting some additional
questions for the record. Thank you both.

Senator FRANKEN. Senator Whitehouse.

Senator WHITEHOUSE. Thank you, Chairman Franken.

A quick question, and then a slightly longer one. The quick ques-
tion is that both of you have had a chance to look into, you might
call it, the dark side of the Internet, the dark underbelly of the
Internet. And you are also people who use it and have families who
use it, and so you both have the experience of the regular American
at dealing with the Internet and having a certain measure of con-
fidence in it. And you have a heightened awareness based on your
professional obligations.

Based on that, how well informed do you believe the average
American is about the dangers and hazards that lurk out there on
the Internet? And is this significant in terms of things as simple
as willingness to download protective patches and get up to date
with commercial off-the-shelf technology to protect yourself, setting
aside other responses that the public might have if it were more
informed? Can you quantify a little bit how well informed you
think the average American is about these risks?

Ms. RicH. We believe that consumers really have no idea of the
layers of sharing that go on behind the scenes. So, for example,
many consumers may like location services, and they may want to
share their location information in order to obtain them. What they
do not realize is that their location data as well as the device ID
may then be flowing to service providers, to advertisers, to all sorts
of other parties in the chain. And we believe that is why, when cer-
tain high-profile security breaches happen to companies like Epsi-
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lon who are service providers and behind the scenes, people are so
shocked because they had no idea their data was there.

Senator WHITEHOUSE. Mr. Weinstein.

Mr. WEINSTEIN. You know, I think with the large population that
we are talking about, I think that there is going to be great vari-
ation. But I venture to say that—and this is based on sort of pro-
fessional and personal observation—the vast majority of people are
not as informed as they should be. And, in fact, if nothing else
comes out of the heightened awareness that the Apple and Google
media frenzy has created and that this Subcommittee’s interest has
generated, I think it will be that people focus more on these issues.

The fact is that these kinds of situations may or may not be
criminal enforcement matters, but what they do highlight is the
need for everybody to be more vigilant. Undoubtedly, providers can
take steps to make sure that their user agreements and their pri-
vacy policies are more transparent and are easier for the aver-
age——

Senator WHITEHOUSE. Let me jump into that, if you do not mind,
a little bit.

Mr. WEINSTEIN. Sure.

Senator WHITEHOUSE. Earlier in your answer you basically set
up the traditional dichotomy, if you will, between a legitimate com-
munication or application and something that is infected with
malware and is probably a law enforcement problem if it could be
discovered.

We are now in a new area, kind of in between those two, where
the product might actually be something that the subscriber would
want. I can imagine a location application that told you whenever
you were near a particular fast-food restaurant so they could ping
you and say, “Come on in for a Big Mac,” or whatever it would be.
And that might be something that somebody would want. It also
might be something that somebody would really not want at all,
and I think part of the concern here is that if you are loading an
app, for instance, onto a smartphone, you know that you are load-
ing one dimension of the app. You do not know what else is being
attached onto that. And what should the FTC be doing by way of
disclosure requirements to make sure that when you load an app,
whoever has put that app on the menu, really, for people to choose
among has fully disclosed that all of the elements are in it and it
is not just a Trojan horse to attract you with a particular thing
when its real purpose is to find out information about you to sell
to other individuals?

Where are you in terms of getting that transaction properly over-
seen and with some rules? I guess what you would call privacy by
design in your earlier statement.

Ms. RICH. It is a challenge in the mobile sphere because of the
nature of the small screen, but the FTC has called on industry to
develop simplified disclosures that are embedded in the interaction.
So, for example, when you are downloading an app and it is going
to share the information with third parties, it should tell you that
there and then, not in some privacy policy that will take you a
hundred screens to download and look at.

So, I think there needs to be serious work done to improve the
interaction between these companies and consumers. We also think
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that if it is not necessary to share data with other companies for
the business model, it should not be happening. We have also seen
that even when sharing is necessary for the business model, in-
stead of sharing the limited slice of information that is needed, pull
the information off the whole device and share it with third parties.
That is why privacy by design is needed.

Senator WHITEHOUSE. And from your point of view, the Trojan
horse analogy for some apps is a fair one.

Ms. RicH. Yes.

Senator WHITEHOUSE. OK. Thank you.

Senator FRANKEN. Thank you, Senator Whitehouse.

I am going to have one more question here for Ms. Rich, and the
Ranking Member has one more question.

Ms. Rich, in your testimony—and you were just talking about the
little screen and signing off on privacy agreements. Anyway, in
your testimony you emphasize the FTC’s ability to protect con-
sumers against deceptive trade practices. When an iPhone user ac-
tivates her phone, they have to click and agree to a 4,144-word
software license agreement, and that tells users they can withdraw
their consent to Apple’s collection of location information at any
time by simply turning off the location services button on their
phones. I will add a copy of that agreement—this is it—to the
record.

[The agreement appears as a submission for the record.]

Senator FRANKEN. As it turns out, until about a week ago, turn-
ing off the switch did not stop the collection of location information
by Apple, so I guess my question is: Ms. Rich, is that a deceptive
trade practice?

Ms. RicH. Well, I cannot comment on a specific company’s prac-
tices, but I can say that if a statement is made by a company that
is false, it is a deceptive practice. Similarly, as we have shown in
our cases, if there is a misleading statement and then some sort
of disclaimer in fine print, that could be a deceptive practice.

So there is a lot we could do under our deception authority to
challenge the types of practices you are talking about, although I
am not going to comment on a specific company.

Senator FRANKEN. Thank you.

Ranking Member.

Senator COBURN. Mr. Chairman, I just have one comment. I
think we need to be very careful on this idea of security because
the greatest example I know is we spend $64 billion a year on IT
in the Federal Government, and then on top of that, we spend tens
of billions on security, and we are breached daily. So we should not
be requesting a standard that we cannot even live up to at the Fed-
eral Government.

So the concern is an accurate one, but I think we are going to
have to work on what that standard would be, whether it is a good-
faith effort or something. But to say somebody is liable for a breach
of their security when we all know almost every system in the
world can be breached today, we need to be careful with how far
we carry that. And that is all I would add.

Ms. RicH. Can I just address that briefly to say that we agree
there is no such thing as perfect security, and we have always used
a reasonableness standard. Many of the types of practices that
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would prevent breaches are things like not collecting more data
than you need.

Senator COBURN. I agree.

Senator FRANKEN. Senator Blumenthal, do you have another
question?

Senator BLUMENTHAL. Yes, just to follow up on Senator Coburn’s
observation, as with any kind of liability or accountability, legal re-
sponsibility, there is a duty of care, and that duty of care can im-
pose reasonable measures that common sense or technology would
provide the means to do. And so I guess my question is: Why not
some liability to ordinary consumers imposed through Federal law
that would impose accountability for a standard of care that is
available under modern technology with the kinds of reasonable
approach, sensible responsibility?

Ms. RicH. Yes, Senator, we agree with you. In the data security
sphere, it is reasonable security. It is having a good process that
assesses risks and addresses those risks. It is not perfection.

Senator BLUMENTHAL. And why not also require remedies in the
case of a breach where that kind of accountability is imposed, for
example, insurance or credit freezes, credit monitoring, as a matter
of law, so that what is increasingly becoming standard practice
would be imposed on all companies and provide the incentive to do
more?

Ms. RicH. Absolutely. We think that is important both to address
what has happened to consumers and provide effective deterrence.

Senator BLUMENTHAL. Do you agree, Mr. Weinstein? I know you
are speaking out of the consumer protection area, but——

Mr. WEINSTEIN. Well, I am trying to stay in my lane, but, look,
I think from a—I will make the general observation, and I think
this touches on some issues we talked about at the hearing last
month. There is no perfect system. Cyber security, true cyber secu-
rity, requires sort of a multi-layered approach, requires laws that
breaches be reported. It undoubtedly requires providers to take as
much of an effort, make as much of an effort as they can to protect
their systems. It requires some public-private partnership, and I
think that some of the proposals that will be in this package that
you will be receiving address that issue. And it requires, I think,
better work by everybody involved.

Senator BLUMENTHAL. Well, we look forward to the package, and
to the package that you will be receiving in hopefully a very short
time. Thank you.

Senator FRANKEN. Thank you, Senator, and I want to thank Ms.
Rich and Mr. Weinstein. Mr. Weinstein, good luck and congratula-
tions with your new baby.

We will now proceed to the second panel of this hearing. I think
I will introduce our panel as they are making their transition to
the table, just to move things along. Well, there seems to be a little
chaos here. We will take a little moment of pause to think about
the first panel and all the issues that were raised and thoughts
that were expressed.

[Pause.]

Senator FRANKEN. I would like to introduce our second panel of
witnesses, and I want to thank you all for being here.
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Ashkan Soltani is a technology researcher and consultant spe-
cializing in consumer privacy and security on the Internet. He has
more than 15 years of experience as a technical consultant to Inter-
net companies and Federal Government agencies. Most recently, he
worked as the technical consultant on the Wall Street Journal’s
“What They Know” series, investigating digital privacy issues. He
has a master’s degree in information science from the University
of California at Berkeley and a B.A. in cognitive and computer
science from the University of California at San Diego.

Justin Brookman is the director of the Project on Consumer Pri-
vacy at the Center for Democracy and Technology. He was also the
chief of the Internet Bureau of the New York Attorney General’s
Office. Under his leadership the Internet Bureau was one of the
most active and aggressive law enforcement groups working on
Internet issues. He received his J.D. from the New York University
School of Law in 1998 and his B.A. in government and foreign af-
fairs from the University of Virginia in 1995.

Mr. Bud Tribble is the vice president of software technology at
Apple. Tribble helped design the operating system for Mac com-
puters. He was also the chief technology officer for the Sun-
Netscape Alliance. Tribble earned a B.A. in physics at the Univer-
sity of California at San Diego and an M.D. and Ph.D. in biophysics
and physiology at the University of Washington, Seattle.

Alan Davidson is the director of public policy for the Americas
at Google. He was previously associate director for the Center for
Democracy and Technology and a computer scientist working at
Booz, Allen & Hamilton, where he helped design information sys-
tems for NASA’s Space Station Freedom. he has an S.B. in mathe-
matics and computer science and an S.M. in technology and policy
from MIT and a J.D. from Yale Law School.

Jonathan Zuck is the president of the Association for Competitive
Technology. ACT represents small- and mid-sized information tech-
nology companies. Before joining ACT, Zuck spent 15 years as a
professional software developer and an IT executive. He holds a
B.S. from Johns Hopkins University and a masters in international
relations from the Paul H. Nitze School of Advanced International
Studies at the Johns Hopkins University.

I want to thank you all for being here today, and please give
your opening statements. We will start from my left and your right.
Mr. Soltani.

STATEMENT OF ASHKAN SOLTANI, INDEPENDENT PRIVACY
RESEARCHER AND CONSULTANT, WASHINGTON, DC

Mr. SoLTANI. Chairman Franken, Ranking Member Coburn, and
distinguished Members of the Subcommittee, thank you for the op-
portunity to testify about mobile privacy and the location eco-
system.

My name is Ashkan Soltani. I am a technology researcher and
consultant specializing in privacy and security on the Internet. I
should note the opinions here are my own and do not reflect the
views of my previous employers.

Mobile devices today are powerful computing machines. But un-
like desktop computers, mobile devices introduce unique privacy
challenges. Consumers carry their phones and tablets with them
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nearly everywhere they go, from their homes to their offices, from
daycare to the grocery store.

A device’s location can be determined using a number of different
technologies, including GPS, information about nearby cell towers
and WiFi access points, and other network-based techniques. While
their accuracy can vary depending on the technology being used,
the resulting insights derived from this data can be sensitive and
personal in nearly all the cases.

If you imagine a historical trail of your whereabouts over the
course of many days, it would be reasonably easy to deduce where
you work, where you live, and where you play. this information can
reveal much about who you are as a person and how you spend
your time. I believe this is why many consumers have been sur-
prised by the recent stories of how their mobile devices have been
collecting their location information and other sensitive data.

With the exception of GPS, the process by which a device’s loca-
tion is determined can actually expose the location of that device
to multiple parties. These parties include the wireless carrier, for
example, AT&T and Verizon; the location service provider, such as
Apple, Google, or Skyhook; and even the content provider used to
deliver the information about that location, such as a mapping
website or service.

Researchers, including myself, recently confirmed that
smartphones, such as the Apple iPhones and Google Android de-
vices, send location information quietly in the background to Ap-
ple’s and Google’s servers, respectively, even when the device is not
actively being used. That is, the background collection happens
automatically unless the user is made aware of the practice and
elects to turn it off. This is the default behavior when you purchase
these devices.

Furthermore, most smartphones keep a copy of historical location
information directly on the device. Until recently, Apple’s iPhone
would retain an approximate log of your location history for about
a year, stored insecurely on the phone and on any device the com-
puter was backed up to. Anyone with access to this file would be
able to obtain a historical record of your approximate location, and
there was no way to disable it.

Many mobile smartphone platforms like Apple’s iOS and Google
Android also allow third parties to develop applications for the de-
vice: productivity software like e-mail, social networking tools like
Facebook, and, of course, games. As reported in the Wall Street
Journal last year, many popular apps transmit location informa-
tion or its unique identifiers to outside parties. For instance, if a
user opens Yelp, a popular restaurant discovery app, not only does
Yelp learn information about the user but so could Yelp’s down-
stream advertising and analytics partners.

This may be surprising to most customers since they may not
have an explicit relationship with these downstream partners. This
information is not limited to just location. Upon installation, many
of these apps would have access to a user’s phone number, address
book, and even text messages.

Disclosure about the collection and use of consumer information
are often ineffective or at times completely absent. Many disclo-
sures are often vague or too confusing for the average consumer to
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understand, and they rarely mention specifics about data retention
and information-sharing practices—things that a privacy conscious
consumer would care about. Notably, a mere half of the popular
apps analyzed by the Wall Street Journal lacked discernible pri-
vacy policies.

To conclude, in order to make meaningful choices about their pri-
vacy, consumers need to increase transparency into who is col-
lecting information about them and why. Clear definitions should
be required for sensitive categories of information, such as location
and other identifiable information. Software developers need to pro-
vide consumers with meaningful choice and effective opt-outs that
allow consumers to control who they share information with and
for what purpose. Only in an environment that fosters and control
will consumers be able to take full advantage of all the benefits
that mobile technologies have to offer.

I thank the Committee for inviting me here today to testify, and
I look forward to answering your questions.

[The prepared statement of Mr. Soltani appears as a submission
for the record.]

Senator FRANKEN. Thank you.

Mr. Brookman.

STATEMENT OF JUSTIN BROOKMAN, DIRECTOR, PROJECT ON
CONSUMER PRIVACY, CENTER FOR DEMOCRACY AND TECH-
NOLOGY, WASHINGTON, DC

Mr. BROOKMAN. Thank you very much, Chairman Franken,
Ranking Member Coburn, Members of the Subcommittee. Thank
you very much for the opportunity to testify here today. there real-
ly could not be a more timely topic for the first hearing of this Sub-
committee than the issue of mobile privacy. Consumers are enthu-
siastically embracing mobile devices, and they offer an amazing
array of functionality that truly makes our lives better.

However, many of the same privacy issues that have frustrated
consumers in the online space are actually significantly heightened
in the mobile environment. As opposed to websites, apps can access
a far broader range of personal information such as contact infor-
mation, access to a smartphone’s camera or microphone, and pre-
cise geolocation information. At the same time, the tools that con-
sumers have to see and control how apps share their personal in-
formation are actually weaker than they are on the Web.

I have been invited here today to discuss the existing laws that
govern mobile data flows and whether that framework has proven
adequate to safeguard consumer information. The short answer is
no. There is no comprehensive privacy law in the United States.
There are a few sector-specific laws that govern relatively small
sets of consumers’ information. In the mobile space, I think it is
fair to say that there is a patchwork of outdated and inapt laws
that may apply at the margins, but do not offer consumers mean-
ingful and consistent protections.

Now, traditionally mobile devices were one area where there ac-
tually were strong protections over consumer data. The Commu-
nications Act and the associated CPNI rules historically required
carriers to get a customer’s affirmative permission to share or sell
the relatively limited information around the traditional dumb
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phones, which is who you can call and whatnot. However, as cell
carriers branched out into offering data plans for smartphones, the
FCC opted not to extend CPNI rules to those information services,
leaving the treatment of customer information about this new
usage of mobile services unregulated.

Furthermore, CPNI rules never applied to most of the players in
the modern apps space, such as operating system and location pro-
viders like Apple and Google, apps makers, mobile advertising net-
works, and data brokers. So as the mobile data ecosystem has dra-
matically expanded, the relatively narrow CPNI rules, which at one
point effectively covered everything, no longer offer sufficient pro-
tections for consumers in the mobile space.

There are a couple other statutes that arguably apply at the
margins, but they do not consistently protect consumers here. So
one would be the Electronic Communications Privacy Act, which we
discussed, which generally covers Government access to informa-
tion, but does have some protections around certain companies in
disclosing the contents of customer communications. Unfortunately,
the definitions of this law were written in 1986, well before the
modern apps ecosystem developed. The law could arguably be in-
terpreted to cover some apps, but certainly not all, and probably it
does not extend to the operating systems like Apple and Google. In
short, the law does not really map well to mobile privacy issues,
and certainly not consistently. Even if it did apply to all the play-
ers, without additional rules to require meaningful transparency
and telling consumers what you are doing with their data, compa-
nies could just bury permissions to share data in terms of service
agreements that consumers would be unlikely to read.

Finally, some have tried to apply criminal statutes, like the Com-
puter Fraud and Abuse Act, to mobile privacy issues. Last month,
for example, it was reported that the U.S. Attorney from New Jer-
sey was investigating certain apps for transmitting customer infor-
mation without adequate disclosure. And I think I am sympathetic
to the policy goals of requiring better disclosure from apps. I think
it is probably not the ideal approach to use a very broad criminal
statute designed to combat hacking and protect financial informa-
tion to protect privacy. I may not like it when companies share my
information, and I think that should be protected by the law. I do
not think people should necessarily go to jail for it.

So assuming that none of these diverse laws actually applied, the
baseline in this country is the FT'C’s prohibition on unfair or decep-
tive practices. The FTC has brought some incredibly important
cases in this area, but the bar is still very low. The baseline rule
for most consumer data is merely that companies cannot affirma-
tively lie about how they are treating your data, so many compa-
nies’ response might just be not to make any representations at all.
This is why privacy policies tend to be legalistic and vague. The
easiest way for a company to get in trouble is to actually make a
concrete statement about what they are doing.

Indeed, in the mobile space, as Mr. Soltani testified, many apps
makers do not make representations at all. Only a small percent-
age actually offer any privacy policies whatsoever. And so it is just
not possible in the modern environment for people to figure out
how their data is being stored by apps and shared. So we have long
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petitioned for a baseline comprehensive privacy law that requires
companies to say what they are doing with data, to give some
choice around secondary transfer of that data, secondary uses, and
to tell companies to get rid of it when they are doing.

Furthermore, for sensitive information such as relating to reli-
gion or sexuality, health, financial, and most relevant to this hear-
ing, precise geolocation information, we believe that an enhanced
application of the fair information practice principles, including af-
firmative opt-in consent, should govern. For this type of informa-
tion, we should err on the side of user privacy and against pre-
suming assent to disclosure.

Thank you very much for the opportunity to testify, and I look
forward to your questions.

[The prepared statement of Mr. Brookman appears as a submis-
sion for the record.]

Senator FRANKEN. Thank you, Mr. Brookman.

And, by the way, for all of you, your complete written testimonies
will be made part of the record.

Mr. Tribble.

STATEMENT OF GUY “BUD” TRIBBLE, M.D., PH.D., VICE PRESI-
DENT OF SOFTWARE, TECHNOLOGY, APPLE INC,
CUPERTINO, CALIFORNIA

Mr. TRIBBLE. Good morning, Chairman Franken, Ranking Mem-
ber Coburn, and Members of the Subcommittee. My name is Bud
Tribble. I am the vice president for software technology for Apple.
Thank you for the opportunity to further explain Apple’s approach
to mobile privacy, especially location privacy. I would like to use
my limited time to emphasize a few key points.

First, Apple is deeply committed to protecting the privacy of all
of our customers. We have adopted a single comprehensive cus-
tomer privacy policy for all of our products. This policy is available
from a link on every page of Apple’s website. We do not share per-
sonally identifiable information with third parties for their mar-
keting purposes without our customers’ explicit consent, and we re-
quire third-party application developers to agree to specific restric-
tions protecting our customers’ privacy.

Second, Apple does not track users’ locations. Apple has never
done so and has no plans to ever do so. Our customers want and
expect their mobile devices to be able to quickly and reliably deter-
mine their current locations for specific activities such as shopping,
traveling or finding the nearest restaurant. Calculating a phone’s
location using just GPS satellite can take up to several minutes.
iPhone can reduce this time to just a few seconds by using pre-
stored WiFi hotspot and cell tower location data on the phone in
combination with information about which hotspots and cell towers
are currently receivable by the iPhone.

In order to accomplish this goal, Apple maintains a secure
crowdsourced data base containing information with known loca-
tions of cell towers and WiFi hotspots that Apple collects from mil-
lions of devices. It is important to point out that during this collec-
tion process, an Apple device does not transmit to Apple any data
that is uniquely associated with the device or with that customer.
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This information is used to determine the locations of cell towers
and WiFi hotspots for our crowdsourced data base.

Third, by design, Apple gives customers control over collection
and use of location data on all our devices. Apple has built a mas-
ter location services switch into our iOS mobile operating system
that makes it extremely easy to opt out entirely of location-based
services. The user simply switches the location services off in the
setting screen. When the switch is turned off, the device will not
collect or transmit location information. Equally important, Apple
does not allow any application to receive device location informa-
tion without first receiving the user’s explicit consent through a
simple pop-up dialog box. The dialog box is mandatory and cannot
be overridden. Customers may change their mind and opt out of lo-
cation services for individual applications at any time by simple on-
off switches. Parents can also use controls to password-protect and
prevent access by their children to location services.

Fourth, Apple remains committed to responding promptly and
deliberately to all privacy and technology concerns that may arise.
In recent weeks, there has been considerable attention given to the
manner in which our devices store and use a cache subset of Apple
anonymized crowdsourced data base. The purpose of this cache is
to allow the device to more quickly and reliably determine a user’s
location. These concerns are addressed in detail in my written tes-
timony. I want to reassure you that Apple was never tracking an
ind}ilvidual’s actual location from the information residing in that
cache.

Furthermore, the location data that was seen on the iPhone was
not the past or present location of the iPhone but, rather, the loca-
tion of WiFi hotspots and cell towers surrounding the iPhone’s loca-
tion. Apple did not have access to the cache on any individual
user’s phone at any time. Although the cache was not encrypted,
it was protected from access by other apps on the phone. Moreover,
cache location information was backed up on a customer computer.
It may or may not have been encrypted, depending on what the
user settings were.

While we were investigating the cache, we found a bug that
caused this cache to be updated from Apple’s crowdsourced data
base even when the location services switch had been turned off.
This bug was fixed and other issues, including the size and the
back-up of the cache, have been addressed in our latest free iOS
software update released last week. In addition, in our next major
i0S software release, the location information stored in the device’s
local cache will be encrypted.

In closing, let me state again that Apple is strongly committed
to giving our customers clear and transparent notice, choice, and
control over their information, and we believe our products do so
in a simple and elegant way. We share the Subcommittee’s concern
about the collection and misuse of any customer data, particularly
locatii)ln data, and appreciate this opportunity to explain our ap-
proach.

I would be happy to answer any questions you may have.

[The prepared statement of Mr. Tribble appears as a submission
for the record.]

Senator FRANKEN. Thank you, Mr. Tribble.



27

Mr. Davidson.

STATEMENT OF ALAN DAVIDSON, DIRECTOR OF PUBLIC
POLICY, GOOGLE INC., WASHINGTON, DC

Mr. DAVIDSON. Thank you, Chairman Franken, Ranking Member
Coburn, and Members of the Subcommittee. My name is Alan Da-
vidson, and I am the director of public policy for Google in North
and South America. Thank you for this opportunity to testify at
this important hearing before this new Subcommittee.

Mobile devices and location services are now used routinely by
tens of millions of Americans and create enormous benefits for our
society. Those services will not be used, and they cannot succeed,
without consumer trust. That trust must be built on a sustained
effort by our industry to protect user privacy and security. With
this in mind, at Google we have made our mobile location services
opt-in only, treating this information with the highest degree of
care.

Google focuses on privacy protection throughout the life cycle of
a product, starting with the initial design. This is the Privacy by
Design concept that was discussed in the last panel.

We subscribe to the view that, by focusing on the user, all else
will follow. We use information where we can provide value to our
users, and we apply the principles of transportation, control, and
security. We are particularly sensitive when it comes to location in-
formation.

As a start, on our Android mobile platform, all location sharing
for Google services is opt-in. Here is how it works.

When I first took my Android phone out of its box, one of the ini-
tial screens I saw asked me, in plain language, to affirmatively
choose whether or not to share location information with Google. A
screen shot of this process is included in our testimony and on the
board over here. If the user does not choose to turn it on at set-
up or does not go into their settings later to turn it on, the phone
will not send any information back to Google’s location servers. If
they opt in, if the user opts in, all location data that is sent back
to Google’s location servers is anonymized and is not traceable to
a specific user or device, and users can later change their mind and
turn it off.

Beyond this, we require every third-party application to notify
users that it will be accessing location information before the user
installs the app. The user has the opportunity to cancel the instal-
lation if they do not want information collected.

We believe that this approach is essential for location services:
highly transparent information for users about what is being col-
lected, opt-in choice before the location information is collected, and
high security standards to anonymize and protect information. Our
hope is that this becomes a standard for the broader industry.

We are doing all this because of our belief in the importance of
location-based services. Many of you are already experiencing the
benefits of these services, things as simple as seeing real-time traf-
fic, transit maps to aid your commute, finding the closest gas sta-
tion on your car’s GPS. And it is not just about convenience. These
services can be life savers. Mobile location services can help you
find the nearest hospital or police station. They can let you know
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where to fill a prescription at one in the morning for a sick child.
And we have only scratched the surface of what is possible.

For example, Google is working with the National Center for
Missing and Exploited Children to explore how to deliver AMBER
alerts about missing children to those in the vicinity of the alert.
And mobile services may soon be able to tell people in the path of
a tornado or tsunami or guide them in an evacuation to an evacu-
ation route in the event of a hurricane.

These promising new services will not develop without consumer
trust. The strong privacy and security practices that I have de-
scribed are a start, but there are several privacy issues that re-
quire the attention of government, problems industry cannot solve
on its own.

As a start, we support the idea of comprehensive privacy legisla-
tion that could provide a basis framework to protect consumers on-
line and offline. And we support action to improve data breach no-
tification instead of the current confusing patchwork of State laws
that exist.

And a critical area for Congress, and particularly for this Com-
mittee, is the issue of access, Government access, to a user’s sen-
sitive information. We live now under a 25-year-old surveillance
law, ECPA, first written before web mail or text messaging was
even invented. Most Americans do not understand that data stored
online does not receive the Fourth Amendment protections given to
that same information on a desktop. Nor do users know that the
detailed location information collected by their wireless carrier can
be obtained without a warrant.

Google is a founding member of the Digital Due Process Coali-
tion, a group of companies and public interest groups seeking to
update these laws to meet the needs and expectations of 21st cen-
tury consumers. We hope you will review its work, and in sum-
mary, I will just say we strongly support your involvement in this
issue. We appreciate the chance to be here. We look forward to
working with you to build consumer trust in these innovative new
services.

Thank you.

[The prepared statement of Mr. Davidson appears as a submis-
sion for the record.]

Senator FRANKEN. Thank you very much, Mr. Davidson.

Mr. Zuck.

STATEMENT OF JONATHAN ZUCK, PRESIDENT, THE ASSOCIA-
TION FOR COMPETITIVE TECHNOLOGY, WASHINGTON, DC

Mr. Zuck. Chairman Franken, Ranking Member Coburn, and
distinguished Members of the Subcommittee, my name is Jonathan
Zuck, and I am the president of the Association for Competitive
Technology, and I want to thank you for holding this important
hearing on privacy in the emerging mobile marketplace.

As a representative of more than 3,000 small and medium-size
IT companies, a former software developer myself, and as spokes-
man for the people that write the applications for these mobile de-
vices, I want to encourage you to treat the issue of privacy gen-
erally and of the mobile marketplace specifically in a holistic man-
ner.
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The science of holistic processing is really known best for faces
where we are able to recognize an entire face and not just see it
as a nose, two eyes, and a mouth. You only need to watch a tele-
vision commercial for a mobile device, such as an iPod or a Xoom
or a Droid phone, to understand that the face of mobile computing
is the applications. These ads showcase the more than hundreds of
thousands of applications that are available for these devices, some
of which we have already heard about in previous testimony today,
that allow you to find out where you are, to find services and prod-
ucts that are close to you, et cetera. And these are exciting and dy-
namic applications that have been made available to users and
that many users are using today.

Location-based services and advertising offer a unique oppor-
tunity for Main Street businesses as well. A user searching for a
particular product or service on their smartphone can receive an ad
from a local small business based on their current location data.
These ads have the benefit of reaching potential customers at the
exact time a purchasing decision is being made for a much smaller
cost than the newspaper circulars or TV ad that big-box stores are
able to afford.

This dynamic market, valued today at about $4 billion, is pro-
jected to be the size of $38 billion by 2015. Application developers
are enjoying a kind of renaissance brought by the lower cost to
entry in the decision and are often consumer-facing applications.
These applications we have all come to enjoy are made predomi-
nantly by small businesses—over 85 percent of them are made by
small businesses—and not just in Silicon Valley.

The next time, Chairman Franken, you are drawing one of your
famous maps, you will be able to reflect that over 70 percent of
these applications come from outside of California, including in
places such as Moorhead, Minnesota, and Tulsa, Oklahoma.

This is a national phenomenon with international implications
for economic growth and recovery. We have an opportunity to meet
the President’s goals to double exports. We are in a period of rapid
experimentation and delivery of new services with a complete focus
on the customer. One benefit of small businesses taking the lead
here is that they cannot afford to ignore the demands of their cus-
tomers.

Second, when approaching the issue of data privacy in a holistic
manner, I think it is imperative, as we heard from the earlier
panel, to remember that there is a whole lot of data. To focus on
a particular new type of data collection is to truly cut off our nose
to spite our face. There is more data, including location data, in
large company data bases than the top thousand mobile applica-
tions could hope to collect in a lifetime. In fact, to focus on a par-
ticular type of data collection in a particularly new market would
necessarily discriminate against the small businesses that are re-
sponsible for so much economic growth in the mobile sector while
leaving larger players largely untouched.

Finally, there are myriad laws in place to address legitimate pri-
vacy and consumer protection concerns, as was raised earlier.
Whether it is unfair or deceptive trade practices at the State or
Federal level, there are vehicles in place to address transgressions.
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Even the use of antitrust has been used in the past to deal with
privacy issues.

While I do not agree with all of the recommendations made by
the Center for Democracy and Technology, I would agree that any
approach to privacy legislation needs to be comprehensive and
should focus on the data itself and how it is used and answer these
general questions and not focus on a particular means of collection
or a particular technology platform.

There is legitimate concern among American consumers about
their privacy. As we heard from Chairman Leahy, a number of
Americans are concerned about their privacy. I think one of the on-
going frustrations of my constituents, and of small businesses in
general, is that they find themselves time and time again doing the
time without really having done the crime. It is as though once a
week there is some kind of a big company news, like the Sony
PlayStation debacle, Epsilon’s data loss, and Google with Spy-Fi,
collecting children’s Social Security numbers, and Buzz. These are
the issues that are really causing the concern and fear among cus-
t%mers, not the prospect of getting one more customized ad to their
phone.

Despite that fact, the rules that get created inevitably impact
small businesses more than our larger brethren. The Google Buzz
settlement is a good example of this phenomenon. The FTC has
stated it would like to use the Google Buzz settlement as a model
for regulation going forward for the entire industry. The true irony
is that not only has Google brought this regulation to our doorstep,
the level of vertical integration they enjoy makes them immune to
most of the consequences. Who is most likely to be affected by a
law that affects the transfer of information to third parties? A
small business that has to form partnerships in order to provide
these services in an ever-changing marketplace or a huge company
that can simply buy the third party, thereby circumventing the
rule?

The idea of holism dates back to Aristotle, who was the first to
say the whole is more than the sum of its parts, and nowhere is
that more true than in the mobile computing marketplace. Accord-
ingly, I would like to encourage members of this Committee to take
a step back from the headlines of today and look at the issue of
privacy in a holistic manner.

Thank you, and I look forward to your questions.

[The prepared statement of Mr. Zuck appears as a submission for
the record.]

Senator FRANKEN. Thank you, Mr. Zuck, and thank you all for
being here today and for your thoughtful testimony.

Mr. Tribble, last month I asked Apple in a letter why it was
building a comprehensive location data base on iPhones and iPads
and storing it on people’s computers—when they synched up, of
course. Apple’s reply to my letter will be added to the record.

[The information referred to appears as a submission for the
record.]

Senator FRANKEN. But this is what Apple’s CEO Steve Jobs said
to the press: “We build a crowdsourced data base of WiFi and cell
tower hotspots, but those can be over 100 miles away from where
you are. Those are not telling you anything about your location.”
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Yet in a written statement issued that same week, Apple ex-
plained that this very same data will “help your iPhone rapidly and
accurately calculate its location.” Or as the Associated Press sum-
marized it, ““The data help the phone figure out its location,” Apple
said.” But Steve Jobs the same week said, “Those are not telling
you anything about your location.”

Mr. Tribble, it does not appear to me that both these statements
could be true at the same time. Does this data——

Mr. TRIBBLE. Senator—sorry.

Senator FRANKEN. I understand you are anticipating my ques-
tion, so I will just ask and then you will answer it. Does this data
indicate anything about your location, or doesn’t it?

Mr. TRIBBLE. Senator, the data that is stored in the data base
is the location of as many WiFi hotspots and cell phone towers as
we can have. That data does not actually contain in our data bases
any customer information at all. It is completely anonymous. It is
only about the cell phone towers and the WiFi hotspots.

However, when a portion of that data base is downloaded onto
your phone, your phone also knows which hotspots and cell phone
towers it can receive right now. So the combination of the data
base of where those towers and hotspots are plus your phone know-
ing which ones it can receive right now is how the phone figures
out where it is without the GPS.

Senator FRANKEN. OK. Mr. Soltani, consumers are hearing this
a lot from both Apple and Google, and I think it is confusing be-
cause Apple basically said, yes, that file has location, but it is not
your location. And when it separately came out that both iPhones
and Android phones were also automatically sending certain loca-
tion data to Apple and Google, they both said, yes, we are getting
location but it is not your location.

Mr. Soltani, tell me, whose location is it? Is it accurate? Is it
anonymous? Can it be tied back to individual users?

Mr. SoLTANI. Thank you, Senator. I think that is a great ques-
tion. So, yes, in many cases, the location that this data refers to
is actually the location of your device or somewhere near it. While
it is true that in some rural areas, this can be up to 100 miles
away. In practice, for the average customer or the average con-
sumer, it is actually much closer, on the order of about 100 feet,
according to a developer of this technology, Skyhook.

If you refer to Figure 3 of my testimony, you can see an example
of this location as identified by one of these WiFi geolocation data
bases. I took my location based on GPS and my location based on
the strongest nearby WiFi signal in the Senate lobby just out here,
and the dot on the left refers to my location as determined by GPS,
and then the dot on the right determines my location based on this
WiFi geolocation technology, and it was about 20 feet from where
I was sitting on the bench. So, you know, depending on how you
want to slice it, I would consider that my location.

The files in these data bases contain time stamps that describe
at what point I encountered some of these WiFi access points, so
they could be used to trace a kind of trail about you.

And then, finally, to the degree that this data contains identi-
fiers, that is sent back, so IP addresses. We heard earlier that the
gentleman from the DOJ, he was claiming that IP addresses are
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necessary to identify consumers—or criminals. To the degree that
those IP addresses are used to identify criminals, they become
identifiable, and it is really difficult to call this stuff anonymous.
Making those claims I think is not really sincere.

Senator FRANKEN. Because basically if you have—I mean, this lo-
cation like in your illustration, you see that you are in the Hart
Building.

Mr. SOLTANI. Or near the entrance of the Hart Building.

Senator FRANKEN. Yes, yes. And so—well, let me ask Mr.
Brookman the same question I asked Mr. Weinstein. My wireless
company, companies like Apple and Google, and the mobile apps I
have on my phone all can and do get my location or something very
close to it. And my understanding, Mr. Brookman, is that in a vari-
ety of cases, under current law each of those entities may be free
to disclose my location to almost anyone they want to without my
knowing it and without my consent. Is that right? And if so, how
exactly can they do this?

Mr. BROOKMAN. I think that’s correct. As I mentioned before, the
default law in this country for sharing of data is you can do what-
ever you want. The only thing you cannot do is what you have pre-
viously promised not to do with that data. So if someone like Apple
or Google said, hey, if you give this location data to Google Maps,
we promise not to share it with an advertising partner, under that
scenario they would be prohibited under the FTC Act from sharing
it.

Otherwise, I think for most players in this space, I think it would
be very hard to make a legal argument that they were required to
have an affirmative requirement not to share data.

Senator FRANKEN. Thank you.

Mr. Davidson and Mr. Tribble, let me ask you one last question
because my time is running out. Your two companies run the big-
gest app markets in the world, and both of your companies say you
care deeply about privacy. And yet neither of your stores requires
that apps have a privacy policy. Would your companies be willing
to commit to requiring apps in your stores to have a clear, under-
standable privacy policy? This would by no means fix everything,
but it would be a simple first step and would show your commit-
ment on this issue. Mr. Davidson.

Mr. DAVIDSON. Thanks. It is a great question. I would be happy
to take it back. I think it is an extremely important issue that you
raise about application privacy. At Google, we have tried to maxi-
mize the openness of our platform to allow lots of different small
businesses to develop applications. We have relied on a permission-
based model at Google so that before an application could get ac-
cess to information, they have to ask permission from the user.

You are asking about the next step, which is whether we put af-
firmative requirements on applications, and I would just say I will
take that issue back to our leadership. I think it is a very good sug-
gestion for us to think about.

Senator FRANKEN. Mr. Tribble.

Mr. TrRIBBLE. Yes, I think that is a great question. What we do
currently is we contractually require third-party app developers to
provide clear and complete notice if they are going to do anything
with the user’s information or device information. So if you want
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to become an Apple developer and put an app in the app store, you
sign an agreement with Apple that says you are going to do that.

Now, it does not specifically require a privacy policy, but what
I will say is that a privacy policy in this general area is probably
not enough. I agree with the earlier panel that what we need to
do, because people may not read a privacy policy, is put things in
the user interface that make it clear to people what is happening
with their information, and Apple thinks this way. For example,
when an app is using your location data, we put a little purple icon
right up next to the battery to let the user know that. Now, we saw
that in the privacy policy too, and the app should say that too. But
we also could put something in the user interface to make it even
more clear to the user.

We also have an arrow that shows if an app has used your loca-
tion in the last 24 hours, so transparency here goes beyond just
what is in the privacy policy. It is designed into the app and the
system information, itself provides feedback to the user about what
is happening with their information.

Senator FRANKEN. Thank you. Just a yes or no, Mr. Soltani. Isn’t
it true that there is no mechanism for iPhones to notify users that
their apps can disclose their information to whomever they want?

Mr. SOLTANI. Yes.

Senator FRANKEN. OK. Thank you.

Mr. SoLTANTI. It is true.

Senator FRANKEN. Thank you.

Senator Coburn.

Senator COBURN. Let me defer to Senator Blumenthal. I have a
meeting that I have to take for about five minutes, and then I will
be back in.

Senator FRANKEN. Senator Blumenthal.

Senator BLUMENTHAL. Thank you, Mr. Chairman. Thank you,
Senator Coburn.

I want to focus on really the very broad area or issue of trust
that Mr. Davidson raised, which I think goes to the core of much
of what you do with the consent and acquiescence of consumers
and, most particularly, the practice and goal of building wireless
network maps. Both Apple and Google are engaged in that busi-
ness activity, are you not?

Mr. TRIBBLE. Yes.

Mr. DAVIDSON. Yes.

Senator BLUMENTHAL. And, in particular, Mr. Davidson, I want
to ask some questions about the Google Wi-Spy experience, scan-
dal, debacle. All three terms have been used to refer to it. In par-
ticular, as you well know—and now we all know—for three years
Google intercepted and collected bits of user information payload
data—e-mails, passwords, browsing history, and other personal in-
formation—while driving around taking pictures of people’s homes
on the streets in the Street View program. The company first de-
nied that it was collecting this information, did it not?

Mr. DAVIDSON. It did. We did not believe that we were—we did
not know that we were.

Senator BLUMENTHAL. And then it denied that it was collecting
it intentionally. Is that true?
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Mr. DAVIDSON. I think we still believe we were not collecting it
intentionally.

Senator BLUMENTHAL. And, in fact, this personal data and the
interception and downloading of this personal data is contemplated,
in fact, by a patent application that has been submitted by Google
to both the U.S. Patent Office and internationally, does it not?

Mr. DAVIDSON. I am not specifically familiar with the details of
the patent application.

Senator BLUMENTHAL. I think you have been provided with a
copy

Mr. DAVIDSON. Is that what this is here?

Senator BLUMENTHAL. Maybe you could have a look at it. Do you
recognize the document? Have you seen it before?

Mr. DAVIDSON. I have not seen this document before, but I am
probably roughly—I have not seen this document before.

Senator BLUMENTHAL. Are you familiar with the goal that it de-
scribes of, in fact, pinpointing the location of wireless routers to
construct a wireless network map by intercepting and downloading
the payload data in precisely the way that Google denies having
done?

Mr. DAVIDSON. No, I am not—I apologize. I am not familiar with
that aspect of this or really anything relating that to this patent’s
content, to the content of-

Senator BLUMENTHAL. Are you aware that this process may have
been used in the Street View program to collect private confidential
information and use it to construct the wireless network route?

Mr. DAvIDSON. I would be very surprised. I think it—we have
tried to be very clear about the fact that it was not our policy to
collect this information; it was not the company’s intent to collect
the content or payload information. I think we have been very spe-
cific about the fact that we never used that information.

As you indicated, people at the company were quite surprised
and, honestly, embarrassed to find out that we had been collecting
it. So we have said before, this was a mistake, that we did not in-
tend to collect this information, and we have tried very hard to
work with regulators to make sure we are now doing the respon-
sible thing. We have not used it, and we are working with the reg-
ulators around the world to figure out what to do with it, and in
many cases we have destroyed it.

Senator BLUMENTHAL. Why would the company then submit a
patent application for the process—that very process that it denies
having used?

Mr. DAVIDSON. I am sorry I cannot speak to the specifics of this
patent. We were not aware that this was a topic for today’s hear-
ing. But I will say generally we submit patent applications for
many, many different things. Often they are fairly speculative. We
probably do, I do not know, hundreds of patent applications a year,
certainly scores. And it would not be surprising at all that in this
area that is so important we would be looking for innovative ways
to provide location-based services. But it was certainly—as we have
said publicly, it was a mistake, and we certainly never intended to
collect payload information.
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Senator BLUMENTHAL. Well, in fact, the payload information
would be extremely valuable in constructing this wireless network
map, would it not?

Mr. DAVIDSON. I am not sure that we would say that. I think
that what is most important is basically having the identification
of a hotspot and a location, which is what we were collecting, and
that is what we have used to create this kind of data base, as oth-
ers have. And it is not obvious that small snippets of a few seconds
of whatever happens to be broadcast in the clear from somebody’s
home at any given precise second when you are passing by with a
car would necessarily be that valuable. And I think we certainly
never intended to collect it.

Senator BLUMENTHAL. Would it be valuable, in your opinion, Mr.
Tribble, to have that kind of payload data in constructing a wire-
less network map?

Mr. TRIBBLE. I am actually not sure how valuable——

Senator FRANKEN. Turn your microphone on.

Mr. TRIBBLE. Yes, Senator, I am actually not sure how valuable
it would be. We do not collect that or use that in our mechanisms
for geolocating, and, in fact, I checked with the engineering group,
and they said it would be—they are not sure how you would do
that. But they probably have not seen the patent, so I cannot real-
ly, I guess, specifically answer your question.

Senator BLUMENTHAL. Let me ask Mr. Brookman and Mr.
Soltani whether you have an opinion as to whether payload data
would be useful in strengthening the location network or map.

Mr. BROOKMAN. I am not a technologist so I will mostly defer to
Mr. Soltani. My instinct is that I do not think that it would be. The
primarily interesting fact is that here is a wireless access point.
They may need to sense that it is sending information out techno-
logically, but I do not believe that the content of that communica-
tion would be valuable at all.

Mr. SoLTANI. I would concur with Justin. I think the small dif-
ferentiation is—what you are referring to is whether the header in-
formation, which is not necessarily—there is a question of whether
that is payload data. So Google collects the information about the
hot spot, which includes the header information about the MAC ad-
dress or the identifier for that hotspot, and I think that is the ques-
tion, whether that is payload data.

I would feel like it is also not payload data, but that remains to
be determined by others.

Senator BLUMENTHAL. Let me turn back then to Mr. Davidson.
What are the plans that Google has to use or dispose of the infor-
mation that has been downloaded and collected?

Mr. DAVIDSON. We are in active conversation with many regu-
lators, including your former office in the State of Connecticut, but
regulators around the world. Some of them have asked us to de-
stroy the data, and we have done so. Some of them are continuing
their investigations.

Our intent is to answer all the questions of any regulator who
has got an interest in this fully. We do not intend to ever use this
data. We intend to dispose of it in whatever form regulators tell us
we should.
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Senator BLUMENTHAL. And would you agree that collection of
this data violates privacy rights and that it may, in fact, be illegal?

Mr. DAVIDSON. I think our position was that it was not illegal,
but it was not our intent, either, and it was not how we expect to
operate our services.

Senator BLUMENTHAL. If it was not illegal, do you not agree it
should be?

Mr. DAVIDSON. I think this raises a really complicated question
about what happens to things that get broadcast in the clear and
what the obligations are about people hearing them. And I think
it is a complicated question. It is an important question. But I
think we have to be careful about it. I think the law appropriately
says—regulates—I believe it regulates the use of that information.
And as I have said before, we have no intention to use it.

Senator BLUMENTHAL. I will have additional questions, Mr.
Chairman. My time has expired and I appreciate your indulgence.
In the meantime, I would like these patents to be made a part of
the record.

Senator FRANKEN. Absolutely.

[The patents appears as a submission for the record.]

Senator FRANKEN. The Ranking Member.

Senator COBURN. Thank you, Mr. Chairman.

This is for both Apple and Google. You both have requirements
for the people that supply apps for your systems. How do you en-
force the requirements that you place on them? Specifically, how do
you know that they are keeping their word? How do you know they
are not using data different than what they have agreed to? How
do you know they are not tracking?

Mr. TRIBBLE. Yes, Senator, so Apple curates the apps that are in
our store. The way people get apps on their phone is that they are
in the Apple apps store.

As I mentioned, we have requirements for the app developers.
What we do is we examine apps, look at them. We do not look at
their source code, but we run them, we try them out, we examine
them before we even put them into the app store. If they do not
meet our requirements, that

Senator COBURN. I understand that. But once they are in your
app store——

Mr. TRIBBLE. Once they are in the app store, we do random au-
dits on applications. Now, we have 350,000 apps. We do not audit
every single one, just like the Federal Government does not audit
every single tax return. But we do random audits and do things
like examine the network traffic produced by that application to
see if it is properly respecting the privacy of our customers.

If we find an issue through that means or through public infor-
mation, a blog, or a very active community of app users, we will
investigate. And if we find a violation of our terms, including pri-
vacy terms or specific location handling terms, we will contact—we
will have contacted them during the investigation and hopefully
gotten them to fix it. But if they do not, we will notify them that
their app will be removed from the store within 24 hours, and we
will do that.

Now, in fact, the overwhelmingly common case is that the app
developers are highly incentivized to stay in the apps store. So dur-
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ing the investigation or if we warn them, typically they correct, and
often that correction involves making sure they pop up a notice
panel telling the customers what they are doing.

Senator COBURN. Mr. Davidson.

Mr. DAVIDSON. So we have taken a slightly different approach at
Google. We have strived to make sure that our platform is as open
as possible, and we have chosen not to try to be a gatekeeper in
terms of what applications people get access to. That is striking a
balance, but we have tried to maximize openness, and we have
taken a different approach to try to protect consumer privacy,
which is to use the power of the device itself to make sure that peo-
ple know what information is being shared. And so the device itself
will tell you, when you want to install an application, what that
application wants to have access to. And that we believe is a very
powerful form of policing for users. But we do not then generally
go back and try to make sure that every application does what it
says it is going to do because we have, as I say, a large number,
but we are also really trying to maximize the ability of small app
developers to get online.

Senator COBURN. Is that notification when you download that
app in plain English where it is easily understood? Or is it a 10-
page deal that everybody scrolls down to and says, “I accept”?

Mr. DAVIDSON. It is a terrific question. We have tried really hard
to avoid that, so we do not show that ten-page thing that the law-
yers write that says all the different things that may happen. It
is plain language. It is rarely more than a screen. Sometimes you
have to scroll down a little bit. And it says very specifically what
pieces of information—not just location information, but all types
of information that might be coming from the phone that that ap-
plication has sought access to.

And I will tell you personally I have seen applications that I
have rejected, and I think hopefully a lot of people do this, when
you say, well, why does my solitaire program need my contact data
base? It does not and I should reject it.

Senator COBURN. What is the motivation for the app producer—
and, Mr. Zuck, you can comment on this, too—to have that infor-
mation? Is it so they can re-use it and sell it?

Mr. DAVIDSON. I am sure that it is going to be a combination of
things, and I am sure that in many cases they will be providing
valuable services, so, you know, Foursquare or other location serv-
ices that let you know if your friends are nearby. Twitter lets you
look at tweets that are near your location. There are really valu-
able services out there that are going to be provided. Sometimes
people might be using data to serve ads better or to build a data
base of their own, and that is the kind of thing I think consumers
need to decide whether they want to make that trade.

Senator COBURN. Mr. Tribble, do you want to comment on that?

Mr. TRIBBLE. I think that there are a variety of reasons why
third-party apps would want that kind of information and a variety
of things that they would do with it. Again, what we require the
apps to do is to tell the users before they do that. We let them have
a way of choosing not to do it or to change their mind later. So it
is an area where there is a lot of innovation. I am sure Mr. Zuck
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can tell you about that. And it is an important area in terms of pri-
vacy and rapidly evolving.

Senator COBURN. Mr. Zuck.

Mr. Zuck. Thank you, Senator. It is a very good question, and
it is exciting here at the kids’ table to be heard and not just seen,
I suppose.

Most of the privacy policies of these small businesses reflect the
fact that most of these businesses are not collecting personal infor-
mation, and those that are, very often their privacy policies extend
from their other online presences or websites, et cetera.

As to your question about the use and why they do it, most of
the time it is some overt process where someone is actively check-
ing in or doing something very specific where they know they are
sharing information in order to get information. But the other use
of the information is to allow for partnerships and revenue streams
from ad networks. And so data is not stored by these small busi-
nesses in most cases, but actually transferred back to the likes of
Google and Apple that are the ones that are actually accumulating
the large data bases of data about these users.

The one thing that is worth noting, though, is that this is an-
other bite at the apple that these folks have with application devel-
opers and that there are terms of services for those ad networks
as well. So that in sharing the information back to Apple or Google,
there are restrictions on the kind of policies we have to have in
place in order to share that information back with that ad network
and to make use of that service.

Senator COBURN. All right. Thank you very much. I will have ad-
ditional questions for the record for Mr. Brookman and Mr. Soltani.

Senator COBURN. Senator Whitehouse.

Senator WHITEHOUSE. Thank you very much.

It strikes me that we are in a very new area in trying to think
about what our take-off point should be. What existing models are
a good analogy for where we are right now and where we should
go is an interesting discussion to have, and I encourage each of you
to take that as a question for the record, if you could for me, and
get back to me in writing because that is a longer discussion than
we have time for. But, you know, if you want to sell pharma-
ceuticals in this country, you can do so, but you have to disclose
their side effects. If you want to operate on somebody in this coun-
try, you can do so, but you have to get their consent and list the
things that could go wrong in the surgery. If you want to sell a con-
sumer product in this country, you have to put appropriate warn-
ings on, and if the product is dangerous, you have got to pull it
back off the market. If you want to sell stock in this country, you
have got to file a proper SEC filing so people know what the finan-
cial information behind the stock offering is and they can make an
intelligent decision.

In all of those different ways that we regulate conduct, we are
trying to make, to your statement, Mr. Davidson, as open as pos-
sible a market, but not at the expense of people who are trying to
take advantage of people.

And so it worries me that the principle—we hear it from you in
terms of “as open as possible.” We also hear it from the ISPs in
terms of, “Do not blame us for what comes across the pipes,” even
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if it is crawling with malware and is really putting even potentially
our National security at risk. “We are just providing a service. We
just want anything to go through.” And that is not an argument
that we allow to stand in pharmaceuticals, in consumer products,
in surgery—really anywhere. We build an arena in which the mar-
ket can work, but we make sure that the boundaries of the arena
are the boundaries of safety. And I think we really need to be
working on those boundaries, and I think that “as open as possible”
is simply not an adequate standard to this task—as open as pos-
sible, yes, but within what controls. And I think that is the ques-
tion that we have to be focusing on, and it is complicated by the
fact that some of these things you want and you are choosing them;
some of it rides along with that. I do not know how effective your
program that allows you to check in and out, tell you what things
it has access to, is in terms of the real-life consumer. What does
a l4-year-old loading an app know about all these choices? How in-
formed is that choice? So I am not sure that is a boundary that I
am perfectly comfortable with.

Mr. Tribble mentioned that you could change your mind later in
the Apple system if you saw that something was going wrong. I am
not sure, can you change your mind in yours? Or

1VlIr. DAVIDSON. Absolutely. As I mentioned in my written and
ora

Senator WHITEHOUSE. How do you get prompted to——

Mr. DAVIDSON [continuing]. You can easily go back and
change

Senator WHITEHOUSE. How do you get prompted to once you
have loaded the app?

Mr. DAVIDSON. Well, you can remove the application very, very
easily. You can also change your settings in terms of, for example,
the use of the location services that Google provides.

Senator WHITEHOUSE. But you have to be aware of it.

Mr. DAVIDSON. Absolutely. There is

Senator WHITEHOUSE. So if you are not aware that somebody is
selling your location information to somebody you are not inter-
ested in having it, you do not really get a second bite at that apple.

Mr. DAVIDSON. Well, and I think this is a tremendously impor-
tant area, about the need to educate our consumers and users bet-
ter because we believe you are right, that a lot of users do not un-
derstand all this. We have tried to make it very simple, and we
have tried to strike the right balance. I do not think we—we do not
say openness at all costs. What we have said is we are trying to
maximize—I do not know if “maximize” is the right word, but we
are trying to increase openness. We tried to create a very open
platform, and it is a different approach. It is not no holds barred.
We take certain—we do have a content policy for our market. But
I think the question is what is the appropriate way—who are the
appropriate actors to go after? We do not go after trucking compa-
nies because they happen to carry faulty goods. We go after the
manufacturers of those goods. And I would just say we are trying
to strike the right balance, and we also need to really educate con-
sumers. That is why a hearing like this is honestly so important
because it does shed a lot of light, even as we try to give people
information.
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Senator WHITEHOUSE. You do go after the trucking company if
the company knew what it was carrying.

Mr. DAVIDSON. And I think this is

Senator WHITEHOUSE. And Google is in a better position to know
what is being carried as a professional company that specializes
and has vast resources than a 17-year-old who has been told by his
friend that this is a cool app to load. So I would not be satisfied—
I do not think that is a comfortable analogy either for you to rely
on.
The other thing, if somebody wants to take control of your com-
puter and slave it to their botnet, they will try a lot of different
ways to do it, and many of the ways in which they try this stuff
will involve broadcast to thousands of people, and most people are
careful enough to know better than to open the attachment or
whatever. They are getting more sophisticated, and they are start-
ing to add more personal data, so it is getting harder and harder
to sort that out. But ordinarily you could have a success rate of
gnly 1 in 1,000 and still be a pretty successful propagator of a

otnet.

And so it seems to me that there are some things for which even
a very high failure rate is still not good. So even if 999 of 1,000
of your customers said, “Oh, I do not want them to do that,” if
somebody is putting these apps up not for the facial purpose, for
the stated purpose, but because they have loaded a bunch of other
stuff behind it that they want to use for an ulterior motive, what
I called earlier a Trojan horse, you take it for one reason but that
is not really why they are doing business with you. That is just
their way to get in the door and into your computer and being able
to take economic advantage of your information.

It seems to me that there is some line that we want to draw that
is an absolute line that says, even if you are—you know, you really
should not be in a position where you are agreeing to this with as
little information as you have, in the same way that you try to pro-
tect }l)eople from having their computers slaved to botnets by spam
emails.

So, again, I think we need to consider a little bit more sort of
what our model is going to be here and then work off of that, and
all I can say is that I have not yet heard a model here today that
is convincing to me that it adequately protects both the Internet
itself and the privacy interests. We have talked a lot about privacy,
but, frankly, it is not just privacy that is at issue here. Once some-
body is in your computer with an application, there are a lot of
other ways they can cause mischief, and it could be all the way to
outright malware rather than just some—it could be something
that is ultimately illegal, not just something that is immediately
unwelcome.

So, anyway, I want to just thank Chairman Franken for having
this hearing. I think it has been very interesting, very significant,
and I think it is an issue where we have got a lot of work to do
ahead of us, and I want to appreciate the participation of all of you.
We all bring different perspectives to this. I do not think anybody’s
perspective is yet ideal. But together and working hard on this, I
think that we can get something accomplished that will make the
Internet safer and make people less vulnerable as consumers to
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abuse and make sure that it is clearer that you are getting what
you pay for or what you load up when you choose to take on these
applications.

Much appreciation to the Chairman for his leadership on this.

Senator FRANKEN. Thank you, Senator Whitehouse.

By the way, I apologize to the witnesses. I had to step out for
a meeting on Minnesota flooding.

Senator Schumer has stepped in, and I recognize you.

Senator SCHUMER. Thank you. First let me thank you, Mr.
Chairman, for having this very important hearing, and there are
so many different types of issues and questions that have come up
because we are in this brave new world where information is avail-
able much more freely and that creates new privacy concerns, and
creating the balance is one of the most important things we can do
at the beginning of this century. So I look forward to your leader-
ship and the leadership of Senator Coburn as we try to balance the
important benefits, and I am so glad you have stepped into this
place.

I always tell people that the Senate has so many different vacu-
ums that, you know, somebody who is interested can sort of step
Xllto, and this is a classic example. So thanks for your leadership,

I am glad that the representatives—I have a particular area that
I know some of you know I care about. There are a lot of these
areas I care about, but I am going to talk on a couple today. Apple
and Google have come here, and I thank you both for that. I want
to ask about a slightly different aspect of balancing technology with
public safety, and that is the smartphone applications that enable
drunk driving.

As you know, several weeks ago a number of my colleagues and
I—Senators Udall, Lautenberg, Reed, and I—wrote letters to your
companies calling your attention to the dangerous apps that were
being sold in your app stores and asking you to take immediate—
to immediately remove them. The apps we were talking about en-
dangered public safety by allowing drunk drivers to avoid police
checkpoints. I do not have to go into how bad drunk driving is in
our country, and I just read those newspaper articles, particular at
prom time and Christmastime, of parents just looking so forlorn be-
cause they have lost a kid to drunk driving.

Anyway, the DUIs that were popping up in stores were terrifying
because they undermined drunk-driving checkpoints. The apps,
they have names like Buzz and Fuzz Alert, and they are intended
to notify drivers in real time when they approach police drunk-driv-
ing checkpoints. There is only one purpose to these. We know what
that is, and that is, to allow drivers to avoid the checkpoints and
avoid detection. People often think twice about drunk driving, driv-
ing while drinking, because they know they could get stopped, with
all the consequences, and these apps enable them not to.

We brought these to the attention of RIM. They pulled the app
down. I was disappointed that Google and Apple have not done the
same, and I would like to ask you how you can justify to sell apps
that put the public at serious risk. I know you agree with me that
drunk driving is a terrible hazard, right? And I know each of your
companies has different reasons for not removing these apps, so I
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would like to discuss them with you separately. First, Mr. David-
son, tell me your reasoning why Google has not removed this kind
of application.

Mr. DAVIDSON. I will start by saying we do take this issue very
seriously

Senator SCHUMER. I know. I do not doubt that.

Mr. DAVIDSON [continuing]. And we appreciate you raising it. As
I actually just discussed with Senator Whitehouse, we have a policy
on our application store, our application market and on our plat-
form where we do try to maintain openness of applications and
maximize it, and we do have a set of content policies regarding our
Android marketplace. And although we evaluate each application
separately, applications that share information about sobriety
checkpoints are not a violation of our content policy.

Senator SCHUMER. Let me ask you this: Would you allow an app
that provided specific directions on how to cook
methamphetamines? That does not explicitly violate the terms of
your service explicitly but generates a public safety hazard.

Mr. DAVIDSON. I think it would be—it would be fairly fact spe-
cific. We do look at these things specifically. I think applications
that are unlawful or that, you know, directly related to unlawful
activity, I think we do take those down.

Senator SCHUMER. So let me ask——

Mr. DAVIDSON. Malware we do take down. You are right. But we
do have a fairly open policy about what we allow.

Senator SCHUMER. Well, no one is disputing fairly open, and that
is the motto of Google, and, you know, you are a company that has
paid the price in a certain sense for those beliefs. So everyone re-
spects the company. But my view is even under your present terms
of prohibiting illegal behavior, this app would fit. By why wouldn’t
you then change the app to include at least this specifically so it
does not—you know, I know if you had to draft generalized lan-
guage, it might be trouble. But why wouldn’t you do that?

Mr. DAVIDSON. Again, I think we have a set of content policies.
We try to keep them broad, and I will just say you have raised
what we think is an extremely important question. It is a question
that we are actively discussing internally, and I will take this back
and your concern back to our most senior leadership.

Senator SCHUMER. So you will look at—if you do not believe
under your current rules that this would be prohibited, you would
look at specifically, at least narrowly trying to eliminate this app.

Mr. DAVIDSON. Yes.
hSenator SCHUMER. You agree it is a terrible thing; it is a bad
thing.

Mr. DAVIDSON. We agree it is a bad thing. I agree it is a bad
thing, Senator.

Senator SCHUMER. And it probably causes death.

Mr. DAVIDSON. Senator, I think this is an extremely important
issue.

Senator SCHUMER. All right. Let us go to Mr. Tribble. Tell me
why you have not. Different reasoning. That is why I am doing it
separately.

Mr. TrRIBBLE. Well, Senator, I share your abhorrence of drunk
driving. As a physician who has worked in an emergency room, I
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have seen firsthand the tragedy that can come about due to drunk
driving, so we are in complete and utter agreement on that. And,
you know, Apple in this case is carefully examining this situation.
One of the things we found is that some of these applications are
actually publishing data on when and where the checkpoints are
that are published by the police departments.

Senator SCHUMER. No, not in the same time sequence.

Mr. TRIBBLE. In some cases the police department actually pub-
lishes when and where they are going to have a checkpoint. Now,
not all of them do that, and there are variances to—there are theo-
ries on why they——

Senator SCHUMER. How many police departments do that?

Mr. TRIBBLE. I have seen a map, for example, San Francisco,
Ninth and Geary, we are going to be having a checkpoint tomorrow
night. On the Web.

Senator SCHUMER. Do they publish all of them?

Mr. TRIBBLE. I do not know. So we are looking into this. We
think it is a very serious issue.

Senator SCHUMER. It is sort of a weak read, I think.

Mr. TRIBBLE. Well

Senator SCHUMER. I would bet to you that I do not know of a po-
lice department that in real time would publish where all these
checkpoints would be. It would make no sense. And they publish
it on their Web site?

Mr. TRIBBLE. As you know, they often publish in general that
they are doing it. It was surprising——

Senator SCHUMER. But what does that

Mr. TrRIBBLE. That means that they believe that these check-
points provide a deterrent effect and that wider publicity——

Senator SCHUMER. But that is a different type of checkpoint.

Mr. TRIBBLE. I agree. I am just saying we are in the process of
looking into it. We think it is very serious. We definitely have a
policy that we will not allow—encourage illegal activity. And

Senator SCHUMER. Apple has pulled bad apps before.

Mr. TRIBBLE. Absolutely.

Senator SCHUMER. OK. You pulled one even about tasteless
jokes. Well, this is worse than that, wouldn’t you say?

Mr. TrRIBBLE. Well, I would say that in some cases it is difficult
to decide what the intent of these apps are. But if they intend to
encourage people to break the law, then our policy is to pull them
off the store.

Senator SCHUMER. Then I would suggest that you look at—just
keeping that policy as is, it is a little different situation than Mr.
Davidson. You would find that the intent of these apps is to en-
courage people to break the law.

Mr. TRIBBLE. And I will take that back, and we will

Senator SCHUMER. And it is different. I know my time is up. I
apologize. And I would encourage you to make a distinction be-
tween a police department that says, “Well, we usually have a
checkpoint at Ninth and Geary,” and an app that just talks about
where the new checkpoints are and in real time. And you say they
publish it.

Mr. TRIBBLE. Yes.

Senator SCHUMER. They publish it two days later.
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Mr. TRIBBLE. No, I understand that distinction, and I agree that

is different.
hSenator SCHUMER. So you, too, Apple will take a serious look at
this.

Mr. TRIBBLE. Yes, we will.

Senator SCHUMER. I would like if you folks, both of you, could get
me an answer, say two weeks from now, as to what your—is that
too soon?

Mr. DAVIDSON. We could certainly give you a progress report.

Mr. TRIBBLE. Yes.

Senator SCHUMER. How about a month from now as to what your
internal examination has come up with, OK?

[The information referred to appears as a submission for the
record.]

Senator SCHUMER. I thank you and I thank my colleague for in-
dulging me in an extra two minutes. Thanks.

Senator FRANKEN. I was actually saying that we were going to
go to a second round, not that you were two minutes over. I would
never do that to the distinguished Senator from New York.

I am going to indulge my prerogative as the Chair and go to a
second round.

Mr. Tribble, when you download an app on Android or an An-
droid machine, it tells you if that app will access your location,
your calendar, your contact list, and you get a chance to opt out
of those. But an iPhone only asks you if you want to share your
location with an app, nothing else. Don’t you think it would be
helpful for Apple to inform consumers if an app will be able to get
information from their calendars or address books? What more can
Apple do to inform consumers of the information that an app can
access, do you think?

Mr. TRIBBLE. Well, in the case of those things that—you know,
the app, we encourage, as I mentioned, and even require the app
provider themselves to give notice and get consent from the con-
sumer before they do that. Different from Google in those cases, we
do not provide or attempt to provide technical means in all cases
to prevent the app from getting at any and all information. In fact,
we think that would be very difficult.

However, specifically in the case of location, we do make sure
that every single time an application—or for the first time an ap-
plication asks to get access to that user’s location, it pops up that
dialog box that says, “This app would like to use your location, yes
or no.” So I would say two things there. One of our priorities in
this case has been on the especially sensitive nature of location and
to provide technical measures or attempt to on the phone to pro-
vide that notice every single time when the app first asks.

In the case of other information which may also be personal in-
formation, but maybe not, you know, to the same extent as where
am I right now, we require the app to give notice and to get con-
sent from the user, but we do not have a technical means to re-
quire that. And if we—it is not that we would not want to. We
think that is difficult, and it is especially difficult because when
you start to do that for every little piece of information, the screen
that the user is confronted with in terms of yes/no, yes/no, yes/no
potentially becomes very long and complex.
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Senator FRANKEN. Google has a screen that contains a number
of those, and it seems to work for you guys, right?

Mr. DAVIDSON. It works for us guys, yes.

Senator FRANKEN. OK. Mr. Tribble, the Ranking Member asked
you how your companies enforce your own rules for apps. When
you were in my office yesterday—and thank you for coming—I ac-
tually asked you this question. How many apps have you removed
from your App Store because they shared information with third
parties without users’ consent?

Mr. TRIBBLE. As I mentioned to Senator Coburn, of course, our
first defense is to not put them there in the first place, but if we
find an app, we investigate, we work with the developer to get
them to give proper notice, and we tell them at some point, if we
find them violating, “you are going to be off in 24 hours.” In fact,
I think all of the applications to date or the application vendors to
date have fixed their applications rather than get yanked from the
apps store in those cases.

Senator FRANKEN. So the answer to my question is zero?

Mr. TRIBBLE. Is zero.

Senator FRANKEN. OK. Thank you.

Mr. Soltani, let me ask you a different question. Of all the things
that you have seen, what is the most serious privacy threat that
mobile devices pose today?

Mr. SOLTANI. Senator, thank you for your question. I think the
biggest take-away from this is that consumers are repeatedly sur-
prised by the information that apps and platforms are accessing.
Consumers are entrusting their computers and phones and other
devices with a great deal of personal information, and to the degree
that these platforms are not taking adequate steps to make this
clear to consumers that others in the pipeline have access to this
information, I think that is a problem. We have talked about the
apps where, you know, a certain app might need access to—I think
the example was it needed access to your location information and
you said no. I do not think consumers would know whether apps
would need access to certain types of information or not or could
make those definitions clearer.

Kind of stemming from that, we see the—it sounds like the pro-
viders of these platforms are actually surprised as well that they
are collecting information. In the case of Street View, they were
surprised that they were collecting the WiFi information, and in
the case of the recent Apple episode, they were surprised—even a
year ago they responded to this issue—that they were collecting in-
formation for a year.

And so I think, you know, we need improved transparency on
this stuff, and in order to do that, we need clear definitions of what
things like “opt in” mean. For example, the check box being
checked by default and you have to uncheck that, is that really
kind of opt in or is that opt out? Clear definitions

Senator FRANKEN. It sounds like opt out to me.

Mr. SortaNI. Right. Clear definitions of what location is, you
know, if it gets you within 20 feet, is that your location? And then
most importantly, clear definitions of what “third parties” and
“first parties” mean in this context.
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Senator FRANKEN. Well, could you describe the results of the
Wall Street Journal’s investigation into mobile apps? Specifically,
can you describe the information that apps are getting from users
and sharing with third parties? And can you tell us—you said they
are surprised—if the average user has any idea that this is hap-
pening?

Mr. SovrtanI. Right. So I do not think most consumers would
know that apps would access things like your location information
or information stored on your device.

Senator FRANKEN. So your address book or——

Mr. SOLTANI. Your address book, your contacts list. And then
there was a case where Facebook, you would install the Facebook
app, and it would synchronize your entire address book up to
Facebook server. I think people were kind of surprised by that
functionality. I do not think people realized what is the data that
is held on the phone versus the data that is transmitted to
websites, and then, even more, transmitted to downstream ad com-
p}?nies and other entities that are not even the website that builds
the app.

I think ultimately this might be an issue with regard to kind of
the incentives are mixed. So in this context, we have Apple and
Google as platform providers, but they are also advertisers, and
they also make apps. And so in the example earlier where it was
the truck driving and making problematic products, I think in this
case we have the same companies that are the truck and the prod-
uct, and it is really weird to figure out what the incentives should
be for them to kind of do the right thing and make intelligent de-
faults. I think we have seen the defaults fall in favor of what is
in their best interest—obviously so. They are companies, right?
They are commercial entities.

Senator FRANKEN. Thank you, Mr. Soltani, and thank you all.

Senator Blumenthal.

Senator BLUMENTHAL. Thank you, Mr. Chairman.

I want to thank all of you again for being here and for your very,
very useful contribution to this hearing.

Just by way of brief footnote to your conversation, Mr. Tribble,
Dr. Tribble, earlier with Senator Schumer, you may or may not be
aware, but sometimes police departments actually publicize check-
points so that drunk drivers will go to alternative routes where
they do not publicize the checkpoints. So there may be more strat-
egy than you may be aware in some of the law enforcement prac-
tices that are involved here. But I welcome both your and Mr.
Davidson’s willingness to come back to Senator Schumer with your
response. I think that is very welcome and commendable.

I also want to welcome and commend Google’s response on the
notice issue in case of breaches, which I think is a very important
source of support for notice legislation, and would ask, Dr. Tribble,
I do not think I saw in your testimony—I may have overlooked it—
any reference to the requirement for notice in case of breaches of
confidentiality. Would Apple likewise support that kind of legisla-
tion?

Mr. TRIBBLE. I am actually not the policy person at Apple, but
what I will say is that, in general, we think it is extremely impor-
tant that information kept on our servers stays secure, and we do
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a lot to make sure that that is the case. And we think that if—
I personally think if customers are at risk from important informa-
tion that is leaked from servers, I, for example, as a consumer
would like to know.

Fortunately, Apple has not—you know, what we are discussing
is not that here, but if that were to happen, I think that would be
something that consumers would want to know about.

Senator BLUMENTHAL. Well, would it be Apple’s practice to notify
consumers in case of a breach as soon as possible?

Mr. TRIBBLE. Yes, I think we are—I believe we are subject to at
least various State laws along those lines, breach notification, and
although it is not my area of the company, I certainly believe
that—I know we would comply with that and notify in case of a
breach.

Senator BLUMENTHAL. And, again, I will be submitting questions
that I am hoping that all the witnesses will respond to, and we are
late into this hearing, but I would be very interested in knowing,
and would welcome your response here if you can do it briefly,
what additional measures you would suggest. As you may have
heard earlier, we asked the panel before yours about requiring se-
curity measures, privacy by design so to speak, as well as remedies
such as credit freezes, credit monitoring, insurance, in case of
breaches and to prevent such breaches and would welcome any
comments from the panel—or not. Whichever you would prefer.

Mr. BROOKMAN. Fortunately, I actually testified on this issue last
week, so I have done a little bit of thinking about it.

From a consumer perspective, there is actually already a pretty
strong legal regime in place to require reasonable security prac-
tices. The FTC has brought 30-some-odd cases where companies
failed to adequately secure data. And for data breach notification,
46 or 47 States have versions in place. So the legal regime right
now already has pretty strong protections in place. The things we
would probably look for are, one, more authority to the FTC, maybe
greater capacity to bring more cases. I think the 35 they brought
are great, but obviously more would be better. And penalty author-
ity especially as well. The FTC does not have the ability to get civil
penalties for violations of the FTC Act. I think if there were a
strong sword, a little stick, I think you would see better practices.

Also, I think we would like to see other of the fair information
practices put into law. So one idea that we keep bringing up is this
idea of data minimization. If you have data sitting on your servers
and you do not need it anymore, get rid of it. In both the Sony and
the Epsilon case, data breach cases, it seemed they were holding
old data they did not need anymore. Sony had a 2007 data base
with credit card numbers that they were not even using. Epsilon
was keeping email addresses of people who had previously opted
out. I had personally got email from companies I had opted out
from years ago saying, “Oh, by the way, your data was breached
here.”

So I think putting into law protections for data minimization and
stronger FTC authority would be valuable things here.

Senator BLUMENTHAL. Mr. Brookman, did Sony have in place
adequate safeguards?
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Mr. BROOKMAN. As I said, I am not a technologist. There have
been a lot of press reports indicating that there are things they
should have done better. Their servers were not patched to the lat-
est security software. They were holding old data, and their pass-
word verification system probably should have been stronger.

I am probably not the best person to testify to that. It is easy
for me to sit back and say now that it seemed inadequate, but
there are definitely strong security minds in this space who have
criticized what they have done.

Senator BLUMENTHAL. Well, in fact, they acknowledged that
much better, stronger safeguards should be in place going forward.
Whether that is an implicit acknowledgment as to the inadequacy
previously, we cannot ask them because they are not here today.
But certainly they are going to upgrade or at least have promised
to upgrade their safeguards.

Mr. BROOKMAN. Yes, they have said that they are going to put
better protections in place, and so if there were maybe a greater
consequences to data security breaches such as FTC penalty au-
thority, then hopefully companies would think about it more in ad-
vance than trying to append security and privacy after the fact.

Senator BLUMENTHAL. I have a bunch of other questions which
I will ask the witnesses and will not detain you to as now, but
thank you very much, Mr. Chairman.

Senator FRANKEN. Thank you, Senator Blumenthal.

The hearing record will be held open for a week. In closing, I
want to thank my friend, the Ranking Member. I want to thank
all of you who testified today. Thank you all.

As I said at the beginning of this hearing, I think the people
have a right to know who is getting their information and the right
to decide how that information is shared and used. After having
heard today’s testimony, I still have serious doubts that those
rights are being respected in law or in practice. We need to think
seriously about how to address this problem, and we need to ad-
dress this problem now. Mobile devices are only going to become
more and more popular. They will soon be the predominant way
that people access the Internet, so this is an urgent issue that we
will be dealing with.

We will hold the record, as I said, open for a week for submission
of questions, and this hearing is now adjourned.

[Whereupon, at 12:39 p.m., the Subcommittee was adjourned.]

[Questions and answers and submissions for the record follow.]
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Today, the Subcommittee on Privacy, Technology and the Law holds a very important hearing
on the privacy implications of Smartphones and other mobile applications. I commend the

Subcommittee's Chairman, Senator Franken, for holding this timely hearing -- the first for this
new subcommittee -- and I thank him for his dedicated leadership on consumer privacy issues.

Throughout my three decades in the Senate, I have worked to safeguard the privacy rights of all
Americans. Ensuring that our Federal privacy laws accomplish this essential goal -- while
addressing the needs of law enforcement and America's vital technology industry -- has been one
of my highest priorities as the Chairman of the Senate Judiciary Committee. That is why I
decided to establish this new privacy subcommittee, and why I am working to update the
Electronic Communications Privacy Act (ECPA). I hope to introduce legislation soon to address
some of these needed reforms.

In the digital age, American consumers and businesses face threats to privacy like no time
before. With the explosion of new technologies, such as social networking sites, smartphones
and other mobile applications, there are many new benefits to consumers. But, there are also
many new risks to their privacy.

Like many Americans, I am deeply concerned about the recent reports that the Apple iPhone,
Google Android Phone and other mobile applications may be collecting, storing, and tracking
user location data without the user's consent. 1 am also concerned about reports that this sensitive
location information may be maintained in an unencrypted format, making the information
vulnerable to cyber thieves and other criminals. A recent survey commissioned by the privacy
firm TRUSTe found that 38 percent of American smartphone users surveyed identified privacy
as their number one concern with using mobile applications.

They have good reason to be concerned. The collection, use and storage of location and other
sensitive personal information has serious implications regarding the privacy rights and personal
safety of American consumers. As this Committee considers important updates to the ECPA and
other Federal privacy laws, it is essential that we have full and accurate information about the
privacy impact of these new technologies on American consumers and businesses.

This hearing provides a timely opportunity for us to obtain this information and to examine these
pressing privacy issues. I am pleased that representatives from the Department of Justice and
Federal Trade Commission are here to discuss the administration's views on the privacy
implications of mobile applications. I am also pleased that representatives from Google and
Apple will address the privacy implications of their smartphones, tablets and other mobile
applications.
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Safeguarding the privacy rights of American consumers and businesses is one of the most
important and challenging issues facing the nation. The many threats to privacy in the digital age
impact all Americans and should concern all Members, regardless of party or ideology. [
welcome the bipartisan support on the Committee for examining consumer privacy issues and 1
look forward to a productive discussion.

Ho###
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Chairman Franken, Ranking Member Coburn, and members of the Subcommittee, my
name is Jessica Rich and [ am the Deputy Director of the Bureau of Consumer Protection at the
Federal Trade Commission (“FTC” or “Commission™)." I appreciate this opportunity to appear
before you today to discuss the Commission’s cfforts to protect consumers’ privacy in the
mobile arena.

This testimony first broadly surveys the growth of the mobile marketplace and the
Commission’s response to this developing industry. Second, it highlights four of the
Commission’s recent law enforcement actions in the mobile arena, one involving statements that
a public relations agency made in the iTunes mobile application store, another involving
unsolicited commercial texts, and two recent privacy enforcement actions involving Google and
Twitter, major companies in the mobile arena. Finally, it describes the Commission’s cfforts to
address the privacy challenges of these new, and often very personal technologies, including a
discussion of how mobile technology is addressed in the privacy framework recently proposed
by FTC staff.

I.  The Mobile Marketplace
Mobile technology is exploding with a range of new products and services for
consumers. According to the wireless telecommunications trade association, CTIA, the wireless

penetration rate reached 96 percent in the United States by the end of last year.? Also by that

' While the views expressed in this statement represent the views of the Commission, my
oral presentation and responses to questions are my own and do not necessarily reflect the views
of the Commission or any individual Commissioner.

2 See CTIA Wireless Quick Facts, available at
www ctia.org/advocacy/research/index.cfm/aid/10323.

1
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same time, 27 percent of U.S. mobile subscribers owned a smartphone,® which is a wircless
phone with more powerful computing abilities and conneetivity than a simple cell phone. Such
mobile devices are essentially handheld computers that can not only make telephone calls, but
also offer web browsing, e-mail, and a broad range of data services. These new popular mobile
devices allow consumers to handle a multitude of tasks in the palm of their hands and offer
Internet access virtually anywhere.

Companies are increasingly using this new mobile medium to provide enhanced
benefits to consumers, whether to provide online services or content or to market other goods or
services." Consumers can search mobile web sites to get detailed information about products, or
compare prices on products they are about to purchase while standing in the check-out line.
Consumers can join texting programs that provide instantaneous product information and mobile
coupons at the point of purchase. Consumers can download mobile software applications
(“apps™) that can perform a range of consumer services such as locating the nearest retail stores,
managing shopping lists, tracking family budgets, or calculating tips or debts. Apps also allow
consumers to read news articles, play interactive games and connect with family and friends via

social media applications. Any of these services can contain advertising, including targeted

* ComScore, The 2010 Mobile Year in Review Report (Feb. 14. 2011), available at
www.comscore.com/Press Events/Presentations Whitepapers/2011/2010 Mobile Year in Rev
iew.

* Indeed, a recent industry survey found that 62 percent of marketers used some form of
mobile marketing for their brands in 2010 and an additional 26 percent reported their intention to
begin doing so in 2011. See Vast Majority of Marketers Will Utilize Mobile Marketing and
Increase Spending on Mobile Platforms in 2011, ANA Press Release describing the results of a
survey conducted by the Association of National Advertisers in partnership with the Mobile
Marketing Association, dated January 31, 2011, available at
www.ana.net/content/show/id/20953.
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advertising.
II. FTC’s Response to Consumer Protection Issues Involving Mobile Technology

New technology can bring tremendous benefits to consumers, but it also can present
new concems and provide a platform for old frauds to resurface. Mobile technology is no
different. Although there are no special laws applicable to mobile marketing that the FTC
enforces, the FTCs core consumer protection law — Section 5 of the FTC Act — prohibits unfair
or deceptive practices in the mobile arena.> This law applies to marketing in all media, whether
traditional print, telephone, television, desktop computer, or mobile device.

For more than a decade, the Commission has explored mobile and wireless issues,
starting in 2000 when the agency hosted a two-day workshop studying emerging wireless
Internet and data technologies and the privacy, security, and consumer protection issues they
raise.’ In addition, in November 2006, the Commission held a three-day technology forum that
prominently featured mobile issues.” Shortly thereafter, the Commission hosted two Town Hall
meetings to explore the use of radio frequency identification (RFID) technology, and its

integration into mobile devices as a contactless payment system.* And in 2008, the Commission

S 15 US.C. § 45(a).

® FTC Workshop, The Mobile Wireless Web, Data Services and Beyond: Emerging
Technologies and Consumer Issues, available at
www.ftc.gov/bep/workshops/wireless/index.shiml.

" FTC Workshop, Protecting Consumers in the Next T ech-ade, available at
www ftc.gov/bep/workshops/techade. The Staff Report is available at
www.fte.gov/0s/2008/03/P064 101 tech.pdf.

¥ FTC Workshop, Pay on the Go: Consumers and Contactless Payment, available at
www fic.gov/bep/workshops/pavonthego/index.shtml; FTC Workshop, Transatlantic RFID
Workshop on Consumer Privacy and Data Security, available at
www.flc.govibep/workshops/transatiantic/index. shiml.

3
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held a two-day forum examining consumer protection issues in the mobile sphere, including
issues relating to ringtones, games, chat services, mobile coupons, and location-based services.”

More recently, the agency has invested in new technologies to provide its investigators
and attorneys with the necessary tools to monitor and respond to the growth of the mobile
marketplace. For example, the Commission has established a mobile technology laboratory,
akin to the Commission’s longstanding Internet investigative laboratory, containing a variety of
smartphones utilizing differcnt platforms and carriers, as well as software and equipment that
permit FTC investigators to collect and preserve evidence and conduct research into a wide
range of mobile issues, including those related to consumer privacy.

III. Applying the FTC Act to the Mobile Arena

Law enforcement is the Commission’s most visible and effective tool for fighting
online threats, including those in the mobile marketplace. As described below, the FTC has
brought four recent cases that illustrate how Section 5 applies to the mobile arena, including
unsolicited text messages and the privacy and security of data collected on mobile devices.

In August 2010, the Commission charged Reverb Communications, Inc., a public
relations agency hired to promote vidco games, with deceptively endorsing mobile gaming
applications in the iTunes store.”® The company allegedly posted positive reviews of gaming
apps using account names that gave the impression the reviews had been submitted by
disinterested consumers when they were, in actuality, posted by Reverb employees. In addition

3

the Commission charged that Reverb failed to disclose that it often received a percentage of the

® FTC Workshop, Beyond Voice: Mapping the Mobile Marketplace, available
at www.fic.gov/bep/workshops/mobilemarket/index.shtml.

1 Reverb Commc ns, Inc., FTC Docket No. C-4310 (Nov. 22, 2010) (consent order).

4
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sales of each game. The Commission charged that the disguised reviews werc deceptive under
Section 5, because knowing the connection between the reviewers and the game developers
would have been material to consumers reviewing the iTunes posts in deciding whether or not to
purchase the games. In seitling the allegations, the company agreed to an order prohibiting it
from publishing reviews of any products or services uniess it discloses a material connection,
when one cxists, between the company and the product. The Reverb settlement demonstrates
that the FTC’s well-settled truth-in-advertising principles apply to new forms of mobile
marketing.

In February, the Commission filed its first law enforcement action against a sender of
unsolicited text messages and obtained a temporary restraining order suspending the defendant’s
challenged operations. The FTC alleged that Philip Flora used 32 pre-paid cell phones to send
over 5 million unsolicited text messages — almost a million a week — to the mobile phones of
U.S. consumers.!! Many consumers who received Flora’s text messages — which typically
advertised questionable mortgage loan modification or debt relief services — had to pay a per-
message fee each time they received a message. Many others found that Flora’s text messages
caused them to exceed the number of messages included in their mobile service plans, thereby
causing some consumers to incur additional charges on their monthly bill.* The Commission
charged Flora with the unfair practice of sending unsolicited text messages and with deceptively

claiming an affiliation with the federal government in eonnection with the loan modification

Y FTCv. Flora, CV11-00299 (C.D. Cal.) (Compl, filed Feb. 22, 2011).

2 While the financial injury suffered by any consumer may have been small, the
aggregate injury was likely quite large. And, even for those consumers with unlimited
messaging plans, Flora’s unsolicited messages were harassing and annoying, coming at all hours
of the day.
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service advertised in the text messages."

The FTC has also taken action against companies that fail to protect the privacy and
security of consumer information. Two recent cases highlight the FTC’s efforts to challenge
deceptive claims that undermine consumecrs’ privacy choices in the mobile marketplace.

First, the Commission’s recent case against Google alleges that the company deceived
consumers by ﬁsing information collected from Gmail users to generate and populate a new
social network, Google Buzz."* The Commission charged that Gmail users’ associations with
their frequent email contacts became public without the users’ consent. As part of the
Commission’s proposed settlement order, Google must protect the privacy of all of its
customers — including mobile users. For example, if Google changes a product or service in a
way that makes consumer information more widely available, it must scek affirmative express
consent to such a change. This provision applies to any data collected from or about consumers,
including mobile data. In addition, the order requires Google to implement a comprehensive
privacy program and conduct independent audits cvery other year for the next 20 years.

Second, in the Commission’s case against social nctworking scrvice Twitter, the FTC

charged that serious lapses in the company’s data security allowed hackers to obtain

" The complaint against Flora also alleges violations of the CAN-SPAM Act for sending
unsolicited commercial email messages advertising his texting services that did not include a
valid opt-out mechanism and failed to include a physical postal address. In these emails, Flora
offered to send 100,000 text messages for only $300. See FTC Press Release, FTC Asks Court to
Shut Down Text Messaging Spammer (Feb. 23, 2011), available at
www.fic.gov/opa/201 1/02/loan.shim.

" Google, Inc., FTC File No. 102 3136 (Mar. 30, 2011) (consent order accepted for
public comment).
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unauthorized administrative control of Twitter.”* As a result, hackers had access to private
“tweets” and non-public user information — including users’ mobile phone numbers — and took
over user accounts, among them, those of then-President-elect Obama and Rupert Murdoch. The
Commission’s order, which applies to Twitter’s collection and use of consumer data, including
through mobile devices or applications, prohibits misrepresentations about the extent to which
Twitter protects the privacy of communications, requires Twitter to maintain reasonable security,
and mandates independent, comprehensive audits of Twitter’s security practices.

These are just two recent examples of cases involving mobile privacy issues, but the
Commission’s enforcement efforts are ongoing.'® Staff has a number of active investigations
into privacy issues associated with mobile devices, including children’s privacy.

IV. Mobile Privacy Policy Initiatives

As noted, the rapid growth of mobile technologies has led to the dcvelopmént of many
new business models involving mobile services. On the one hand, these innovations provide
valuable benefits to both businesses and consumers. On the other hand, they facilitate
unprecedented levels of data collection, which are often invisible to consumers.

The Commission recognizes that mobile technology presents unique and heightened
privacy and security concerns. In the complicated mobile ecosystem, a single mobile device can
facilitate data collection and sharing among many entities, including wireless providers, mobile

operating system providers, handset manufacturers, application developers, analytics companies,

' Twitter, Inc., FTC Docket No. C-4316 (Mar. 2, 2011) (consent order).

' See also FTC v. Accusearch, Inc., 2007 WL 4356786 (D. Wyo. Sept. 28, 2007)
(operation of a website that illegally obtained telephone records, including cell phone records,
through pretexting was an unfair act) ,aff'd, 570 F.3d 1187 (10th Cir. 2009).

7
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and advertisers. And, unlike other types of technology, mobile devices are typically personal to
the user, almost always carried by the user and switched-on.”” From capturing consumers’
precise location to their interactions with email, social networks, and apps, companies can use a
mobile device to collect data over time and “revealf] the habits and patterns that mark the
distinction between a day in the life and a way of life.”*® Further, the rush of on-the-go use,
coupled with the small screens of most mobile devices, makes it even more unlikely that
consumers will read detailed privacy disclosures.

In recent months, news reports have highlighted the virtually ubiquitous data collection
by smartphones and their apps. Researchers announced that Apple has been collecting
geolocation data through its mobile devices over time, and storing unencrypted data files
containing this information on consumers’ computers and mobile devices.!* The Wall Street
Journal has documented numerous companies gaining access to detailed information — such as

age, gender, precise location, and the unique identifiers associated with a particular mobile

' See, e.g., Pew Intemnct & American Life Project, Adults, Cell Phones and Texting at 10
(Sept. 2, 2010), available at
www.pewinternet.org/Reports/2010/Cell-Phones-and-American-Adults/Overview.aspx (“65% of
adults with cell phones say they have cver slept with their cell phone on or right next to their
bed”); Teens and Mobile Phones at 73 (Apr. 20, 2010), available at
www.pewinternet.org/Reports/2010/Teens-and-Mobile-Phones/
Chapter-3/Siceping-with-the-phone-on-or-near-the-bed.aspx (86% of cell-owning teens ages 14
and older have slept with their phones next to them).

18 United States v. Maynard, 615 F.3d 544, 562 (D.C. Cir. 2010).

¥ See Jennifer Valentino-Devries, Study: iPhone Keeps Tracking Data, WALL ST. J.
(Apr. 21, 201 1), available at http://online. wsj.com/article/SB100014240527487045707
04576275323811369758.hitml.
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device — that can then be used to track and predict consumecrs’ every move.” Not surprisingly,
recent surveys indicate that consumers are concermned. For cxample, a recent Nielsen study
found that a majority of smartphone app users worry about their privacy when it comes to
sharing their location through a mobile device.”!
A. Privacy Roundtables

The Commission has been considering these and related issues in conncction with its
“Exploring Privacy” Roundtable series. In late 2009 and early 2010, the Commission held three
roundiables to examine how changes in the marketplace have affected consumer privacy and
whether current privacy laws and frameworks have kept pace with these changes.? During the
second roundtable, one pancl in particular focused on the privacy implications of mobile
technology, addressing the complexity of data collection through mobile devices; the extent and

nature of the data collection, particularly with respect to geolocation data; and the adequacy of

» See, e.g., Robert Lee Hotz, The Really Smart Phone, WALL ST. 1. (Apr. 23, 2011),
available at hitp://online.wsi.com/article/SB10001424052748704547604576263
2616798488 14.htmi?mod= (describing how researchers are using mobile data to predict
consumers’ actions); Scott Thurm & Yukari Iwatane Kane, Your Apps are Watching You, WALL
ST.J. (Dec. 18, 2010), available at hitp://online. wsi.com/article/SB 1000142405
2748704368004576027751867039730.html?mod= (documenting the data collection that occurs
through many popular smartphone apps).

' NielsenWire, Privacy Please! U.S. Smartphone App Users Concerned with Privacy
When It Comes to Location (Apr. 21, 2011), available at hitp://blog.nielsen.cony/
nielsenwire/online_mobile/privacy-pleasc-u-s-smartphonc-app-uscrs-concerned-with-privacy-w
hen-it-comes-to-location/; see also Ponemon Institute, Smartphone Security: Survey of U.S.
Consumers at 7 (Mar. 2011), available at http://aa-download.ave.com/filedir/other/
Smartphone.pdf (64% of consumers worry about being tracked when using their smartphenes).

? See FTC, Exploring Privacy: A Roundtable Series, available at
http://www. fic. sov/bep/workshops/privacyroundtables/index shtml.

9
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privacy disclosures on mobile devices.?
B. Prelimiﬁary Staff Privacy Report

Based on the information received through the roundtable process, staff drafted a
preliminary report (“Staff Report™) proposing a new privacy framework consisting of three main
recommendations, each of which is applicable to mobile technology.?* First, staff recommends
that companies should adopt a “privacy by design™ approach by building privacy protections into
their everyday business practices, such as not collecting or retaining more data than they need to
provide a requested service or transaction. Thus, for example, if an app is providing traffic and
weather information to a consumer, it does not need to collect call logs or contact lists from the
consumer’s device. Further, although the app may need location information, the app developer
should carefully consider how long the location information should be retained to provide the
requested service.

Second, staff recommends that companies should provide simpler and more streamlined
privacy choices to consumers. This means that all companies involved in data collection and
sharing through mobile devices — carriers, handset manufacturers, operating system providers,
app developers, and advertisers — should work together to provide these choices and to ensure

that they are understandable and accessible on the small screen. As stated in the Staff Report,

? Transcript of Roundtable Record, Exploring Privacy: A Roundrable Series at 238
(Jan. 28, 2010) (Panel 4, “Privacy Implication of Mobile Computing), available at
bitp://www fic. gov/bep/warkshops/privacyroundtables/PrivacyRoundtable Jan2010 Transcript,
pdf.

* See FTC Staff Report, Protecting Consumer Privacy in an Era of Rapid Change: A
Proposed Framework for Businesses and Policymakers (Dec. 1, 2010), available at
http:/fre gov/0s/2010/12/10120 1 privacyreport.pdf. Commissioners Kovacic and Rosch issued
concurring statements available at http://ftc. cov/os/2010/12/10120] privacyreport.pdf at
Appendix D and Appendix E, respectively.

10
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companies should also obtain affirmative express consent before collecting or sharing sensitive
information such as precise geolocation data.

Third, the Staff Report proposed a number of measures that companies should take to
make their data practices more transparent to consumers, including improving disclosures to
consumers about information practices. Again, because of the small size of the device, a key
question staff posed in the report is how companies can create effective notices and present them
on mobile devices.

After releasing the Staff Report, staff received 452 public comments on its proposed
framework, a number of which implicate mobile privacy issues specifically.® FTC staff is
analyzing the comments and will take them in consideration in preparing a final report for
release later this year.?

V. CONCLUSION
The Commission is committed to protecting consumers’ ptivacy in the mobile sphere

by bringing enforcement where appropriate and by working with industry and consumer groups

** See Comment of CTIA (Feb. 18, 2011), available at
http://'www.ftc.gov/os/comments/privacyreportframework/00375-58002.pdf; Comment of
Verizon and Verizon Wireless (Feb. 18, 2011), available at
http://www ftc. gov/os/comments/privacyreportframework/00428-58044 pdf; see also, e.g.,
Comment of Center for Digital Democracy and U.S. PIRG at 10-11, 20-21, 33 (Feb. 18, 2011),
available at http://www. ftc.gov/os/comments/privacyreportiramework/00338-57839 . pdf;
Comment of Stanford Security Laboratory at 11-12 (Feb. 18, 2011), available at
http//www. fic.gov/os/comments/privacyreportframework/00467-57980.pdf.

¥ Another major initiative addressing the mobile marketplace is the Commission’s
review of the Children’s Online Privacy Protection Rule, issued pursuant to the Children’s
Online Privacy Protection Act (“COPPA”). Initiated in April 2010, this review sought public
comment on whether technological changes to the online environment warrant any changes to
the Rule or to the statute. In June 2010, the Commission also held a public roundtable to discuss
the implications for COPPA enforcement raised by new technologies, including the rapid
expansion of mobile communications. The Rule review is ongoing.

11
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to develop workable solutions that protect consumers while allowing innovation in this growing

marketplace.
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Good afternoon, Chairman Franken, Ranking Member Coburn, and Members of the
Committee. Thank you for this opportunity to testify on behalf of the Department of Justice

regarding privacy and mobile devices.

Over the last decade, we have witnessed an explosion of mobile computing technology.
From laptops and ccll phones to tablets and smart phones, Ameticans are using more mobile
computing devices, more extensively, than ever before. We can bank, shop, conduct business,
and socialize remotely with our friends and loved ones instantly, almost anywhere. These
devices drive new waves of innovation, personal convenience, and professional resources. They

also present increasingly tempting targets for identity thieves, cyberstalkers and other criminals.

Last month, one study concluded that 64% of American cell phone uscrs were using
smart phones. ! The specd and scale of that growth makes the topic of this hearing particularly
timely. As mobile devices penctrate our daily lives, it is appropriate to evaluate the effect that
these new devices have on our safety and privacy. We must also ensure that the law provides
sufficient resources to investigators and prosecutors who investigate and prevent crimes against
Americans who increasingly conduct their lives using this new medium. I thank the committee

for giving me the opportunity to address these issues.

Prosecuting cybercriminals and identity thieves

One of the Department of Justice’s core missions is protecting the privacy of Americans
and prosecuting criminals who violate that privacy. Americans today face a wide range of threats
to their privacy, including risks from using mobile devices. Foreign and domestic actors of all
types, including cyber criminals, routinely and unlawfully access data that most people would
regard as highly personal and private. Unlike the government — which must comply with the
Constitution and laws of the United States and is accountable to Congress, courts, and uliimately
the people — malicious cyber actors do not respect our laws or our privacy. The government has

an obligation to prevent, disrupt, and deter such intrusions.

1 March Mobile Mix Report, Millennial Media, available at http://www.millennialmedia.com/research/mobilemix/.

2
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Every day, criminals hunt for our personal and financial data so that they can usc it to
commit fraud or sell it to other criminals. The technology revolution has facilitated these
activities, making available a wide array of new methods that identity thieves can use to access
and exploit the personal information of others. Skilled hackers have perpetrated large-scale data
breaches that left hundreds of thousands——and in many cases, tens of millions—of individuals at
risk of identity theft. Today’s criminals can remotely access thc computer systems of government
agencies, universities, merchants, financial institutions, credit card companies, and data
processors to steal large volumes of personal information—including personal financial
information. As Americans accomplish more and more of their day-to-day tasks using smart

phones and other mobile devices, criminals will increasingly target these platforms.

The most significant threats are continuing to cvolve, and now increasingly include
threats to corporate data. A report just released by McAfee and Science Applications
International Corporation confirms this trend in cyber erime. Aceording to this report, which was
based on a survey of more than 1,000 senior IT decision makers in several countries, “high-end”
eyber criminals have shifted from targeting credit cards and other personal data to the intellectual
capital of large corporations. This includes extremely valuable trade secrets and product planning
documents. These threats come both from outside hackers as well as insiders who gain access to
critical information from within companies and government ageneies. As entities make their key
proprietary information available via mobile platforms, so that users can access it wherever and

whenever it is most relevant, eriminals and other actors will attack those devices as well,

The kinds of criminals we arc up against are organized, international, and profit-driven.
For example, in October 2009, nearly 100 people were charged in the U.S. and Egypt as part of
an operation known as Phish Phry—one of the largest eyber fraud cases to date and the first joint
cyber investigation between Egypt and the United States. Phish Phry was the latest action in
what FBI Director Mueller described as a “cyber arms race” where law enforcement must

coordinate and collaborate in order to kcep up with its cyber adversaries. The defendants in
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Opcration Phish Phry targeted U.S. banks and victimized hundreds of account holders by stealing
their financial information and using it to transfer about $1.5 million to bogus accounts they
controlled. More than 50 individuals in California, Nevada, and North Carolina and nearly 50
Egyptian citizens have been charged with crimes including computer fraud, conspiracy to commit
bank fraud, moncy laundering, and aggravated identity theft. Led by the FBI and the United
States Attomey’s Office for the Central District of California, this investigation required close
coordination with state and local law enforcement, the Secret Service, and our Egyptian
counterparts. In late March, five more people were convicted of federal charges for their roles in

this phishing operation, bringing the total number of convictions to date to 46.

One increasingly common form of online crime involves the surreptitious infection of a
computer with code that makes it part of a “botnet” - a collection of compromised computers
under the remote command and control of a criminal or foreign adversary. Criminals and other
malicious actors can extensively monitor these computers, capturing every keystroke, mouse
click, password, credit card number, and e-mail. Unfortunately, because many Americans are
using such infeeted computers, they are suffering from an extensive, pervasive invasion of

privacy at the hands of these actors.

Just last month, the Department announced the successful disruption of the Coreflood
botnet, an international botnet made up of hundreds of thousands of computers that had been
infected by malicious software (often referred to as “malware™). The Coreflood malware allowed
criminals to remotely control the infected computers in order to steal private personal and
financial information from unsuspecting computer users, including users on corporate computer
networks. Through a combination of civil and criminal authorities, including a temporary
restraining order, the FBI seized the servers that the criminals used to control the botnet and set
up a substitute “command and control” server. The Coreflood malware was programmed to
automatically contact the Coreflood command and control servers for instructions on a routine
basis; after FBI intervention, those requests were instead routed to the FBI’s substitute server.
The FBI then replied to bot queries with an “exit” command that put the bots to sleep and

stopped them from collecting further privatc data and causing more harm to hundreds of
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thousands of unsuspecting users of infected computers in the United States. As I'll discuss later
in my testimony, the Department is concerned that as mobile devices become increasingly

capable, they will be integrated into such botnets, or used to control them.

The Department’s Organizational Response

The Department has organized itself to aggressively investigate and prosecute cyber
crime wherever it occurs, including in the context of mobile devices and smart phones.
Investigating and disrupting cyber crimes and cyber threats is a priority for the United States
Attorney community, and the Attomey General’s Advisory Committee has a subcommittee
dedicated to cybercrime and intellectual property enforcement issues. A nationwide network of
230 Computer Hacking and Intellectual Property (CHIP) Assistant United States Attorneys in our
USAOs focuses on these crimes, in coordination with the Criminal Division’s Computer Crime
and Intellectual Property Section (CCIPS). CCIPS provides core expertise on these issues,
prosecutes cutting edge cases and provides litigation assistance to United States Attomeys’
Offices. CCIPS also provides resources such as manuals, and trains prosecutors across the
country, often in conjunction with Assistant United States Attorneys. Department prosecutors

also work closely with our law cnforcement partners.

In FY 2008 through FY 2010, United States Attomeys” Offices brought approximately
4,000 identity fraud cases. In addition, many of the large scale fraud cases prosecuted by the

Fraud Section of the Department’s Criminal Division also included identity fraud conduct.

The Office of Intemnational Affairs (OIA) enhances international cooperation efforts by
expediting the sharing of critical electronic evidence with foreign law enforcement partners and
by marshaling efforts to secure the extradition of international fugitives. The Office of
Enforcement Operations guides investigative policy in numerous areas, including approvals for
wiretaps and policy relating to use of tracking devices. It is a combination of these resources
both in Main Justice and in the United States Attorneys’ Offices that enables prosecutors across

the country to tackle these complex and demanding cases.
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The FBI Cyber Division is addressing the cybercrime threat from mobile devices through
the Financial Threat Focus Cell (FTFC) and the Telecommunications Initiative. Through the
FTEC the FBI Cyber Division is working with the largest U.S. based Financial Institutions (FIs)
to determine the types, dates and level of mobile banking that those Fls are implementing. The
FTEC is also working with FI organizations such as the FS-ISAC, BITS Financial Services
Roundtable - Remote Channel Fraud Subgroup and the National Cyber-Forensics & Training
Alliance’s (NCFTA) Telecommunications Initiative. These organizations provide insight to the
FBI so that law enforcement is more cognizant of current and future trends in terms of mobile
banking product releases, new business alliances (e.g. AT&T, Verizon and Discover Card’s

recent product) and new mobile banking vendor companies.

In addition to the FI aspect to the mobile banking threat, the FTFC is working with the
telecommunications sector through the Telecommunications Initiative (TT). As a part of the TI,
the FBI is working with telecommunication organizations such as the Communication Fraud
Control Association (CFCA) and the CTIA — The Wireless Association to address mobile
banking and other telecommunications fraud matters. Through the relationship between both the
FlIs and the TIs the FBI has been able to develop fraud matters such as remote call forwarding,
phishing fraud matters and telephonic denial of service (TDOS) attacks against high net worth FI
customers. The FBI has ongoing relationships with a number of FI and T1I partners to help
organize the proactive sharing of fraud information to help mitigatc or prevent economic loss.
Furthermore, the FBI is beginning to share real-time intelligence with its international law
enforcement (LE) pattners in regards to global mobile threats. Finally, the FBI is proactively
working with several anti-virus companies to stay on the forefront of mobile virus attacks and

vulnerabilities.

The Department’s work, and the work of our faw enforcement partners, has helped to
deter national and transnational cyber crime. The Verizon 2011 Data Breach Investigations
Report, which is a joint study produced by Verizon, the U.S. Secret Service and the Dutch High
Tech Crime Unit, found that more cyber crime investigations were conducted in 2010 than in any

previous year, and concluded that the successful prosecution of identity thieves and other
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cybercriminals was having a significant impact. The report’s leading hypothesis, in fact, was that
“the successful identification, prosecution, and incarceration of the perpetrators of many of the

largest breaches in recent history is having a positive effect.”
Cyber crime in the mobile context

As mobile devices become more prevalent, identity thieves and other cybercriminals will
begin to target the users of these devices. In fact, this may already be happening. In March, it
was widely reported by technology researchers and journalists in the Washington Post, thc New
York Times, and elsewherc, that morc than 50 apps for the Android mobile operating system had
been modified to invade user privacy. According to the reports, these modified apps, infected by
malware dubbed “Droid Dream,” secretly installed malicious code on the device in addition to
their apparent functions. This secrct malware enabled the apps to steal sensitive information
from the device, receive instructions from the criminals who had made the initial modifications,
and even update their malicious capabilities. This activity is an example of the migration of
criminal malware attacks that have targeted personal computers for years to targeting smart
phones and mobile devices. As cell phones functionality expands, the line between mobile
devices and personal computers becomes thinner. For criminals, this raises the prospect of
millions of new sources of valuable personal and financial data, and millions of new devices to

infect with malware and transform into “bots.”

For acts that are particularly egregious — such as blatant theft of financial information or
the malicious installation of malware I just described — eriminal liability seems both appropriate
and warranted. The Department of Justice has extensive experience with investigating and
successfully prosecuting criminals who distribute malware and profit from their operation. It is
the policy of the Department not to comment on ongoing criminal investigations, but criminal

prosecution may be the most appropriate response to deter acts of this type and severity.
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When deciding whether to bring an indictment under the Computer Fraud and Abuse Act
(18 U.S.C. § 1030) (“CFAA”™), Department prosecutors consider a wide range of factors,
including the particular facts of the case, the law of the applicable circuit, the severity of the
conduct, and the needs of justice. As mobile devices and services offered to mobile device users
continue to expand, it will be important to distinguish between those cases that warrant criminal
prosecution and those that may be best resolved through regulatory action. For certain less
cgregious actions, civil enforcement by the Federal Trade Commission might be more

appropriate than criminal prosecution.

In addition to collection, it is also important to consider communications providers’
ability to disclose the data that they collect from their customers. In this regard, it is important to
note that under current law, communications providers may voluntarily disclose or sell any non-
content data — such as information about a user’s location — for any reason without restriction to
anyone other than state, local, and federal government agencies. The Electronic Communications
Privacy Act (ECPA) provides a broad exception for covered providers to disclose appropriatcly
collected customer information to “any person other than a governmental entity.” 18 U.S.C. §
2702(c)(6). This exception was included in ECPA at a time when there was great concern over
ensuring the flexible development of the then-nascent Internet industry. As the commercial
landscape changes, it will be important to ensure that our laws strike the appropriate balance and

adequately protect consumers’ privacy.

Cyberstalking

One important consequence of the proliferation of mobile devices and services that
collect location and other personal information about their users is the risk that stalkers, abusive
spouses, and others intent on victimizing the user could use information from their mobile devicc
to determine their whereabouts and activities. Stalking is not a new crime, and it is one that the
Department of Justice takes very seriously. The increase in the use of mobile devices, however,

raises new challenges that must be confronted.
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The Department’s Office on Violence Against Women (OVW) funds a number of
projects that target the intersection of technology and the crimes of stalking, sexual assault,
domestic violence, and dating violence. The Office recognizes that stalkers are increasingly
misusing a variety of telephone, surveillance, and computer technologies to harass, terrify,
intimidate, and monitor their victims, including former and current intimate partners. Perpetrators
are also misusing technology to stalk before, during, and after perpetrating sexual violence. For
young victims in particular, new technologies bring the risk of digital abuses such as unwanted
and repeated texts, breaking into personal email accounts, and pressure for private pictures.

Three OVW-funded projects, in particular, focus on “high-tech” stalking and the dangers that

new technologies posc for victims.

First, for over ten years, OVW has funded the Stalking Resource Center, a program of the
National Center for Victims of Crime, to provide training and technical assistance to OVW
grantees and others on developing an effective response to the crime of stalking. The Stalking
Resource Center has trained over 40,000 multi-disciplinary professionals nationwide, with an
cmphasis on the use of technology to stalk. Among other projects, the Resource Center has co-
hosted nine national conferences that specifically focused on the use of technology in intimate
partner stalking cases. In addition, with funding from the Department’s Office for Victims of
Crime, the Stalking Resource Center is currently developing two new training tools designed to
help law enforcement officers, victim advocates, and allied professionals understand the most

common forms of technology used by stalkers.

Second, since 2007, OVW has supported the National Network to End Domestic
Violence’s Safety Net Project, which works to identify best practices for using technology to
assist victims. It is also concerned with training victim service providers to understand how
stalkers may misuse technology and what strategies victims can use to increase their safety. In the
past three years, the Safety Net Project has trained over 10,000 professionals and provided over

2,200 technical assistance consultations to OVW grantees and others.
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Third, OVW funds the Family Violence Prevention Fund’s “That’s Not Cool” campaign
to assist teens in understanding, recognizing and responding to teen dating violence. A critical
part of this project is to help teens define their “digital line” as it relates to relationship and dating
abuse. The website www.thatsnotcool.com was launched in January 2009 to help teens identify
digital dating abuse and to encourage them to define for themselves what is and is not
appropriate. So far the campaign has produced strong results, including over 900,000 website

visits and 47,400 Facebook fans.

The Department has also strongly responded to the cyberstalking challenge through the
prosecution of violations of the federal cyberstalking prohibition, 18 U.S.C. § 2261 A. This
statute allows for the prosecution of individuals who stalk using “the mail, any interactive
computer service, or any facility of interstate or foreign commerce.” This encompasses the use of
the Internet through computers, smart phones and other mobile devices. Cases have been
prosecuted under this statute based on conduct involving MySpace, Facebook and other social

networking sites.

In one example of an egregious case charged under this statute, a defendant, posing as the
victim, and using the victim’s real name and address, posted photographs of the victim’s children

on a pornographic web site. Many men responded to this invitation.

The federal prohibition, however, is limited by the statutory rcquirement that the stalker
and the victim be in differcnt states, a requirement not found in other threatening statutes. This
additional requirement may prevent prosecutors from charging cases, even wherc the conduct
includes the most cgregious acts. If an abusive spousc uses his spouse’s phone to determine when
she visits law enforcement for assistance, or to find wherc she is when she takes refuge with a
friend, this may not violate 18 U.S.C. § 2261A as currently drafted because the two live in the
same state. Similarly, a stalker from a victim’s home town could potentially use location data
from her phone to track her without violating the cyberstalking prohibition for the same reason.
In fact, the case described in the previous paragraph was chargeable under 18 U.S.C. § 2261A

only because the stalker and the victim, who met on the Intemet, lived in different states. The
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Department is considering ways to address this limitation and looks forward to working with
Congress on this issue. I hope that this Committee and Congress will take the necessary steps to
ensure that law enforcement can continue to protect victims of cyberstalking, and deter their

tormenters.

Investigative resources for prosecuting computer crimes

Investigating and prosecuting multi-actor, multi-national crimes is extremely resource
intensive. It is expensive to train and equip investigators and prosecutors to address the threat of
cyber crime. As the proliferation of mobile devices provides criminals with new targets, the task
of law enforcement will only get more demanding. Ensuring that law enforcement has the
resources it needs to prosecute these crimes is a vital component to ensuring the safety and

privacy of Americans.

For more specific details of the Department of Justice’s needs for the coming year, [
would direct you to the President’s 2012 proposed budget, which outlines our detailed requests.
In particular, the budget includes a request for funding for the Department to establish six
Department of Justice Attaché positions that would emphasize the investigation and prosecution
of laws prohibiting international computer hacking and protecting intellectual property rights at
embassies around the world. Because computer crime is so often transnational in nature, it is
vital that the Department have strong overseas representation to ensure that we can work more
quickly and effectively with our international partners when investigating and prosecuting
international computer crimes that target American citizens. The program would establish
Department representatives at hotspots for computer and intellectual property crime around the
world, and would help ensure that we can continue to protect American citizens’ privacy, both at
home and abroad. [ hope that Congress will provide the resources that we need to establish this

program and expand our resources to fight international computer crime.

i
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Enhancing Criminal Investigations and Prosecutions

In addition to the resource demands of combating cyber crime, law enforeement must
have the authority to collect clectronic evidence to investigate privacy invasions and protect
public safety. One key statute that addresses this need, while also ensuring a fundamental
balance between privacy and public safety, is the Electronic Communications Privacy Act. ECPA
empowers law enforcement to collect the evidence it needs to prosecute a wide range of crimes.
Department of Justice attorneys regularly use ECPA to obtain crucial evidence from mobile
devices for all manner of investigations, including terrorism, drug trafficking, violent crime,
kidnappings, computer hacking, sexual exploitation of children, organized crime, gangs, and
white collar offenses. But it is important to understand that it plays a central role in the
investigation of criminal invasions of privacy as well. When considering how best to protect the
privacy of American citizens, I would ask that the Committee remember the important role that
law enforcement plays in protecting Americans from privacy threats, and how ECPA is critical to

our ability to continue to pursue that role.

One particular area of concern for the Department in collecting digital evidence — and one
which bears directly on this hearing’s topic — is ensuring that law enforcement can successfully
track criminals who use their smart phones to aid the commission of crimes. When connecting to
the Internet, smart phones, like computers, are assigned Internet Protocol (IP) addresses. When a
criminal uses a computer to commit crimes, law enforcement may be able, through lawful legal
process, to identify the computer or subscriber account based on its IP address. This information
is essential to identifying offenders, locating fugitives, thwarting cyber intrusions, protecting
children from sexual exploitation and neutralizing terrorist threats — but only if the data is still in

existence by the time law enforcement gets there.

In my recent testimony in January before the House Judiciary Subcommittee on Crime,
Terrorism, and Homeland Security, I outlined some of the serious challenges faced by law
enforcement in this area in the more traditional computer context. [SPs may choose not to store
IP records, may adopt a network architecture that frustrates their ability to track IP assignments

and network transactions back to a specific account or device, or may store records for only a
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very short period of time. In many cases, these records are the only evidence that allows us to
investigate and assign culpability for crimes committed on the Internet. In 2006, forty-nine
Attorneys General wrote to Congress to express “grave concern” about “the problem of
insufficient data retention policies by Internet Service Providers.” They wrote that child
exploitation investigations “often tragically dead-end at the door of Internet Serviee Providers
(ISPs) that have deleted information critical to determining a suspect’s name and physical

location.”

In one heart-wrenching example of the harm that a lack of data retention can cause, an
undercover investigation that discovered a movie depicting the rape of a two-year-old child that
was being traded on the internet was stymied because the ISP that had first transmitted the video
had not retained information concerning the transmitter. Despite considerable effort, the child

was not rescued and the criminals involved were not apprehended.

These challenges are equally serious in the context of smart phones and mobile devices.
As the capabilitics of smart phones expand, law enforcement increasingly encounters suspects
who use their smart phones as they would a computer. For example, criminals use them to
communicate with confederates and take other actions that would ordinarily provide pivotal
evidence for criminal investigations. Just as some ISPs may not maintain IP address records,
many wireless providers do not retain records that would enable law enforcement to identify a
suspect’s smart phone based on the IP addresses collected by websites that the suspect visited.
When this information is not stored, it may be impossible for law enforcement to collect essential

evidence.

In addition to collecting electronic evidence, it is vital to the success of the Department’s
mission that the scope and definition of criminal offenses is broad enough to allow us to
prosecute the wide range of cybercrimes that are developing in today’s increasingly networked
society. This is particularly the case in the mobile context, where rapidly developing technology
and services continue to provide opportunities for criminal acts. Some of the most egregious acts

of privacy invasion that may be perpetrated on the users of mobile devices certainly rise to the
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level of criminal action under the CFAA. These include the installation of malware, theft of
financial and personal information, and similarly severe acts, some examples of which I
mentioned earlier. The Department takes these crimes very seriously, and, where criminal
prosecution is warranted, is committed to vigorously prosecuting offenders. To date, we have
not experienced shortcomings in the CFAA vis-a-vis mobile devices. We are continuing to
review these authorities but do not have any particular proposals at this time.
* ¥ Xk

I appreciate the opportunity to share with you information about some of the challenges
the Department sees on the horizon as Americans’ use of smart phones and tablets continues to
grow, and how the Department works to protect the privacy of users of mobile devices. We look

forward to continuing to work with Congress as it considers these important issues.

This concludes my remarks. I would be pleased to answer your questions.
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Subcommittee on Privacy, Technology, and the Law

Hearing on
“Protecting Mobile Privacy: Your Smartphones, Tablets, Cell Phones, and
Your Privacy”

May 10, 2011

Chairman Franken, Ranking Member Coburn, and Members of the
Subcommittee:

On behalf of the Center for Democracy & Technology (CDT), | thank you for the

opportunity to testify today. We applaud the Chairman’s ieadership in examining
the privacy issues presented by location-enabled mabile devices and appreciate
the opportunity to address the lack of legal protection facing of what is one of the
fastest growing areas of technological innovation.

CDT is a non-profit, public interest organization dedicated to preserving and
promoting openness, innovation, and freedom on the decentraiized Internet. | will
briefly note the particular privacy issues presented by mobile services, and then
describe the inadequacy of existing law to protect consumers. CDT strongiy
believes that iegislation based on the full range of Fair information Practice
Principles (FIPPs) should be enacted to address the privacy challenges faced in
the mobile space.

1. The Promise and Peril of Location-Enabled Mobile Devices

Mobile phones and tablets have exploded in popularity in recent years, and ail
evidence indicates that this trend will continue. Smantphone sales are expected
to eclipse those of desktop and laptop computers combined in the next two
years.' However, mobile devices store and transmit a particularly personal set of
data. These devices typically allow third parties to access personal information
such as contact lists, pictures, browsing history, and identifying information more
readily than in traditional internet web browsing. The devices also use and
transmit information consumer’s precise geolocation information as consumers
travel from place to place.

" Cecilia Kang, Smariphone sales to pass computers in 2012: Morgan Staniey analyst Meeker, THE
WasHINGTON PosT, November 11, 2010,
http://voices.washingtonpost.com/posttech/2010/11/smartphone_sales_to_pass_compu.html.
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At the same time, consumers have less control over their information on mobile devices than
through traditional web browsing. While third parties, like ad networks, usually must use
“cookies” to track users on the web, they often get access to uniqgue — and unchangeabie —
unique device identifiers in the mobile space. While cookies can be deleted by savvy users,
device identifiers are permanent, meaning data shared about your device can always be
correlated with that device. As is the case with most consumer data, information generated by
mobile devices is for the most part not protected by current faw and may be cotiected and
shared without users' knowledge or consent.

Consumers interact with their mobile devices by running applications, or *apps” (i.e., programs
designed to run on mobile devices). The mobile apps ecosystem is robust and offers an ever-
increasing range of functionality from games, music, maps, instant messaging, email, metro
schedules, and more. Mobile apps may be preinstalied on the device by the manufacturer or
distributor, or users can downioad and instali the programs themselves from their operating
system’s “apps store” {like iTunes or the Android Market), or a third-party store (ke Amazon}.
App developers range from large, muitinational corporations to individuals coding in their
parents’ basements. Generally speaking, we have seen a vibrant and creative app market
develop for mobile devices. Unfortunately, it can be hard to know what information these apps
have access to and with whom they are sharing it.

Recent studies of this flourishing apps data ecosystem have unearthed troubling findings. A
recent survey indicated that of the top 340 free apps, only 19% contained a privacy policy at ail.?
Last December, the Wall Street Journal investigated the behavior of the 101 most popuiar
mobile apps, finding that more than half transmitted the user’s unique device ID to third parties
without the user’s consent. ® Forty-seven apps transmitted the phone’s location.* One popular
music app, Pandora, sent users’ age, gender, location and phone identifier to various ad
networks.® In sum, a small phone can leak a big amount of data.

Once an app has access to a user's data, there are usually no rules governing its disciosure,
and no controls available to consumers to regain control of it. For the most part, once data
leaves the phone, it is effectively “in the wild.” It may be retained long after the moment of
collection, and often long after the original service has been provided. App developers,
advertisers, ad networks and platforms, analytics companies, and any number of other
downstream players can share, sell, or unpredictably use data far into the future. Even
insurance companies are eying data mined from online services for new predictive models.® in
short, today’s mobile environment provides a gateway into an opaque and largely unregulated
market for personal data.

Location data is of particular concern. In recent years, the accuracy of location data has
improved while the expense of calculating and obtaining it has declined. As a result, location-

% Mark Hachman, Most Mobile Apps Lack Privacy Policies: Study, PC MAGAZINE, Aprit 27, 2011,
hitp:/fiwww.pcmag.com/article2/0,2817,2384383,00.asp.

* Scoft Thurm and Yukari fwatani Kane, Your Apps are Watching You, THE WALL STREET JOURNAL, December 17,
2010, hitp://online.wsj.com/article/SB 10001424052748704694004576020083703574602. htm!

*1d.
“1d.

© Lestie Scism and Mark Maremont, insurers Test Data Profiles to Identify Risky Clients, THE WALL STREET JOURNAL,
November 19, 2010, htip:/oniine.wsj.com/article/SB10001424052748704648604575620750998072986 htmi.
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based services are an integrai part of users’ experiences and an increasingly important market
for U.S. companies. Consumers like the convenience and relevance of location based services.
Location data can be used guide you to the ciosest coffee shop or help you navigate an
unfamiliar neighborhood. Your iocation can be leveraged to connect you with coupons or deals
in your immediate vicinity. And new, innovative, and useful services are introduced daily.

People generally carry their mobile devices wherever they go, making it possible for location
data be collected everywhere, at any time, and potentially without prompting. Understandably,
many find the use of location data without clear transparency and controt troubling. Research
shows that people value their location privacy and are less comfortable sharing their location
with strangers than with acquaintances, and want granuiar control over their focation
information.” Indeed, location data is especially sensitive information that can be used to
decipher revealing facts or put people at physicai risk. Location information could disclose visits
to sensitive destinations, like medical clinics, courts and political rallies. Access to location can
also be used in stalking and domestic violence.® Finally, as an increasing number of minors
carry location-capable cell phones and devices, location privacy may become a child safety
matter as well.

There are also questions and concerns about the collection, usage, and storage of data by
mobile platform providers such as Apple and Google. Because in many instances, these
companies are the ones actually calculating your location (based on comparing the WiFi access
points in range of your device with known databases), they may receive extremely detailed
information about consumer activity, considerably more so than traditional computer operating
systems. Although these companies typically assert that data they receive from consumers is
anonymized and used merely to build out their databases of access points, these limitations are
self-imposed. Furthermore, these platforms may store detailed location and other customer
information on the phone itself, which could then be accessed by government officials,
potentially without a warrant, malicious hackers, or merely the person who finds your lost phone
at Starbucks.®

Mobile devices and the services they enable provide consumers with great benefit. But it is
imperative that Congress provide a clear policy framework to protect users' privacy and trust.
CDT strongly supports privacy legislation that implements the full range of Fair information
Practice Principles (FIPPs) across all consumer data and provides enhanced protections for
sensitive information, such as precise geolocation, including enhanced, affirmative opt-in
consent.

Unfortunately, today's legal protections fali far short.

? See, e.g., Janice Y. Tsai, Patrick Keiley, Paul Drieisma, Lorrie Cranor, Jason Hong, Norman Sadeh, Who's viewed
you?: the impact of feedback in a mobile location-sharing application, Conference on Human Factors in Computing
Systems: Proceedings of the 27th international conference on human factors in computing systems {2009),
hitp://www.cs.cmu.edu/~sadeh/Publications/Privacy/CHI2009.pdf; Sunny Consolvo, tan E. Smith, Tara Matthews,
Anthony LaMarca, Jason Tabert, and Pauline Powledge, Location Disclosure to Social Refations: Why, When, &
What People Want to Share, CH} ’05: Proceedings of the SIGCHI conference on human factors in computing systems
(2005), www.placelab.org/publications/pubs/chi05- locDisSocRel-proceedings.pdf.

% See, e.g., Rob Stafford, Tracing a Stalker, Dateline NBC, June 16, 2007, hitp://www.msnbc.msn.com/id/19253352/.

9 See Alexis Madrigal, What Does Your Phone Know About You? More Than You Think, THE ATLANTIC, Aprit 25,
2011, htp:/Awww.theatlantic.com/technology/archive/2011/04/what-does-your-phone-know-about-you-more-than-you-

think/237786/.
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2. Existing Legal Protections for Mobile Device information are Outdated,
inapplicable, or Unclear

A number of laws aim to protect electronic communications, including iocation information.
Unfortunately, technology has far outpaced these statutory protections in both the commercial
and government contexts. An update is long overdue.

Following is a summary of relevant laws and an analysis of their application to today’s location-
enabled mobile devices.

A. The Telecommunications Act of 1996 and Cable Communications Policy Act of
1984 (CPN! Rules)

Through the Telecommunications Act of 1996, with subsequent amendments, Congress has
prohibited a telecommunications carrier from disclosing customer proprietary network
information (CPNI), including “information that relates to the . . . location . . . {of] any custormner of
a telecommunications carrier . . . that is made available to the carrier by the customer solely by
virtue of the carrier-customer relationship” — except in emergency contexts or “as required by
law or with the approval of the customer.”*® in short, Congress issued a minimal standard that
prohibited carriers from releasing location and other customer information on a solely
discretionary basis.

Fifteen years ago, these privacy rules were a groundbreaking development. At the time,
telecommunications carriers served as the primary gatekeepers for location information. Data
about a cell phone user's location was calculated within a carrier’s network using signals sent by
the phone to the carrier’s service antennas. These traditional protections have been left behind
as we move from voice (traditionalty the purview of telecommunications carriers) to data (which
is often not the prevue of telecommunications carriers).

In light of modern location technology, there are at least two major shoricomings of the CPNI
statute and resulting Federal Communications Commission (FCC} rules:

1. The CPNI rules simply do not apply to new types of location technologies, applications,
and services. More specifically, the CPNI rules do not cover methodologies that are
independent of telecommunications carriers covered by the law (e.g., WiFi database
lookups, cell tower database lookups, or unassisted GPS locations). Thus, when an
iPhone or Android user instalis a location-based application, the location data
transmitted by the resulting service is very likely completely unregulated under the CPNI
rules.

2. Even, when a telecommunications carrier is involved in providing a location based
service, it may not be covered by the CPNI rules because the FCC has removed
wireless broadband service from Title If of the Communications Act (to which the CPN}
rules apply) and deregulated it. When the Commission issued its Wireless Broadband
Order," Commissioner Copps explained the fractured effect of the Order on the
protection of location information under the CPN1 rules.

®47USC. §222.

" Appropriate Regulatory Treatment for Broadband Access fo the internet Over Wireless Networks,

& www.cdt.org
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Thus, modern mobile devices leverage location services that are iargely invisible to the
telecommunications provider and thus very likely outside the scope of the law. Although
Congress and then the FCC did extend CPN! rules to cover IP-enabled "interconnected” VolP
services, ™ that protection still only extends to voice service regulated under Title I, At best, the
application of CPNI rules to carrier-provided location-based data services is a murky question;
at worst, the CPN! rules provide no protection whatsoever.

Practically speaking, this creates some striking confusion. A consumer using a mobile phone
today can be protected by the CPNI rules one moment and unprotected the next. For example,
a user might place a phone call using the traditional Commercial Mobile Radio Service (CMRS).
In this case, they could feel secure that the CPNI rules required their carrier to protection their
information. After the call, they use an Internet-based app or location service that uses location
data rendered apart from the telecommunications carrier. Here, the user is likely unprotected.

B. The Electronic Communications Privacy Act (ECPA)

The Electronic Communications Privacy Act was passed in 1986 primarily to address the issue
of government access (about which, see below). However, it also contains important limitations
on how companies may voluntarily share with other companies customer communications. Most
notably, the law prohibits certain companies from sharing the content of customer
communications or records without their consent.™ tn theory, this might prohibit mobile
operating systems or applications from sharing consumer data without permission.
Unfortunately, ECPA, while a very important and forward-looking statute at the time it was
passed, was not written with the mobile apps ecosystem in mind. As applied to the current
mobile environment, ECPA as a limitation on inter-business sharing of consumer data is, at
best, vague and uneven.

When discussing the kinds of mobile applications and services at issue here today, it is not even
clear which parties are currently covered by ECPA. ECPA's coverage of stored communications
extends only to two categories of services — electronic communications services (ECSs) and
remote computing services (RCSs). An ECS is a service that permits users to send or receive
communications information (defined in part as "signs, signals, writing, images, sounds, data, or
intelligence of any nature”)' to a third party or parties, like an email service or a private bulletin
board such as a restricted Facebook wall. Some apps and location-based services are ECSs,
some are not, and some fall into a grey area. For example, a service that allows users to share
their Jocation with a specific group of friends or associates is likely an ECS, with the “data or
intelligence” communicated to friends being the combination of the user’s identity and her
location data. However, an app that allows a user to share his location with a restaurant chain
solely to allow it to return the location of the nearest restaurant is likely not an ECS, because it
does not provide a way to communicate with third parties The statute uitimately requires highty
fact-dependent analysis on the ECS question.

Dedclaratory Ruting, WT Docket No. 07-53, FCC 07-30, 2 {rel. Mar. 23, 2007).

"2 1d at | 2 (carriers offering Title | services “appear]} to be entirely free, under our present ruies, to selt off aspects of
the customer]s’} cali or tocation information to the highest bidder.”).

** See 47 C.F.R. § 64.2001, et seq.
“ 18 U.S.C. §§ 2702(a).
¥ 18 U.S.C. §§ 2510(12).

g & www.cdt.org
9



85

Remote computing services are, if anything, even more murky. An RCS includes any service
that provides to the public computer storage or processing. The fimited case law developed
around this definition has not clarified its boundaries. Courts have held that websites enabling
certain commercial transactions are not RCSs, but have suggested that remote processing of
user-collected or -generated data is likely to be covered. Almost any app that collects user
location or personal data and sends it to a remote server for further processing couid,
theoretically, fall under the ambit of this provision. However, it is important to note that mobile
operating systems — the entities that often generate consumer location information in the first
place — likely do not qualify as either ECSs or RCSs, and thus ECPA offers no protections at all
as to those companies.

Of course, even if an app were to fall under the ECPA’s ambit, there would still be open
questions about whether customer data constituted the “content” of a communication subject to
protection. If a consumer affirmatively sent a location request to an app maker to ask for a
nearby bar or restaurant, ECPA could arguably restrict the transfer of that information to third
parties because the consumer’s location was the content of a customer-initiated communication.
If on the other hand, the app accessed the user’s location in the background merely in order to
send to a third party to serve relevant advertising, such request probably would not be
governed. Such a reading of the statute would however lead to the perverse result that a
consumer’s information is afforded greater protections when she affirmatively shares sensitive
data, as opposed to when her data is shared without her knowledge or consent.

Though the issue is not the focus of the present hearing, it is important to note that legistation to
clarify the standards for government access to that information shouid also remain a
Congressional priority. While the Communications Assistance for Law Enforcement Act
(CALEA) indicates what the standard for law enforcement access to location information is rof,
no statute indicates what the standard for law enforcement access is. CALEA provides that a
pen register or trap and trace order'® cannot be used to obtain location information, but that
statute is silent on what the standard should be." There is a federal statute on tracking devices,
but it does not specify the standard that law enforcement must meet in order to place such a
device.'® Most importantly, the Electronic Communications Privacy Act (ECPA),™ which sets up
the sliding scale of authority for governmental access to information relating to communications
(ranging from mere subpoena to warrant}, does not specify what standard applies to location
information.

This has resulted in a mish-mash of confused decisions while courts struggle to find and apply a
legal standard. it has led to sometimes arbitrary distinctions based on whether location
information is sought in real time or from storage, the degree of precision in the location
information sought, the period(s) during which jocation information is sought, and the technology

8 A pen register/trap and trace order permits law enforcement to obtain transactional, non-content information about
wire and electronic communications in real time, including numbers dialed on a ceilular telephone and telephone
numbers of calls coming into a cell phone. See 18 U.S.C. §§ 3121-3127.

47 U.S.C. § 1002{a)2).
®18U.8.C.§3117.
18 U.5.C. §§ 2510 et seq.

& www.cdt.org
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used fo generate the location information. Some courts™ have adopted a “hybrid theory”
advanced by the Department of Justice, holding that iocation information is accessible to
government in real time if it meets the standard for stored transactional information in Section
2703(d) of the Stored Communications Act.?* Other courts have required a higher level of proof
~ probable cause — for law enforcement access to this prospective location information.? As
one federal magistrate judge recently testified in front of the House Judiciary Committee, there
is no comprehensible standard for magistrate judges to apply when the government requests
access to cell site location data — just an incoherent array of competing court decisions.?

As the first few circuit court decisions to address governmental requests for focation information
of all types have started to come down, it is becoming clear that the courts have constitutionat
concerns with these requests. In August, the D.C. Circuit held that putting a device in place to
engage in extended GPS tracking without a warrant violates the Fourth Amendment.* in
September, the Third Circuit held that magistrate judges faced with a request from the
government for cell site location information have discretion under ECPA to insist upon a
showing of probable cause, in part because of the potential sensitivity of the information.?® Both
the confusion in the lower courts and the consternation in the appeals courts demonstrate that
Congressional attention to these statutes is sorely needed.

Congress enacted ECPA in 1886 to foster new communications technologies by giving users
confidence that their privacy would be respected. ECPA helped further the growth of the
Internet and proved monumentally important to the U.S. economy. Now, technology is again
leaping ahead, but the law is not keeping up. CDT - through its Digital Due Process coalition
- has convened technology and communications companies, privacy advocates and
academics to create four principles for reforming ECPA for the next quarter-century. One of
those principles is that location information should only be accessed through the use of a
warrant® and we believe Congress should enact legislation that imposes a warrant requirement.
Though the larger ECPA reform effort is and should remain independent of the issues being
discussed here today, CDT believes setting easily-understood privacy-protective standards for
government access to location data is a critical component of ensuring the privacy of American
citizens and the success of American technology service providers.

2 Ses, e.g.. In re Application of U.S. for an Order for Disclosure of Telecommunications Records and Authorizing the
Use of a Pen Register and Trap and Trace, 405 F. Supp. 2d 435 {S.D.N.Y, 2005).

# The SCA, part of the Electronic Communications Privacy Act, is codified at 18 U.S.C. §§ 2701 et seq.

% See, e.g., in re Application for Pen Register and Trap/Trace Device with Cell Site Location Authority, 396
F. Supp. 2d 747 (S.D.Tex. 2005).

® See Electronic Communications Privacy Act Reform and the Revolution in Location Based Technologies and
Services Before the H. Comm. on Judiciary Subcomm. on the Constitution, Civil Rights, and Civil Liberties, 111th
Cong. {June 24, 2010} {statement of Stephen Wm. Smith, United States Magistrate Judge).

* .S, v. Maynard, 615 F.3d 544 {D.C. Cir. 2010).

% 1 the Matter of the Application of the United States of America for an Order Directing a Provider of Electronic
Communication Service to Disclose Records to the Government, 620 F.3d 304 (3d Cir. 2010).

2 For more information on the Digital Due Process coalition and its principles, see Digital Due Process at

http:/iwww digitaldueprocess.org.
@ & www.cdt.org
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C. The Computer Fraud and Abuse Act (CFAA)

The Computer Fraud and Abuse Act (CFAA) is a criminal statute that prohibits intentiona!
trespass into and theft from protected computer systems.?’ It criminalizes, in relevant part, one
who “intentionally accesses a computer without authorization or exceeds authorized access . . .
information from any protected computer.”® In short, it's a law to prosecute malicious hackers.

The CFAA is a iaw design to combat egregious computer crimes and cannot, and should not, be
a primary tool in protecting consumers’ mobile privacy from data sharing for marketing or related
purposes. In the past, there have been failed attempts to stretch the CFAA to cover contractual
terms of service.” CDT has warned that these attempts come with troubling encroachments on
civil fiberties and freedom of speech.® Criminal sanctions for certain computer crimes might well
deter bad actors and provide appropriate tools in extreme circumstances. However, it is a blunt
instrument not designed to address mobile privacy challenges arising from commercial activity.

The mobile market is nascent and innovating quickly. Many mobile app developers are
individuals or small startup companies. They might be amateur programmers, working with
various prefabricated pieces of code and advertising solutions. They may or may not have
expertise in privacy or relevant law. Criminal sanctions, including jail ime, would be heavy-
handed and woulid likely chill the innovation we see today.

D. Federal Trade Commission Act and State Attorneys General

Absent any affirmative legal requirements provided by sectoral specific privacy laws (such as
those governing health or financial data), the default privacy rule for most consumer data is set
by the FTC Act's prohibition on unfair and deceptive trade practices.> Under this authority, the
FTC has established some general precedents about what constitutes a deceptive or unfair
privacy practice online, such as recent settlements against companies who offered deceptive
and ineffective opt-out solutions, and against Googie for sharing personat data with other
Googte customers in violation of previous representations as part of the Buzz product. While
these cases are important, they also demonstrate that the FTC is generally limited under current
law to bringing enforcement actions against companies that make affirmative misstatements
about their own privacy practices. In the absence of a baseline federai privacy law that gives the
FTC the tools it needs and estabiishes it as the lead law enforcement agency for privacy
matters, consumer protections in the location privacy space will continue to fall short.

State Attomeys General aiso have consumer protection mandates that aflow them to pursue
service providers that engage in unfair or deceptive trade practices. To date, however, perhaps
due to the inherent limitations in their authority, reiatively little attention has been paid at the
state level to consumer privacy concerns.

718 U.S.C. § 1030.
%18 U.S.C. § 1030(a)(2)(C).

» See generally, US v. Drew, Electronic Frontier Foundation, available at hitps:/www.eff.org/cases/united-states-v-
drew (last visited May 6, 2011).

* Id,
% The FTC Act, 15 U.S.C. §§ 41 ef seq.

ﬁ & www.cdt.org
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3. The Need for Congressional Action

Given that the default rule for most consumer data — including sensitive iocation data — is
merely that companies cannot make affirmative misstatements about the use of that data, CDT
strongly supports the enactment of a uniform set of baseline rules for personal information
collected both online and offline. Modern data flows often involve the coliection and use of data
derived and combined from both oniine and offline sources, and the rights of consumers and
obligations of companies with respect to consumer data should apply to both as weil. The
mobile device space implicates many different kinds of data in a complicated ecosystem.
Cramming more notices onto small screens is alone insufficient. We need a data privacy law
that incentivizes and requires companies to provide clear and conspicuous notice to consumers
about the use of their information and provides for meaningfut contro! of that information.
Moreover, companies should collect only as much personal information as necessary, be clear
about with whom they're sharing information, and expunge information after it is no fonger
needed.

The Fair Information Practices (FIPPs) should be the foundation of any comprehensive privacy
framework. FIPPs have been embodied to varying degrees in the Privacy Act, Fair Credit
Reporting Act, and other sectoral federal privacy laws that govern commercial uses of
information online and offline. The most recent formulation of the FIPPs by the Department of
Homeland Security offers a robust set of modemized principies that should serve as the
foundation for any discussion of consumer privacy legislation.* Those principles are:

Transparency
Purpose Specification
Use Limitation

Data Minimization
Data Accuracy
Individual Participation
Security
Accountability

For particularly sensitive data, such as health information, financial information, information
about religion or sexuality, and — most relevant here — precise geolocation data, a legislative
framework shouid provide for enhanced application of the Fair Information Practice Principies,
including for affirmative opt-in consent for the coltection and/or transfer of such information.
Consumers understandably have greater concerns about the use and storage of such
information, and the law should err against presuming a consumer’s assent to share such
information with others.

Furthermore, as noted above, the laws governing government access to consumer data shouid
be modernized to require a warrant to access sensitive location information.

% .5. Department of Homeland Security, Privacy Policy Guidance Memorandum, The Fair information Practice

Principles: Framewark for Privacy Policy at the Department of Homeland Security, December 2008,
hitp://www.dhs. govixlibrary/assets/privacy/privacy_policyguide_2008-01.pdf.
Q&www.cdwrg
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4. Conclusion

CDT would like to thank the Subcommittee again for holding this important hearing. We believe
that Congress has a critical role to play in ensuring the privacy of consumers in the growing
market of mobile devices and services. CDT looks forward to working with the Members of the

Subcommittee as they pursue these issues further.

For more information, contact Justin Brookman, justing@cdt org, (202) 637-9800.

C

www.cdt.org
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Testimony of Alan Davidson, Director of Public Policy, Google Inc.

Before the Senate Committee on the Judiciary
Subcommittee on Privacy, Technology and the Law
“Protecting Mobile Privacy: Your Smartphones, Tablets, Cell Phones and Your Privacy”

May 10, 2011

Chairman Leahy, Chairman Franken, Ranking Member Coburn, and members of the Committee:

T'am pleased to appear before you this morning to discuss mobile services, online privacy, and the
ways that Google protects our users’ personal information. My name is Alan Davidson, and I am a
Google’s Director of Public Policy for the Americas. In that capacity, 1 oversee our public policy
operations in the United States, and work closely with our legal, product, and engineering teams to
develop and communicate our approach to privacy and security, as well as other issues important to
Google and our users.

Google is most well known for our search engine, which is available to Internet users throughout
the world. We also make Android, an open operating system for mobile devices that in a few short
years has grown from powering one device (introduced in the fall of 2008) to over 170 devices
today, created by 27 manufacturers. We also offer dozens of other popular services, from YouTube
to Gmail to Google Barth. Our products are generally offered for free for personal use, and one -
supported by revenue from advertising and sales to businesses.

Protecting privacy and security is essential for Internet commerce. Without the trust of our users, we
simply would not be able to offer these services or platforms because on the Internet, competing
services are only one click away. If we fail to offer clear, usable privacy controls, transparency in out
privacy practices, and strong security, our users will simply switch to another provider. This is as
true for our services that are available on mobile devices as it is for those that are available on
desktop computers. For this reason, location sharing on Android devices is strictly opt-in for our
users, with clear notice and control.

In my testimony today, I'll focus on three main points:

Location-based services provide tremendous value to consumers;
Google is committed to the highest standards of privacy protection in location-hased
services; and

¢ Congress has an important role in helping companies build trust and create appropriate
government access standards.
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L Location based services provide tremendous value to consumers

Mobile services are creating enormous economic benefits for our society. A recent market report
predicts that the mobile applications market will be worth §25 billion by 2015. At Google, we have
seen an explosion in demand for location-based services.

People can use our services to find driving directions from their cutrent location, identify a traffic
jam and find an alternate route, and find the next movie time at a neatby theater. Location can even
make search resuits more relevant: If a user searches for “coffee” from a mobile phone, she is more
likely to be looking for a nearby café than for the website of a national coffee chain or the Wikipedia
entry describing coffee’s history. In the last year, a full 40% of Google Maps usage was from mobile
devices. There are now 150 million active monthly Google Maps for Mobile users on Android,
iPhone, BlackBerty, and other mobile platforms in mote than 100 countries.

Many third party applications also use location services to provide helpful products. For example,
the U.S. Postal Service offers an application to help users find nearby post offices and collection
boxes, based on their location. And if you want a Five Guys burger, their application will find a
location for you, and even lets you order and pay in advance. Twitter allows usets to “geotag” their
tweets from their application, which can give followers important context and perspective. On
smartphones like iPhone, Palm, and Android devices, services such as Yelp and Urbanspoon use
location to provide relevant local search results, while applications like Foursquare let users find
nearby friends.

Mobile location data can even save lives. In the past, a parent’s best hope of finding a missing child
might have been a picture on a milk carton, but mobile location services may be changing that.
Google works with the National Center for Missing and Exploited Children (NCMEC) in an
ongoing partnership to develop technology solutions that help them achieve their mission. Today,
modern tools and information can make NCMEC’s AMBER alerts more effective and efficient by
sending the alert to all users within one mile of an incident within seconds of the report through
location-based targeting. Over time, the radius could be expanded, with speed and acceleration of
distribution based directly on information received.

Existing emergency notifications like AMBER alerts can be improved using location data. In crisis
situations, people are increasingly turning to the Internet on maobile or desktop devices to find
information. Within a few hours of the Japan earthquake, for example, we saw a massive spike in
search queries originating from Hawaii related to “tsunami.” We placed a location-based alert on the
Google homepage for tsunami alerts in the Pacific and ran similar promotions across News, Maps,
and other services. In cases like the Japanese tsunami or the recent tornadoes in the U.S,, a targeted
mobile alert from a provider like Google or from a public enhanced 911 service may help increase
citizens’ chances of getting out of harm’s way.
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None of these services or public safety tools would be possible without the location information
that our users share with us and other providers, and without the mobile platforms for businesses
and governments to effectively reach the appropriate audience.

1I. Google is committed to the highest standards of ptivacy protection in location-based

services

Google would not be able to offer these services or platforms or help create the economic and social
value generated from location data if we lost the trust of our users. Thus, at Google, privacy is
something we think about every day across every level of our company. It is both good for our users
and critical for our business.

Privacy at Google begins with five core principles, which are located and available to the public at
www.google.com/corporate/privacy principles.html:

Use information to provide our users with valuable products and services.
Develop products that reflect strong privacy standards and practices.
Make the collection and use of personal information transpatent.

Give users meaningful choices to protect their privacy.

Be a responsible steward of the information we hoid.

As with every aspect of our products, we follow the axiom of “focus on the user and all else will
follow.” We are committed to using information only where we can provide value to our users.
That’s what we mean by our first principle.

For example, we never sell our users’ personally identifiable information. This is simply not our
business model.

To further guide us, under the second principle, we aim to build privacy and security into our
products and practices from the ground up. From the design phase through launch, we consider a
product’s impact on our users’ privacy. And we don’t stop at launch; we continue to innovate and
iterate as we learn more from users.

Our last three principles give substance to what we mean by privacy: We commit to tramsparency, user
control, and security.

Internal process and controls

We also reflect these principles in our development process and employee training. As consumers
become more reliant on services provided by third parties, consumer privacy relies increasingly on
those parties’ internal practices, process, and controls. As we recently explained, we have begun to
implement even stronger privacy controls with a focus on people, training, and compliance.

We have developed a review process where all engineering projects leads are required to submit and

maintain a Privacy Design Document detailing how their projects handle user data. These
documents are reviewed by cross-functional working groups that can request code reviews and make

3
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recommendations to the product teams. Completion of Privacy Design Documents will also be
reviewed by managers and an independent internal audit team. We have also enhanced our core
training for engineers and others to create a greater focus on responsible collection, use, and

handling of data.

All this process is aimed at ensuting that products match our philosophy and avoid mistakes that
fracture user trust — like the launch of Google Buzz — which fall short of our standards for
transparency and user control. To help make sure we live up to this promise, we entered into a
consent decree with the Federal Trade Commission this year, under which we’ll receive an
independent review of the privacy procedures we have outlined above once every two years. In
addition, we'll ask users to give us affirmative consent before we change how we share their personal
information.

How our products reflect our principles — Opt-in controls on Android

Moving to our specific products, I'll focus first on an important area in which we are putting our
principles to work, and where we are innovating on the broader privacy issues faced in the online
world: Simple, opt-in controls for collection and use of location information on Android.

While location-based services are alteady showing great value to users, Google recognizes the
Y g > g 2t

particular privacy concerns that come with the collection and storage of location information, That’s
why we don’t collect any location information — any at all — through our location services on
Android devices unless the user specifically chooses to share this information with Google. We also
give users clear notice and control; the set-up process asks users if they would like to “allow
Google’s location service to collect anonymous location data.”

fed ¥

And even after opting in, we give users a way to easily turn off location sharing with Google at any
time they wish. The location services in our Android operating systern embody the transparency and
control principles that we use to guide our privacy process.

Google is also very careful about how we use and store the data that is generated by location-based
services. The location information sent to Google servers when users opt in to location services on
Android is anonymized and stored in the aggregate and is not tied or traceable to a specific user. The
collected information is stored with a hashed version of an anonymous token, which is deleted after
approximately one week. A small amount of location information regarding nearby Wi-Fi access
points and cell towers is kept on the Android device to help the user continue to enjoy the service
when no server connection is available and to improve speed and battery life. This information on
the device 1s likewise not tied or traceable to a specific user.

Global Positioning System (GPS) enabled devices can provide a highly accurate location wsing
information from GPS satellites. But GPS can be slow and drain battery life and can take 10 seconds
(and sometimes much Jonger) to “fix” a location. Furthermore, many devices are not GPS enabled



94

or are used in situations where obtaining a GPS signal might not even be possible {¢.¢., indoors,
where there is no line of sight between the device and the satellites).

In order to serve devices that may not have GPS capabilities, or simply to avoid the delay and
battery drain from GPS services, various companies have worked out alternatives to GPS. These are
generally based around the idea of detecting nearby, publicly available signals from Wi-Fi access
points and cell towers and using this data to quickly approximate a rough position, usually with less
accuracy than GPS. By treating Wi-Fi access points or cell towers as beacons, devices are able to fix
their general location quickly in a power-efficient way, even while they may be working on a more
precise GPS-based location. This can be done by using information that is publicly broadcast (for
example, that list of Wi-Fi access points you see when you use the “join network” option on your
computer). A database of known network locations is required to determine a user’s estimated
location from either Wi-Fi access point or cell tower information. Companies like Skyhook Wireless
and Navizon compile such databases and license the data to many industry leaders.

Google has also created such location setvice called the Google Location Server — an Internet
database on Google servers that uses Wi-Fi access points and cell towers to determine an estimated
location and that uses GPS information to estimate road traffic. Device manufacturers can install the
Google Network Location Provider application for Android (pursuant to a license with Google) on
their devices. This application can determine a user’s estimated location using the Google Location
Server, to make location information available to users whether they are indoors and outdoors, more
quickly, and using less battety power than GPS services. This Network Location Provider is turned
off by default, and can be tutned on by the user during the phone’s initial setup or in the device
settings.

The Network Location Provider is off by default. The user can opt-in and turn on location services
during the initial setup flow.
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The user can opt-in to turn on the Network Location Provider on their Android phone from within
the device settings.

The Android operating system is built on the principle of openness, with the goal of encouraging
developer innovation and a vibrant ecosystem for users. With this principle in mind, Google does
not decide which applications can access location or other user information from the device.
Instead, the Android operating system uses a permissions model in which the user is automatically
informed of certain types of information an application will be able to access duting the application
installation process. This permissions model is designed to empower users to make their own
decision on whether or not to trust an application with the information requested. The user may
choose to trust the application by completing the installation or the user may choose to cancel the
installation. An application can only access the device's GPS location or the device's network
location if it displays a permission to the user at time of installation.

When Google creates an Android application, like the Google Maps for mobile application, Google
is responsible for how the application collects and handles data and for the privacy disclosures made
to users. Most Google-developed Android applications are subject to the Google Mobile Terms of
Setvice and the Google Mobile Privacy Policy, unless Google has created a custom terms of service
and privacy policy for the application. Google privacy policies are also clearly displayed to the vser
when the user first signs into the Android device.

When an Android application is not developed by Google, the application developer bears the
responsibility for the design of the application, which includes responsibility for how the application
collects and handles user data and the privacy disclosures made to users. If the user chooses to trust
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an application with location information by proceeding with the installation after viewing the
location-related permissions, then that application could potentially store this location information
on the device or transmit the information off the device if the application also has the Internet
access permission, Google does not control the behavior of third party applications or how they
handle location information and other user information that the third party application obtains from
the device, even though Google strongly encourages application developers to use best practices as

described in this Google blog post.

How our products reflect our principles — Encryption and two-step verification

Along with transparency and user control, strong security for usets of Google’s services to protect
against hackers and data breach is vital. Nothing can erode trust faster than personal information
falling into the hands of hackers. Google faces complex security challenges while providing services
to millions of people every day, and we have wotld-class engineers working at Google to help secure
information.

For example, Google is the first (and only) major webmail provider to offer session-wide secure
socket layer (SSL) encryption by defauis. Usually recognized by a web address starting with “https” or
by a “lock” icon, SSL encryption is regularly used for online banking or transactions. As our Gmail
lead engineer wrote:

In 2008, we rolied out the option to_always use https — encrypting your mail as it
travels between your web browser and our servers. Using https helps protect data
from being snooped by third parties . . . . We initially left the choice of using it up to
you because there’s a downside: https can make your mail slower since encrypted
data doesn’t travel across the web as quickly as unencrypted data. Over the last few

months, we've been _researching the security/latency tradeoff and decided that

turning https on for everyone was the right thing to do.
We hope other companies will soon join our lead.

We also hope to see our competitors adopt another secutity tool we offer our users: encryption for
search queries, Users can simply type “https://encrypted.google.com” into their browsers to
navigate to the version of Google Search that encrypts search queries and results. As we said in our
blog post about encrypted search, “an encrypted connection is created between your browser and
Google. This secured channel helps protect your search terms and your search results pages from
being intercepted hy a third party on your network.”

And in March of last year Google introduced a system to notify usets about suspicious activities
associated with their accounts. By automatically matching a user’s IP address to broad geographical
locations, Google can belp detect anomalous behavior, such as a log-in appearing to come from one
continent only 2 few houts after the same account holder logged in from a different continent. Thus,
someone whose Gmail account may have been compromised will be notified and given the
opportunity to change her password, protecting her own account and her Gmail contacts.



Finally, we recently released 2-step verification for consumer Gmail accounts, which allows users
who are concerned abour the security of their account to use a password plus a unique code

generated by a mobile phone to sign in. It’s an extra step, but it’s one that significantly improves the
security of a Google Account. Now, if someone steals or guesses a Gmail user’s password, the
potential hijacker still cannot sign in to the user’s account because the hijacker does not have the
user’s phone. We are already hearing stories from our users about how this extra layer of security has
protected them ftom phishing attacks or unauthorized access.

III.  Congress should act to build trust and create appropriate government access
standards

Congress has a vital role to play in encouraging responsible privacy and security practices, both by
bringing attention to these issues and through appropriate legislation.

As a start, Google supports the development of comprehensive, baseline privacy framework that can
ensure broad-based user trust and that will support continued innovation and serve the privacy
interests of consumers. Some key considerations in this area include:

® Even-handed application. A pro-innovation privacy framework must apply even-handedly
to all personal data regardless of source ot means of collection. Thus, offline and online data
collection and processing should, where reasonable, involve similar data protection
obligations.

® Recognition of benefits and costs. As with any regulatory policy, it is appropriate to
examine the benefits and costs of legislating in this area, including explicit attention to actual

harm to users and compliance costs.

* Consistency actoss jurisdictions. Generally, Internet users neither expect nor want
different baseline privacy rules based on the local jurisdiction in which they or the provider
reside. Moreover, in many instances, sttict compliance with differing state or national privacy
protocols would actually diminish consumer privacy, since it would require Internet
companies to know where consumers are located at any given time.

We also suggest two concrete areas where Congress can act immediately to strengthen Americans’
privacy protections and provide consistency for providers:

We pride ourselves at Google for industry-leading security features, including the use of encryption
for our search and Gmail services. But we need help from the government to help ensure that the
bad acts of criminal hackers or inadequate security on the part of other companies does not

8
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undermine consumer trust for all services. Moreover, the patchwork of state law in this area leads to
confusion and unnecessary cost. Congress should therefore promote uniform, reasonable security
principles, including data breach notification procedures.

Finally, the Electronic Communications Privacy Act, the U.S. law governing government access to
stored communications, is outdated and out of step with what is reasonably expected by those who
use cloud computing services. ECPA worked well for many years, and much of it remains vibrant
and relevant. In significant places, however, a large gap has grown between the technological
assumptions made in ECPA and the reality of how the Internet works today, leaving us in some
circumstances with complex and baffling rules that are both difficult to explain to users and difficult

to apply.

As part of the Digital Due Process coalition, we are working to address this issue. The Digital Due
Process coalition includes members ranging from AT&T to Google to Americans for Tax Reform
to the ACLU. It has put forward common sense principles that are designed to update ECPA, while
ensuring that government has the legal tools needed to enforce the laws. Particulatly relevant to
today’s hearing, the coalition seeks to:

e Create a consistent process for data stored online. Treat private communications and
documents stored online the same as if they were stored at home and require a uniform
process before compelling a serviee provider to access and disclose the information.

® Create a consistent process for location information. Create a clear, strong process with
heightened standards for government access to information regarding the location of an
individual’s mobile device.

Advances in technology rely not just on the smart engineers who create the new services, but also on
smart laws that provide the critical legal underpinning for continued innovation and adoption of the
technology. We hope to work with this Committee and with Congress as a whole to strengthen
these legal protections for individuals and businesses.

* ok ok

I look forward to answering any questions you might have about our efforts. And Google Jooks
forward to working with members of the Committee and with Congress in the development of
valuable online services and strong privacy and security protections for users.

Thank you.
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Testimony of Ashkan Soitani’
Independent Privacy Researcher and Consultant

United States Senate, Judiciary Subcommittee on Privacy, Technology and the Law
Hearing on
Protecting Mobile Privacy: Your Smartphones, Tablets, Ceil Phones and Your Privacy

May 10, 2011

Chairman Franken, Ranking Member Coburn, and the distinguished members of the
Subcommittee, thank you for the opportunity to testify about mobile privacy and the state of
location tracking.

My name is Ashkan Soltani. | am a technology researcher and consultant specializing in
consumer privacy and security. | have more than 15 years of experience as a technical
consultant to Internet companies and federal government agencies. | received my masters
degree in Information Science from the University of California at Berkeley, where | conducted
extensive research and published two major reports on the methods by which users are tracked
oniine and to what extent. Last year, | served as a staff technologist in the Division of Privacy
and Identity Protection at the Federal Trade Commission on investigations related to Internet
technology and consumer privacy. | have also worked as the primary technical consultant on
The Wall Street Journal's What They Know series investigating issues refating to privacy online.

Recent revelations about how mobile devices handle sensitive data—particularly focation
information—have surprised consumers. Their devices often play a large role in their everyday
activities, and many consumers show significant concern about who has access to their
information.? Whether consumers understand these privacy risks and whether they have
meaningful control over information access are critical questions for this Subcommittee.

I have been invited to testify about the current state of mobile privacy and location tracking from
a technical perspective. First, | will describe location-based services and how a mobile device
can determine its location. Second, | will discuss three recent issues that demonstrate how
location data and other personal information are collected and shared in the current mobile
ecosystem. Finally, | will discuss three broad impiications for consumer mobile privacy and
provide some suggestions for improvement.

' My oral and written testimony here today to the Subcommittee represents my own personal
views, and does not reflect the views of any of the organizations that | have consulted or worked
for in the past.

? Tsai, Janice Y., Kelley, Patrick Gage, Cranor, Lorrie Faith, Sadeh, Norman. Location Sharing
Technologies: Privacy Risks and Controls. (2009). From http://repository.cmu.edufisr/85/

1
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A. MOBILE DEVICES AND LOCATION-BASED SERVICES

Mobile devices today are powerful computing machines. Like desktop computers, many mobile
devices run complex operating system platforms that allow third-party developers to create
software applications to perform specialized tasks. Two of the most widely used mobile
platforms, Apple iOS and Google Android, offer consumers hundreds of thousands of innovative
applications to download and install onto their devices through the Apple App Store and Android
Market. These include e-mail capabilities and productivity tools, mapping and navigation
services, social media applications and games. However, unlike desktop computers, mobile
devices are uniquely mobile which introduces unique privacy implications for their owners.

Consumers take their mobile phones and tablet computers with them nearly everywhere they
go.® They often carry these devices in their pockets from their homes to their offices, while
traveling by car or train, when on their way to daycare and to the grocery store. Mobile phones,
in particular, are personal “always-on” devices; therefore, the location of these devices often
closely mirrors that of their owners’ locations and activities.

The location of a mobile device at any given moment may not be particularly sensitive;
However, the historical trail of past focations can reveal much about its user's behavior. in some
cases, a person who has access to historical location data can infer trends that uniquely identify
an individual. For example, if a mobile device’s location is the same each work day, then
consistently at another location every evening, it might expose the location of the device
owner's workplace and home, respectively. An individual or organization with access to this
information could then correlate it with public databases that could then be linked to a particular
individual.*

However, location-based services (LBS) are a major selling point for many mobile devices.
These features quickly enable the discovery of nearby stores and restaurants, sharing of current
location with friends and family by using “check-in” functionality within social networking
applications, and easy directional navigation to desired destinations. In order to provide this
functionality, the application or service provider needs to pinpoint and use the mobile device’s
location.

3 Three in five mobile phone owners say they carry their phones at ail times, even inside the
home. See: Stanton, D. (2008, September 8). New Study Shows Mobile Phones Merging New,
Established Roles. Knowledge Networks. From hitp://www.knowledgenetworks.com/news/
releases/2008/091808_mobitephones.htmi

* Golle, Philippe and Kurt Partridge. On the Anonymity of Home/Work

Location Pairs. From http://xenon.stanford.edu/~pgolie/papers/commute .pdf (Researchers
demonstrate it may be possible to associate home/work location pairs to individuals’ identity.)

2
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Note: The icons in the margins below refer to the diagram in Appendix A and
are used to direct attention to specific portions of the “Location Ecosystem.”

There are four primary ways the location of a mobile device can be determined, depending on
both its hardware and software capabilities.

1. Global positioning system {(GPS) is a technology that allows a device to determine
its location by friangulating GPS satellite signals, which are typically accurate to within a few
meters. While nearly all smartphones manufactured today contain a built-in GPS chip, many
mobile devices (e.g., laptops) typicaily do not. While GPS allows for high accuracy of location, it
is often unavailabie indoors and its high consumption of battery life often compels users to turn
off GPS until they require it.

2. Wireless carriers can help mobile devices determine location by using information about the
signais of nearby cell phone towers. This is called ceffular geolocation. Celluiar phone towers
act as known “landmarks” since they have fixed locations. This property enables wireless
carriers to triangulate a device’s focation anytime the device is powered on. Mobile phones can
send a query to the carrier to request the physical coordinates of towers within range and then
calculate its position as best as possible. This technique is generally iess accurate than GPS
and varies widely depending on the density of cell towers in a given area.

3. Location providers are services that allow devices to determine location via a variety
of methods, which include ceiluiar, Wi-Fi and Internet Protocol (IP) based methods. Companies
such as Google, Apple, and Skyhook can act as location providers by compiling extensive
databases that correlate Wi-Fi access points and cell phone towers with their physicai locations.
Mobile devices then query these databases with information about nearby *wireless landmarks”
(i.e., Wi-Fi access points and cell phone towers) in order to obtain their current location. As a
result, the location provider is able to infer the current location of the mobile device as well as
enhance its own location database with any additional “wireless landmarks” provided with the

query.

4. Location aggregators are a separate class of location service providers that obtain
{ocation information via direct arrangements with wireless carriers. As such, device location is
obtained directly from triangulation of nearby celiular tower data and does not rely on the
handset to be “aware” of its present location. This enables features such as ‘geofencing,” which
is the ability to notify a third party whenever a device enters geographic area without requiring a
specialized application on the phone. Location aggregators occupy a unique niche in this
marketplace as they have a detailed “carrier view” vantage point across all of their participating
partners, and they provide data to third party applications and websites directly.
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B. HOW MOBILE DEVICE LOCATION iS COLLECTED AND SHARED
1. By Location Providers

The process by which Location Providers gather data raises significant privacy concerns. Much
of the initial pubtic concern focused on Google’s reported collection of consumer information
when it mapped wireless landmarks like cell towers and Wi-Fi access points by using empioyee-
driven automobiles that were equipped with special sensors.®

More recently, location providers began distributing the work by using their customers’ mobile
devices as “scouts in the field” in order to compile their databases of the physical locations of
wireless landmarks. This “crowdsourcing” of location data has introduced additional privacy
concerns. By leveraging consumers’ mobile devices as scouts, location providers consequently
receive the location of the mobile device as they report their findings.® Consumers have the
option to “opt-out” of this practice; however, background collection and transmission of location
information is enabled by default for most location providers.”

Even the notice that is offered may also be inadeqguate for meaningful choice. Figure 1 below
compares the Google Android platform’s permission screen informing users of the background
coliection of location data to the comparable screen on the Apple iOS platform. A customer
would have to read Apple’s lengthy software license agreement to learn that disabling location
services means disabling the background collection of location data.

In addition, a mobile device user’s attempt to “opt-out” may be ineffective. In April 2011, The
Wall Street Journal reported that Apple iPhone devices woud still collect and transmitting this
information, even when users’ had affirmatively set the location services to “off.” That is, even
when consumers elected to disable coliection of their device location, their iPhones had
continued to record and transmit location services information to Apple’s servers.® Surprisingly,
this scenario conflicts with a July 12, 2010 letter from Appie’s General Counsel to
Representatives Ed Markey and Joe Barton which stated that “Apple automatically collects this

© Stone, Brad. (2010, May 14). Google Says It Collected Private Data By Mistake. From
http://www.nytimes.com/2010/05/15/business/15googie.htmi

8 Valentino-Devries, Jennifer. (2011, April 23). Google Defends Way It Gets Phone Data. From
http://online. wsj.com/article/SB10001424052748703387904576279451001593760.htm|

’ Google's default is enabled by means of a pre-selected check box during the initial product
setup which a user has to actively ‘uncheck’. See Figure 1. The FTC has raised concerns about
“pre-checked” dialogues as a mechanism for affirmative consent in a recent settiement with
Google and their Buzz social networking product. See http://www.ftc.gov/os/caselist/1023136/
110330googlebuzzcmpt.pdf at page 4.

8 vValentino-Devries, Jennifer. (2011, April 25). IPhone Stored Location in Test Even if Disabled.
From http://online wsj.com/article/SB10001424052748704123204576283580243161342.htm!
and Apple. (2011, April 27). Appie Q&A On Location Data. From
http://www.apple.com/pr/iibrary/2011/04/27location_ga.html.
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information only (1) if the device's location-based services capabilities are toggled to ‘On’ and
ng

(2) the customer uses an appiication requiring location-based information.

Figure 1. Permission screens controlting location service on the Android and iPhone platforms.
(Location Services and subsequent collection is ON by default on both platforms.)

‘2. in Local Cache Files on the Device

in order to improve the speed of location look-ups and to further reduce battery consumption,
many mobile platform developers design their systems to keep a local copy - a “cache” - of
location information from previous queries on the mobile device. This allows a mobile device to
determine its location without having to re-query the location provider every time it's near a
previously seen landmark.

Like any repository of sensitive information, this cache of location data poses potential privacy
issues. As mentioned previously, a person who is able to gain access to this database might be
able to determine the user’s past whereabouts {subject to the historical length of the cache}. In
addition, last month, researchers identified a cache of location data that includes a fuil year's
worth of location history stored on their Apple iPhone device.™ This data had been recorded by

° Apple Inc’'s Response For Information Regarding Its Privacy Policy and Location-Based
Services. (2010, July 12). From http://markey.house.gov/docs/applemarkeybarton7-12-10.pdf at
page 7.

*® Allan, Alasdair and Pete Warden. (2011, April 20}. Got An iPhone or 3G iPad? Apple Is
Recording Your Moves. From http://radar.oreilly.com/2011/04/apple-location-tracking.htm.
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iPhones even when a user elected to disable location services. This effectively means that, in
addition to there being no meaningful mechanism by which consumers can disable the
background coliection of location data by location providers, they also lack a meaningful
mechanism to disable the collection of location data in a cache file. The researchers also found
a copy of this same cache file stored insecurely on computers that had been used to
synchronize or backup their iPhones, iPads, and other iOS devices."!

By analyzing the data stored in this cache, which is a record of nearby cellular towers and Wi-Fi
access points the phone encountered, the researchers were able to re-create a map of their
previous travels from Washington DC to New York, as shown below in Figure 2. They also
publicly released a tool that consumers could use to easily access and visualize their own
location histories.™

Figure 2. Map of researchers’ whereabouts, inferred from local iPhone cache. '

" Apple announced a fix for this bug which reduces the size of the location database cache,
stops transfer to iTunes when you connect your device to a computer, and deletes the cache
entirely when you turn Location Services off. However, this fix doesnt apply to older 2G and 3G
devices. Chen, Jacqui. (2011, May 05). iOS 4.3.3 is out with location tracking fixes for iPhone,
iPad. From http://arstechnica.com/apple/news/2011/05/ios-433-is-out-with-location-tracking-
fixes-for-iphone-ipad.ars

2 Warden, Pete. (2011, April 20). iPhoneTracker. From
hitp://petewarden.github.com/iPhoneTracker/

'* Allan, Atasdair. (2011, April 20). Got an iPhone or 3G iPad? Apple Is Recording Your Moves.
From http://radar.oreilly.com/2011/04/apple-location-tracking.html
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Further research into competing platforms showed that Apple was not alone in this practice.
Google and Microsoft smartphones also cache location histories, although the retention period
for this information on these platforms appears to be shorter.”*

it's worth noting here that while the recent “discovery” of iocal location caches has better
informed the public about the issue, researchers and law enforcement have been aware of this
practice for some time."® In addition to location history, researchers have repeatedly
demonstrated that personal information such as email, text messages, browsing history, photos,
and passwords can be recovered easily with physicat access to the devices and, in some cases,
remotely.'® Surprisingly, this is even true for applications typically thought to be impervious to
monitoring, such as the encrypted voice calling program Skype."”’

3. By Smartphone Applications

in addition to storing location data locally and transmitting it to Location Providers, many users’
smartphones will transmit their location and other sensitive data to numerous third parties via
the use of third-party applications, such as games and other software programs. The specific
parties and amount of information will vary depending on the specific “apps” used. However, the
practice of transmitting potentially sensitive data off of the device is common for most
applications.

* Gohring, Nancy. (2011, April 29). Microsoft Admits To More Windows Phone Update
Problems. From
http:/fiwww.pcworld.com/article/226733/microsoft_admits_to_more_windows_phone_update_pro
biems.htmi and Foresman, Chris. Android Phone Keeps Location Cache Too, But it's Harder
To Access. From http://arstechnica.com/gadgets/news/2011/04/android-phones-keep-location-
cache-too-but-its-harder-to-access.ars

* Levinson presented his research on the iPhone cache file at a conference six months ago and
subsequently published his findings in December 2010. Levinson, Alex. {2011, Aprit 21). Three
Major issues with the Latest iPhone Tracking “Discovery.” From
hitps://alexievinson.wordpress.com/201 1/04/21/3-major-issues-with-the-latest-iphone-tracking-
discovery/. Johnson, Bobbie. {2011, April 21). Researcher: iPhone Location Data Already Used
By Cops. From http://gigaom.com/2011/04/21/researcher-iphone-focation-data-already-used-by-
cops/.

'® Edwards, Sarah. Inside the App: All Your Data are Belong to Me. From
http://iwww.shmoocon.org/speakers#insideapp

"7 A design vulnerability in the secure calling software Skype allows access to *full name, date of
birth, city/state/country, home phone, office phone, celf phone and email addresses” of users
because files on the device had insecure permissions and we stored in an unencrypted format.
Case, Justin. {2011, April 15}. (Updated) Exclusive Vulnerabiiity in Skype For Android Is
Exposing Your Name, Phone Number, Chat Logs, And A Lot More. From

http://www .androidpolice.com/2011/04/14/exclusive-vulnerability-in-skype-for-android-is-
exposing-your-name-phone-number-chat-logs-and-a-lot-more/
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In a survey of the 101 popular iPhone and Android phone apps in December 2010, The Wall
Street Journai found that 47 of them transmitted the phone’s location and 56 aiso transmitted
identifiers (such as hardware serial numbers) to a third parties.'® Sometimes this information
would go to the application developer’s server, such as Yelp.com when using the Yelp “app.”
Other times, the focation wouid be shared by the app further afield to its advertising partners
without clear indication to the end-user. Fourty-five apps had no discernible privacy policies, and
neither Apple nor Google requires apps to have privacy policies.

While user consent is typically required before applications are allowed to access location
information, the purpose may not always be apparent to the user, and the user may have no
indication that this information will subsequently be disclosed to third parties. For example, one
iPhone app called Ninjump—a game—-accesses and sends the a mobile device’s location
information to its mobile ad provider.’ Most users would probably be befuddied about why an
action game would ever need to access their location or disclose it to others, even if they
consented to the initial collection of this information.

Data sharing isn’t limited to iocation information. Applications can access and transmit data
which includes text messages, emaiis, phone numbers, contacts stored, and even browser
history stored on the device, as well as any information users knowingly enter in the process of
using the app.?® Some of this sharing may be expected, while other times it may be surprising.
One example is where a popular social networking application had uploaded entire copies of
users' address books to Facebook’s servers.?'

C. IMPLICATIONS FOR CONSUMER PRIVACY

These recent issues demonstrate key points of contention between consumers privacy and
business interests.

1. Existing Notice and Choice Mechanisms Are Insufficient

Mobile apps and platforms do not provide consumers with sufficiently detailed notices about
how their jocation and other sensitive information will be collected and used. Notice
requirements vary from platform-to-platform. However, many disclosures related to privacy,
such as data retention and sharing, frequently go unmentioned. The notices also rarely
differentiate between first and third party data uses nor do they reveal business partners, like ad

"8 Thurm, Scott and Yutari iwatani Kane. (2010, December 17). Your Apps Are Watching You.
From http://online.wsj.com/article/SB10001424052748704694004576020083703574602.htmi
' WSJ Blogs. (2011, December 17). What They Know Mobile. Ninjump. From
http://blogs.wsj.com/wtk-mobile/2010/12/17/ninjump/

2 Seriot, Nicolas. (2010). iPhone Privacy. From
http://seriot.ch/resources/tatks_papers/iPhonePrivacy.pdf

2! Moos, Kurt von. (2010, February 26). Privacy Fails: How Facebook Steals Your Friends
Numbers. From http://kurtvonmoos.com/facebook_steals_contact_info/

8
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networks, by name. As such, consumers are unable to make meaningful choices regarding their
privacy risks when using mobile devices.

For example, with the exception of real-time location data, Apple’s iOS platform for iPhones
does not disclose to users what other location information may be accessed and shared by
applications upon downioad. The iOS platform also does not inform users if an app will collect
information from their address books, calendars, or other data from their iPhone.

Consumers are given a chance to “click through” to discover individual app privacy policies, but
these are often long legal statements that are particularly difficult to read on a small mobile
screen,”? when they're even available. Comparatively, the Android platform allows more
descriptive notices informing users of the data an app will collect. Aithough many of the terms
used in these notice are stili very technical in nature and can appear cryptic for a lay user to
understand.

While mobile platforms today allow users to first review these disclosure notices before they
install an app. But they also all adopt a “take it or leave it” approach to application permissions:
the user can either allow access to all of the information the app requests, or deny all access
(and thus not install the app). Granular permissions are not typically made available. That is,
users are forced to give up their location information if they want to play the Ninjump game.

2. Collected Location Iinformation Can Be Sensitive

Some industry players dismiss the recent concern about focation privacy by saying that the
information collected is not actually device location information. in Apple’s Q&A on location
data, they say that some of the coflected information is about network equipment “some of
which may be located more than one hundred miles away.”*

While this may be true for cellular location in sparse rural areas, many urban environments yield
device location measurements as accurate as 50 to 200 feet.** Since Wi-Fi is a short-range
communication, knowing even one nearby Wi-Fi signal can typically pin the user within 100 feet.

? This matter became the underlying premise of a popular television show parodying "Apple’s
ridiculous 55-page iTunes terms and conditions.” O'Grady. Jason. D (2011, April 28) South Park
parodies iTunes terms and conditions. From hitp://www.zdnet.com/blog/apple/south-park-
parodies-itunes-terms-and-conditions/10043.

= Apple. (2011, April 27). Apple Q&A On Location Data. From
http://www.apple.com/pr/library/2011/04/27location_ga.htm}

* Steve Lee, product manager for Google Maps for Mobile and Google Latitude said in a May
2010 email that Google had 300 million Wi-Fi networks in its database which could pinpoint a
device's location to within about 100 feet. Efrati, Amir. (2011, May 1). Google Calls Location
Data ‘Valuable.’ From
http://online.wsj.com/article/SB10001424052748703703304576297450030517830.html

9
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As a quick demonstration, | recorded my device’s location while sitting on a bench in the lobby
of Hart Senate Office Building. Using GPS, my location was accurately reported to within 20
meters, as indicated by the small circle at the center of the left image in Figure 3 below. The
right image shows nearly the exact same location found using Wi-Fi geolocation, which only
uses a location database maintained by Google.

GPS Wi-Fi

Figure 3. Comparing the accuracy of GPS and Wi-Fi based geolocation techniques.®

Quite a lot of information can be deduced from trails of historical location data. People are
creatures of habit,”® and it would often be easy to deduce where an individuai works from her
location on weekdays from 9am-5pm or, from the same nightly iocation, where she sleeps.
These two pieces of information start to form a picture of who the device owner is.

3. Location Data Can Be Tied to Consumer identities
Industry also argues that location data cannot be associated with consumers’ reat identities, and

that this data if often simply “anonymous usage statistics.”” However, to the degree that this
data is also associated with unique identifiers~—such as serial numbers or IP addresses that can

* The strongest Wi-Fi signal my device could detect was one of the “Odyssey” access points.
Google’s geolocation database reported the location of this access point {and thus my location)
to within 120 meters as indicated by the circle in the right image.

#93% of people return to the same locations: Song, G., Qu, Z., Blumm, N., and Barabasi, A.L.
Limits of predictability in human mobility. Science. 2010 Feb 19, 327(5968); 1018-21. From
http://iwww.ncbi.nim.nih.gov/pubmed/20167789

¥ “Google spokesman said it collects information anonymously.” Kane, Yukari lwatani, and
Jennifer Valentino-DeVries. (2011, April 28). Jobs Tries to Calm iPhone Imbrogtio. From
hitp:/fonline.wsj.com/articie/SB10001424052748703367004576288790268529716.htm!
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later be linked back to an individual device or person®—it becomes difficult to refer to it as
“anonymous information.”®

Identifiers enable further correlations with additional information generated via other channels,
such as subscriber information (from a wireless carrier), login credentials (from phones that
sync their e-mail or calendars), or even in some cases name, credit card or address information
used in the app marketplace. For example, research recently demonstrated that “anonymous”
device identifiers can easily be correlated to user’s location and identity” in the form of
pseudonyms and Facebook profiles with a reasonable degree of likelihood.*

Whether re-identification is possible depends on what other information is availabie, which itself
hinges on the data retention and security practices of muitiple participants in this ecosystem. It
is rarely the case that information should be called “anonymous,” since there is nearly always
some smalf chance of re-identification.

Fortunately, at least some in industry share this view. When asked about the anonymity of
location, the CEOQ of Location Provider Skyhook Jay Yarao stated:

“I[f] you associate any history of a user at all it's very easy to, after the
fact, figure out the name of that user. So when you hear companies like
Microsoft and Googie say, ‘We're anonymizing the data,” it doesn't matter.
If there's a location history, all | do is look at past 9 o’clock and there’s a
95% chance that you went home. And | will look at that, and | will look up
that address and | wili know who you are. And as you start adding more
and more data, | match that with where you work and now | know this is
you.™

2 While IP addresses can be dynamic, they can persist for days. IP addresses assigned to
phones on the Verizon and Sprint do not change over a 2-day test period. See Balakrishnan,
Mahesh, igbal Mohomed, and Venugopalan Ramusubramanian. (2008). Where's That Phone?
Geolocating IP Addresses on 3G Networks. From http://research.microsoft.com/en-
us/um/people/maheshba/papers/ephemera-imc09.pdf

BThe Dutch Data Protection Authority argues that MAC addresses, in combination with the
ability to identify the location of wireless hardware, may by itself qualify as personal information.
Preuschat, Archibald. (2011, April 20). Google Faces New Demands In Netherlands Over Street
View Data. From
http://ontine.wsj.com/article/0,,SB10001424052748703922504576273151673266520,00.html
3”Recently, a researcher demonstrated that device IDs can be linked to GPS location (30%),
Weak Identities (20%), and Facebook profiles (10%) using public game service OpenFeint. See
Cortesi, Aldo. (2011, May 4). De-Anonymizing Apple UDIDs with OpenFeint. From
http://corte.si/posts/security/openfeint-udid-deanonymization/index.htmi

¥ Yarao, Jay. (2011, April 28). Everything You Need To Know About How Phones Are Stalking
You Everywhere. From http://iwww .businessinsider.com/skyhook-ceo-2011-4
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D. Conclusion

As mobile devices become more powerfui—and more ingrained in the way consumers work and
play—information about where a device is located becomes an ever more valuable input for
commercial activity. But at the same time, consumers have expressed significant concern about
how their devices expose sensitive information about them in ways they might not expect.
Consumers need to be able to trust their devices in order to take full advantage of ali the
benefits mobile technology has to offer.

To better protect consumer privacy going forward, I offer four suggestions:

1.

Mobile platform providers and application developers should work together to provide
consumers with more transparency into exactly what data are collected, how they are
stored, to whom they are transmitted, and how they are secured and used.

Certain disclosures should be mandatory, such as clearly differentiateing between first
and third party uses of all potentially sensitive data, and also between active use and
passive background activity. Precise definitions for “location” and "identity" shouid be
provided.

Providers and developers should also work to ensure that the information consumers
entrust with them are handled securely and in line with their expectations.

Providers and developers should also offer meaningful choice, such as granutar
permissions and working opt-outs, to consumers so they can make effective, privacy-
concious decisions in the marketplace.

Thank you for the opportunity to testify here today. Mobile privacy is a very nuanced issue, even
for us technologists, so | thank the subcommittee for their attention on this increasingly
important problem. I will be happy to answer any further questions.

12
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Testimony of Dr. Guy “Bud” Tribble
Vice President for Software Technology
Apple inc.

On

Protecting Mobile Privacy:
Your Smartphones, Tablets, Cell Phones and Your Privacy

Before the

Subcommittee on Privacy, Technology and The Law
Committee on the Judiciary
United States Senate
Washington, DC

May 10, 2011

Good morning Chairman Franken, Ranking Member Coburn, and Members of the
Subcommittee. My name is Bud Tribble, and | am Vice President for Software Technology for
Apple Inc. On behalf of Apple, | thank you for the opportunity to address this important
subject.

Apple’'s Commitment To Protecting Our Customers’ Privacy

Apple is deeply committed to protecting the privacy of our customers who use Apple mobile
devices, including iPhone, iPad and iPod touch. Apple has adopted a comprehensive privacy
policy for all its products and implemented industry-teading privacy features in its products to
protect our customers’ personal data. We are also deeply committed to meeting our
customers’ demands for prompt and accurate location-based services. These services offer
many benefits to our customers by enhancing convenience and safety for shopping, travel
and other activities.

To meet these goals, Apple provides easy-to-use tools that allow our consumers to control the
coltection and use of location data on all our mobile devices. We do not share personally
identifiable information with third parties for their marketing purposes without consent, and
we require third-party application developers to agree to specific restrictions protecting our
customers’ privacy. Apple is constantly innovating new technology, features and designs to
provide our customers with greater privacy protection and the best possible user experience.

Apple welcomes inquiries about how it protects its customers’ privacy while providing reliable
and fast location-based services. For instance, Apple provided on July 12, 2010 to
Representatives Barton and Markey a detailed description of its collection and use of location-
based information. | testified regarding the same topic before the Committee on Commerce,
Science, and Transportation on July 27, 2010. And on April 27, 2011, Apple released a public
response to recent questions regarding the collection and use of location information. A copy
of that response is attached to this testimony as Exhibit A. The initial point made in that
response should be emphasized: Apple does not track users’ locations - Apple has never
done so and has no plans to ever do so.
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In my testimony today, | would like to address the following topics: (1) Apple’s Privacy Policy;
(2) Apple’s coliection, storage and use of location information on Apple mobile devices; and
(3) the use of location information by third-party applications and the iAd Advertising
Network.

L Apple’s Privacy Policy

Apple has a single Customer Privacy Policy (the “Policy”) that applies across all Apple
businesses and products, including the iTunes Store and App Store. The Policy, written in
easy-to-read language, details what information Apple collects and how Apple and its partners
and licensees may use the information. The Policy is available from a link on every page of
Apple’s website.’

The Policy includes the following provision regarding location-based information:

To provide location-based services on Apple products, Apple and our partners and
licensees may collect, use, and share precise location data, including the real-time
geographic location of your Apple computer or device. This location data is collected
anonymously in a form that does not personally identify you and is used by Apple and
our partners and licensees to provide and improve location-based products and
services. For example, we may share geographic location with application providers
when you opt in to their location services.

Some location-based services offered by Apple, such as the MobileMe “Find My
iPhone” feature, require your personal information for the feature to work. .

This provision incorporates similar fanguage regarding location-based information that
appears in Apple End User Software License Agreements ("SLAs”) for products that provide
location-based services. For example, the current iPhone SLA states:

Apple and its partners and licensees may provide certain services through your iPhone
that rely upon location information. To provide and improve these services, where
available, Apple and its partners and licensees may transmit, collect, maintain, process
and use your location data, including the real-time geographic focation of your iPhone,
and location search queries. The location data and queries collected by Apple are
collected in a form that does not personally identify you and may be used by Apple
and its partners and licensees to provide and improve location-based products and
services. By using any location-based services on your iPhone, you agree and
consent to Apple’s and its partners’ and licensees’ transmission, collection,
maintenance, processing and use of your location data and queries to provide and
improve such products and services. (Emphasis exists in the SLA.} You may withdraw
this consent at any time by going to the Location Services setting on your iPhone and
either turning off the global Location Services setting or turning off the individual
location settings of each location-aware application on your

iPhone. Not using these location features will not impact the non location-based
functionality of your iPhone. When using third party applications or services on the
iPhone that use or provide location data, you are subject to and should review such

'The {inks take customers to http://www.apple.com/privacy, which customers may also access
directly.
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third party's terms and privacy policy on use of location data by such third party
applications or services. )

The Policy includes the following provision regarding third-party products, such as iPhone
apps:

Apple websites, products, applications, and services may contain links to third-party
websites, products, and services. Our products and services may also use or offer
products or services from third parties — for example, a third-party iPhone app.
Information collected by third parties, which may include such things as location data
or contact details, is governed by their privacy practices. We encourage you to learn
about the privacy practices of those third parties.

The Policy also includes the following language regarding mobile advertisements, such as
those served through Apple’s iAd service:

Apple and its partners use cookies and other technologies in mobile advertising
services to control the number of times you see a given ad, deliver ads that relate to
your interests, and measure the effectiveness of ad campaigns. if you do not want to
receive ads with this level of relevance on your mobile device, you can opt out by
accessing the following fink on your device: http://oo.apple.com. If you opt out, you
will continue to receive the same number of mobile ads, but they may be less relevant
because they will not be based on your interests. You may still see ads related to the
content on a web page or in an application or based on other non-personal
information. This opt-out applies only to Apple advertising services and does not affect
interest-based advertising from other advertising networks.

The Policy identifies a dedicated page on Apple’s website where customers may submit
privacy-related inquiries and comments. Apple monitors these submissions and responds to
appropriate inquiries in a timely manner. Customers may also address privacy concerns to
TRUSTe, Apple’s third-party privacy monitor. A link to TRUSTe is displayed within the Policy.

As noted above, customers may access the Policy from every page on Apple’s website. The
Policy also was placed where Apple believed the largest number of customers would see it:
the iTunes Store.

Customers attempting to open a new iTunes Store account are directed to a webpage titled:
“iTunes Store Terms & Conditions and Apple’s Privacy Policy.” They are asked to click the same
unchecked agreement box stating: “I have read and agree to the iTunes Terms and Conditions
and Apple’s Privacy Policy.”

Apple updated the Policy on June 21, 2010.2 The first time each existing iTunes Store
customer logged on to the iTunes Store after that date, the iTunes Store displayed a message
that prompted the customer to review the iTunes Store Terms and Conditions. The message
stated:

*Note that on March 31,2011, Apple made two non-material updates to its June 21, 2010
Privacy Policy. Specifically, Apple updated: (1) the URL where users can login to their
accounts to view and modify their preferences and contact information and (2) the
mechanism provided to users to ask questions about the Policy.
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iTunes Store Terms and Conditions have changed. Please read and agree to the terms
and conditions below to continue using the iTunes Store.

Customers were asked to click an unchecked agreement box stating: “I have read and agree to
the iTunes Terms and Conditions and Apple’s Privacy Policy.” Customers who do not agree to
the Terms and Conditions and the Policy are not be able to use the iTunes Store {e.g., cannot
make purchases on the iTunes Store or the App Store), but they may continue to use iTunes
software.

i Location Information and Location-Based Services for Mobile Devices

Apple began providing location-based services in January 2008. These services enable
applications that allow customers to perform a wide variety of useful tasks such as getting
directions to a particular address from their current location or finding nearby restaurants or
stores.

Apple offers location-based services on a variety of mobile devices, including the iPhone 3G,
iPhone 3GS, iPhone 4 CDMA and GSM models, iPad Wi-Fi + 3G, iPad 2 Wi-Fi and 3G and, to a
more limited extent, older models of the iPhone, the iPad Wi-Fi, and iPod touch.

All of Apple’s mobile devices run on Apple’s proprietary mobile operating system, iOS. Apple
released iOS 4.1 on September 8, 2010. Apple released the current versions, i0S 4.3.3 and
4.2.8 (for the iPhone 4 CDMA model), on May 4, 2011. Currently, iOS 4.3.3 may be run on
iPhone 3GS, iPhone 4 GSM model, iPod touch 3rd and 4th generations, iPad, and iPad 2. My
testimony focuses on iOS 4.1 and later versions, including the free iOS update Apple released
on May 4, 2011.

A. Privacy Features

Apple has designed features that enable customers to exercise control over the use of
location-based services.

First, Apple provides its customers with the ability to turn “Off” all location-based service
capabilities with a single “On/Off” toggle switch. For mobile devices, the toggle switch is in
the “Location Services” menu under “Settings.” As described more fully below, when this
toggle is switched “Off,” (1) iOS will not provide any location information to any applications,
including applications that may have previously received consent to use location information;
(2} i0S will not collect or geo-tag information about nearby Wi-Fi hotspots or cell towers; and
{3) i0S will not upioad any location information to Appie from the device,

Second, Apple requires express customer consent when any application requests location-
based information for the first time. When an application requests the information, a dialog
box appears stating: “[Application] would like to use your current location.” The customer is
asked: “Don’t Allow” or “OK." If the customer clicks on “Don’t Allow,” i0S will not provide any
location-based information to the application. This dialog box is mandatory—neither Apple’s
applications nor those of third parties are permitted to override the notification.

Third, iOS 4 permits customers to identify individual applications that may not access location-
based information, even if Location Services is “On.” The Location Services settings menu
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provides an “On/Off” toggle switch for each application that has requested location-based
information. When the switch for a particular application is “Off,” no location-based
information will be provided to that application.

Fourth, Customers can change their individual application settings at any time. An arrow icon

(‘?«) alerts i0S 4 users that an application is using or has recently used location-based
information. This icon will appear real-time for currently running applications and next to the
"On/Off” switch for any application that has used location-based information in the past
twenty-four hours.

Finally, customers can use Restrictions, also known as Parental Controls, on a mobile device to
prevent access to specific features, including Location Services. When a customer enables
Restrictions, the customer must enter a passcode {(this passcode is separate from the device
passcode that the customer may set). If the customer turns Location Services off and selects
“Don’t Allow Changes,” the user of the device cannot turn on Location Services without that
passcode.

B. Location Information
1. Crowd-Sourced Database of Cell Tower Location and Wi-Fi Hotspot
Information

Customers want and expect their mobile devices to be able to quickly and reliably determine
their current locations in order to provide accurate location-based services. If the device
contains a GPS chip, the device can determine its current location using GPS sateliite data. But
this process can take up to several minutes. Obviously, if the device does not have a GPS chip,
no GPS location data will be available.

To provide the high quality products and services that its customers demand, Apple must
have access to comprehensive location-based information. To enable Apple mobile devices to
respond quickly (or at all, in the case of non-GPS equipped devices or when GPS is not
available, such as indoors or in basements) to a customer's request for current location
information, Apple maintains a secure database containing information regarding known
locations of cell towers and Wi-Fi access points - also referred to as Wi-Fi hotspots. As
described in greater detail below, Apple collects from millions of Apple devices anonymous
location information for cell towers and Wi-Fi hotspots.> From this anonymous information,
Apple has been able, over time, to calculate the known locations of many millions of Wi-Fi hot
spots and cell towers. Because the basis for this location information is the “crowd” of Apple
devices, Apple refers to this as its “crowd-sourced” database.

The crowd-sourced database contains the following information:

Cell Tower Information: Apple collects information about nearby cell towers, such as
the location of the tower(s), Cell IDs, and data about the strength of the signal
transmitted from the towers. A Cell ID refers to the unique number assigned by a
cellular provider to a cell, a defined geographic area covered by a cell tower in a

*During this collection process, i0S does not transmit to Apple any data that is uniquely
associated with the device or the customer.
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mobile network. Celt IDs do not provide any personal information about mobile phone
users located in the cell. Location, Cell ID, and signal strength information is available
to anyone with certain commercially available software.

Wi-Fi Access Point Information: Apple collects information about nearby Wi-Fi access
points, such as the location of the access point(s), Media Access Control (MAC)
addresses, and data about the strength and speed of the signal transmitted by the
access point{s). A MAC address (a term that does not refer to Apple products) is a
unique number assigned by a manufacturer to a network adapter or network interface
card ("NIC”). MAC addresses do not provide any personal information about the owner
of the network adapter or NIC. Anyone with a wireless network adapter or NIC can
identify the MAC address of a Wi-Fi access point. Apple does not collect the user-
assigned name of the Wi-Fi access point (known as the “SSID,” or service set identifier)
or data being transmitted over the Wi-Fi network (known as “payload data”).

The crowd-sourced database does not reveal personal information about any customer. An
Apple mobile device running Apple’s mobile device operating system, iOS, can use the crowd-
sourced database to (1) provide the customer with an approximate location while waiting for
the more precise GPS location, (2) find GPS satellites much more quickly, significantly reducing
the wait time for the GPS location, and (3) triangulate the device location when GPS is not
available (such as indoors or in basements). The device performs all of these calculations in
response to a request for location information from an application on the customer’s device
that has been explicitly approved by the user to obtain the current location, and the device
requests from Apple the crowd-sourced database information needed for these calculations.*

The crowd-sourced database must be updated continuously to account for, among other
things, the ever-changing physical landscape, more innovative uses of mobile technology, and
the increasing number of Apple’s customers. in collecting and maintaining its crowd-sourced
database, Apple always has taken great care to protect its customers’ privacy.

2. Downloading Crowd-Sourced Data To A Mobile Device

To further improve the speed with which the device can calculate location, Apple downloads a
subset of the crowd-sourced database content to a local cache on the device. This content
describes the known locations of Wi-Fi hotspots® and cell towers that the device can “see”
and/or that are nearby, as well as nearby cell location area codes,® some of which may be
more than one hundred miles away. The presence of the local cache on the device enables

*For devices running the iPhone OS versions 1.1.3 to 3.1, Apple relied on (and still relies on)
databases maintained by Google and Skyhook Wireless (“Skyhook”) to provide location-based
services. Beginning with the iPhone OS version 3.2 released in April 2010, Apple relies on its
own databases to provide location-based services and for diagnostic purposes.

*For each Wi-Fi hotspot, the location information includes that hotspot's MAC address,
latitude/longitude coordinates, and associated horizontal accuracy number. For each cell
tower, the location information includes the cell tower ID, latitude/longitude coordinates, and
associated horizontal accuracy number,

®Cell base stations are grouped into “location areas” for network planning purposes, and each
location area is assigned a unique “location area code.” This “location area code” is broadcast
by the cell base stations.
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the device to calculate an initial approximate location before Apple’s servers can respond to a
request for information from the crowd-sourced database.

The local cache does not include a log of each time the device was near a particular hotspot or
cell tower, and the local cache has never included such a log. For each Wi-Fi hotspot and cell
tower, the local cache stores only that hotspot’s/cell tower’s most recent location information,
downloaded from Apple’s constantly updated crowd-sourced database. After a customer
installs the free iOS software update, iOS will purge records that are older than seven days,
and the cache will be deleted entirely when Location Services is turned off.

The local cache is protected with iOS security features, but it is not encrypted. Beginning with
the next major release of iOS, the operating system will encrypt any local cache of the hotspot
and cell tower location information.

Apple issued a free jOS software update on May 4, 2011. Prior to the update, iTunes backed
up the local cache (stored in consolidated.db) as part of the normal device backup if there was
a syncing relationship between the device and a computer. The iTunes backup, including
consolidated.db, may or may not have been encrypted, depending on the customer’s settings
in iTunes. After the software update, iTunes does not back up the local cache {now stored in
cache.db).

When a customer runs certain applications, those applications request location information
from iOS. Because of a bug that existed prior to the update, even when Location Services was
off, the device would anonymously send the IDs of visible Wi-Fi hotspots and cell towers,
without any GPS information, to Apple’s servers, Apple’s servers would send back the known,
crowd-sourced location information for those hotspots and cell towers (and nearby hotspots
and cell towers), and the device would cache that information in the consolidated.db file.
None of this downloaded crowd-sourced location information ~ or any other location
information — was provided to or disclosed to the application,

The iOS software update fixed the bug that caused crowd-sourced location information to be
downloaded to the device while Location Services was off. iOS will now delete any existing
local cache from consolidated.db and, if Location Services is off, (1) Apple will not download
any crowd-sourced location information to the device, regardiess of whether a specific
application requests that information, and (2) iOS will delete any cache of this information
stored in cache.db.

3. Collections and Transmissions from Apple Mobile Devices

Apple collects anonymous location information about Wi-Fi hotspots and cell towers from
millions of devices to develop and refine Apple’s database of crowd-sourced location
information. The mobile devices intermittently collect information about Wi-Fi hotspots and
cell towers they can “see” and tag that information with the device's current GPS coordinates,
i.e. the devices “geo-tag” hotspots and towers.

This collected Wi-Fi hotspot and cell tower information is temporarily saved in a separate table
in the local cache; thereafter, that data is extracted from the database, encrypted, and
transmitted - anonymously — to Apple over a Wi-Fi connection every twelve hours {or fater if
the device does not have Wi-Fi access at that time). Apple’s servers use this information to re-
calculate and update the known locations of Wi-Fi hotspots and cell towers stored in its
crowd-sourced database. Apple cannot identify the source of this information, and Apple
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collects and uses this information only to develop and improve the Wi-Fi hotspot and cell
tower location information in Apple’s crowd-sourced database. After the device attempts to
upload this information to Apple, even if the attempt fails, the information is deleted from the
local cache database on the device. In versions of iOS 4.1 or later, moreover, the device will
not attempt to collect or upload this anonymous information to Apple unless Location
Services is on and the customer has explicitly consented to at least one application’s request
to use focation information.

4, Additional Location Information Collections

If Location Services is on, Apple collects location information from mobile devices under the
following four additional circumstances.

First, as mentioned in Apple’s April 27 response, Apple is collecting anonymous traffic data to
build a crowd-sourced automobile traffic database with the goal of providing iPhone users an
improved traffic service in the next couple of years. This information is temporarily stored in
the local cache on the device, anonymously uploaded to Apple, and then deleted from the
device.

Second, Apple collects anonymous diagnostic information from randomly-selected devices to
evaluate and improve the performance of its mobile hardware and operating system. For
example, Apple may collect information about a dropped cell phone cali, including the
calculated location of the device when a call was dropped, to help identify and address any
cell connection issues. Before any diagnostic information is collected, the customer must
provide express consent to Apple. Apple cannot associate this information with a particular
customer,

Third, Apple obtains information about the device's location (the latitude/longitude
coordinates) when an ad request is made. The device securely transmits this information to
the Apple iAd servers, the iAd servers immediately convert the latitude/longitude coordinates
to a five-digit zip code, and the iAd servers then discard the coordinates. Apple does not
record or store the latitude/longitude coordinates — Apple stores only the zip code. Apple
then uses the zip code to select a relevant ad for the customer.

Finally, if a customer has consented to an application’s collection and/or use of location
information, iOS will provide current location information in response to a request from that
application. iOS will provide that customer-approved application with the location of the
device only; iOS does not provide applications with direct access to the local cache.

Hl. Third-Party Applications And The iAd Network

A. Third Party Applications

In July 2008, Apple launched the App Store where customers may shop for and acquire
applications offered by third-party developers for the iPhone, iPad and iPod touch. Currently
the App Store includes more than 350,000 third-party applications covering a wide variety of
areas including news, games, music, travel, heaith, fitness, education, business, sports,
navigation and social networking. Each application includes a description prepared by the
developer regarding, among other things, what the application does, when it was posted, and,
if applicable, what information the application may coltect from the customer.
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Any customer with an iTunes account may purchase and download applications from the App
Store. Developers do not receive any personal information about customers from Apple when
applications are purchased. Only Apple has access to that information.

Third-party application developers must register as an "Apple Developer” by paying a fee and
signing the iPhone Developer Agreement {the “IDA”) and the Program License Agreement (the
“PLA"). Registered Apple Developers gain access to the software deveiopment kit (“SDK”} and
other technical resources necessary to develop applications for mobile devices.

The current PLA contains several provisions governing the collection and use of location-
based information, including the following:

* Developers may collect, use, or disclose to a third party location-based information
only with the customer’s prior consent and to provide a service or function that is
directly relevant to the use of the application;

» Developers must provide information to their customers regarding the use and
disciosure of location-based information (e.g., a description on the App Store or adding
a link to the applicable privacy policy);

* Developers must take appropriate steps to protect customers’ location-based
information from unauthorized use or access;

¢ Developers must comply with applicable privacy and data collection laws and
regulations regarding the use or transmission of location-based information;

* Applications must notify and obtain consent from each customer before location data
is collected, transmitted, or otherwise used by developers;

» If the customer denies or withdraws consent, applications may not collect, transmit,
process or utilize the customer’s location data; and

* Applications must not disable, override, or otherwise interfere with Apple-
implemented alerts, including those intended to notify the customer that location-
based information is being collected, transmitted, maintained, processed, or used, or
intended to obtain consent for such use.

Developers that do not agree to these provisions may not offer applications on the App Store.
Apple has the right to terminate the PLA if a developer fails to comply with any of these
provisions.

Apple reviews all applications before adding them to the App Store to ensure, for example,
that they run properly and do not contain malicious code, Apple, however, does not monitor
applications after they are listed in the App Store, unless issues or problems arise.

B. The iAd Network

On uly 1, 2010, Apple launched the iAd mobite advertising network. The network can serve
ads to iPhone, iPod touch, and iPad devices running iOS 4, and the network offers a dynamic
way to incorporate and access advertising within applications. Customers can receive
advertising that relates to their interests (“interest-based advertising”) and/or their location
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("location-based advertising”). For example, a customer who purchased an action movie on
iTunes may receive advertising regarding a new action movie being released in the theaters or
on DVD. A customer searching for nearby restaurants may receive advertising for stores in the
area.

As specified in the Policy and the relevant device SLAs, customers may opt out of interest-
based advertising by visiting the following site from their mobile device: https://0o.apple.com.
Customers also may opt out of location-based advertising by toggling the device's location-
based service capabilities to “Off.”

For customers who do not toggle location-based service capabilities to "Off,” Apple collects
information about the device’s location (latitude/longitude coordinates) when an ad request is
made. This information is transmitted securely to the Apple iAd server via a cellular network
connection or Wi-Fi Internet connection. The {atitude/longitude coordinates are converted
immediately by the server to a five-digit zip code. Apple does not record or store the
latitude/longitude coordinates—Apple stores only the zip code. Apple then uses the zip code
to select a relevant ad for the customer.

Apple does not share any interest-based or location-based information about individual
customers, including the zip code calculated by the iAd server, with advertisers. Apple retains
arecord of each ad sent to a particular device in a separate iAd database, accessible only by
Apple, to ensure that customers do not receive overly repetitive and/or duplicative ads and for
administrative purposes.

In some cases, an advertiser may want to provide more specific information based on a
device’s actual location. For example, a retailer may want its ad to include the approximate
distance to nearby stores. A dialog box will appear stating: “Advertiser’ would like to use your
current location.” The customer is presented with two options: “Don’t Allow” or "OK.” If a
customer clicks “Don’t Allow,” no additional location information is transmitted. if the
customer clicks “OK,” Apple uses the latitude/longitude coordinates to provide the ad
application with more specific location information—the information is not provided to the
advertiser,

In closing, let me again affirm that Apple is strongly committed to protecting our customers’
privacy. We give our customers clear notice of our privacy policies, and our mobile products
enable our customers to exercise controf over their personal information in a simple and
elegant way. We share the Committee’s concerns about the collection and potential misuse of
all customer data, particularly personal information, and we appreciate this opportunity to
explain our policies and procedures.

I will be happy to answer any questions you may have.
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Support

April 27, 2011

Apple Q&A on Location Data

Apple would like to respond to the questions we have recently received about the gathering and use of focation
information by our devices.

1. Why is Apple tracking the focation of my iPhone?
Apple is not tracking the ocation of your iPhone, Applehas never done so and has no plans to ever do so.

2, Then why is everyone so concerned about this?

Providing mobile users with fast and accurate Jocation information while preserving their security and privacy has
raised some very complex technical issues which are hard to communicate in a soundhite. Users are confused,
partly because the creators of this new technology ({including Appie) have not provided enough education about
these issues to date,

3. Why is my iPhone logging my location?

The iPhone is not fogging your location, Rather, it's maintaining a database of Wi-Fi hotspots and celi towers
around your current focation, same of which may be focated more than one hundred miles away from your iPhone,
0 help your iPhone rapidly and accurately caiculate its location when requested, Calculating a phone’s location
using just GPS sateltite data can take up to several minutes. iPhone ¢an reduce this time to just a few seconds by
using Wi-Fi hotspot and cell tower data to quickly find GPS satelfites, and even triangulate its location using just Wi~
Fi hotspot and cel} tower data when GPS is not avaifable (such as indoors or in basements). These calculations are
performed live on the iPhone using a crowd-sourced database of Wi~Fi hotspot and celt tower data that is generated
by tens of miltions of iPhones sending the geo-tagged locations of nearby Wi-Fi hotspots and celt towers in an
anenymous and encrypted form to Apple.

4. Is this crowd-sourced database stored on the iPhone?

The entire crowd-sourced datahase is too big to store on an iPhone, so we downioad an appropriate subset {cache}
onto each iPhone. This cache is protected but not encrypted, and is backed up in iTunes whenever you back p your
iPhone. The backup is encrypted or not, depending on the user settings in iTunes. The location data that
researchers are seeing on the iPhone is not the past or present focation of the iPhone, but rathes the locations of
Wi-Fi hotspots and cell towers surrounding the iPhone’s tocation, which can be more than one hundred mites away
from the iPhone. We plan to cease backing up this cache in a software update coming soon {see Software Update
section below).

5. Can Apple locate me based on my geo-tagged Wi-Fi horspat and cell tower data?
No. This data is sent to Apple in an anonymous and encrypted form. Apple cannot identify the source of this data.

6. People have identified up to a year’s worth of lacation data being stored on the iPhone. Why does my iPhone need
o much data in order to assist it in finding my focation today?

This data is not the iPhone’s location data—it is a subset {cache) of the crowd-sourced Wi-Fi hotspot and cell tower
database which is downioaded from Appie into the iFhone to assist the iPhone in rapidly and accurately calculating
focation. The reason the iPhone stores 50 much data is a bug we uncovered and plan to fix shortly (see Software
Update section below). We don’t think the iPhone needs ta store more than seven days of this data.

7. When 1 turn off Location Services, why does my iPhone sometimes continue updating its Wi-Fi and celi tower data
from Apple’s crowd-sourced database?
It shouldr’t, This is a bug, which we plan to fix shortly (see Software Update section bejow).

B. What other location data is Apple coftecting from the iPhone besides crowd-sourced Wi-Fi hotspot and ceff tower
data?

Apale is now callecting anonymous traffic data to bulld a crowd-sourced traffic database with the goal of providing
iPhone users an improved traffic service in the next couple of years.

9, Does Apple currently provide any data colfected from iPhones to third parties?

We provide anonymous crash logs from users that have opted in to third-party developers to help them debug their
apps. Our iAds advertising system can use location as a factor in targeting ads. Location is not shared with any third
party or ad untess the user explicitly approves giving the current location to the current ad (for example, to request
the ad lacate the Target store nearest them).

10. Does Apple believe that personat information security and privacy are important?

Yes, we strongly do. For example, iPhone was the first to ask users to give their permission for each and every app
that wanted to use focation. Apple will continue to be one of the Jeaders in strengthening personal informatian
security and privacy.

http://www.apple.comi/pi/library/2011/04/2 7location_qa.html . 4/27/2011
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Software Update
Sometime in the next few weeks Apple will release a free i0S software update that:

= reduces the size of the crowd-sourced Wi-Fi hotspot and celf tower database cached on the iPhone,
® ceases backing up this cache, and
w deletes this cache entirely when Location Services is turned off,

in the next major {05 software release the cache will also be encrypted on the iPhone.

Press Contacts:
Natalie Harrison
Apple
harri@apple.com
{408) 862-0565

Natalie Kerris
Apple
nat@apple.com
(408) 974-6877
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Chairman Franken, Ranking Member Coburn, and distinguished members of the
Committee: My name is Jonathan Zuck, and I would like to thank you for holding this

important hearing on privacy and the growing mobile devices marketplace.

I am the president of the Association for Competitive Technology (ACT). ACT is an
international advocacy and education organization for people who write software
programs--referred to as application developers--and providers of information technology
(IT) services. We represent over 3,000 small and mid-size IT firms throughout the world
and advocate for public policies that help our members leverage their intellectual assets

to raise capital, create jobs, and innovate.

Our community leaders are not political spokespersons—they are engineers; and I have
drawn upon our membership’s technical expertise and business concerns to inspire and

inform these comments,

Prior to this hearing, sevcral Senators and their staff asked for information about the size,
scope, and impact of this new apps ecosystem; my testimony here strives to answer those

questions as well as address concerns on privacy and security regarding mobile devices.

The new mobile apps world has sparked a renaissance in the software industry; small
software companies are able to create innovative products and sell them directly to
consumers. This is a radical departure from the era of up-front marketing costs, publisher
delays, and piracy problems. The mobile app store has eliminated the longstanding

barriers to entry that our industry battled for the past two decades.

My goal today is to help explain how small business is building this exciting new
industry, how what we are doing is helping consumers, and how the very real concerns
about privacy must be dealt with holistically, rather than from a technology-specific

perspective.

Finally, for this renaissance to continue, government action must be careful to preserve
the opportunities for small businesses to innovate, experiment, and compete with

dominant market players.
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The Smartphone Ecosystem is Creating Jobs and Opportunities in Tough Economy

The state of the U.S. economy is profoundly unsettled. Questions about job security,
healthcare, and foreclosure have become dinner table conversation throughout this

country.

In the face of all of this turmoil, there has been a bright spot in economic growth: Sales
of smartphones and tablets, such as the iPhone, the HTC Thunderbolt (running Google
Android), the Samsung Focus (running Microsoft WP7) , the iPad, Xoom, and now
RIM’s Playbook, continue to outpace all predictions and are providing a huge growth
market in a slumping economy. In fact, nearly one hundred million smartphones were
shipped in the first quarter of 2011' marking a 79% increase in an already fast growing

market.
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Smartphones that run third party applications are creating opportunities for handset
manufacturers like HTC, Apple, and Motorola, communications firms like Verizon and

AT&T, and most especially for application developers like our members.

In 2008, Apple launched an “apps store” to provide a place for developers to seli
independently developed applications for the iPhone. Since then, over 300,000 new
applications have gone on sale with billions of applications sold or downloaded. The
Android platform has recently exceeded the growth rate seen in the iPhone, totaling more
than 200,000 applications with 10,000 new programs available each month. In 2010 we

saw the release of Windows Phone 7 with its own applications store and an entirely

i Mark Kurlyandchik, IDC: Nokiu Remains Top Smariphone Vendor Worldwide, DailyTech, May 6, 2011,
*id.
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unique user interface. Total unique apps across all platforms are expected to exceed
500,000 by the end 0of 2011.°

NUMBER OF AVAILABLE APPLICATIONS DISTIMO
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Possibly the most important thing we have noticed about the new apps world is how it
has revolutionized the software development industry. It is nothing less than a rebirth.
Startup costs of the modern app developer are a fraction of what they used to be just 10
years ago. Gone now are the costs of printing discs, manuals, marketing materials,
contracts with retailers, onerous contracts with publishers, and contracts with credit card
providers all once necessary to sell a single product.v Distribution is now all digital.
Those costs savings in distribution are now used to hire more developers and artists, thus
creating more jobs across the country. With mobile and Xbox 360 apps, we have seen
the return of the small "garage," independent developer focused on products that can be
created and shipped in a matter of months. The apps store model creates a direct bridge
between the customer and the developer. Our members tell us that being a developer has
not been this exciting sinee the origins of the personal computer and software industry in
the 70s and 80s.

So who is this new generation developer? What does an apps creator look like? To find
out, ACT conducted surveys and focus groups within our membership and also analyzed

the top 500 selling apps.

First, we learned mobile apps are overwhelmingly created by developers in small

businesses. A review of the top 500 best selling applications show that over 85% are

3
http./fd20mthba56rzfx.cloudfront.net/wp-content/uploads/201 1/04/Disti rvey-201103-app-stores-count.png
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written by small businesses®; in a majority of cases, micro businesses with less than 10

employees.

Top Apps by Business Size

@ Small Business (>250)

# Large Business (<250)

Second, app developers are not just in California. During the dotcom boom of the 1990s,
the majority of growth occurred in Silicon Valley while the rest of the country did not
reap all of the benefits of the economic boom. Conversely, the recent growth of the
mobile apps industry has led to job creation all across the UnitedAStatcs. While California
continues to have a large representation of apps developers, nearly 70% of the businesses
are located outside of the state of California. The independent nature of this burgeoning
industry allows developers to live almost anywhere, including Moorhead, MN, and Tulsa,

OK>.

Top Apps by Business Location
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* ACT analysis of top 500 selling apps, some discrepancies exist due to lack of verifiable employment data and apps created by a
developer who has significant investment from a larger company. Some apps branded for a larger company are in fuct developed by
gmaII_ﬁrms subcontracted to build the application. Sample size of 408 applications, from “top apps™ on March 25, 2011.

ACT study of top selling apps as of March 25, 201 1. ACT members Chalk LLC in Moorhead, MN, and Permafrost Software in
Tulsa, OK.



130

Third, app development companies have low initial costs, but also have the ability to
become a highly successful and sustainable business. ACT’s members reported
development costs ranging from $1,000 to upwards of $1,000,000. Given the wide range
of our findings and those of other reports®, it is better to view the cost of mobile apps in
tiers. In tier one, a simple app with no real back end server based functionality can run in
the low thousands; this category makes up a significant percentage of all the apps in
various mobile stores. They may be single feature programs, vanity apps, or just

irreverent apps like iBeer.

The second tier are the apps that provide multiple levels of functionality. Often working
with data stored in a remote server to provide information/user generated content or
advanced capabilities like writing and saving specialized documents, this tier runs from
$30,000 to $100,000.

The final tier runs from $100,000 on up. This category is for apps that may need to tie
into sophisticated inventory management systems, require specialized licenses for
content, interface with business critical databases not just to read, but also write
information, and finally, games with immersive environments where art and music costs

can be significant.
Understanding the Real Opportunity for Small Business

To get a sense of the size of the market and potential opportunity, we must first
understand the various business models underlying the mobile app market. First, there
are app developers who charge their customers to download their applications and/or
charge them for purchases they make inside the app. For example, photography app
Hipstamatic costs $1.99. If users want additional camera effects (Kodachrome or Holga,

for instance) they can buy the add-ons in the application.

Second, some apps are supported either entirely or partly by advertising revenue. This is
an increasingly important model especially as the Android platform grows in importance.

Some applications charge for downloads and run advertisements inside the app itself.

6 P
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Finally, many applications are given away free by larger companies in order to extend
services to mobile devices or as marketing tools. From Citibank’s online banking app to
Pepsi’s “Refresh Project” and Conde Nast’s magazine apps, Fortune 1000 companies are
increasingly offering mobile apps to their customers and potential customers. While
large companies brand these apps, smaller companies with the expertisc necessary to

build world-class applications under tight deadlines usually build them.
Mobile App Stores

The exponential growth in app stores during the past few years is unprecedented. Apple
launched the mobile app store arena with the iTunes App Store less than 4 years ago,
soon followed by Nokia, Google, Microsoft, Amazon, and others. According to IHS, the
worldwide market revenue of these app stores in 2010 was $2.15 billion, a 160% increase
over 2009, and is expected to reach ncarly $4 billion this year. Forrester Rescarch
estimates that the revenue created from customers buying and downloading apps to

smartphones and tablets will reach $38 billion by 2015.

A growing percentage of revenues for app markets are coming from "in app purchases.”
According to Xyologic a company that indexes and analyzes app store data, 40 percent of
game downloads are now free titles with in-app purchases. In March, it found there were

more than 99.9 million downloads of free iPhone games from the App Store.

Yet revenues from app purchases and in-app purchases only represent a part of the
overall opportunity for app developers. According to Xyologic, 80.8 percent of all app
downloads in the month of March were free. While some of those apps relied on in-app
purchasing for revenue, many others were supported by advertising or developed to

support other brands and services.
Custom Mobile Development

The majority of the more than 600,000 free apps available across all app stores are not
designed to be profitable on their own. They are designed as an extension to an existing

service or a marketing program for an established or growing brand. Yet, the value of
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these apps and the jobs they create are completely missed by the revenue numbers of app

stores and advertising platforms.

This translates into an tremendous number of job-creating opportunities for smaller app

development shops. Forrester Research predicts this market to reach $17 billion by 2015.
Mobile Advertising Revenues

In-app mobile advertising is growing more slowly than revenues from app downloads and
in-app purchases, but it is a particularly important revenue model for apps with enormous
scale, or “eyeballs,” like the hugely successful Angry Birds. In the games category,
which represents around half the app market, the total revenue from in-app advertising
was $87 million according to Juniper Research, Juniper expects that to grow to around

$900 million by 2015.

It is also worth noting that the business model of the platform makes a difference in how
developers pursue revenue. As shown in an earlier chart, the iOS store has more than
333,000 applications and nearly 70% of those arc paid for up front. Google/Android, a
company whose entire revenue stream and dominant market position is dependent on
advertising, tends to push developers towards the advertising model, with only 30% of

the 206,000 apps relying on direct payment to the developer.
The Future for Mobile App Developers

Even more important are the opportunities that lay farther ahead. Members of Congress
all have BlackBerries and many have iPhones, Androids, or Windows Mobile devices as
well. Yet, according to a recent Morgan Stanley report’, most people haven’t yet
invested in such technology. True “smartphones™ have around 25% penetration in the
U.S.; in Asia, it may be as low as 6%. This represents a pathway for growth leading far
into the future.

To understand just how important international sales are to the mobile apps market, one

only needs to look at a comparison between the total number of users possessed by a

http /fwww.marg ley.com/institutional/techresearchipdfs/2SETUP_12142009_RIpdf
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combined AT&T / T-mobile (130 million wireless subscribers)® and China’s number one
wireless carrier, China mobile (584 million subscribers)®. Even if only 6% of China’s
mobile subscribers become smartphone users ~ and app purchasers — the market

opportunity for U.S. software developers is huge.
How Location Based Information Helps Consumers

In the lead up to today’s hearing, considerable attention has been directed at the type of
information stored on smartphones. A misunderstood element in the public debate on
this data collection is the essential role location information plays in the basic function of
the device. People buy smartphones to have access to the Internet while they are mobile

and a persistent connectivity is essential for this service.

When a smartphone tracks the location of its user, it is making a note to remind itself
which access point or cell tower was used there to connect to the Internet. When a user
returns to that area, the phone remembers this information. Each day most phone users
travel the same route to work or to attend school and then return home to the same place.
Keeping this data enables the smartphone to easily find an Internet connection providing

efficient, constant online access. This is important for two reasons.

First is battery life. A phone uses a lot of power to search for a cell tower or wireless
router. If it constantly needs to search for an Internet connection, it will deplete its
battery many times more quickly than if it maintained a constant connection. Customers
rate the importance of battery life very highly as a feature in the customer experience, so
keeping a charge is a very important requirement of the phone. By maintaining a list of
frequently visited locations, a smartphone avoids draining its battery in search of data

connection points.

The other reason efficient connectivity matters is spectrum scarcity. The proliferation of
smartphones has led to a crowded wireless spectrum, leading to potentially diminishing
service quality. Wherever possible, wireless carriers are eager to connect users to wi-fi

instead of their networks to provide faster connection speed and to lessen the burden on

8
hitp:riwww. siouxcityjournal.com/busi allarticle f24b5818-eal 1-5f04-b0b0-d7bbd0205 550 htmi
hitp:/www. wirelessweek.com/News/201 1/61/Carriers-Subs-Reach-842M-China-Mobile/
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wireless networks. Carriers even provide their own wi-fi service for free to customers in
densely populated areas to help alleviate the demand for wireless spectrum. By keeping
track of the wi-fi and cell tower locations at frequently visited areas, the smartphone can
allow users to automatically switch to wi-fi networks to provide constant, high quality

Internet connectivity while diminishing the pressures on a crowded spectrum,

While location data is essential for phones to operate efficiently, consumers also love the
smartphone services made possible using location-based technology. Many of the most
successful apps or smartphone features have become popular based
on knowing exactly where users are at any given time. And that’s

exactly how customers want it.

Anyone who has owned a smartphone has probably charted their
location as a blue dot on their map app. Many also use those same

programs to see where the traffic bottlenecks are before starting

their evening commute. Some apps use location to help users find

Map with Location snd
Tratfic Bata

the nearest gas station, post office, parking garage, or coffee shop.

The OpenTable app adds location technology to its existing services
to allow diners to find open tables at nearby restaurants, read
reviews, and make reservations with a simple tap of the button.
Using location information, the app can also provide step-by-step

directions to the establishment.

Location services on smartphones have also changed the way we

interact socially, creating a market for check-in features to tell your

Open Table Reservations

friends and family where you are. Facebook has an app with this
feature and, within the last decade, has achieved a market valuation approaching $100
billion. Foursquare, an app which exclusively provides check-in services, has been

valued at nearly half a billion dollars.
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There is clearly big business opportunity in this marketplace. But
location-based services and advertising offer a unique opportunity
for Main Street businesses as well. Some apps, like RedLaser,
allow users to scan the UPC code of a product and, using the
smartphone’s location data, find several local retailers nearby where

it can be purchased.

Red &

Mecanwhile, a user searching for a particular product or service on
their smartphone can receive an ad from a local small business based on their current
location data. These ads have the benefit of reaching potential customers at the exact
time of a purchasing decision and cost far less than the newspaper circulars or the TV ads

that big box stores are able to afford.

Similarly, local small businesses can also level the playing field with the national chain
stores and Internet retailers through shopping apps like Groupon. This app serves 38
million North American subscribers who receive daily discounts at local establishments

based on their location data.

While improving the core performance of smartphones, location data is also the building
block for apps that users find useful and provide small businesses with opportunities to
reach new customers. This data also contains information about the user which they may
want to keep private so appropriate safeguards must be in place to ensure it is used in a

manner with which consumers are comfortable.
The Smartphone 1D Conundrum

Recent news stories have focused on the existence of unique identifiers attached to each
smartphone. Known as a UDID number for iPhone and Android ID for Android based
products, this is a number that serves as a unique token for each device. The Wall Street

Journal article "What They Know - Mobile"'’ made special effort to note the

transmission of this number by nearly every single application in the market. While

10
http:/iblogs.wsf.comiwtk-mobile/
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highlighting the transmission of a "unique identifier” may make for good newsprint, the

article unfortunately did not properly explain why developers transmit this number.

In order to help better explain the role this Smart Phone ID (SPID) number plays in the
development and maintenance of mobile applications, ACT surveyed developefs” to find

out how they currently used the SPID number. Respondents highlighted three key uses:

* Allows developers to control access to parts of the program without focking the user out
completely (i.e., locking achievement levels in games, viewing paid subscriber content);
* Prevents piracy of applications, allows verification of ownership for updates to apps; and

* Allows management of access control for software testing and customer service.

Additionally, developers reported on several benefits to their customers specifically and

consumers in general. Most often cited were:

e  Working in concert with other stored data, the SPID makes it possible to have
applications remember your favorites even when you buy a new phone;

¢ Helps content providers know when your device is on a wi-fi network instead of 3G -
allowing them to send you HID or other high bitrate content; and

e Makes it easier to receive updates without annoying verification procedures.

At first glance, it would seem to make perfect sense to only allow the SPID to be shared
with the app maker itself, but not with third parties. However, in today's world, many
different companies work together to provide services to customers. For instance, when
shipping a product via FedEx, the sender shares considerable personal information about
the recipient with the (third party) shipper including contact information and purchased
items. Similarly, small businesses rely on cloud computing to give customers a complete
service offering in a cost-¢ffective way. For game developers, a company like OpenFeint
offers an easy way to keep track of scores and allows game users to intcract with each
other, saving app makers thousands of dollars in development time and ongoing

infrastructure cost. This service needs to be able to tell devices apart.

1
ACT April 28 questionnaire to members working on at least one mobile platform, Question: How do you curvently use
UDID/Android 1D in your development process?
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Finally, developers felt that the usage restrictions and best practices for SPIDs were well
documented, especially on Apple’s i0S. As you can see from the documentation for the
UlDevice.uniqueldentifier'’, Apple gives plenty of advice to app makers on how to

properly handle this information {emphasis added]:

A device’s unique identifier (sometimes abbreviated as UDID for Unique Device
Identifier) is a hash value composed from various hardware identifiers such
as the device serial number. It is guaranteed to be unique for each device. The
UDID is independent of the device name. For devices that use a SIM (subscriber
identity module) card, the UDID is independent of the SIM card.

For user security and privacy, you must not publicly associate a device’s unique
identifier with a user account.

You may use the UDID, int conjunction with an application-specific user ID, for
identifying application-specific data on your server. For example, you could use a
device-user combination ID to control access to registered products or when
storing high scores for a game in a central server. However, if you are developing
a game, you may want to instead use Game Center’s player identifier key as
explained in Game Kit Programming Guide.

Important: Never store user information based solely on the UDID. Always use
a combination of UDID and application-specific user ID. A combined ID ensures
that if a user passes a device on to another user, the new user will not have
access to the original user’s data.

The key takeaway from this survey is that it is important, and often necessary, to keep
devices separate and uniquely identified. Users may own many devices, multiple people
may share devices (for example, family members), and others switch devices. Developers
have different technical reasons to identify devices, but all come down to the same thing:
enhancing the user experience. The developer’s focus is in making the user’s phone more

convenient and useful.

While there may be some sinister ways in which the SPID can be illegally used, 99.9% of
developers have the very best intentions. Specific instances of SPID abuse should be the

focus of FTC action, not the very existence of such a valuable and valid tool.

2
htip.iideveloper.apple.com/library/ios/fdocumentation/uikit/reference/UlDevice_Class/Reference/UlDevice html
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Understanding the Existing Laws and Regulations

Regardless of how data protection is approached, it is critical to understand the
protections available under existing federal and state laws and regulations. Consumer
protection laws with technology-neutral legal standards can address data-privacy and
data-security concerns regardless of whether they arise from undisclosed hacking,
phishing, lost laptops, website data-collection, inadvertent peer-to-peer “sharing” of
sensitive personal files, unauthorized wi-fi-snooping, recklessly designed social-
networking applicati'ons like Google Buzz, art contests seemingly designed to enable the

reverse-engineering of children’s social-security numbers, or mobilc apps.

Currently, the FTC Act gives the FTC broad authority to act against those who misuse
data, regardless of the technology used. Specifically, Section 5 of the FTC Act directs
the FTC to take action against any business engaging in “deceptive” or “unfair” trade

practices."

The FTC’s duty to halt deceptive trade practices authorizes the FTC to take law-
enforcement action not only when a business violates explicit promises to consumers,
such as violations of stated privacy policies or terms of use, but also even when a
business makes material omissions to consumers,'® such as not telling consumers about

the sharing of their collected information with third parties.

Similarly, the FTC’s duty to halt unfair trade practices authorizes the FTC to take law-
enforcement action when business practices cause injuties to consumers that are:
substantial; not outweighed by countervailing benefits to consumers and competition; and
could not have been reasonably avoided by consumers themselves.'® For example, the

FTC can take action against a business’s failure to report a data breach.

Finally, it is critical to understand two points about consumer-protection laws. First, the

FTC has real teeth if it finds that a company engaged in “unfair or deceptive practices,”

Bi5U8.C. §45

g

B FTC, Policy Statement on Deception (Oct. 14, 1983) gvailable at http://www.ftc.gov/bep/policystmt/ad-
decept.htm.

15 U.S.C. §45(n); see also FTC, Policy Statement on Unfairness (Dec. 17, 1980) available at
hitp://www. ftc. gov/bep/policystmt/ad-unfair. htm.
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including assessing injunctive and civil penalties. Second, state consumer-protection acts
grant state Attorneys General even broader substantive and remedial powers than those
that federal law grants to the FTC. As a result, even were resource constraints or agency
capture to preclude FTC action in a particular case, 50+ law-enforcement agencies would
still have broad, technology-neutral authority to protect the privacy and security of

consumers’ data.

Consequently, the consumer-protection authority of the FTC and the State Attorneys
General already authorizes and requires these law-enforcement agencies to patrol the
Internet for companies that might violate their promises to consumers or cause them
substantial harm. The FTC recently used such authority to protect consumer privacy by
taking action against Google'” and Chitika'8 for failing to properly handle consumers’
information. Both companies now face twenty years of oversight and damage to their

brands.

Existing consumer-protection laws thus already authorize both the FTC and state law
enforcement agencies to police the entire range of products that connect to the Internet,
including mobile devices, and to take action against the bad actors that ignore existing
laws and will continue to ignore any future laws. This existing authority also ensures that
good actors already have every incentive to behave reasonably and that bad actors have

good reason to fear the existing legal consequences of their wrongdoing.

Given the existing authority of the FTC and the State Attorneys General, do we need
additional regulation? ACT believes this is an open question, but one where consumer
privacy protection should not be viewed through a limited, technology-specific lens.
Instead, thoughtful, arduous, and considered discussion must take place on the role of
personal data in the economy, the true interests of consumers, and the best interaction

between citizens and the providers of products and services that use their data.

7 In the Matter of Google Inc., a corporation, FTC File No. 102 3136.
" In the Matter of Chitika, Inc., a corporation, FTC File No. 1023087.
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Avoiding the Patchwork Problem; Dealing with Data Holistically

In periods of great technological change, both new opportunities and new challenges are
created. More often than not, however, the seemingly new challenges are merely old

issues illuminated under a new light.

Like the dot-com boom before it, the emergence of smartphones and mobile apps has
renewed interest in the way corporations and governments collect and share data, most
importantly, personal data. Yet, in both cases, these new technologies are simply
bringing new light to issues surrounding personal data collection and use that have

existed for decades.

There are genuine questions to be asked and considered with respect to the collection and
use of personal data. How and when should people be told the data is being collected or
when it is being shared? How should they be told? Should people be able to modify data
that is collected about themselves? Should people be able to delete data about themselves
or otherwise control how it is used? Asking these questions only in the context of
smartphones and mobile apps ignores the larger picture. The technology used to collect
the data is much less significant than the important questions about the process and

behavior of those collecting it.

First, the data collected by apps developers is an almost infinitesimal piece of the global
collection of personal data. From credit card companigs, to warranty cards, to loyalty
programs, companies have been collecting data on their customers long before the
Internet or smartphones came around. Not only do other companies collect the same data
as smartphone apps, but they have exponentially larger collections of personal data
already at their disposal. Information brokers like Epsilon and Google collect, retain, and

share far more information than all mobile apps combined.

Even the collection of location data that has been singled out in recent press reports is not
unique to smartphones and mobile apps. Standalone commercial GPS providers like
TomTom or GPS-based safety services like OnStar collect this information on their users.
Your EZ Pass technology for wireless payment of highway tolls also collects and stores

location data. More recently, Google has been collecting personal information while
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mapping home and business wireless networks. In nearly every instance, these companies

may share that data with third parties.

All of this reminds us that iselating and regulating one specific technology is not the
answer to the broader questions surrounding the collection and sharing of personal data.
Given the enormity of existing data collections and the number of ways it is amassed,
focusing exclusively on one technology — particularly the newest and least established —
is a symbolic gesture that does not solve the underlying problem, but creates the false
sense that the problem has been solved and the need for thoughtful debate and policy
consideration is over. However, focusing instead on regulations of behavior and data

usage, it then applies to everyone, regardless of means of collection and sharing,

Finally, perhaps the most dangerous problem is that when regulation focuses solely on
new technology, it discriminates against small businesscs. Whenever we are talking about
new, distuptive technologies, we are most often talking about small businesses. Revenue
models, customer expectations, and efficiency opportunities are all still emerging, and it
is small businesses that perform that service. Lots of businesses start, a very small
number survive, but in the end, we know what works, and then the large businesses get
involved. To stunt the growth of a new, experimental market is to discriminate against the
very small businesses on which we rely to lead innovation and growth in the American

economy.
Conclusion

The future of the digital marketplace looks bright for small business, so long as the
marketplace remains dynamic and competitive. This is a more than $10 billion
opportunity for small business across the United States. Barriers to entry in the
marketplace are currehtly low, and our members are very excited about the future —

according to ACT’s Board President, Mike Sax, “Programming is fun again!”

While there are important questions that need to be discussed on personal data collection,
retention, and sharing, limiting this question solely to smartphones and mobile apps

would be ineffectual and counterproductive.
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The use of location information and smartphone 1D’s are providing immense value to
consumers. Whether it's the ability to make dinner reservations or find directions to the
nearest hardware store, our members put a value on creating a product that improves the

lives of their customers.

Banning the collection of location data would essentially outlaw these beloved consumer
apps while doing nothing to address the big questions about data collection and how that
data is used. That is why ACT believes that Congress must take a holistic approach to
privacy that does not single out any one technology, especially nascent ones. We need to
outlaw bad behavior, not good technology. I hope that the committee will continue to
focus the spotlight on the contribution small business makes to the future of the digital
economy and the way government can do a better job to encourage that productive future.

Thank you for your time and consideration on this important topic.



143

QUESTIONS FOR WITNESSES FROM HON. AL FRANKEN, HON. RICHARD BLUMENTHAL,
AND HoN. Tom COBURN

Questions from Senator Al Franken to Mr. Davidson

1. Will Google commiit to requiring that all apps in the Android Market have a clear,
understandable privacy policy?

2. If not, will Google at least commit to require that all location-aware apps in the Android
market have a clear, understandable privacy policy?

3. Will Google commit to informing users through a clear, conspicuous method, i.e. a
permission screen, that the apps they download have the technical ability to share or disclose the
information they gather from the user to third parties?

4. Do you think that most users understand the terms used in your app permission screen?
For example, if an app can have access to your “network connections”, do you think the average
user knows what that means? What can you do to make your permission screen more clear for
average users without deep technical knowledge or sophistication?

5. Android OS devices transmit a unique identifier along with the location data that they
transmit to Google servers. See Jennifer Valentino-Davies, “The Unique ID Android Uses in
Collecting Location,” The Wall Street Journal, April 26, 2011. Apple succeeds in collecting this
information without such an identifier. Will Google refrain from using such identifier in future
data collection?

6. Under what circumstances does Google consider location information obtained from a
user’s device to be non-content customer records data subject to the voluntary disclosure
permission in the Electronic Communications Privacy Act, 18 U.S.C. § 2702(c)(6)?

7. Since Google gets the vast majority of its revenue from advertising, it seems like your
incentive to protect privacy might be in conflict with your incentive to collect your user’s
information. What relationship does AdMob have to the Android Operating System and
applications in the Android App Market?
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Questions from Senator Al Franken to Mr. Tribble

1. Will Apple commit to requiring that all apps in the Apple App Store have a clear,
understandable privacy policy?

2. If not, will Apple at least commit to requiring that all location-aware apps in the Apple
App Store have a clear, understandable privacy policy?

3. In your testimony you said that requiring apps to have privacy policies is not enough to
protect user’s privacy. I agree. What further steps can you take, in addition to requiring privacy
policies, that will help users understand where their information is going and have greater control
over it?

4. Will Apple commit to informing users though a clear, conspicuous method (i.e. a
permission screen) of the non-location information (i.e. calendar information, address book
information, etc.) that an app will access once it is downloaded onto an Apple mobile device?

5. Will Apple commit to informing users through a clear, conspicuous method (i.e. a
permission screen) that the apps they download have the technical ability to share or disclose the
information they gather from the user to third parties?

6. Apple appears to acknowledge that it has not done enough to educate users about how
their location information is being used. See Apple Q&A on Location Data, April 27, 2011
(“Users are confused, partly because the creators of this new technology (including Apple) have
not provided enough education about these issues to date.”) Can you explain how Apple will
improve its education of users about the way their location information is gathered, used and
shared by Apple and others?

7. You have said that Apple audits the applications in the App Store and that if Apple finds
an app is violating the Registered Apple Developer Agreement, it will remove it from the store.
Yet when I asked you at the hearing how many apps had been kicked out of the store for
violating these terms, you said “zero”. Do you believe that there is not a single app that is
currently violating your Developer Agreement?

8. In Apple’s May 6, 2011 response to my letter of April 27, 2011, Apple wrote that when
“using only the crowd-sourced locations of Wi-Fi hotspots and cell towers... the device location
calculated by iOS will only be an approximation.” Please give the mean, median, and mode of
how accurately the device’s location can be calculated using only the crowd-sourced database
Apple maintains on mobile devices. Please use precise figures, e.g. 50m, 100m, etc.
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9. In various statements, Apple has stressed that the hotspots and cell towers in the crowd-
sourced database downloaded to users’” mobile devices “could be more than one hundred miles
away.” Please give the mean, median, and mode of the distance these hotspots and cell towers
are from users’ devices. Please use precise figures, e.g. 50m, 100m, etc.

10.  Inaninterview with All Things Digital, Apple founder Steve Jobs stated that the hotspots
and cell tower data in the crowd-sourced database downloaded to users” mobile devices “are not
telling you anything about your location.” See Hayley Tsukayama, “Post Tech: Jobs explains
mobile policies, says Apple will testify in hearing,” Washington Post, April 27. Is it Apple’s
position that the WiFi hotspot and cell tower data in the crowd-sourced database downloaded to
users’ mobile devices do not in any way communicate anything about a uset’s location?

11.  Apple has acknowledged that the crowd-sourced database cache stored on the iPhone
should not have kept up to a year’s worth of data. See Apple Q&A on Location Data, April 27,
2011 (“The reason the iPhone stores so much data is a bug we uncovered...”). On what date did
Apple employees discover this “bug™?

12.  On what date did Apple learn that the iPhone was submitting location information to
Apple servers even when location services were turned off?

13.  Under what circumstances does Apple consider location information obtained from a
user’s device to be non-content customer records data subject to the voluntary disclosure
permission in the Electronic Communications Privacy Act, 18 U.S.C. § 2702(c)(6)?
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QFRs FOR JUSTIN BROOKMAN AND ASHKAN SOLTANI

In your view, is there anything the wireless access point location approximation scheme described
in U.S. Patent Application 2010/0020776, “Wireless Network-Based Location Approximation,”
and Paragraph 78 of WIPQ Patent Application WO 2010/044872, “Wireless Network-Based
Location Approximation,” that explicitly excludes the collection of “content data” transmitted
between third party users and wireless access points? Content data is defined as any data that may
contain, in whole or in part, the content of a user’s internet communications over a wireless
network, including but not limited to data frames, payload data, etc.

. These patent applications contemplate examining “data frames” to determine the location of

wireless access points as contemplated in these patent applications, looking at “the data in the
frame ... itself” to determine the data rates of frames that might contain content data, and
contemplate sending “raw data collected” back to “a central repository ... for processing.” 1f
Google actually engaged in any of these practices, would it be accurate to describe Google’s
interception and/or storage of content data through its Street View program as unintentional?
Content data is defined as any data that may contain, in whole or in part, the content of a user’s
internet communications over a wireless network, including but not limited to data frames,
payload data, etc.

Please describe any and all ways
in which the interception and/or storage of “content data” transmitted between third party users
and wireless access points might be:

a. Indirectly valuable for
effectuating the purpose of efficiently locating wireless access points; and

b. Indirectly valuable for any other
purpose.

Please describe your view of the
circumstances under which the interception and/or storage of “content data” transmitted between
third party users and wireless access points might be:

a. Legal or illegal under current
federal law; or

b. Legal or illegal under current state
law.



147

Content data is defined as any data that may contain, in whole or in part, the content of a user’s
internet communications over a wireless network, including but not limited to data frames,
payload data, etc.
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FROM SENATOR RICHARD BLUMENTHAL

QFRs: FOR GOOGLE WITNESS

. Please provide text and citations for any and all materials directly or indirectly associated with or

related to the methods for intercepting wireless data transmissions traveling between third party
computers and wireless access points described in U.S. Patent Application 2010/0020776,
“Wireless Network-Based Location Approximation,” and WIPQ Patent Application WO
2010/044872, “Wireless Network-Based Location Approximation™ (including foreign or domestic
patents, patent applications, published works, or other publicly available materials).

Please indicate where in the scheme described in U.S. Patent Application 2010/0020776,
“Wireless Network-Based Location Approximation,” and WIPO Patent Application WO
2010/044872, “Wireless Network-Based Location Approximation” these patents explicitly
exclude the interception of content data. Content data is defined as any data that may contain, in
whole or in part, the content of a user’s internet communications over a wireless network,
including but not limited to data frames, payload data, erc.

Wireless signal interception as described in Paragraph 51 of U.S. Patent Application
2010/0020776, “Wireless Network-Based Location Approximation,” and Paragraph 47 of WIPO
Patent Application WO 2010/044872, “Wireless Network-Based Location Approximation”
involves configuring a Google computer “to observe or capture data packets .. transmitted to or
from” a wireless access point, with the Google computer “operat[ing] in a *sniffer’ or ‘monitor’
mode, thereby handling transmitted frames ... without requiring” the Google computer “to be
associated with™ the wireless access point. This scheme appears to contemplate *sniffing’ (i.e.,
intercepting and decoding) all transmitted frames.

a. Where does this patent distinguish between ‘sniffing’ or ‘monitoring’ frames containing

" content data and *sniffing’ or monitoring frames that did not contain content data?
Content data is defined as any data that may contain, in whole or in part, the content of a
user’s internef communications over a wireless network, including but not limited 10 data
frames, payload data, etc.

b. Was there ever a version of Google’s Street View programming designed to intercept and
decode all of the information received from a wireless access point and then subsequently
discard unwanted data?

c. Was there ever a version of Google’s Street View programming that distinguished
between frames containing content data and frames that did not contain content data?
Content data is defined as any data that may contain, in whole or in part, the content of a
user’s internet communications over a wireless network, including but not limited to dara
Jrames, payload data, etc.

d. Was there ever a version of the software on Google’s Street View cars that specifically
deleted, blanked, or removed intercepted IP payload data?
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e. Did the software addition that Google points to as responsible for collecting “payload
data” affirmatively intercept and decode content, or did it remove a preexisting block on
decoding content?

4. Does the term "data rate” as used in these patent applications consistently refer to information
about the comrnunication with the access point such as "data rate" as defined by 802.11 standards,
or does it refer to a “measured” data rate?

5. Paragraphs 70-71 of U.S. Patent Application 2010/0020776, “Wireless Network-Based Location
Approximation,” and Paragraphs 66-67 of WIPO Patent Application WO 2010/044872, “Wireless
Network-Based Location Approximation,” discuss ‘evaluating different types of frames sent to (or
received from) the device of interest” including “management frames, control frames, data frames,
etc.” as part of a scheme to estimate “the confidence of the location™ of a wireless access point.

a. Please explain what types of evaluations are contemplated for each of the three types of
frames listed.

b. How does evaluation of data frames contemplated in these paragraphs affect Google’s
estimate of the confidence of the location of a wireless access point?

6. Paragraphs 74-75 of U.S. Patent Application 2010/0020776, “Wireless Network-Based Location
Approximation,” and Paragraphs 70-71 of WIPO Patent Application WO 2010/044872, “Wireless
Network-Based Location Approximation,” discuss determining “the confidence in the location™ of
a wireless access point, and note that “the types of frames that are used in the measurement, such
as data frames, management frames, and/or control frames may affect the confidence.”

a. How do these patents contemplate evaluating these three types of frames in order to
improve the confidence estimate for the location of the wireless access point?

b. How does evaluation of data frames contemplated in these paragraphs affect Google’s
estimate of the confidence of the location of a wireless access point?

7. Paragraph 82 of U.S. Patent Application 2010/0020776, “Wireless Network-Based Location
Approximation,” and Paragraph 78 of WIPO Patent Application WO 2010/044872, “Wireless
Network-Based Location Approximation,” discusses how “[T]he location of a given [wireless
access point] may be based on a number of measurements taken by one or more client devices.
The raw data collected by a client device may be processed locally or sent to a central repository

... for processing” (emphasis added).

a. Do these patent applications specifically exclude the collection of raw data that inciudes
“content data” before sending it to a central repository for processing? Content data is
defined as any data that may contain, in whole or in part, the content of a user’s internet
communications over a wireless network, including but not limited to data frames, payload
data, etc.
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b. Is there any relation between the scheme described in Paragraph 82 and the operation of
the Google Street View cars during the period when those cars were used to identify the
locations of wireless access points?

QFRs: FOR APPLE AND GOOGLE WITNESSES

Has your company ever
contemplated, implemented, or purchased information derived from the interception of wireless data
transmissions traveling between third party computers and wireless access points for any purpose? If
so:

A. Please indicate any and all foreign
and domestic jurisdictions where your company has contemplated, implemented, or purchased
information derived from the interception of wireless data transmissions described above.

B. Please indicate any and all
purpose(s) underlying any such signal interceptions.

C. Please provide a precise timeline
of events related to the interception of wireless data transmissions by your company and/or the
purchase of information derived from such interceptions, including when such interceptions
were initially contemplated, initially implemented, and subsequently revised, if applicable.

D. Please describe any and all
methods initially contemplated and/or implemented for these purposes.

E. Subsequent to any initial steps
toward intercepting wireless data transmissions, please describe any and all methods
subsequently contemplated and/or implemented for these purposes.

F. Please indicate any and all types
of data captured from signals traveling between third party computers and wireless access
points that that your company has ever intercepted, stored, or purchased (including but not
limited to data frames, management frames, contro! frames, payload data, SSIDs, RSSI
measurements, etc.). For each category of data, please define the term used to reference that
category, including an indication of how it is derived.

G. Please provide text and citations
for any and all materials directly or indirectly associated with your company that describe or
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contemplate methods for intercepting wireless data transmissions traveling between third party
computers and wireless access points (including foreign or domestic patents, patent
applications, published works, or other publicly available materials).

H. Do all of the methods (described
in 1.D.) contemplated or implemented by your company (or implemented by other companies
from whom you subsequently purchased derived data) for intercepting wireless data
transmissions explicitly exclude the interception of “content data” transmitted between third
party users and wireless access points? Content data is defined as any data that may contain,
in whole or in part, the content of a user’s internet communications over a wireless network,
including but not limited to data frames, payload data, etc.

1 If so, please explain how and why
such content data is excluded from interception.

2) If not, please explain how and
why such content data is not excluded from interception.

I Do any of the methods (described
in 1.D.) contemplated or implemented by your company for intercepting wireless data
transmissions utilize the interception of “content data” transmitted between third party users
and wireless access points to facilitate the underlying purpose of intercepting that data? If so,
please explain how and why such content data is utilized. Content data is defined as any data
that may contain, in whole or in part, the content of a user’s internet communications over a
wireless network, including but not limited fo data frames, payload data, ete.

I Has your company ever
contemplated, implemented, or purchased information derived from the interception of
wireless data transmissions traveling between third party computers and encrypted wireless
access points and/or hidden wireless access points? If so, please explain how these methods
differ from the methods associated with the interception of wireless data transmissions
traveling between third parties and unencrypted wireless access points, if at all.

K. Has your company ever shared,
sold, or distributed information acquired through interception and storage of wireless data
transmissions traveling between third parties and wireless access points? If so, to whom and
for what purpose(s)?

Has your company ever
contemplated, constructed, or purchased information related to the location of wireless access points?
If s0, please ensure that Questions 1.A. through 1.H. are fully answered with respect to the purpose of
locating wireless access points.
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A. How many wireless access points

exist, or have ever existed, in any database of wireless access point locations?

1) How many of these wireless
access points were unencrypted when identified?

2)
access points were encrypted when identified?

How many of these wireless

3)
access points were “hidden” when identified?

How many of these wireless

3. Please describe any and all ways
in which the interception and/or storage of “content data” transmitted between third party users and
wireless access points might be:

A. Indirectly valuable for
effectuating the purpose of efficiently locating wireless access points; and

B. Indirectly valuable to your
company for any other purpose.

4.

Please describe your view of the
circumstances under which the interception and/or storage of “content data” transmitted between third
party users and wireless access points might be:

A. Legal or illegal under current
federal law;

B. Legal or illegal under current state
law; and

C.

Legal or illegal in any foreign
jurisdictions in which your company has engaged in the interception and/or storage of wireless
data transmissions traveling between third party computers and wireless access points.

Content data is defined as any data that may contain, in whole or in part, the content of a user’s internet
communications over a wireless network, including but not limited to data frames, payload data, etc.
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FROM SENATOR RICHARD BLUMENTHAL

QFRs: FOR APPLE WITNESS

Has your company ever
contemplated, implemented, or purchased information derived from the interception of wireless data
transmissions traveling between third party computers and wireless access points for any purpose? If
so:

A. Please indicate any and all foreign
and domestic jurisdictions where your company has contemplated, implemented, or purchased
information derived from the interception of wireless data transmissions described above.

B. Please indicate any and all
purpose(s) underlying any such signal interceptions.

C. Please provide a precise timeline
of events related to the interception of wireless data transmissions by your company and/or the
purchase of information derived from such interceptions, including when such interceptions
were initially contemplated, initially implemented, and subsequently revised, if applicable.

D. Please describe any and all
methods initially contemplated and/or implemented for these purposes.

E. Subsequent to any initial steps
toward intercepting wireless data transmissions, please describe any and all methods
subsequently contemplated and/or implemented for these purposes.

F. Please indicate any and all types
of data captured from signals traveling between third party computers and wireless access
points that that your company has ever intercepted, stored, or purchased (including but not
limited to data frames, management frames, contro! frames, payload data, SSIDs, RSSI
measurements, etc.). For each category of data, please define the term used to reference that
category, including an indication of how it is derived.

G. Please provide text and citations
for any and all materials directly or indirectly associated with your company that describe or
contemplate methods for intercepting wireless data transmissions traveling between third party
computers and wireless access points (including foreign or domestic patents, patent
applications, published works, or other publicly available materials).

H. Do all of the methods (described
in 1.D.) contemplated or implemented by your company (or implemented by other companies
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from whom you subsequently purchased derived data) for intercepting wireless data
transmissions explicitly exclude the interception of “content data” transmitted between third
party users and wireless access points? Content data is defined as any data that may contain,
inwhole or in part, the content of a user’s internet communications over a wireless network,
including but not limited to data frames, payload data, etc.

1) If so, please explain how and why
such content data is excluded from interception.

2) If not, please explain how and
why such content data is not excluded from interception.

L Do any of the methods (described
in 1.D.) contemplated or implemented by your company for intercepting wireless data
transmissions utilize the interception of “content data” transmitted between third party users
and wireless access points to facilitate the underlying purpose of intercepting that data? If so,
please explain how and why such content data is utilized. Content data is defined as any data
that may contain, in whole or in part, the content of a user’s internet communications over a
wireless network, including but not limited to data frames, payload data, etc.

L. Has your company ever
contemplated, implemented, or purchased information derived from the interception of
wireless data transmissions traveling between third party computers and encrypted wireless
access points and/or hidden wireless access points? If so, please explain how these methods
differ from the methods associated with the interception of wireless data transmissions
traveling between third parties and unencrypted wireless access points, if at all.

K. Has your company ever shared,
sold, or distributed information acquired through interception and storage of wireless data
transmissions traveling between third parties and wireless access points? If so, to whom and
for what purpose(s)?

Has your company ever
contemplated, constructed, or purchased information related to the location of wireless access points?
If so, please ensure that Questions 1.A. through 1.H. are fully answered with respect to the purpose of
locating wireless access points.

A. How many wireless access points
exist, or have ever existed, in any database of wireless access point locations?

1) How many of these wireless
access points were unencrypted when identified?
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2) How many of these wireless
access points were encrypted when identified?

3) How many of these wireless
access points were “hidden” when identified?

3. Please describe any and all ways
in which the interception and/or storage of “content data” transmitted between third party users and
wireless access points might be:

A. Indirectly valuable for
effectuating the purpose of efficiently locating wireless access points; and

B. Indirectly valuable to your
company for any other purpose.

4. Please describe your view of the
circumstances under which the interception and/or storage of “content data” transmitted between third
party users and wireless access points might be:

A Legal or illegal under current
federal law;

B. Legal or illegal under current state
law; and

C. Legal or illegal in any foreign
jurisdictions in which your company has engaged in the interception and/or storage of wireless
data transmissions traveling between third party computers and wireless access points.

Content data is defined as any data that may contain, in whole or in part, the content of a user’s internet
communications over a wireless network, including but not limited to data frames, payload data, etc.
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Written Questions of Senator Tom Coburn, M.D.

Alan Davidson, Director of Public Policy, Americas, Google, Inc.

U.S. Senate Committee on the Judiciary
May 17, 2011

1.

Google has stated it does not sell users’ personally identifiable information to
third parties. However, Google operates advertising services that are connected to
mobile devices using its Android platform. Could you comment on how Google
operates its ad services, particularly whether Google sends targeted ads to mobile
device users, and if so, what user information Google collects in order to send
targeted ads?

a.

Is advertising the largest source of revenue for Google? If not, what
services or products contribute most to Google’s bottom line?

Are there any apps to which Google refuses to provide advertising
services? If so, what are the primary reasons for refusing such services?
If not, why?

Are there any apps Google refuses to host on the Android app store? If so,
what are the primary reasons for refusing to provide those apps, and how
often, on average, does Google reject an app or later remove it from your
store for questionable behavior?

How many employees and/or automated services are dedicated to crawling
your app store to weed out apps that inappropriately use consumers’
personal information or violate your respective privacy policies?

In other contexts, such as the sale of counterfeit pharmaceuticals online,
there has been a recent push in the industry (with the suggestion of the
Intellectual Property Enforcement Coordinator) to form a working group
in order for the industry to take the lead on how to combat the dangerous
use of these products online. Is there any such industry working group to
address the unique issues surrounding mobile device products and/or
location based services?
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Written Questions of Senator Tom Coburn, M.D.
Dr. Guy “Bud” Tribble, Vice President for Software Technology
U.S. Senate Committee on the Judiciary
May 17,2011

. Mr. Tribble, in Mr. Soltani’s testimony, he gave the committee an example whereby he
seemed to imply that Apple had knowledge of his own iPhone’s location within a few
feet when he was sitting in the atrium of the Senate Hart Office Building using Wi-Fi.

Your testimony states that Apple does not track users’ locations. Can you clarify the
seeming contradiction regarding the location data on Mr. Soltan’'s iPhone in his
example?

Apple states it does not sell users’ personally identifiable information to third parties.
However, Apple operates advertising services that are connected to mobile devices using
its platform. Can you comment on how you operate your ad services, particularly
whether you send targeted ads to mobile device users, and if so, what user information
you collect in order to send targeted ads?

a. Isadvertising the largest source of revenue for Apple? If not, what services or
products contribute most to your bottom line?

b. Are there any apps to which Apple refuses to provide advertising services? If so,
what are the primary reasons for refusing such services? If not, why?

c. Are there any apps Apple refuses to host in its app stores? If so, what are the
primary reasons for refusing to provide those apps, and how often, on average, do
you reject an app or later remove it from your store for questionable behavior?

d. How many employees and/or automated services are dedicated to crawling
Apple’s app store to weed out apps that inappropriately use consumers’ personal
information or violate its privacy policy?

e. In other contexts, such as the sale of counterfeit pharmaceuticals online, there has
been a recent push in the industry (with the suggestion of the Intellectual Property
Enforcement Coordinator) to form a working group in order for the industry to
take the lead on how to combat the dangerous use of these products online. Is
there any such industry working group to address the unique issues surrounding
mobile device products and/or location based services?
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United States Senate

Committee on the Judiciary

Chairman Patrick Leahy

ATTN: Juiia Gagne

Hearing Clerk, Dirksen Office Building
Washington, DC 20510
Julia_Gagne@judiciary-dem.senate.gov

Re: Hearing on “Protecting Mobile Privacy: Your Smartphones, Tablets,
Cell Phones, and Your Privacy”

Dear Chairman Leahy:

I am writing to respond to the written Questions For the Record submitted
by Senator Blumenthal regarding Google’s interception of WiFi signals in order to
build out its geolocation services database.

t appreciate the opportunity to respond to further questions arising from
the hearing. Some of the Senator’s questions go beyond my own personal level
of technical knowledge, and | have obtained assistance from my more technical
colleagues at CDT to develop my answers below. Before directly addressing the
specific questions — which generally concem two patents obtained by Google
regarding network-based location approximation — fet me offer one caveat and
one broad observation.

First, both from a legal and an engineering perspective, the task of
interpreting the precise meaning of language in a patent is one best suited to
those with specialized training in patent law, which neither { nor my colleagues at
CDT have. We are sufficiently familiar with patent disputes, however, to know
that many patents contain elements and assertions that are both expansive and
defensive in nature, and may not in fact ever be included in an actual functioning
implementation of the patented technology. We cannot speak to what elements
of the patents at issue here have been implemented by Google or any other
company.

Second, in considering the patents in question, it is important to recognize
that from our analysis, the patents in question are focused almost exclusively at
what are termed “layers 1 and 2” of the multi-layered technical architecture on
which all internet communications are based, while almost all true “user content”

P 12026379800 F ~12026%7-0958 E info@cdtorg -



159

such as the content of e-mails or web-browsing sessions is transmitted at “layer
7" of the architecture. This can introduce significant confusion in that certain
terms can refer to different things at different layers of the architecture, and the
meaning of certain terms may depend heavily on the layer to which the term is
referring.

To try to illustrate the overlapping nature of the layered architectural
model, below is a simplified diagram that shows some (but not all) of the layers
that might be implicated by the questions. What this diagram tries to illustrate is
that in the layered model, the “payload” of some packets (which at layers 1 and 2
are sometimes called frames) will contain entire whole packets of information
from a lower level protocol. Thus, as illustrated below, when sending an e-mail,
the true “user content” of the e-mail (with the to/from routing information and the
e-mail content) will be found in a layer 7 SMTP packet, which is entirely
contained within a layer 3 “Internet Protocol” packet (which uses IP addresses for
routing). And the IP packet is entirely contained in a layer 1 and 2 802.11 frame
(which uses MAC addresses for routing)

802.11 Frame (layers 1 and 2)

Routing and MAC Address

address info

Other fields “Data rate,” among others
Content

payload

Internet Protocol Packet (layer 3)
Routing and IP Address
address info
Content payload

SMTP (e-mail) Packet (layer 7)

Routing and joe@example.com
address info
Content payload | E-mail content

This illustration may be heipful in understanding the patents at issue in the
questions below and the ambiguity around the term “content” as regards the
Google patents and WiFi interception issue.

QUESTIONS:

1. In your view, is there anything the wireless access point location
approximation scheme described in U.S. Patent Application
2010/0020776, “Wireless Network-Based Location Approximation,” and
Paragraph 78 of WIPO Patent Application WO 2010/044872, “Wircless
Network-Based Location Approximation,” that explicitly excludes the
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collection of “content data” transmitted between third party users and
wireless access points? Content data is defined as any data that may
contain, in whole or in part, the content of a user’s internet
communications over a wireless network, including but not limited to data
frames, payload data, etc.

We are interpreting the terms “content data” and “content of a user’s internet
communications over a wireless network” to refer to what | have called “user
content” transmitted at layer 7 of the Internet architecture, meaning (in an e-mail
example) the to/from e-mail addresses and e-mail text and attachments, or (in a
web browsing exampie) the web address or URL and the web page content. With
this understanding, our review of the patents at issue indicates that the patents
are silent on the treatment or analysis of user content. The patents do not
explicitly exclude the collection of user content, but at the same time the patents
do not make any mention at all of user content (and the patents do not indicate
any intention to analyze user content in order to determine location).

In the event that your definition of “content data” is intended to incorporate
routing and addressing information that is contained in 802.11x frames (and
higher layer routing and addressing information such as MAC addresses, SSIDs,
and |IP addresses), then the patents do seem to envision the collection and
analysis of such routing information.

2. These patent applications contemplate examining “data frames” to
determine the location of wireless access points as contemplated in these
patent applications, looking at “the data in the frame ... itself” to
determine the data rates of frames that might contain content data, and
contemplate sending “raw data collected” back to “a central repository ...
for processing.” If Google actually engaged in any of these practices,
would it be accurate to describe Google’s interception and/or storage of
content data through its Street View program as unintentional? Content
data is defined as any data that may contain, in whole or in part, the
content of a user’s internet communications over a wireless network,
including but not limited to data frames, payload data, etc.

We do not interpret the patents to contemplate “examining” any user content to
make any determination of location, but instead to examine headers and data
fields (such as the “data rate,” which is a field found in some 802.11x frames)
and use those non-content bits of information to calculate location. Our reading
of the specific language quoted from paragraph 52 of the U.S. patent is that (a) it
most likely refers to management or control frames, not data frames, but that (b)
in any event, the information sought by looking at “data in the frame” would be
found in lower-level header fields like “data rate” (and not in user content such as
e-mails or web browsing sessions).

3. Please describe any and all ways in which the interception and/or storage
of “content data” transmitted between third party users and wireless access
points might be:
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a. Indirectly valuable for effectuating the purpose of efficiently
locating wireless access points; and

b. Indirectly valuable for any other purpose.

As noted more fully in response to Question 1, we interpret the terms “content
data” and “contents of a user’s internet communications over a wireless network”
to refer to what | have called “user content” transmitted at layer 7 of the internet
architecture. With this understanding, then, we are unaware of any value, direct
or indirect, that user content would have in efficiently locating wireless access
points using commercially available methods. The user content of course has
value to the end users (for example, the sender and recipient of an e-mail), but
even if (for example) an e-mail contains a street address, a service provider
seeking to locate access points would have no way of knowing whether the
address related to the location of the access point in use.

In the event that the term “content data” is intended to incorporate routing and
addressing information that is contained in both 802.11x frames and higher
layers, such as MAC addresses, SSIDs, and IP addresses, then such routing and
addressing information could be used to calculate approximate locations of
access points, using methods suggested in the patents.

4. Please describe your view of the circumstances under which the
interception and/or storage of “content data” transmitted between third
party users and wireless access points might be:

a. Legal or illegal under current federal law; or

b. Legal or illegal under current state law.

Content data is defined as any data that may contain, in whole or in part,
the content of a user's internet communications over a wireless network,
including but not limited to data frames, payioad data, etc.

The legality under federal faw of the reception by a device of wireless signals is a
very compiex technical and legal question turning on, among other things, the
interpretation of provisions such as 18 U.S.C. § 2510(16), which define the
category of radio communications which are “readily accessible to the general
public,” access to which is not a violation of federal law. This is one of the more
confusing sections in the U.S. Code, and we are aware of no cases that apply
these provisions to modern WiFi technologies.

Section 2510(16)(A) says that encrypted connections are not accessible to the
public and thus protects encrypted wireless communications. ‘
Section 2510(16)(C) protects public communication over certain types of
subcarriers — signals carrying information as part of or associated with a larger
signal. This provision may arguably protect certain WiFi technologies carried on
subcarriers (802.11a, g, and n); on the other hand, because the subcarriers used
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to transmit that information were not envisioned when the statute was written,
they may be construed to fall outside the specific set covered by the statute as
interpreted through FCC rulemaking. Section 2510(16)(E) also affords
protections for public communications over certain frequencies, which seems to
cover WiFi transmissions made on some common channels, but not others.

State law is more varied, and thus even more difficult to interpret with certainty.

Hopefully, this brief overview demonstrates that the status of the interception of
personal wireless devices under the law is not at all clear, and the legality of a -
given interception can turn on specific technical questions regarding the choices
made by the operators of individual WiFi hotspots, as well as the technical
options in use by the WiFi equipment in question.

Separately, it is important note that for any wireless system to work, all devices
seeking to communicate on a given frequency (whether or not those devices are
the intended recipient of a communication) must in a sense “listen” to at least a
portion of all communications on the frequency in order to determine whether the
communication is intended for the particular device. Before interpreting certain
kinds of routing and signaling information contained within a given
communication, there is no way for a receiver to understand that a given packet
is aimed elsewhere. Thus, to the extent that the term “content data” is intended to
incorporate routing information that is contained in 802.11x frames (such as MAC
addresses), devices must as a technical matter be permitted to receive such
information in order for the wireless system to function.

The uncertainty of the law's application in this context is yet another illustration of
why the Electronic Communications Privacy Act (ECPA) and other surveillance
laws need to be updated to provide clear protection to electronic communications
technologies and services that have evolved substantially in recent years. CDT is
a member of the Digital Due Process coalition, which has offered a few narrow
recommendations for updating ECPA.

We hope that our answers have been helpful. We appreciate the
opportunity to further discuss the issues raised in the hearing, and we look
forward to working with the Committee on these important issues.

Sincerely,
Is/
Justin Brookman

Director, Consumer Privacy
Center for Democracy & Technology
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Senate Committee on the Judiciary
Subcommittee on Privacy, Technology and the Law
“Protecting Mobile Privacy: Your Smartphones, Tablets, Cell Phones and Your
Privacy”

Questions for the record from Senator Blumenthal
Alan Davidson, Director of Public Policy, Google Inc.
June 8, 2011

Google appreciates the opportunity to respond to the Committee’s further questions arising
from Google’s resdmony concerning the steps it takes to protect mobile privacy with its
Android operating system and in regard to the prior collection of publicly broadcast Wi-Fi
information through Google’s Street View cars. Before responding to the questions, one
point of clarification is necessary. Each question includes as a predicate the “interception”
of wireless data transmissions between third party computers and wireless access points. As
the Committee knows, the term “intercept” has legal meaning under Sections 2510 and 2511
of Tide 18. Accordingly, as a general response, the answer to all of the questions is that
Google does not engage in the unauthorized interception of the content of
communications. Nonetheless, we provide this response in a good faith effort to provide the
Committee with useful information about Google’s activities in regard to Wi-Fi.

1. Has your company ever contemplated, implemented, or purchased
information derived from the interception of wireless data transmissions
traveling between third party computers and wireless access points for any

purpose?

As noted above, the term “intercept” has legal meaning, and unequivocally, Google does not
engage in the unauthorized interception of the content of communication transmitted over
witeless networks or otherwise.

To the extent Senator Blumenthal’s questions follow up on the questions he raised at the
heating concerning the Wi-Fi payload data collected via Google's Street View cars, Google
has publicly explained what happened, including what information was collected and how,
on our blog (hup://goodeblogblogspot.com /2010705 /wifi-data-collection-update.html
and hup://googlepublicpolicublogspot.com/2010/ 10/ creating-stronger-privacy-

controls html).

Further, the Committee has also exptessed interest in the collection of location data by
devices running the Android operating system. While also not involving any unauthotized
interception of data transmissions between third party computers and wireless access points,
Google, like many other companies, has developed systems for identifying wireless access
points to provide better location-based services. Although a substantal amount of the
information relating to these systems is non-public and proptietary, we have described how
these systems work in our testimony.
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If so:

a, Please indicate any and all foreign and domestic jurisdictions where
yout company has contemplated, implemented, or purchased
information derived from the interception of wireless data
transmissions described above.

As noted above, the term “intercept” has legal meaning, and unequivocally, Google does not
engage in the unauthotized interception of the content of communication transmitted over
wireless networks or otherwise, whether in the United States or abroad. To the extent that
the Committee has interest in Google’s other location-based services desctibed in our
testimony, Google operates location-based services in many countries around the world,
including all states and territories of the United States.

b. Please indicate any and all purpose(s) underlying any such signal
interceptions.

As noted above, the term “intercept” has legal meaning, and unequivocally, Google does not
engage in the unauthorized interception of the content of communication transmitted over
wireless networks or otherwise, whether in the United States or abroad, for any purpose.
Like many other companies, Google does receive and collect information regarding wireless
access points and other publicly broadcast geographic markers. The purpose of doing so is
to offer location-based services.

c. Please provide a precise timeline of events related to the interception of
wireless data transmissions by yout company and/or the purchase of
information derived from such interceptions, including when such
interceptions were initially contemplated, initially implemented, and
subsequently revised, if applicable.

As noted above, the term “intercept” has legal meaning, and unequivocally, Google does not
engage in the unauthorized interception of the content of communication transmitted over
wireless networks or otherwise. Location-based services have been an important part of
Google’s research and development for many years. We do not have a timeline for each
product or service, but can say in regard to the collection of publicly broadcast Wi-Fi
information via Street View, Google first began its collection of such information for
purposes of providing location based services in 2008 and discontinued the activity in May
2010.

d. Please describe any and all methods initially contemplated and/or
implemented for these purposes.

As noted above, the term “intercept’ has legal meaning, and unequivocally, Google does not
engage in the unauthorized interception of the content of communication transmitted over
wireless networks or otherwise. With regard to Google’s collection of publicly broadcast
Wi-Fi information via Street View vehicles, we direct you to the report prepared by
independent technical services firm Stroz Friedberg LLC, which describes in detail the
methods used and the type of information collected (the “Stroz Report™). See http://
googleblogblogspot.com/2010/05 /wifi-data-collection-update.html. In regard to the
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Android operating system, a substantial amount of the information relating to the system is
non-public and proprietary, but we point the Committee to our testimony, which describes
our practices and methods in that regard.

e. Subsequent to any initial steps toward intercepting wireless data
transmissions, please describe any and all methods subsequently

contemplated and/or implemented for these purposes.

See our response to Question 1(d).

f. Please indicate any and all types of data captured from signals traveling
between third party computers and wireless access points that that your
company has ever intercepted, stored, or purchased {(including but not
limited to data frames, management frames, control frames, payload data,
SSIDs, RSSI measurements, etc.). For each category of data, please define
the term used to refetence that category, including an indication of how it
is derived.

As noted above, the term “intercept’ has legal meaning, and unequivocally, Google does not
engage in the unauthorized interception of the content of communication transmitted over
wireless netwotks or otherwise. The question also implies that Wi-Fi signaling information is
susceptible to “interception.” Google understands the term interception to refer to the
content of communications. Every Wi-Fi enabled radio publicly broadcasts, and every Wi-Fi
enabled device receives, Wi-Fi frame transmissions in accordance with the 802.11 standard.
Google’s ability to provide location-based services, like any company providing location-
based services, depends upon receiving publicly broadcast Wi-Fi data such as MAC
addresses, SSID, signal strength, time stamps, etc. A number of Google products and
services include Wi-Fi enabled features. Information collected and how it is used may be
found in Google’s Mobile Privacy Policy at http://www.google.com/mobile/privacy.html as
well as product specific policies for Maps, Latitude, and our other location-based services.

g Please provide text and citations for any and all materials directly or
indirectly associated with your company that describe ot contemplate
methods for intercepting wireless data transmissions traveling between
third party computers and wireless access points (including foreign or
domestic patents, patent applications, published works, or other
publicly available materials).

As noted above, the term “intercept” has legal meaning, and unequivocally, Google does not
engage in the nnauthorized interception of the content of communication transmitted over
wireless networks or otherwise. Google has no patents, patent applications, published works
or other publicly available materials that describe the unauthorized interception of witeless
communications traveling between third party computers and wireless access points. While
not involving the unauthorized interception of the content of communications, to the extent
the Committee is interested in the specific patent discussed the the hearing, we point the
Committee to our answers to the supplemental questions for the record below.

h. Do all of the methods (desctibed in 1.D.) contemplated or implemented by
your company (or implemented by other companies from whom you
subsequently purchased derived data) for intetcepting wireless data
transmissions explicitly exclude the interception of “content data”
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transmitted between thitd party users and wireless access points? If so,
please explain how and why such content data is excluded from
interception. If not, please explain how and why such content data is not
excluded from interception. Content data is defined as any data that may contain, in
whole or in part, the content of a users internet communications over a wireless nebwork,
including but not Ewmited to data frames, payload data, et.

See response to 1.D. As noted above, the term “intercept’” has legal meaning, and
unequivocally, Google does not engage in the unauthotized interception of the content of
communication transmitted over wireless netwotks or otherwise. With regard to Google’s
collection of publicly broadcast Wi-Fi information via Street View vehicles, we direct you to
the report prepared by independent technical services firm Stroz Friedberg LIC, which
describes in detail the methods used and the type of information collected (the “Stroz

Report”). See http://googleblog.blogspot.com/2010/05/wifi-data-collection-update.html.

i.

Do any of the methods (described in 1.D.) contemplated or implemented
by your company for intercepting wireless data transmissions utilize the
interception of “content data” transmitted between third party users and
wireless access points to facilitate the underlying purpose of intercepting
that data? If so, please explain how and why such content data is utilized.
Content data is defined as any data that may contain, in whole or in part, the content of a user’s
internet commmunications over a wireless nehwork, including but not limited to data frames,
payload data, etc.

As noted above, the term “intercept” has legal meaning, and unequivocally, Google does not
engage in the unauthotized interception of the content of communication transmitted over
wireless networks or otherwise. As we have said before with tespect the collection of
publicly broadcast Wi-Fi information via Street View vehicles, Google did not use payload
data in any product or service.

No.

j

Has your company ever contemplated, implemented, or purchased
information derived from the interception of wireless data transmissions
traveling between third party computers and encrypted wireless access
points and/or hidden wireless access points? If so, please explain how
these methods differ from the methods associated with the interception of
wireless data transmissions traveling between third parties and
unencrypted wireless access points, if at all.

Has your company ever shared, sold, or distributed information acquired
through interception and storage of wireless data transmissions traveling
between third parties and wireless access points? If so, to whom and for
what purpose(s)? '

2. Has your company ever contemplated, constructed, or purchased information
related to the location of wireless access points? If so, please ensure that
Questions 1.A. through 1.H. are fully answered with respect to the purpose of
locating wireless access points.
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a. How many wireless access points exist, or have ever existed, in any
database of wireless access point locations?

i. How many of these wireless access points were unencrypted
when identified?

ii. How many of these wireless access points were encrypted
when identified?

iii. How many of these wireless access points were “hidden”
when identified?

Location-based services depend in part on the ability to identify Wi-Fi access points. Such
information is publicly broadcast in accordance with the 802.11 standard, involves no
interception of wireless data communications, and therefore Questions 1.a-h are
inapplicable. The total numbers of access points used for our location-based services is non-
public, proprietary information, and Google does not publish a directory of such
information.

3. Please desctibe any and all ways in which the interception and/or storage of
“content data” transmitted between third party users and wireless access
points might be:

a. Indirectly valuable for effectuating the purpose of efficiently locating
wireless access points; and

b. Indirectly valuable to your company for any other purpose.

As noted above, the term “intercept” has legal meaning, and unequivocally, Google does not
engage in the unauthorized interception of the content of communication transmitted over
wireless networks or otherwise. To the extent the question contemplates the payload data
collected by Google via its Street View vehicles, Google has not used the payload data
collected by Street View vehicles in any product or service. That information has no use or
value, directly or indirectly, to Google for any purpose, and never did.

4. Please describe your view of the circumstances under which the interception
and/or storage of “content data” transmitted between third party users and wireless
access points might be:

a. Legal or illegal under current federal law;
b. Legal or illegal under current state law; and

c. Legal orillegal in any foreign jurisdictions in which your company has
engaged in the interception and/or storage of wireless data transmissions
traveling between third party computers and wireless access points. Consent
data is defined as any data that may contain, in whole or in part, the content of a user’s internet
communications over a wireless network, including but not limited to data frames, payload data, etc.

Google directs the Committee to Section 2511(2)(g) of Title 18, which states “[i]t shall not
be unlawful .. . for any person (1) to intercept or access an electronic communication made

Ui
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through an electronic communication system that is configured so that such electronic
communication is readily accessible to the general public.”” Wi-Fi transmissions broadcast
from unencrypted networks are readily accessible to the general public by definition.

Most states follow federal law and any inconsistent state law would yield to federal law under
the Suptemacy Clause of the U.S. Constitution. Many foteign jurisdictions follow the same
principles or their laws have not addressed the situation.

Supplemental Questions for the Record to Alan Davidson, Google, Inc.

Google appreciates the opportunity to tespond to the Committee’s further requests and in
particulat to Senator Blumenthal’s followup questions below. First, several of the questions
include as a predicate that patents exist for the purpose of “interception” of wireless data
transmissions. As the Committee knows, the term “intercept” has legal meaning under
Section 2510 and 2511 of Title 18. Accotdingly, as a general response, the answer to all of
the questions is that Google does not engage in the unauthorized interception of content of
communications, and Google has no patents or applications pending that describe the
“interception” of wireless communications traveling between third party computers and
witeless access points. Also, the questions could be read to require the disclosure of non-
public proprietary information. Nonetheless, in a good faith effort to answer the
Committee’s questions, Google provides the following responses.

1. Please provide text and citations for any and all materials directly or indirectly
associated with or related to the methods for intercepting wireless data
transmissions traveling between third party computers and wireless access
points described in U.S. Patent Application 2010/0020776, “Wireless Network-
Based Location Approximation,” and WIPO Patent Application WO
2010/044872, “Wireless Netwotk-Based Location Approximation” (including
foreign or domestic patents, patent applications, published wotks, or other
publicly available materials).

As noted above, the term “intercept’ has legal meaning, and unequivocally, Google does not
engage in the unauthorized interception of the content of communication transmitted over
wireless networks or otherwise. It has no patents or applications pending that describe the
“interception” of wireless communications traveling between third party computers and
wireless access points. The patent application teferenced in the Question describes a
method for approximating the location of a wireless device. The patent application is
concerned with measuring the data rates of publicly broadcast Wi-Fi frames. The
measurement of data rates does not involve the use of the content of any communications.

2. Please indicate where in the scheme described in U.S. Patent Application
2010/0020776, “Witeless Network-Based Location Approximation,” and
WIPO Patent Application WO 2010/044872, “Wireless Network-Based
Location Approximation” these patents explicitly exclude the interception of
content data, Content data is defined as any data that may contain, in whole or in pari, the
content of a user’s internet commmunications over a wireless network, including but not fimited to

data frames, payload data, et.

See Response to Question 1, which is incorporated hetein. Content data is irrelevant to the
patent process desctibed in the application and has nothing whatsoever to do with
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establishing confidence in the location of an access point, and therefore there is no reason to
disclaim it.

3. Wireless signal interception as described in Paragraph 51 of U.S. Patent
Application 2010/0020776, “Wireless Network-Based Location
Approximation,” and Paragraph 47 of WIPO Patent Application WO
2010/044872, “Wireless Network-Based Location Approximation” involves
configuring a Google computer “to observe or capture data packets ..
transmitted to or from” a wireless access point, with the Google computer
“operat[ing] in a ‘sniffer’ or ‘monitor’ mode, thereby handling transmitted
frames ... without requiring” the Google computer “to be associated with”
the wireless access point. This scheme appears to contemplate ‘sniffing’ (i.e.,
intercepting and decoding) all transmitted frames.

a. Where does this patent distinguish between ‘sniffing’ or ‘monitoring’
frames containing content data and ‘sniffing’ or monitoring frames that did
not contain content data? Content data is defined as any data that may contain, in whole
or in part, the content of a user’ internet communtcations over a wireless network, including but
not fimeted to data frames, payload data, et.

See Response to Questions 1 and 2. Every Wi-Fi enabled radio publicly broadcasts, and
every Wi-Fi enabled device receives, Wi-Fi frame transmissions in accordance with the
802.11 standard. Google’s ability to provide location-based services, like any company
providing location-based services, depends upon receiving publicly broadcast Wi-Fi data
such as MAC addresses, SSID, signal strength, time stamps, etc. Content data is irrelevant to
the patent process described in the application and has nothing whatsoever to do with
establishing confidence in the location of an access point.

b. Was there ever a version of Google’s Street View programming designed to
intercept and decode all of the information received from a wireless access
point and then subsequently discatd unwanted data?

No. We direct you to the report prepared by an independent technical services firm, Stroz
Friedberg LLC, which describes in detail the describes in detail how the Wi-Fi equipment
and software operated, the frequencies and protocols covered, and type of information
collected (the Stroz Friedberg Repott”™). See htip://googleblogblogspot.com/2010/05/
wifi-data-collection-updare.html. As noted in the Stroz Friedberg Report, the software was
designed to recognize encrypted networks and never to store payload data from those
networks.

c. Was there ever a version of Google’s Street View programming that
distinguished between frames containing content data and frames that did
not contain content data? Content data is defined as any data that may contain, in whole
or iz part, the content of a user’s internet communications over a wireless network, including but
not linnited to data frames, payload data, efs.

d. Was there ever a version of the software on Google’s Street View cars that
specifically deleted, blanked, or removed intercepted IP payload data?
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e. Did the software addition that Google points to as responsible for
collecting “payload data” affirmatively intercept and decode content, or
did it remove a preexisting block on decoding content?

No, the software did not decode content at all. See the Stroz Friedberg Report referenced
above for information on how the software operated.

4. Does the term "data rate" as used in these patent applications consistently
refer to information about the communication with the access point such as
"data rate™ as defined by 802.11 standards, or does it refer to a “measured”
data rate?

The "data rate" is a property of the transmission, as defined by 802.11 standards.

5. Paragraphs 70-71 of U.S. Patent Application 2010/0020776, “Wireless
Network-Based Location Approximation,” and Paragraphs 66-67 of WIPO
Patent Application WO 2010/044872, “Wireless Network-Based Location
Approximation,” discuss ‘evaluating different types of frames sent to (or
received from) the device of interest” including “management frames, control
frames, data frames, etc.” as part of a scheme to estimate “the confidence of
the location” of a wireless access point.

a. Please explain what types of evaluations are contemplated for each of the
three types of frames listed.

Each of the frames types ate sent at specific data rates. The receiving device driver obtains
and appends the data rate to each frame that was sent to, or received from, an access point.
The data rate is extracted from the various frames for evaluation by means of a mechanical,
automated process.

b. How does evaluation of data frames contemplated in these paragraphs
affect Google’s estimate of the confidence of the location of a wireless
access point?

As described in the patent application, it is assumed that data rate, like signal strength, can be
used to estimate "distance.” ‘Thus, given the expected location of an access point and the
GPS location of where a frame is captured plus the data rate, Google could determine how
probable it is to receive a frame at the given data rate and at a given distance from the access
point to the location where the frame was captured.

Data frames are sent at different data rates (unlike management/control frames which are
sent at fixed data rates). For example, the higher the data rate, the shorter the distance at
which it can be received. These assumptions could help build or reduce confidence in an
access point’s estimated location.

6. Paragraphs 74-75 of U.S. Patent Application 2010/0020776, “Wireless
Network-Based Location Approximation,” and Paragraphs 70-71 of WIPO
Patent Application WO 2010/044872, “Wireless Network-Based Location
Approximation,” discuss determining “the confidence in the location” of a
wireless access point, and note that “the types of frames that are used in the
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measurement, such as data frames, management frames, and/or control
frames may affect the confidence.”

a. How do these patents contemplate evaluating these three types of frames
in order to improve the confidence estimate for the location of the wireless
access point?

See Response to Question 5(b).

b. How does evaluation of data frames contemplated in these paragraphs
affect Google’s estimate of the confidence of the location of a wireless
access point?

See Response to Question 5(b).

7. Paragraph 82 of U.S. Patent Application 2010/0020776, “Wireless Network-
Based Location Approximation,” and Paragraph 78 of WIPO Patent
Application WO 2010/044872, “Wireless Network-Based Location
Approximation,” discusses how “[T]he location of a given [wireless access
point] may be based on a number of measurements taken by one or more
client devices. The raw data collected by a client device may be processed

locally or sent to a central repository ... for processing” (emphasis added).

a. Do these patent applications specifically exclude the collection of raw data
that includes “content data” before sending it to a central repository for
processing? Conitent data is defined as any data that may contain, in whole or in part, the
content of a nser’s internet communications over a wireless network, including but not limited fo
data frames, payload data, et.

The sentence cited in the Question simply states the proposition that the publicly broadcast
Wi-Fi frames received may be processed locally ot in storage. The patent application is
concerned with measuring the data rates of publicly broadcast Wi-Fi frames. Content data is
irrelevant to the patent process described in the application and has nothing whatsoever to
do with establishing confidence in the location of an access point. Thus, whete the frames
are processed is irrelevant as well.

b. Is there any relation between the scheme described in Paragraph 82 and
the operation of the Google Street View cars during the period when those
cars were used to identify the locations of wireless access points?

The quotation from Paragraph 82 referenced in the question simply states that data may be
analyzed locally or later in a central data store. The same is true for any data collection and
analysis. In the case of Wi-Fi data collected via Street View vehicles, the data was stored in
Google’s File Servers.
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Senate Committee on the Judiciary
Subcommittee on Privacy, Technology and the Law
“Protecting Mobile Privacy: Your Smartphones, Tablets, Cell Phones and Your
Privacy”

Questions for the record from Dt. Coburn
Alan Davidson, Director of Public Policy, Google Inc.
June 8, 2011

1. Google has stated it does not sell users’ personally identifiable information to
third parties. However, Google operates advertising services that are
connected to mobile devices using its Android platform. Could you comment
on how Google operates its ad services, particularly whether Google sends
targeted ads to mobile device users, and if so, what user information Google
collects in order to send targeted ads?

Advertisers may use Google’s advertising services to run mobile advertising campaigns based
on several factors. Those factors can include platform, device, geography, ot demographic
information,

To protect user privacy, Google adheres to the following principles when offering its
advertsing services and targeting options:

* Transparency — We provide detailed information about our advertising policies and
practices (see our general Google privacy policy and the AdMob privacy policy).

* Choice — We offer innovative ways to view, manage and opt out of targeted
advertising,

* No personally identifying information — We do not collect or serve ads based on
personally identifying information without the user’s permission.

Recently, we extended our online advertising transparency and choice approach to our
mobile application ad networks. For these ad systems, we have created a user-friendly
solution involving anonymization, user control, and user notice. First, Google performs a
one-way, non-reversible cryptographic hash of a device identifier which we then associate
with an anonymous ID specifically for ad serving. Second, for both Android and iPhone
users we give consumers an easy way to opt out the use of their device identifier by Google's
advertising services altogether. Third, we are notifying all users of how we customize ads
and their opt-out controls with clear notice. Because the mobile application interfaces are
mote limited, we chose to show a full-size privacy notice that was rotated along with other
advertisements, rather than use an icon, which is hard to see or click on the smaller mobile
screen.
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a, Is advertising the largest soutce of revenue for Google? If not, what
services or products contribute most to Google’s bottom line?

b. Are there any apps to which Google refuses to provide advertising
services? If so, what are the primary reasons for refusing such
services? If not, why?

Developers of mobile applications that use Google’s advertising service (known as AdMob
or AdSense for Mobile Apps) must agree to either AdMob’s Terms of Use (http://

www.admob.com/home/terms) and Publisher Guidelines and Policies (http://
helpeenter.admob.com/content/content-guidelines), or AdSense’s Terms of Use (https://

www.google.com/adsense/localized-terms) and Publisher Guidelines and Policies (https://
www.google.com/adsense/support/bin/answer.py?answer=48182).

If Google determines that a developer is in violation of these terms or policies, Google may
take enforcement action. Depending on the severity of the violation, the enforcement
action may take the form of a warning, suspension, or permanent termination.

¢. Are there any apps Google refuses to host on the Android app store? If
so, what are the pritnary reasons for refusing to provide those apps,
and how often, on average, does Google reject an app or later remove it
from your store for questionable behavior?

Google may suspend an application from future availability on Android Market if Google
discovers that an application violates the Android Market developer agreement (http://
wywwandroid.com/us/developer-distribution-agreement.html) or policies (http://
wwwandroid.com/us/developer-content-policyhtml). In addition to suspending an
application, Google may also permanently disable the account of a developer for repeated or
egregious violations of the Android Market developer agreement or policies.

Android Market is built on the principle of openness, with the goal of encouraging
innovation and user choice. With this principle in mind, Google does not pre-screen
applications before they are made available by developers to users of Android Market. But
we will remove applications when we are notified about or otherwise discover applications
that violate our developer agreement or policies. As of May 31, 2011, Google is removing
an average of 250-300 applications per day from Android Market due to violations of our
developer agreement or policies.

d. How many employees and/or automated services are dedicated to
crawling your app store to weed out apps that inappropriately use
consumers’ personal information or violate your respective ptivacy
policies?

We have a team of employees dedicated to responding to complaints and information we
receive about applications in the Android Market to determine if the applications comply
with our developer agreement and policies, but not specifically related to inapptoptiate use
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of personal information. The size of this team is growing and will be adjusted as needed.
Separately, we have recently implemented tools that automatically examine the code of
Android Market applications for signs of potential malware,

More broadly, Google does not control the behavior of third party applications or how they
handle location information and other user information that the third party application
obtains from the device. Instead, the Android operating system uses a permissions model in
which the user is automatically informed of certain types of information an application will
be able to access during the application installation process. This permissions model is
designed to empower users to make their own decisions about whether or not to trust an
application with the information requested. The user may choose to trust the application by
completing the installation or the user may choose to cancel the installation.

The application developer bears the responsibility for the design of the application, which
includes responsibility for how the application collects and handles user data and the privacy
disclosures made to users. Even though the developer bears the responsibility, Google
strongly encourages application developers to use best practices, as described in this Google
blog post: http://android-developers.blogspot.com/2010/08 /best-practices-for-handling-
android.html.

Furthermore, developers that upload applications to Android Market must agree to the
Android Market developer agreement (hitp://www.android.com/us/developer-distribution-
agreement.html), pursuant to which developers agree to comply with applicable laws and to
protect the privacy rights of users.

The specific relevant language is as follows:

4.2 You agtee to use the Market only for purposes that are permitted by (a)
this Agreement and (b) any applicable law, regulation or generally accepted
practices or guidelines in the relevant jurisdictions (including any laws
regarding the export of data or software to and from the United States or
other relevant countries).

4.3 You agree that if you use the Market to distribute Products, you will
protect the privacy and legal rights of users. If the users provide you with, or
your Product accesses or uses, user names, passwords, or other login
information or personal information, you must make the users aware that the
information will be available to your Product, and you must provide legally
adequate privacy notice and protection for those users. Further, your Product
may only use that information for the limited purposes for which the user
has given you permission to do so. If your Product stores personal or
sensitive information provided by users, it must do so securely and only for
as long as it is needed. But if the user has opted into a separate agreement
with you that allows you or your Product to store or use personal or sensitive
information directly related to your Product (not including other products or
applications) then the terms of that separate agreement will govern your use
of such information. If the user provides your Product with Google
Account information, your Product may only use that information to access
the user's Google Account when, and for the limited purposes for which, the
user has given you permission to do so.
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e. In other contexts, such as the sale of counterfeit pharmaceuticals
online, there has been a recent push in the industry (with the
suggestion of the Intellectual Property Enforcement Coordinator) to
form a working group in order for the industry to take the lead on how
to combat the dangerous use of these products online. Is there any
such industry working group to address the unique issues surrounding
mobile device products and/or location based services?

Thete are numerous industry groups that address issues surrounding mobile device products
and location based services. For example, CTIA - The Wireless Association publishes Best
Practices and Guidelines for Location Based Services, available at: hup: //www.ctia.otg
business resources/wic/index.cfm/AID/11300. The Guidelines state that they are
intended to promote and protect user ptivacy as new Location-Based Services ("LBS") are
developed and deployed. As CTIA explains it, "Location Based Services have one thing in
common regardless of the underlying technology — they rely on, use or incorporate the
location of a device to provide or enhance a service. Accordingly, the guidelines are
technology-neutral and apply regardless of the technology or mobile device used or the
business model employed to provide LBS (e.g,, a downloaded application, a web-based
service, etc.).” Google supported the development of these guidelines.

Google also is a member of the Mobile Marketing Association, which represents more than
700 member companies globally. Its mission is to provide education, measurement and
guidance to the mobile marketing industry worldwide. MMA has a standing committee on
privacy and data secutity.

The Digital Advertising Alliance, composed of the bulk of the online advertising and
publishing industry, has issued guidelines for online behavioral advertising. They are

working now to extend these guidelines into the mobile advertising area.

There are many other organizations and industry working groups that focus on particular
aspects of the mobile industry and mobile devices.
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Senate Committee on the Judiciary
Subcommittee on Privacy, Technology and the Law
“Protecting Mobile Privacy: Your Smartphones, Tablets, Cell Phones and Your
Privacy”

Questions for the record from Senator Franken
Alan Davidson, Director of Public Policy, Google Inc.
June 8, 2011

1. Will Google commit to requiring that all apps in the Android Market have a
clear, understandable privacy policy?

Google agrees that application developers that collect personal data from the users of their
applications should offer clear notice of their practices, including via a privacy policy. Our
Android Market developer agreement (http:/ /www.android.com/us/developer-distribution-

agreement.html) requires app developers to protect their users’ privacy:

43 You agree that if you use the Market to distribute Products, you
will protect the privacy and legal rights of users. If the users provide you
with, or your Product accesses or uses, user names, passwords, or other login
information or personal information, you must make the users aware that
the information will be available to your Product, and you must
provide legally adequate privacy notice and protection for those users.
Further, your Product may only use that information for the limited purposes
for which the user has given you permission to do so. If your Product stores
personal or sensitive information provided by users, it must do so secutely
and only for as long as it is needed. . . .

(Emphasis added.)

Beyond privacy policies, we have also strongly encouraged developers to use best practices in
the design of their applications as described 1 n this (Joogle blog post ttp / Zandrold—
08

Like the Federal Trade Commission and many others, we do not view privacy policies as the
sole or even best way to provide clear notice of privacy practices. Unless a privacy policy is
mandated by law, therefore, we have not reguired such a policy in order to satisfy the
requirements of our developer agreement quoted above. We continue to evaluate this policy,
and may revise it as needed to best protect the rights of Android users.

2. If not, will Google at least commit to require that all location-aware apps in
the Android market have a clear, understandable privacy policy?

Please see the response to Question 1, above.
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With respect to location information specifically, the Android operating system uses a
permissions model in which the user is automatically informed of certain types of
information an application will be able to access during the application installation process.
The permissions model informs the user if an application will have access to the user’s
location information. An application can access the device's GPS location through a
permission, which will display the permission message "Your location: fine (GPS) location”
to the user during installation. An application can access the device's network location
through a permission, which will display the permission message "Your location: coarse
(network-based) location” to the user during installation.

3. Will Google commit to informing users through a clear, conspicuous method,
i.e. a permission screen, that the apps they download have the technical
ability to share or disclose the information they gather from the user to third
parties?

As described above, we believe the permissions model provides cleat, conspicuous notice to
users about certain information that can be accessed by an application. An application can
only send information off the device if it obtains Internet access. For an application to
obtain Internet access, the user must grant a permission. Specifically, the uset would see a
permission message displayed saying: "Network communication: full Internet access” duting
installation.

The Android permissions model is designed to give users actionable information to help
them decide whether to proceed with an application installation. The small size of a mobile
device screen requires a delicate balance to determine the most useful quantity of
information to present to the user. The downside of too little information is clear, but
presenting too much information (especially if that additional information sounds like a legal
disclaimer) could cause users to ignote the permission screen and defeat the goal of having
better informed users.

One example of how we have recently adjusted this balance is demonstrated by our decision
to show a longer permission desctiption when a user installs an application from the web
interface of Android Market (http://market.android.com) versus the on-device installation
process. Users have the ability to browse applications on the large screen of their desktop or
laptop computer through this website and push an installation of the application to their
mobile device.

For example, the Android operating system will display a permission if an application wishes
to access the device’s GPS location. If the application installation is initiated from Android
Market on the mobile device, the permission displayed on the phone says:

Your location: fine (GPS) location

This is a concise description appropriate for the small mobile device screen. If the
application installation is initiated from Android Market through the web interface, the
permission displayed on the website says:

YOUR LOCATION: FINE (GPS) LOCATION-—Access fine location
sources such as the Global Positioning System on the device, where available,
Malicious applications can usc this to determine whete you are, and may
consume additional battery power.
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This is a more detailed description that takes advantage of the larger screen.

We will continue to consider ways to improve messaging to users, including with respect to
this particular issue.

4. Do you think that most users understand the terms used in your app
permission screen? For example, if an app can have access to your “network
connections”, do you think the average user knows what that means? What
can you do to make your permission screen more clear for average users
without deep technical knowledge or sophistication?

Please see our answer to Question #3 above. We have done our best to strike balances in
our permissions model to make it understandable and useful in a way that benefits the
maximum number users. We will continue to consider ways to improve the existing
permission model.

5. Android OS devices transmit a unique identifier along with the location data
that they transmit to Google servers. Se¢ Jennifer Valentino-Davies, “The
Unique ID Android Uses in Collecting Location,” The Wall Street Jonrnal, April
26, 2011. Apple succeeds in collecting this information without such an
identifier. Will Google refrain from using such identifier in future data
collection?

We believe this identifier (which we refer to as an “anonymous token”) serves an important
functional purpose, and have designed our systems in a way to protect uset ptivacy.

The Google Network Location Provider application for Android (ot NLP) is a proprietary
Google application that may be installed on Android devices by a device manufacturer
pursuant to a license with Google. NLP interacts with the Google Location Server (or GLS)
to determine a user’s estimated location using Wi-Fi access points and cell towers, providing
location information in a way that works indoors and outdoors, responds faster, and uses
Iess battery power than GPS services.

With the opt-in consent of the user, NLP transmits certain location information to Google
servers in association with an anonymous token randomly generated by GLS. A new token
will be generated by GLS if the user performs a factory reset of the device. This token is
only used to tag communications between NLP and GLS, which enables Google to compute
velocity for road traffic estimates and to identify invalid transmissions to GLS. Google
wants only legitimate devices to provide information, because invalid transmissions have the
potential to pollute the GLS database with inaccurate data and degrade the ability of GLS to
provide reliable location information to future users.

The collected information is stored in temporary databases on Google servers for
approximately one week in association with a hashed version of the anonymous token. The
token is put through a one-way hash as soon as it arrives at the server. The token itself is
never stored on a Google server, only a hash of the token is temporarily stored in which the
hash key is rotated at least every seven days. After this approximately one week of
temporary storage, the information related to the hashed token values is stripped from the
data and measures are taken to obfuscate GPS route endpoints. The remaining data is
transferred into aggregate and anonymous databases on Google servers for permanent
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storage, consisting of a database of Wi-Fi access point and cell tower locations and a
database of road traffic information.

The design choice to use this anonymous token (rather than some other identifier) helps
ensure that the information cannot be traced back to a particular device or particular user.
Additional practices such as only storing a hashed version of the anonymous token, rotating
the hash key, stripping the hashed token values, and taking measures to obfuscate GPS route
endpoints are additional secutity measures instituted to further anonymize this information.
Access by Google employees to the temporary and permanent databases is subject to access
restriction policies and processes.

6. Under what circumstances does Google consider location information
obtained from a user’s device to be non-content customer records data
subject to the voluntary disclosure permission in the Electronic
Communications Privacy Act, 18 U.S.C. § 2702(c)(6)?

Without commenting on the specific legal question, we note that the Jocation information
sent to Google servers when users opt in to location services on Android devices is
anonymized and stored in the aggregate and is not tied or traceable to a specific user.
Therefore, Google cannot identify a particular user from the location information stoted in
our location servers and cannot produce information about a particular user.

7. Since Google gets the vast majority of its revenue from advertising, it seems
like your incentive to protect privacy might be in conflict with your incentive
to collect your user’s information. What relationship does AdMob have to the
Android Operating System and applications in the Android App Market?

The Android operating system and Android Market are part of one business unit, while
AdMob is part of a separate unit. The AdMob product is not part of the Android operating
system.

We note that offering free, advertising-supported services is not inherently in conflict with
strong incentives to protect privacy. Many long-standing industries ate advertising-
supported, including broadcast television and newspapers, vet these businesses have little
history of mistreatment of user privacy. Like providers of those services, our users are our
lifeblood—without their trust and engagement, we would not have an audience to which to
show ads.

Moreovert, all businesses, regardless of their profit model, have an incentive to sell customer
data—indeed, this path is followed by countless merchants, grocery chains, and even
government agencies. Yet Google does not; we never sell our users’ personally-identifiable
information, or share it without their express consent.

Instead, we follow the axiom of “focus on the user and all else will follow.” This applies to
every aspect of our business, including our treatment of personal information. As our
testimony explains, Google would simply go out of business if we lost the trust of our users.
This is reflected foremost in our privacy principles, which are located and available to the
public at www.google.com/corporate/privacy_principleshtml. Our commitment to these
principles is reflected in our industry-leading privacy practices and tools, including our Ads
Preferences Manager (http://wwwgoogle.com/ads/preferences/).
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SEN. BLUMENTHAL QFRs FOR ASHKAN SOLTANI

In your view, is there anything the wireless access point location approximation scheme described
in U.S. Patent Application 2010/0020776, “Wireless Network-Based Location Approximation,”
and Paragraph 78 of WIPO Patent Application WO 2010/044872, “Wireless Network-Based
Location Approximation,” that explicitly excludes the collection of “content data” transmitted
between third party users and wireless access points? Content data is defined as any data that may
contain, in whole or in part, the content of a user’s internet communications over a wireless
network, including but not limited to data frames, payload data, etc.

On quick review, there is nothing explicitly excluding “content data”™ in this patent. In fact. the full
data frame is received and processed in order to ascertain data speeds and signal quality.

These patent applications contemplate examining “data frames” to determine the location of
wireless access points as contemplated in these patent applications, looking at “the data in the
frame ... itself” to determine the data rates of frames that might contain content data, and
contemplate sending “raw data collected” back to “a central repository ... for processing.” If
Google actually engaged in any of these practices, would it be accurate to describe Google’s
interception and/or storage of content data through its Street View program as unintentional?
Content data is defined as any data that may contain, in whole or in part, the content of a user’s
internet communications over a wireless network, including but not limited to data frames,
payload data, etc.

Content data. as described above. would be present in the data frames. W full data frames are
collected and sent back 10 a central repository. then it’s possible that these would include content
data. However. the patent doesn’t specify exactly what is meant by “raw data”™.

Please describe any and all ways in which the interception and/or storage of *content data™
transmitted between third party users and wircless access points might be:
a. Indirectly valuable for effectuating the purpose of efficiently locating wireless access
points; and

Content data. as described above. mav contain information that reveals specifics as to the hardware
and configuration settings of the Wireless Access Points that generate the WiFi signal, This
information could conceivably be used to improve the ability to geo-locate clients although this
isn’t mentioned directly in the patent.

b. Indircctly valuable for any other purpose.
1Cs difficult to speculate on all of the ways content data could be useful. Presumabl wiretap would
likely prohibit most of these valuable uses however.
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4. Please describe your view of the circumstances under which the interception and/or storage of
“content data™ transmitted between third party users and wireless access points might be:
a. Legal orillegal under current (ederal law; or
b. Legal or illegal under current state law.
Content data is defined as any data that may contain, in whole or in part, the content of a user’s
internet communications over a wireless network, including but not limited to data frames,
payload data, etc.

I°d prefer to not speculate on the fegality of this practice. as 'm not a lawyer.
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Senate Judiciary Subcommittee on Privacy, Technology and the Law
Hearing on
Protecting Mobile Privacy: Your Smartphones, Tablets, Cell Phone and Your Privacy
May 10, 2011

1. Senator Tom Coburn, M.D., Ranking Member of the Subcommittee for Privacy,
Technology and the Law, asked Ms. Jessica Rich, Deputy Director, Bureau of
Consumer Protection, Federal Trade Commission (“FTC” or “the Commission”), to
indicate whether the FTC currently has the legal authority to implement the privacy
protections set forth in the ¥TC’s preliminary staff report Protecting Consumer
Privacy in an Era of Rapid Change: A Proposed Framework for Businesses and
Policymakers (“FTC Staff Report”).!

Section 5 of the Federal Trade Commission Act (“FTC Act”) empowers the Commission
to take action against deceptive or unfair acts or practices in or affecting commerce.? In addition
to this broad authority, the FTC enforces a number of sector-specific statutes, including the
Gramm-Leach-Bliley Act (“GLB Act™), the Children’s Online Privacy Protection Act
(“COPPA”), the CAN-SPAM Act, and the Telemarketing and Consumer Fraud and Abuse
Prevention Act (and the Do Not Call Rule),* The FTC has used Section 5 as well as these other
laws to challenge a wide variety of practices that affect consumer privacy.

Over the years, many of the Commission’s privacy cases — including actions against
well-known companies such as Microsoft, ChoicePoint, and TJX — have involved practices that
include the alleged failure to: (1) comply with posted privacy policies;*(2) take appropriate steps

' See FTC Preliminary Staff Report, Protecting Consumer Privacy in an Era of Rapid
Change: A Proposed Framework for Businesses and Policymakers (Dec. 1, 2010), available at
www.ftc.gov/0s/2010/12/101201 privacyreport.pdf.

1 1SUS.C.§45.

* See GLB Act, 15 U.S.C. §§ 6801-6809 (2010) (consumer financial data); COPPA, 15
U.S.C. §§ 6501-6506 (2010) (information about children); CAN-SPAM Act, 15 U.S.C. §§ 7701-
7713 (2010) (unsolicited electronic messages); Telemarketing and Consumer Fraud and Abuse
Prevention Act, 15 U.S.C. §§ 6101-6108 (2010) (under which the Do Not Call Rule, 16 C.F.R.
§ 310.4, was promulgated).

* See, e.g., In re Premier Capital Lending, Inc., No. C-4241, 2008 WL 5266769 (F.T.C.
Dec. 10, 2008) (consent order); In re Life Is Good, Inc., No. C-4218, 2008 WL 1839971 (F.T.C.
Apr. 16, 2008) (consent order); [n re Petco Animal Supplies, Inc., 139 F.T.C. 102 (2005); MTS,
Inc., 137 E.T.C. 444 (2004) (consent order); [n re Microsoft Corp., 134 F.T.C. 709 (2002)
(consent order).
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to protect against commeon vulnerabilities;* (3) dispose of data properly;® and (4) take reasonable
steps to ensure that customer data is not shared with unauthorized third parties.”

More recently, the Commission has focused on the privacy implications of emerging
technologies that permit new ways of collecting and using consumer data. For example, in a
complaint against the retailer Sears, the Commission claimed that the company had violated
Section 5 by deceiving consumers about a tracking capability it deployed to collect detailed
information about users’ online activities.® Additionally, the Commission has challenged the
collection and use of consumer data by interactive media services. In a complaint against the
social media service Twitter, the FTC alleged that the company had deceived customers by
offering them an opportunity to designate certain “tweets” as private and then failing to honor
their choices.” The Commission also brought an action against Playdom, an operator of “virtual
world” websites that hosted online games, alleging that it violated COPPA by collecting
personal information from children under the age of 13 without obtaining verifiable parental
consent.!® Finally, in March of this year, the Commission announced proposed settlements with
Chitika, an online advertising company that allegedly made deceptive claims regarding

* See, e.g., Inre TJX Cos., No. C-4227, 2008 WL 3150421 (F.T.C. July 29, 2008)
(consent order); In re Guidance Software, Inc., No. C-4187,2007 WL 1183340 (F.T.C. Mar. 30,
2007) (consent order); In re Petco Animal Supplies, Inc., 139 F.T.C. 102 (2005) (consent order);
In re Guess?, Inc., 136 F.T.C. 507 (2003) (consent order).

¢ See, e.g., FTC v. Navone, No. 2:08-CV-001842 (D. Nev. Dec. 30, 2008),
http://www.ftc.gov/os/caselist/0723067/100120navonestip.pdf (consent order); United States v.
Am. United Mortg. Co., No. 1:07-CV-07064 (N.D. 1ll. Dec. 18, 2007),
http://www.ftc.gov/os/caselist/0623103/07]1217americanunitedmrtgstipfinal. ndf
(consent order);

Inre CVS Caremark Corp., No. C-4259, 2009 WL 1892185 (F.T.C. June 18, 2009) (consent
order).

7 See, e.g., United States v. Rental Research Serv., No. 09 CV 524 (D. Minn. Mar. 5,
2009), www.ftc.gov/os/caselist/0723228/090305rsorder.pdf (consent order); United States
v. ChoicePoint, Inc., No. 1:06-CV-0198 (N.D. Ga. Feb. 15, 2006),
www.fte.cov/os/caselist/choicepoint/stipfinaljudgement.pdf (consent order).

8 See In re Sears Holdings Mgmt. Corp., No. C-4264 (Aug. 31, 2009),
www.ftc.gov/os/caselist/0823099/090604searsdo.pdf (consent order).

9 See In re Twitter, Inc., FTC Docket No. C-4316 (Mar. 2, 2011) (consent order),
available at www ftc.gov/opa/201 1/03/twitter.shtm.

' See United States v. Playdom, Inc., No. SACV I1-00724 (C.D. Cal. May 11, 2011)
(proposed consent order), available at www fic.gov/opa/2011/05/playdom.shtm.

2



184

consumers’ ability to opt out of tracking,'’ and Google, for allegedly violating its privacy
promises in connection with the launch of its “Google Buzz” social network."?

The proposed privacy framework set forth in the FTC Staff Report includes three major
recommendations for protecting consumer privacy. First, companies should adopt “privacy by
design” by promoting consumer privacy throughout their organizations and should build privacy
into their products and services at every stage of development. Second, companies should
simplify consumer choice by offering necessary choices at a time, and in a context, that makes
the choice meaningful to consumers. Third, companies should increase the transparency of their
data practices by improving notices, offering reasonable access to the data they maintain,”
obtaining affirmative express consent for material, retroactive changes to their privacy
promises,” and expanding efforts to educate consumers about data practices.

The framework provides recommended best practices for addressing the privacy
challenges that new technologies, practices, and business models dependent on consumer data
raise, but it is not a document for enforcement. In issuing the FTC Staff Report and calling for
public comment on the proposed privacy framework, the Commission has not taken a position
on whether privacy legislation is currently needed. The Commission will continue to use its
authority under Section 5 and through the sector-specific statutes it enforces to bring law
enforcement actions against companies that engage in illegal practices that harm consumer
privacy interests. To the extent that Congress decides that legislation is appropriate, the
Commission believes that the recommendations and guidance contained in the FTC Staff Report
can serve as a valuable resource for law makers.

" See In re Chitika, Inc., FTC File No. 102 3087 (Mar. 14, 2011) (proposed consent
order), available at www.ftc.gov/opa/2011/03/chitika.shtm.

2 See Google, Inc., FTC File No. 102 3136 (Mar. 30, 201 1) (proposed consent order),
available at www fic.gov/opa/2011/03/google.shtm,

Y The Commission has brought a number of cases against companies for failing to take
reasonable steps to ensure the security of consumer data. In addition, the FTC enforces specific
data security laws and rules involving certain entities or practices. The FTC’s Safeguards Rule
promulgated under the GLB Act provides data security requirements for most nondepository
financial institutions. See 16 C.F.R. § 314 (implementing 15 U.S.C. § 6801(b)). The FCRA
requires consumer reporting agencies to use reasonable procedures to ensure that the entities to
which they disclose sensitive consumer information have a permissible purpose for receiving
that information, and imposes safe disposal obligations on entities that maintain consumer report
information. See 15 U.S.C. §§ 1681e, 1681w.

' The Commission has brought cases against companies for unilaterally changing their
data practices and using previously collected data in ways that materially contradict claims made
to consumers at the time of collection. See, e.g., Gateway Learning Corp., No. C-4120, 2004
WL 2618647 (F.T.C. Sept. 10, 2004).
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Apple’s Responses to Senator Al Franken’s May 18, 2011 Questions

1. Will Apple commit to requiring that ail apps in the Apple App Store have a clear,
understandable privacy policy?

Response:

For Apple’s response to this question, please see the attached June 1, 2011 letter
responding to Senator Franken's May 25, 2011 letter.

2. {f not, will Apple at least commit to requiring that all location-aware apps in the Apple
App Store have a clear, understandable privacy policy?

Response:

For Apple’s response to this question, please see the attached June 1, 2011 letter
responding to Senator Franken's May 25, 2011 letter.

3. Inyour testimony you said that requiring apps to have privacy policies is not enough
to protect user’s privacy. | agree. What further steps can you take, in addition to
requmng privacy policies, that will help users understand where their information is
going and have greater controf over it?

Response:

Apple has taken steps to help customers understand where their information is going
and to provide customers with greater control over it. First, Apple’s Privacy Policy, which is
available from links on every page of Apple’s website, contains express disclosures regarding
Apple’s collection and use of location data and non-personal information:

Location-Based Services

To provide location-based services on Appie products, Apple and
our partners and licensees may collect, use, and share precise
location data, including the real-time geographic location of your
Apple computer or device. This location data is collected
anonymously in a form that does not personally identify you and is
used by Apple and our pariners and licensees to provide and
improve location-based products and services. For example, we
may share geographic location with application providers when
you opt in to their location services.

Some location-based services offered by Apple, such as the
MobileMe “Find My iPhone" feature, require your personal
information for the feature to work.

Serded ke dckdb ke
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Collection and Use of Non-Personal Information

We also collect non-personal information - data in a form that
does not permit direct association with any specific individual. We
may collect, use, transfer, and disclose non-personat information
for any purpose. The foliowing are some examples of non-
personal information that we collect and how we may use it:

=  We may coliect information such as occupation, language, zip
code, area code, unique device identifier, location, and the
time zone where an Apple product is used so that we can
better understand customer behavior and improve our
products, services, and advertising.

if we do combine non-personal information with personal
information the combined information will be treated as personal
information for as long as it remains combined.

Second, Apple’s Software License Agreements for products that provide location-based
services provide express disclosures regarding Apple’s coilection and use of location
information. For example, to activate an iPhone, the customer must accept and agree to the

iPhone SLA, including the following provision regarding location data:

4. Consent to Use of Data.

(b) Location Data. Apple and its partners and licensees may
provide certain services through your iPhone that rely upon
location information. To provide and improve these services,
where available, Apple and its partners and ficensees may
transmit, collect, maintain, process and use your location data,
including the real-time geographic location of your iPhone, and
location search queries. The location data and queries collected
by Apple are collected in a form that does not personally identify
you and may be used by Apple and its partners and licensees to
provide and improve location-based products and services. By
using any location-based services on your iPhone, you agree
and consent to Apple's and its partners’ and licensees’
transmission, collection, maintenance, processing and use of
your location data and queries to provide and improve such
products and services. (emphasis exists in the SLA) You may
withdraw this consent at any time by going to the Location
Services setting on your iPhone and either turning off the giobal
Location Services setting or turning off the individual location
seftings of each location-aware application on your iPhone. Not
using these location features will not impact the non location-
based functionality of your iPhone. When using third party
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applications or services on the iPhone that use or provide location
data, you are subject to and should review such third party's terms
and privacy policy on use of location data by such third party
applications or services. ...

At all times your information will be treated in accordance with
Apple's Privacy Policy, which is incorporated by reference into this
License and can be viewed at: www.apple.com/legal/privacy/.

Third, as described above, before any app can access or use location information, iOS,
the device's operating system, discloses to the customer that the app “would like to use [the
customer’s] current location” and requests the customer’'s express consent.

Fourth, before Apple will collect any diagnostic information from an iOS customer, that
customer must explicitly agree that Apple may collect and use such information. For example,
iPhone customers must click “Agree” in response to the following disclosure:

You can help Apple improve its products by sending us
anonymous diagnostic and usage information about your iPhone.

By clicking “Agree” you agree that Apple may periodicaily collect and use this
information as part of its support services and to improve its products and
services. This information is coliected anonymously. To iearn more about
Apple’s Privacy Policy, see http://www.apple.com/legal/privacy.

Fifth, Appie provides its customers with functionality to controi the location-based service
capabilities of their devices. Apple has always required express customer consent, as
described above, when any app requests location-based information for the first time. If the
customer does not consent, iOS will not provide any location-based information to the app. i0S
also permits customers to identify individual apps that may not access location-based
information, even if Location Services is on.
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Customers can change their individual app settings at any time. As mentioned in Dr. Tribble’s

May 20, 2011 testimony, an arrow icon (4) alerts customers that an app is using or has
recently used location-based information. This icon appears in real-time for currently running
apps and next to the “On/Off” toggle switch for any app that has used location-based
information in the past twenty-four hours.

Customers can use Restrictions, also known as Parental Controls, on a mobile device to
prevent access to specific features, including Location Services. When a customer enables
Restrictions, the customer must enter a passcode (this passcode is separate from the device
passcode that the customer may set).

If the customer tums Location Services off and selects "Don’t Allow Changes,” the user of the
device cannot turn on Location Services without that passcode. in addition, iOS will not {1)
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provide any location information to any apps, including apps that may have previously received
consent to use location information; (2) collect or geo-tag information about nearby Wi-Fi
hotspots or cell towers; or (3) upioad any location information to Apple from the device.

Finally, for iOS versions 4.1 and later, if the customer tums Location Services off, the
mobile device does not send geo-tagged data about Wi-Fi hotspots and cell towers to Apple.

Apple’s recent public statements and testimony have also provided customers with more
information about how Apple and Apple devices use location information.

Apple is always investigating new ways to improve its customers’ experiences, including
helping customers iearn more about Apple’s privacy policy and the privacy protections available
on Apple mobile devices.

4. Will Apple commit to informing users though a clear, conspicuous method (i.e. a
permission screen) of the non-location information {i.e. calendar information, address
book information, etc.) that an app will access once it is downioaded onto an Apple
mobile device?

Response:

Apple is committed to the protection of all user personal-data. As described in Apple's
previous responses and testimony, Apple requires that all third-party app developers provide
clear and compiete information to customers regarding the coflection, use and disclosure of any
user or device data.

Specifically, third-party app developers must register with Apple, pay a fee, and sign a
licensing agreement containing numerous provisions goveming the collection and use of user
data, device data, and location-based information, including the following:

* The developer must provide clear and complete information to users regarding the
developer’s collection, use and disclosure of user or device data (e.g., the developer
must include a description on the App Store or add a link to the applicable privacy
policy);

* The developer may coliect, use, or disclose to a third party user or device data only with
the customer’s prior consent and to provide a service or function that is directly relevant
to the use of the app;

* Ifthe customer denies or withdraws consent, apps may not collect, transmit, process or
utilize the customer's user or device data;

* The developer must take appropriate steps to protect customers’ user and device data
from unauthorized use, disclosure, or access by third parties;

* The developer must comply with all applicable privacy and data collection laws and
regulations regarding the use or transmission of user and device data;
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= The app must not disable, override, or otherwise interfere with Apple-impiemented
system alerts, display panels, consent panels and the like, including those intended to
notify the customer that location-based information is being collected, transmitted,
maintained, processed, or used, or intended to obtain consent for such use,

Apps submitted to Apple for placement in the App Store that fail to comply with these
rules are returned to the developer to be fixed. If the developer successfully corrects the app, it
goes into the App Store; if not, Apple will not offer the app to its customers:

Product improvement and evolution at Apple is a way of life. We are constantly
examining ways to improve the user experience and the functionality of our devices. This
applies to privacy just as much as it does to every other product or service we offer. We will
continue to investigate new ways to offer user enhancements in the area of data protection.

5. Will Apple commit to informing users through a clear, conspicuous method (i.e. a
permission screen) that the apps they download have the technical ability to share or
disclose the information they gather from the user to third parties?

Response:
Please see response to Question No.4 above.

As described in greater detail below, Apple has also documented in the App Store
Review Guideiines a set of technical, content, and design criteria that every app must satisfy
before Apple will accept the app for inclusion in the App Store. Pursuant to these Guidelines:

* “Apps cannot transmit data about a user without obtaining the user's prior permission
and providing the user with access to information about how and where the data wiil be
used.”

* Developers and apps “may not collect user or device data without prior user consent,
and then only to provide a service or function that is directly relevant to the use of the
Application, or to serve advertising. [Developers] may not use analytics software in [their]
Application to collect and send device data to a third party.”

Apps submitted to Apple for inclusion in the App Store that fail either of these
requirements are returned to the developer and are not offered in the App Store untii the
deficiency is corrected.
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6. Apple appears to acknowledge that it has not done enough to educate users about
how their location information is being used. See Apple Q&A on Location Data, April 27,
2011 (“Users are confused, partly because the creators of this new technology (including
Apple) have not provided enough education about these issues to date.”) Can you
explain how Apple will improve its education of users about the way their location
information is gathered, used and shared by Appie and others?

Response:

In addition to the policies and systems described above, Apple's recent statements,
including Apple’s Apnil 27, 2011 public Q&A on Location Data, press interviews, and testimony
have provided customers with extensive information about-how Apple and Apple devices use
location information.

Apple is strongly committed to protecting our customers’ privacy and will continue to
explore new ways to educate customers about the collection and use of their location
information.

7. You have said that Apple audits the applications in the App Store and that if Apple
finds an app is violating the Registered Apple Developer Agreement, it will remove it
from the store. Yet when i asked you at the hearing how many apps had been kicked out
of the store for violating these terms, you said “zero”. Do you believe that there is not a
single app that is currently violating your Developer Agreement?

Response:

in response to Senator Franken's question, Dr. Tribble explained that Apple has not yet
had to remove any app from the App Store because the app was improperly sharing a
customer's location information with third parties. In fact, at the time of Dr. Tribble’s May 10,
2011 testimony Apple was unaware of any app that had been (a) admitted into the App Store,
(b) was subsequently determined to violate some aspect of the rules relating to the collection,
retention or transmission of lacation data, (c) was not corrected after the developer was notified
and given an opportunity to resolve the problem, and then (d) was “kicked out of the store” for
violating these terms. As discussed below, Apple, however, has removed and continues ta
remove apps from the App Store for other types of violations.

As Dr. Tribble further explained, Before Apple will even consider accepting a third-party
app for the App Store, the app developer must register with Apple, pay a fee, and sign
developer and license agreements that contain numerous provisions goveming, among other
things, the collection and use of user data, device data, and location-based information,
including those outlined above. Once the developer agrees to comply with these requirements,
the developer may submit apps for review through Apple's approval process.

Apple performs a rigorous review of every app submitted based on a set of technicai,
content, and design criteria. The review criteria are documented in Apple’s App Store Review
Guidelines for iOS apps, which is made available to every app developer. A copy of the
Guidelines is attached to these responses. The Guidelines include myriad requirements,
including requirements about an app’s functionality, content, and use of location or personal
information. For example, the Guidelines state that:
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4. Location

4.1 Apps that do not notify and obtain user consent before collecting,
transmitting, or using location data will be rejected

4.4 Location data can only be used when directly relevant to the features and
services provided by the app to the user or to support approved advertising uses

16. Objectionable content

16.1 Apps that present excessively objectionably or crude content will be
rejected

16.2 Apps that are primarily designed to upset or disgust users will be rejected

17. Privacy

17.1 Apps cannot transmit data about a user without obtaining the user’s prior
permission and providing the user with access to information about how and
where the data will be used

17.2 Apps that require users to share personal information, such as email
address and date of birth, in order to function will be rejected

17.3 Apps that target minors for data collection will be rejected

18. Pornography

18.1 Apps containing pornographic material, defined by Webster's Dictionary as
“explicit descriptions or displays of sexual organs or activities intended to
_stimulate erotic rather than aesthetic or émotional feelings,” will be rejected

18.2 Apps that contain user generated content that is frequently pornographic
(ex “Chat Routette” alis) will be rejected

On average, Apple rejects approximately 30% of the apps initially submitted for
consideration. The most common reasons for rejection relate to functionality issues, such as
the app crashing, exhibiting bugs, or not performing as advertised by the developer. But Apple
will reject an app for violating any of the criteria set forth in the Guidelines and/or any of the
provisions of the developer's agreements with Apple.
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When Apple rejects an app, most developers respond by correcting the issue or issues
that led to Apple’s rejection so that the app may uitimately be accepted. Apple will not,
however, accept any app in the App Store unless and until the developer and app are in full
compliance with Apple's criteria and the developer agreements.

Similarly, Apple will remove from the App Store any app that is determined to be in
violation of any of these requirements. Some of the most common reasons for removal of an
app from the App Store relate to an app’s violation of some other party’s intellectual property
rights, violation of some {aw, or use of objectionable content.

8. In Apple’s May 6, 2011 response to my letter of April 27, 2011, Apple wrote that when
“using only the crowd-sourced locations of Wi-Fi hotspots and cell towers... the device
location calcufated by iOS will only be an approximation.” Please give the mean, median,
and mode of how accurately the device’s focation can be calculated using only the
crowd-sourced database Apple maintains on mobile devices. Please use precise figures,
e.g. 50m, 100m, etc.

Response:

iOS can use the information in the crowd-sourced database to triangulate the device
location when GPS is not available (such as when thé device is indoors or in a basement), itis
difficult to provide specific information regarding how accurate that determination will be
because the accuracy can vary greatly based on factors such as whether the device is indoors
or outdoors, in a rural or urban area, at a high or low altitude, etc. In general, iOS can caiculate
the device location using the crowd-sourced database to within 65 to 300 meters. The
accuracy, however, will be worse than 300 meters — and, in some cases, significantly worse
than 300 meters — in situations such as when the device is in very rural areas.

9. In various statements, Apple has stressed that the hotspots and cell towers in the
crowd-sourced database downloaded to users’ mobile devices “could be more than one
hundred miles away.” Please give the mean, median, and mode of the distance these
hotspots and cell towers are from users’ devices. Please use precise figures, e.g. 50m,
100m, etc.

Response:

As described previously, Apple downloads a subset of its crowd-sourced database
content to a local cache on the device when the iOS has made a request for location
information. Apple downloads the calculated locations of: (1) the hotspots and cell towers that
the device can “see” (the “visible” hotspots and cell towers); (2) the hotspots and cell towers that
are nearby; and (3) nearby cell location area codes.

To identify "nearby” hotspots and cell towers, Apple’s servers search in the crowd-
sourced database for hotspots and cell towers that are within up to a 2° North/South range and
4° East/West range of each visible hotspot and cell tower. Note that to ensure prompt response
times, Apple limits the downioad to no more than 1600 hotspot locations and 100 cell tower
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locations at any given time. Thus, Apple does not necessarily download all nearby hotspots and
celf towers that fall within this North/South and East/West range.

Again, it is difficult to provide specific information regarding the distance that the
hotspots and cell towers in the cached subset of the crowd-sourced database are from the
device because the distance can vary greatly based on factors such as those identified above,
the cellular carrier used by the device, etc. In some cases, the hotspots and cell towers could
be within a range of more than one hundred miles; in other cases, they could be within a range
of only a few hundred meters.

It is also important to note that the cached subset of the crowd-sourced database does
not contain any information that indicates the distance of the hotspots and cell towers from the
device's location at the time the cache was downloaded or at any other time. Thus, the
database does not reveal that one particular hotspot may have been only a few hundred meters
away while another was more than one hundred miles away. As described below in response
to Question No. 10, the cached crowd-sourced database is just a localized map of the general
vicinity of the device. As with a paper map, this map does not reveal the specific iocation of a
device - it simply provides the device with the information needed for the device to determine,
by looking at the map (among other things), its specific location.

10.  In an interview with All Things Digital, Apple founder Steve Jobs stated that the
hotspots and cell tower data in the crowd-sourced database downloaded to users’
mobile devices “are not telling you anything about your location.” See Hayley
Tsukayama, “Post Tech: Jobs explains mobile policies, says Apple will testify in
hearing,” Washington Post, April 27. Is it Apple’s position that the WiFi hotspot and cell
tower data in the crowd-sourced database downloaded to users’ mobile devices do not in
any way communicate anything about a user’s location?

Respornse:

As described in Apple’s previous responses and testimony, the crowd-sourced database
does not reveal personal or location information about any customer. The crowd-sourced
database includes anonymous location information for Wi-Fi hotspots and cell towers that is
derived in part from the geo-tagged hotspot and celf tower information sent by Apple devices.

Although a local cache of a subset of Apple's crowd-sourced database is temporarily
stored on the iOS-based mobile device, it is not the data coliected from that device or any other
device - instead, it comprises the locations for hotspots and cell towers as calculated by Apple
using crowd-sourced data obtained from Apple mobile devices. in addition, Apple’s servers do
not track what specific subsets of the crowd-sourced database are downioaded to and/or
cached on a device. Thus, while the information that is downioaded is selected based on the
device’s location at the time of the download, Apple does not collect, track, or store what
information is downloaded.

One useful way to think of the crowd-sourced database is to compare it to a world map.
Like a world map, the crowd-sourced database of cell towers and Wi-Fi hotspots contains the
calculated locations of cell towers and Wi-Fi hotspots that Apple has gathered. It does not have
any information about where any individual person or iPhone is located on that map at any time.
The cache that is temporarily stored on an iPhone is like a series of localized city street maps.

10
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For example, consider a customer who is in Paris and wants to get information about his or her
current location. The customer's iPhone will send a request to Appie's servers that indicates
that the iPhone can “see” the Eiffel Tower. The Apple servers respond by returning the location
of cell towers and hotspots in Paris — a local map of Paris. The iPhone uses the fixed iocations
of those nearby celi towers and Wi-Fi hotspots to determine its own location refative to those
points. Apple’s servers do not retain the initial request from the iPhone nor any record that a
map of Paris was dispatched. The iPhone itself “knows” that it can “see” the Eiffel Tower and
that it now has access to a map of Paris, but no record of the transaction is retained within
Apple and no association exists between any individual or individual device and the sending out
of the map of Paris.

The data stored in the local cache of Apple’s crowd-sourced database does not
communicate anything to Apple ~ and, specifically, does not communicate anything to Apple
about a user’s location.

11. Apple has acknowledged that the crowd-sourced database cache stored on the
iPhone should not have kept up to a year’s worth of data. See Apple Q&A on Location
Data, April 27, 2011 (“The reason the iPhone stores so much data is a bug we
uncovered...”). On what date did Apple employees discover this “bug”?

Response:

Apple discovered the bug in late Aprit 2011 when Apple was investigating the O'Reilly
researchers’ claims that consolidated.db inciuded a iarge amount of hotspot and cell tower data.
The May 4, 2011 free iOS update fixed this bug. After this update, iOS will purge records that
are older than seven days, and the cache will be deleted entirely when Location Services are
turned off.

12. On what date did Apple learn that the iPhone was submitting location information
to Apple servers even when location services were turned off?

Response:

In September 2010, Apple released iOS version 4.1. In certain iOS versions prior to
version 4.1, a bug caused iOS to send anonymous, geo-tagged information about Wi-Fi
hotspots and cell towers to Apple even if the customer had turned off Location Services. At the
time of the version 4.1 update, Apple was not aware of this bug; however, as a result of updates
to location services that were included in the version 4.1 update, the bug was eliminated.

Apple did not discover that this bug had existed or that the iOS version 4.1 update had
fixed the bug until late April 2011 when Apple was investigating the O'Reilly researchers’ claims
that consolidated.db included a large amount of hotspot and cell tower data. At approximately
the same time, Apple discovered that, because of a different bug, even when Location Services
was off, Apple’s servers would update the Jocal cache of crowd-sourced location information for
Wi-Fi hotspots and cell towers in response to an app request for location information. Although
the local cache was updated, none of the downloaded crowd-sourced location information, or
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any other location information, was provided to or disclosed to the app. Apple’s May 4, 2011
free iOS update fixed this bug.

13. Under what circumstances does Apple consider location information obtained from a
user’s device to be non-content customer records data subject to the voluntary
disclosure permission in the Electronic Communications Privacy Act, 18 U.S.C. §
2702(c)(6)? . .

Response;

As described above and in Apple’s previous responses and testimony, the geo-tagged
information for Wi-Fi hotspots and cell towers obtained by Apple from Apple mobile devices
does not identify any particular customer-or device. Accordingly, even if Apple were considered
subject to the provisions of 18 U.S.C. § 2702(c)(6), this information collected by Apple is not
customer records data.

12
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Apple’s Responses to Senator Tom Coburn’s May 18, 2011 Questions

1. Mr. Tribble, in Mr. Soitani’s testimony, he gave the committee an exampie whereby he
seemed to imply that Appie had knowledge of his own iPhone’s location within a few
feet when he was sitting in the atrium of the Senate Hart Office Buifding using Wi-Fi.
Your testimony states that Apple does not track users’ locations. Can you clarify the
seeming contradiction regarding the location data on Mr. Soltani’s iPhone in his
example?

Response:

As described in Apple’s previous responses and testimony, Apple does not track users’
locations. in Mr. Soltani's example, iOS, the operating system running on his iPhone, not Apple,
determined the iPhone’s location. Apple did not obtain or record Mr. Soltani's location.

When Mr. Soltani ran an app that requested the current location of the device
(apparently the Maps app), Apple would have downloaded a subset of the crowd-sourced
database content to the local cache on his iPhone. Mr. Soitani’s iPhone would then have been
able to use the information in the local cache to calculate his approximate location. The iPhone
would have performed this calculation without any further contact with Apple, and the iPhone
would not have communicated the calculated location back to Apple.

One useful way to think of our cell tower and Wi-Fi hotspot database is to compare it to a
world map, like the Rand McNally World Atlas. Like a world map, our database of cell towers
and Wi-Fi hotspots contains the calculated locations of cell towers and Wi-Fi hotspots we have
gathered. It does not have any information about where any individual person or iPhone is
located on that map at any time. The cache on your iPhone is fike a series of localized city
street maps. When you enter a new area, Apple downloads a subset of the World Atias — a
more localized map of celf towers and Wi-Fi hotspots — to your iPhone to assist the iPhone in
providing the location services you have requested. Your iPhone uses the fixed locations of the
cefl towers and Wi-Fi hotspots to determine its own location relative to those points. Your
iPhone, not Apple, determines its actual location without any further contact with Apple. After
the location is determined, it is not transmitted to Apple.

Mr. Soltani’s example does not contradict Apple’s explanation or previous testimony.
The iPhone “knows” its location because iOS on the iPhone calculated the location. This
location is not communicated to Appie.

2. Apple states it does not sell users’ personally identifiable information to third parties.
However, Apple operates advertising services that are connected to mobile devices
using its platform. Can you comment on how you operate your ad services,
particularly whether you send targeted ads to mobile device users, and if so, what
user information you collect in order to send targeted ads?

. Response:

On July 1, 2010, Apple launched the iAd mobile advertising network. The network can
serve ads to iPhone, iPod touch, and iPad devices running iOS 4, and the network offers a
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dynamic way to incorporate and access advertising within apps. Customers can receive
advertising that relates to their interests (“interest-based advertising”) and/or their location
(*location-based advertising”). For example, a customer who purchased an action movie on
iTunes may receive advertising regarding a new action movie being released in the theaters or
on DVD. A customer searching for nearby restaurants may receive advertising for stores in the
area.

Customers may opt out of location-based advertising by toggling the device’s location-
based service capabilities Off. For customers who do not toggle location-based service
capabilities Off, Apple collects information about the device’s location (latitudeflongitude
coordinates) when an ad request is made. This information is transmitted securely to the Apple
iAd server via a cellular network connection or Wi-Fi Internet connection. The latitude/iongitude
coordinates are converted immediately by the server to a five-digit zip. code. Apple does not
record or store the latitude/longitude coordinates—Apple stores only the zip code. Apple then
uses the zip code to select a relevant ad for the customer.

Simitarly, as specified clearly in Apple’s privacy policy as well as in all relevant Apple
device software licensing agreements, customers may opt out of interest-based advertising by
visiting the following site from their mobile device: hitp://00.apple.com. For customers who do
not opt-opt of interest-based advertising, Apple uses information from the customer's iTunes
account along with information obtained from Acxiom, a third party data aggregator, to send
better targeted ads to our customers. For example, Apple may obtain information from iTunes
about the customer's media preferences based on the categories of apps, movies, music, TV
shows, and books downloaded by the customer — such as, “travel apps” or "documentary
movies." The iAd server can then select ads that are relevant to and consistent with those
media preferences — such as, ads relating to travel services or a newly-released documentary
movie.

As stated in Apple’s Privacy Policy, Apple uses this “personal information to help us
develop, deiiver, and improve our products, services, content, and advertising.” Unless a
customer provides express prior consent, as discussed below, Apple does not sell or share any
interest-based or location-based information about individual customers, including the zip code
calculated by the iAd server, with advertisers. Apple retains a record of each ad sentto a
particular device in a separate iAd database, accessible only by Apple, to ensure that customers
do not receive overly repetitive and/or duplicative ads and for administrative purposes.

In some cases, an advertiser may want to provide — in the ad — more specific information
based on a device’s actual location. For example, a retailer may want its ad to include the
approximate distance to nearby stores. A dialog box will appear stating: “Advertiser’ would like
to use your current location.” The customer is presented with two options; “Don’t Allow” or “OK.”
If a customer clicks “Don’t Aliow,” no additional location information is transmitted. If the
customer clicks “OK,” Apple uses the latitude/iongitude coordinates to provide the ad app with
more specific iocation information.

14
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a. Is advertising the largest source of revenue for Apple? If not, what services or
products contribute most to your bottom tine?

Response:

Advertising‘revenue currently makes up less than one percent of Apple’s total revenue.
Apple’s sales of hardware and software products and related services account for the vast
majority of Appie’s revenue.

b. Are there any apps to which Apple refuses to provide advertising services? if so,
what are the primary reasons for refusing such services? if not, why?

Response:

) Apple offers its iAd services only to apps that have been approved for inclusion in the
App Store. As discussed below in response to Question 2.c., Apple reviews all apps before
adding them to the App Store to ensure, among other things, that the app complies with the
provisions of Apple’s developer agreements and app store review guidelines. If an app does

not comply with all provisions, Apple will not add the app to the App Store or provide iAd
services to the app.

In addition, Apple attempts to identify apps that appear to be targeted predominantly to
children, and Apple does not provide iAd services to those apps.

c. Are there any apps Apple refuses to host in its app stores? if so, what are the
primary reasons for refusing to provide those apps, and how often, on average, do
you reject an app ar later remove it from your store for questionable behavior?

Response;

Before Apple will even consider accepting a third-party app for the App Store, the app
developer must register with Apple, pay a fee, and sign developer and license agreements that
contain numerous provisions governing, among other things, the coliection and use of user
data, device data, and location-based information, including the following:

* The developer must provide clear and complete information to users regarding the
developer’s collection, use and disclosure of user or device data (e.g., the developer
must include a description on the App Store or add a link to the applicable privacy
policy);

If the customer denies or withdraws consent, the app may not collect, transmit, process
or utilize the customer’s user or device data, including location data;

The developer must take appropriate steps to protect customers’ user and device data,
including location-based information, from unauthorized use, disclosure, or access by
third parties;
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¢ The developer must comply with all applicable privacy and data coilection iaws and
regulations regarding the use or transmission of user and device data, including location-
based information;

» The app must not disable, override, or otherwise interfere with Apple-implemented
system alerts, display panels, consent panels and the like, including those intended to
notify the customer that location-based information is being coliected, transmitted,
maintained, processed, or used, or intended to obtain consent for such use.

Once the developer agrees to comply with these requirements, the developer may
submit apps for review through Apple's approval process.

Apple performs a rigorous review of every app submitted based on a set of technical,
content, and design criteria. The review criteria are documented in Apple’s App Store Review
Guidelines for iOS apps, which is made available to every app deve!oper A copy of the
Guidelines is attached to these responses.

The Guidelines include myriad requirements, including requirements about an app’s
functionality, content, and use of location or personal information. For example, the Guidelines
state that:

4. Location

4.1 Apps that do not notify and obtain user consent before collecting,
transmitting, or using location data will be rejected

4.4 Location data can only be used when directly relevant to the features and
services provided by the app to the user or to support approved advertising uses

16. Objectionable content

16.1 Apps that present excessively objectionably or crude content will be
rejected

16.2 Apps that are primarily designed to upset or disgust users will be rejected

17. Privacy

17.1 Apps cannot transmit data about a user without obtaining the user’s prior
permission and providing the user with access to information about how and
where the data wili be used

17.2 Apps that require users to share personal information, such as email
address and date of birth, in order to function will be rejected

17.3 Apps that target minors for data collection will be rejected
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18. Pornography

18.1 Apps containing pornographic material, defined by Webster's Dictionary as
“explicit descriptions or displays of sexual organs or activities intended to
stimulate erotic rather than aesthetic or emotional feelings,” will be rejected

18.2 Apps that contain user generated content that is frequent(y pornographic
{ex “Chat Roulette” alls) will be rejected

On average, Apple rejects, through its review process, approximately 30% of the apps
initially submitted for consideration. The most common reasons for rejection relate to
functionality issues, such as the app crashing, exhibiting bugs, or not performing as advertised
by the developer. But Apple will reject an app for violating any of the criteria set forth in the
Guidelines and/or any of the provisions of the developer’s agreements with Apple.

When Apple rejects an app, most developers respond by correcting the issue or issues
that led to Apple’s rejection so that the app may ultimately be accepted. Apple will not,
however, accept any app in the App Store uniess and untit the developer and app are in full
compliance with Apple’s criteria and the developer agreements.

Simitarly, Apple wiil remove from the App Store any app that is determined to be in
violation of any of these requirements. Some of the most common reasons for removati of an
app from the App Store relate to an app’s violation of some other party’s intellectual property
rights, violation of some law, or use of objectionable content.

d. How many employees and/or automated services are dedicated to crawling
Apple’s app store to weed out apps that inappropriately use consumers’ personal
information or violate its privacy policy?

Response:

Apple currently has a team of approximately 80 employees dedicated to performing the
rigorous app review process described above. This process is not uniquely focused on the
protection of consumer information but rather applies to testing for compliance with ali of the
rules pertaining to apps within the App Store. Once an app is accepted into the App Store,
Apple requires the developer resubmit the app for approval if the developer wants to modify the
app in any way. In some instances, however, apps have been changed after the review
process and after they have been made availabie on the App Store.

Apple employees from several teams are responsible for addressing issues that arise
with apps that are already in the App Store. For example, members of Apple’s legal team
routinely address issues raised by third parties who, once the app has gone public, complain
that it violates some aspect of their intellectual property. Apple relies heavily on
communications from other App Store users, competitors, and industry observers to alert Apple
that an app that is operating outside of Apple’s Guidelines. Whenever such a case is brought to
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Apple’s attention, either through internal vigilance or by an external party, Apple investigates
and provides the developer with an opportunity to remediate. if no correction is made, Apple
removes the app from the App Store.

e. In other contexts, such as the sale of counterfeit pharmaceuticals online, there
has been a recent push in the industry (with the suggestion of the intellectual
Property Enforcement Coordinator) to form a working group in order for the
industry to take the lead on how to combat the dangerous use of these products
online. Is there any such industry working group to address the unique issues
surrounding mobile device products and/or location based services?

Response:

There are numerous and robust efforts underway in industry trade associations and think
tanks partnering with industry aimed at addressing the unique challenges presented by mobile
devices and location based services, including issues related to privacy. Apple is aware of at
least the following groups already actively working on these issues: CTIA (The Wireless
Association), ACT (Association for Competitive Technology), CEA (Consumer Electronic
Association), IT1 (Information Technology Industry Council), TechAmerica, Center for
Democracy and Technology (CDT).
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Apple’s Responses to Senator Richard Blumenthal's May 18, 2011 Questions

1. Has your company ever contemplated, implemented, or purchased information
derived from the interception of wireless data transmissions traveling between third
party computers and wireless access points for any purpose? If so:

Response;

No. Apple has never intercepted wireless data transmissions between third party
computers and Wi-Fi hotspots.

As described in Apple’s previous responses and testimony, Apple collects anonymous
location information about Wi-Fi hotspots from broadcast messages transmitted by the hotspots.
Such broadcast messages are not transmissions directed between any specific third party
computer and the hotspot, but are instead messages, or “beacons,” broadcast by the hotspot
that do not identify any intended recipient.

Also as described previously, Apple pays a fee to Skyhook Wireless (“Skyhook”) for
access to Skyhook’s location data for Wi-Fi hotspots, Apple has no information indicating that
any of the location data obtained from Skyhook was derived from the interception of wireless
data transmissions between third party computers and wireless access points; however, Apple
cannot speak to the specifics of Skyhook’s technology.

Note that in connection with testing and debugging network performance issues with
iOS, Apple’'s mobile device operating system, and Mac OS X, Apple’s laptop and computer
operating system, Apple may perform targeted diagnostic monitoring of network performance on
Apple Wi-Fi networks and, occasionally, on a public Wi-Fi network based on specific feedback
received about network performance on that public network. Apple does not use any diagnostic
information obtained from such monitoring for location-based services; the diagnostic
information is used solely for the purpose of improving product network performance.

A. Please indicate any and all foreign and domestic jurisdictions where your
company has contemplated, implemented, or purchased information derived from
the interception of wireless data transmissions described above.

Response:

N/A
B. Please indicate any and all purpose(s) underlying any such signal interceptions.
Response:

N/A

C. Please provide a precise timeline of events related to the interception of wireless
data transmissions by your company and/or the purchase of information derived
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from such interceptions, including when such interceptions were initiaily
contemplated, initially impiemented, and subsequently revised, if applicable.

Response:
N/A

D. Please describe any and all methods initially contemplated and/or implemented
for these purposes.

Response:
N/A

E. Subsequent to any initial steps toward intercepting wireless data transmissions,
please describe any and all methods subseguently contemplated and/or
implemented for these purposes.

Response:
N/A

F. Please indicate any and ail types of data captured from signals traveling between
third party computers and wireless access points that that your company has evei
intercepted, stored, or purchased {including but not limited to data frames,
management frames, control frames, payload data, SS1Ds, RSSI measurements,
etc.). For each category of data, please define the term used to reference that
category, including an indication of how it is derived.

Response:
N/A

G. Please provide text and citations for any and all materials directly or indirectly
associated with your company that describe or contemplate methods for
intercepting wireless data transmissions traveling between third party computers
and wireless access points {inciuding foreign or domestic patents, patent
applications, published works, or other publicly available materials).

Response:
N/A

H. Do all of the methods {described in 1.D.) contemplated or implemented by your
company {or implemented by other companies from whom you subsequently
purchased derived data) for intercepting wireless data transmissions explicitly
exclude the interception of “content data” transmitted between third party users
and wireless access points? Content data is defined as any data that may contain,
in whole or in part, the content of a user’s internet communications over a
wirefess network, including but not limited to data frames, payload data, etc.
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1) if so, please explain how and why such content data is exciuded from
interception.

2) If not, please explain how and why such content data is not exciuded from
interception.

Response:

N/A

Do any of the methods (described in 1.D.) contemplated or implemented by your
company for intercepting wireless data transmissions utilize the interception of
“content data” transmitted between third party users and wireless access points
to facilitate the underlying purpose of intercepting that data? if so, please explain
how and why such content data is utilized. Content data is defined as any data
that may contain, in whole or in part, the content of a user’s internet
communications over a wireless network, including but not limited to data frames,
payload data, etc.

Response:;

N/A

Has your company ever contemplated, implemented, or purchased information
derived from the interception of wireless data transmissions traveling between
third party computers and encrypted wireless access points and/or hidden
wireless access points? If so, please explain how these methods differ from the
methods associated with the interception of wireless data transmissions traveling
between third parties and unencrypted wireless access points, if at ail.

Response:

K.

N/A

Has your company ever shared, sold, or distributed information acquired through
interception and storage of wireless data transmissions traveling between third
parties and wireless access points? If so, to whom and for what purpose(s)?

Response:

N/A
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2. Has your company ever contemplated, constructed, or purchased information related
to the location of wireless access points? if so, please ensure that Questions 1.A.
through 1.H. are fully answered with respect to the purpose of locating wireless
access points. :

Response:

Yes, to provide the high quality products and services that its customers demand, Apple
must have access to comprehensive location-based information. To enable Apple mobile
devices to respond quickly (or at all, in the case of non-GPS equipped devices or when GPS is
not available, such as indoors or in basements) to a customer's request for current focation
information, Apple maintains a secure database containing information regarding known
locations of cell towers and Wi-Fi access points — also referred to as Wi-Fi hotspots. As
described in greater detail in Apple's previous responses and testimony, Apple collects from
millions of Apple devices anonymous location information for cell towers and Wi-Fi hotspots.
From this anonymous information, Apple has been able, over time, to calculate the known
locations of many millions of Wi-Fi hotspots and cell towers. Because the basis for this location
information is the “crowd” of Apple devices, Apple refers to this as its “crowd-sourced” database.

Apple collects this location-based information for only one purpose —~to enhance and
improve the services we can offer to our customers.

As noted above, Apple does not collect or derive information about Wi-Fi hotspots from
the interception of wireless data transmissions between third party computers and Wi-Fi
hotspots. Instead, Apple mobile devices collect information about Wi-Fi hotspots that the
devices can “see” from broadcast messages transmitted by the hotspots. The devices then tag
that information with the device’s current GPS coordinates, i.e., the devices “geo-tag” the
hotspots.

This collected Wi-Fi hotspot and cell tower information is temporarily saved in a local
cache on the device. Every twelve hours, or later if the device does not have Wi-Fi access at
that time, that data is extracted from the database, encrypted, and transmitted ~ anonymously —
to Apple over a Wi-Fi connection. (Note that as of Apple’s May 4, 2011 free iOS software
update, iOS will clear this data from the local cache after twenty-four hours, even if the device
never had Wi-Fi access and, thus, was not able to transmit the data to Apple.) Apple’s servers
use this infortnation to re-calculate and update the known locations of Wi-Fi hotspots and cell
towers stored in its crowd-sourced database. Apple cannot identify the source of this
information, and Apple collects and uses this information only to develop and improve the Wi-Fi
hotspot and cell tower location information in Apple’'s crowd-sourced database. After the device
attempts to upload this information to Appie, even if the attempt fails, the information is deleted
from the local cache database on the device. In versions of iOS 4.1 or later, moreover, the
device will not attempt to collect or upload this anonymous information to Apple unless Location
Services is on and the customer has explicitly consented to at least one app’s request to use
location information.

In addition, for computers and laptops running Apple’s Mac OS X operating system and
mobile devices running older versions of Apple’s mobile operating system (iPhone OS versions
1.1.3 10 3.1), Apple relied on (and still relies on) a database of Wi-Fi hotspot location information
maintained by Skyhook. Beginning with iOS version 3.2 released in April 2010, Apple relies on
its own crowd-sourced database of Wi-Fi hotspot location information.
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As noted above, Apple has no information indicating that any of the data that Apple
obtained from Skyhook was derived from the interception of wireless data transmissions
between third party computers and wireless access points. Apple cannot, however, speak to
the specifics of Skyhook’s technology.

A. How many wireless access points exist, or have ever existed, in any database of
wireless access point locations?

Response:

As of March 22, 2011, Apple's crowd-sourced database inciudes approximately 223
mitlion active Wi-Fi hotspots.

1) How many of these wireless access points were unencrypted when
identified?

Response:

Apple does not coliect information about the encryption scheme of Wi-Fi hotspots and,
thus, does not know how many of these hotspots were unencrypted.

2) How many of these wireless access points were encrypted when identified?

Response:

Apple does not collect information about the encryption scheme of Wi-Fi hotspots and,
thus, does not know how many of these hotspots were encrypted.

3) How many of these wireless access points were “hidden” when identified?
Response:

On March 2, 2011, with the release of iOS version 4.3, iOS first began collecting from
hotspot broadcasts a single Boolean value indicating whether the SSID is or is not present for
the hotspot (i.e., whether the hotspot is or is not *hidden"). Note that Apple does not collect the
SSID for any hotspot, regardless of whether or not the hotspot is hidden. Because Apple only
recently started collecting the Boolean value indicating whether the hotspot is or is not hidden,
Apple does not yet have statistical information available for how many hotspots were “hidden.”
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3. Please describe any and a!l ways in which the interception and/or storage of “content
data” transmitted between third party users and wireless access points might be:

A. Indirectly vaiuabie for effectuating the purpose of efficiently locating wireless
access points; and

Response:

Apple does not intercept or store “content data” transmitted between third party users
and wireless access points for locating wireless access points.

Apple is aware of public studies, papers, and patents discussing the use of content or

payload data, payload transmissions, and bit-error rates for certain location purposes. Appie
does not implement any of these techniques.

B. Indirectly valuable to your company for any other purpose.

Response:
Again, Apple does not intercept or store “content data” transmitted between third party

users and wireless access points and does not have an opinion regarding how such information
might or might not be valuable for any other purpose.

4. Please describe your view of the circumstances under which the interception and/or
storage of “content data” transmitted between third party users and wireless access
points might be:

A. Legal or illegal under current federal law;
Response:
Apple does not intercept or store “content data” transmitted between third party users

and wireless access points and, thus, does not have an opinion regarding whether such
interception and/or storage is or is not legal under current federal law.

B. Legal or illegal under current state law; and
Response:
Apple does not intercept or store “content data” transmitted between third party users

and wireless access points and, thus, does not have an opinion regarding whether such
interception and/or storage is or is not legal under the current laws of any state.
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C. Legal orillegal in any foreign jurisdictions in which your company has engaged in
the interception and/or storage of wireless data transmissions traveling between
third party computers and wireless access points.

Response:
Apple does not intercept or store “content data” transmitted between third party users

and wireless access points and, thus, does not have an opinion regarding whether such
interception and/or storage is or is not legat under the laws of any foreign country.
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Good afternoon, Chairman Leahy, Ranking Member Grassley, and Members of the
Committee. Thank you for the opportunity to testify on behalf of the Department of Justice
regarding the Electronic Communications Privacy Act (ECPA). ECPA, which includes the
Stored Communications Act and the Pen Register statute, is part of a set of laws that controls the
collection and disclosure of both content and non-content information related to electronic
communications, as well as content that has been stored remotely. These laws serve two
functions. They are critical tools for law enforcement, national security, and cyber security
activities, and they are essential for protecting the privacy interests of all Americans.

ECPA has never been more important than it is now. Because many eriminals, terrorists
and spies use telephones or the Internet, electronic evidence obtained pursuant to ECPA is now
critical in prosecuting cases involving terrorism, espionage, violent crime, drug trafficking,
kidnappings, computer hacking, sexual exploitation of children, organized crime, gangs, and
white collar offenses. In addition, because of the inherent overlap between criminal and national
security investigations, ECPA’s standards affect critical national security investigations and
cyber security programs.

ECPA has three key components that regulate the disclosure of certain communications
and related data. First, section 2701 of Title 18 prohibits unlawful access to certain stored
communications; anyone who obtains, alters, or prevents authorized access to those
communications is subject to criminal penaltics. Second, section 2702 of Title 18 regulates
voluntary disclosure by network service providers of customer communications and records, both
to government and non-governmental entities. Third, section 2703 of Title 18 regulates
government access to stored communications; it creates a code of criminal procedure that federal
and state law enforcement officers must follow to compel disclosure of stored communications.
ECPA was initially enacted in 1986 and has been amended repeatedly since then, with substantial
revisions in 1994 and 2001.

Mr. Chairman, the Department of Justice is charged with the responsibility of enforcing
the laws, safeguarding the constitutional rights of Americans, and protecting the national security
of the United States. As such, we welcome these hearings on this important topic. We
appreciate the concerns that some in Congress, the courts, and the public have expressed about
ECPA. We know that some believe that ECPA has not kept pace with technological changes or
the way that people today communicate and store records, notwithstanding the fact that ECPA
has been amended several times for just that purpose. We respect those concerns, and we
appreciate the opportunity to discuss them here today. We also applaud your efforts to undertake
arenewed examination of whether the current statutory scheme appropriately accommodatcs
such concerns and adequately protects privacy while at the same time fostering innovation and
economic development. It is legitimate to have a discussion about our present conceptions of
privacy, about judicially-supervised tools the government needs to conduct vital law enforcement
and national security investigations, and how our statutes should accommodate both. For
example, we appreciate that there are concerns regarding ECPA’s treatment of stored
communications ~ in particular, the rule that the government may use lawful process short of a
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warrant to obtain the content of emails that are stored for more than 180 days. We are ready and
willing to engage in a robust discussion of these matters to ensure that the law continues to
provide appropriate protections for the privacy and civil liberties of Americans as technology
develops.

As we engage in that discussion, what we must not do ~ either intentionally or
unintentionally — is unnecessarily hinder the govemnment’s ability to effectively and efficiently
enforce the criminal law and protect national security. The government’s ability to access,
review, analyze, and act promptly upon the communications of criminals that we acquire
lawfully, as well as data pertaining to such communications, is vital to our mission to protect the
public from terrorists, spies, organized criminals, kidnappers, and other malicious actors. We are
preparced to consider reasonable proposals to update the statute — and indeed, as set forth below,
we have a few of our own to suggest — provided that they do not compromise our ability to
protect the public from the real threats we face.

Significantly, ECPA protects privacy in another way as well: by authorizing law
enforcement officers to obtain evidence from communications providers, ECPA enables the
government to investigate and prosecute hackers, identity thieves, and other online criminals.
Pursuant to ECPA, the government obtains evidence critical to prosecuting these privacy-related
crimes.

I ECPA Plays a Critical Role in Protecting Public Safety.

The government is responsible for catching and punishing criminals, deterring crime,
protecting national security, and guarding against cyber threats. The government also plays a
significant role in protecting the privacy and civil liberties of all Americans. The government
enforces laws protecting privacy, and pursues cyber criminals and others who engage in identity
theft and other offenses that violate privacy laws. Over the decades, government access to
certain clectronic communications, including both content and non-content information, has
become even morc important to upholding our law cnforcement and national security
responsibilities.

Pursuing criminals and tracking national security threats, however, is no simple task. Not
only does the rapidly changing technological environment affect individual privacy, it also can
impact adverscly on the government's ability to investigate crime and respond to national
security and cyber threats. As originally enacted, ECPA endeavored to establish a framework for
balancing privacy and law enforccment intercsts ~ and to do so notwithstanding technological
change. But the actual pace of change puts pressure on that framework that has in the past
necessitated periodic amendments to it. As noted above, we look forward to working with the
Congress to assess whether amendments to ECPA are appropriate at this time to keep pace with
changes in technology.
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It is important to understand both the kind of information that the government obtains
under ECPA and how that information is used in criminal investigations. Under ECPA, the
government may compel service providers to produce both content and non-content information
related to electronic communications. It is obvious that the contents of a communication — for
example, a text message related to a drug deal, an email used in a fraud scheme, or an image of
child pornography ~ can be important evidence in a criminal case. But non-content information
may be equally important, particularly at the early stages of a criminal or national security
investigation.

Generally speaking, service providers use non-content information related to a
communication to establish a communications channel, route a communication to its intended
destination, or bill customers or subscribers for communications services. Service providers
often collect and store such records in order to operate their networks and for other legitimate
business purposes. Non-content information about a communication ~ also referred to as
“metadata”™ — may include information about the identity of the parties to the communication, the
time and duration of the communication, and the communicants” location. During the early
stages of an investigation, it is often used to gather information about a criminal’s associates and
eliminate from the investigation people who are not involved in criminal activity. Importantly,
non-content information gathered early in investigations is often used to generate the probable
cause necessary for a subsequent search warrant. Without ready access to non-content
information, it may be impossible for an investigation to develop and reach a stage where agents
have the evidence necessary to obtain a warrant for a physical scarch.

In my September 22, 2010, testimony before the Committee, I discussed several examples
of how ECPA currently assists law enforcement in accomplishing our mission to protect public
safety. For the sake of completeness of the record before the Committee in this Congress, 1
repeat them below.

Here is one example of how communications metadata can help in an investigation. In
April 2010, a Sheniff’s Office Uniformed Patrol Lieutenant in Baton Rouge, Louisiana attempted
to stop a suspect. The suspect shot the Licutenant through the neck and fled. An investigation
later identified the suspect, and agents obtained an arrest warrant for attempted first degree
murder of a police officer. In their efforts to locate and arrest the suspect, officers determined
that the suspect used several cell phones to communicate with his girlfriend and other associates.
Officers used ECPA subpoenas and court orders to the cell phone companies to obtain the
suspect’s calling records and location records. This information ultimately allowed officers to
confirm the suspect’s location.

As a second example, in a DEA investigation in 2008, investigators seized approximately
$900,000 from a tractor trailer during a traffic stop in Detroit. After gaining the cooperation of
the driver, the DEA identified a number of cellular telephones with “Push-To-Talk” features that
were being used to contact organizational leaders in Mexico. Telephone toll record analysis
along with additional investigation revealed a pattern of switching cellular telephones to avoid
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detection and law enforcement interception. This technique cffectively prevented the agents
from obtaining the authority to conduct wiretap intercepts on these phones. The DEA was still
able to use ECPA process to obtain cell site data to identify members of the criminal organization
near Detroit. Obtaining this non-content information was critical to this outcome. Without the
use of telephone toll record data, cell site information, and pen register data, the DEA would not
have been able to identify thesc dangerous drug traffickers.

ECPA legal process has also proven instrumental in thwarting child predators. In a recent
undercover investigation, an FBI agent downloaded images of child pornography and uscd an
ECPA subpoena to identify the computer involved. Using that information to obtain and execute
a search warrant, agents discovered that the person running the server was a high school special-
needs teacher, a registered foster care provider, and a respite care provider who had adopted two
children. The investigation revealed that he had scxually abused and produced child
pornography of 19 children: his two adopted children, eight of their friends, three former foster
children, two children for whom he provided respite care, and four of his special needs students.
This man pleaded guilty and is awaiting sentencing.

One final example illustrates how communications service providers® records are
important not only to regular criminal investigations, but also to keeping our law enforcement
officers safe. Rccently, a homicide detective in Prince George’s County reported that, at 2:00
a.m., he and his partner were chasing a man wanted for a triple murder. Consistent with ECPA,
they made use of cell tower information about the fugitive’s mobile phonc. Having this
informatton immediately aceessible increased officer safety and allowed them to marshal
effectively available law enforcement resources. They successfully captured the fugitive in nine
hours without placing officers, or the public, at undue risk.

These are only a few examples of how ECPA has become a critically important public
safety tool. The Department of Justice thinks it is important that any changes to ECPA be made
with full awarencss of whether, and to what extent, the changes could adverscly affect the critical
goal of protecting public safety and the national sccurity of the United States. For example, if an
amendment were unduly to restrict the ability of law enforcement to quickly and efficiently
determine the gencral location of a terrorist, kidnapper, child predator, computer hacker, or other
dangerous eriminal, it would have a very real and very human cost.

Congress should also recognize that raising the standard for obtaining information under
ECPA may substantially slow criminal and national security investigations. In general, it takes
longer for law enforcement to prepare a 2703(d) order application than a subpoena, and it takes
longer to obtain a search warrant than a 2703(d) order. In a wide range of investigations,
including terrorism, violent crimes, and child exploitation, speed is essential. In drug
investigations, where targets frequently change phones or take other steps to evade surveillance,
lost time can eliminate law enforcement’s ability to collect useful evidence.
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H. Portions of ECPA May Be Appropriate for Further Legislation or
Clarification.

ECPA was enaeted in 1986, but it has been amended on numerous subsequent occasions
in light of the advance of technology and privacy concerns. Congress amendcd its provisions as
recently as 2009; substantial revisions occurred in 1994 and 2001.

As we previously have testified, the Department of Justice stands ready to work with the
Committee as it considers changes to portions of ECPA and the Pen Register statute (which was
also enacted as part of the Electronic Communications Privacy Act in 1986). Although the
Department does not endorse any particular legislative changes in today’s testimony, we discuss
matters that may be appropriate for amendment and the problems we see in those areas. In
particular, this testimony addresses eight separate issues: the standard for obtaining prospective
cell-site information, providing appellate jurisdiction for ex parte orders in criminal
investigations, clarifying the standard for issuing 2703(d) orders, extending the standard for non-
content telephone records to other similar forms of communication, clarifying the exceptions in
the Pen Register statute, restricting disclosures of personal information by service providers,
provider cost reimbursement, and the compelled disclosure of the contents of communications.

(1) Prospective cell-site information

One appropriate subject for further legislation is the legal standard for obtaining, on a
prospective basis, cell tower information associated with cell phone calls. Cellular telephones
operate by communicating through a carriet’s infrastructure of fixed antennas. For example,
whenever a user places or receives a call or text message, the network is aware (and makes a
record) of the cell tower and usually which of three pie-slice “sectors™ eovered by that tower
serving the user’s phone. This information, often called “cell-site information,” is useful or even
eritical in a wide range of eriminal cases, even though it reveals the phone’s location only
approximately (since it can only place the phone somewhere within that particular “cell” and
sector). Itis also often useful in early stages of criminal or national security investigations, when
the government lacks probable cause for a warrant.

The appropriate legal standard for obtaining prospcctive cell-site information is not
entirely uniform across the country. Judges in many districts issue prospective orders for eell-site
information under the combined authority of a pen/trap order under the Pen Register statutc and a
court order under ECPA based upon “specific and articulable facts.” (CALEA prohibits
providers from making wireless location information available “solely pursuant” to the Pen
Register statute.) Starting in 2005, however, some magistrate and district judges began rejecting
this approach and holding that the only option for compelled ongoing production of cell location
information is a search warrant based on probable cause. Courts’ conflicting interpretations of
the statutory basis for obtaining prospective cell-site information have created uncertainty
regarding the proper standard for compelled disclosure of cell-site information, and some courts’
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requirement of probable cause has hampered the government’s ability to obtain important
information in investigations of serious crimes. Legislation to clarify and unify the legal standard
and the proper mechanism for obtaining prospective cell-site information could eliminate this
uncertainty.

It should be noted that cell-sitc information is distinct from GPS coordinates gencrated by
phones as part of a carrier’s Enhanced 911 Phase II capabilities. Such data is much more precise,
although wireless carriers generally do not keep it in the ordinary course of business. When the
government seeks to compel the provider to disclose this sort of GPS data prospectively, it relics
on a warrant. When prosecutors seek to obtain prospective E-911 Phase Il geolocation data
(such as that derived from GPS or multilateration) from a wireless carrier, the Criminal Division
of the Justice Department recommends the use of a warrant based on probable cause. Some
courts, however, have conflated cell site location information with more precise GPS (or similar)
location information.

(2) Appellate jurisdiction for ex parte orders in criminal investigations

A second potential topic for legislation is to clarify the basis for appellate jurisdiction for
denials of warrants or other ex parte court orders in criminal or national security investigations.
Appellate review serves to clarify the law. Differences among district courts are typically
resolved through review by a court of appeals, and the normal way to resolve differences among
courts of appeals is through Supreme Court review. But under existing law, the government may
have no mechanism to obtain review of the denial of a court order or search warrant, even when
the denial is based primarily on questions of law rather than questions of fact.

The lack of clear jurisdiction for appeals of denials of ex parte orders in criminal cases
has led to some confusion in the federal courts. For example, although there are numerous
written opinions from magistrates and district courts on hybrid orders for prospective cell-site
information, there remains no appellate authority addressing this issue. Congress could examine
this issue further.
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(3) Clarifying the standard for issuing 2703(d) orders

A third potentially appropriate topic for legislation is to clarify the standard for issuance
of a court order under § 2703(d) of ECPA. ECPA provides that the government can usc a court
order under § 2703(d) to compel the production of non-content data, such as email addresses, IP
addresses, or historical location information stored by providers. These orders can also compel
production of some stored content of communications, although compelling content generally
requires notice to the subscriber.

According to the statute, “[a] court order for disclosure... may be issued by any court that
is a court of competent jurisdiction and shall issue only if the governmental entity offers specific
and articulable facts showing that there are reasonable grounds to believe that the contents of a
wire or electronic communication, or the records or other information sought, are relevant and
material to an ongoing criminal investigation.” 18 U.S.C. § 2703(d).

Until recently, no court had questioned that the United States was entitled to a 2703(d)
order when it made the “specific and articulable facts” showing specified by § 2703(d).
However, the Third Circuit recently held that because the statute says that a 2703(d) order “may”
be issued if the government makes the necessary showing, judges may choose not to sign an
application even if it provides the statutory showing. See In re Application of the United States,
620 F.3d 304 (3d Cir. 2010). The Third Circuit’s approach thus makes the issuance of § 2703(d)
orders unpredictable and potentially inconsistent; some judges may impose additional
requirements, while others may not. For example, some judges will issue these orders based on
the statutory “reasonable grounds” standard, while others will devise higher burdens.

In considering the standard for issuing 2703(d) orders, it is important to consider the role
they play in early stages of criminal and national security investigations. In the Wikileaks
investigation, for example, this point was recently emphasized by Magistrate Judge Buchanan in
the Eastern District of Virginia. In denying a motion to vacate a 2703(d) order directed to
Twitter, Judge Buchanan explained that “at an early stage, the requirement of a higher probable
cause standard for non-content information voluntarily released to a third party would needlessly
hamper an investigation.” In re 2703(d), 2011 WL 900120, at *4 (E.D. Va. March 11, 201 D).

Other statutes and rules governing the issuance of legal process, such as search warrants
and pen/trap orders, reguire a magistrate to issue legal process when it finds that the United
States has made the required showing. The Third Circuit’s interpretation of § 2703(d), under
which a court is free to reject the government’s application even when it meets the statutory
standard, is at odds with this approach. Legislation could address this issue.
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(4) Extending the standard for non-content telephone records to other similar forms of
communication

A fourth potential subject for legislation is the standard appropriate for compelling
disclosure of addressing information associated with communications, such as email addresses.
Traditionally, the government has used a subpoena to compel a phone company to disclose
historical dialed number information associated with a telephone call, and ECPA has followed
this practice. However, ECPA treats addressing information associated with cmail and other
electronic communications differently from addressing information associated with phone catls.
Although an officer can obtain records of calls made to and from a particular phone using a
subpoena, “to” and “from’” addressing information associated with email can be obtained only
with a court order or a warrant. This results in a different level of protection for the same kind of
information (e.g. addressing information) depending on the particular technology (e.g. telephone
or email) associated with it.

Addressing information associated with email is increasingly important to criminal
investigations as diverse as identity theft, child pornography, and organized crime and drug
organizations, as well as national security investigations. Moreover, email, instant messaging,
and social networking are now more common than telephone calls, and it makes sense to
examine whether there is a reasoned basis for distinguishing between the processes used to
obtain addressing information associated with wire and electronic communications. In addition,
it is important to recognize that addressing information is an essential building block used early
in criminal and national security investigations to help establish probable cause for further
investigative techniques. Congress could consider whether this is an appropriate area for
clarifying legislation.

(3) Clarifying the exceptions in the Pen Register statute

A fifth potential topic of Icgislation is to clarify the exceptions to the Pen Register statute.
The Pen Register statute governs the collection of “dialing, routing, addressing, or signaling
information” associated with wire or electronic communications. This information includes
phone numbers dialed and “to” and “from™ fields of email. In general, the statute requires a court
order authorizing such collection on a prospective basis, unless the collection falls within a
statutory exception.

It makes sense that a person using a communication service should be able to consent to
another person monitoring addressing information associated with her communications. For
cxample, a person receiving threats over the Internet should be able to consent to the government
collecting addressing information that identifies the source of those threats. And indeed, the Pen
Register statute does contain an exception for use of a pen/trap device with the consent of the
user. But there is an issue with the consent provision: it may only allow the use of the pen/trap
device by a provider of clectronic communication service, not the user or some other party

9
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designated by the user. So in the Internet threats example, the provider is the ISP, not the victim
herself or the government. If the provider is unwiiling or unable to implement the pen/trap
device, even with the user’s consent, the statute may prohibit the United States from assisting the
victim. Clarifying the Pen Register statute on this point may be appropriate.

(6) Restricting disclosures of personal information by service providers

A sixth potentially appropriate topic for legislation is the disclosure by service providers
of customer information for commercial purposes. Under § 2702(c)(6) of ECPA, there are
currently no explicit restrictions on a provider disclosing non-content information pertaining to a
customer or subscriber “to any person other than a government entity.” This approach may be
insufficiently protective of customer privacy. Congress could consider whether this rule strikes
the appropriate balance between providers and customers.

(7) Provider cost reimbursement

A seventh potential subject for legislation is ECPA’s § 2706 cost reimbursement
provision. Currently, ECPA does not require the government to pay providers when it obtains
“telephone toll records and telephone listings™ from a communications common carrier, unless
the information obtained is unusually voluminous or burdensome. Other than this narrow
category of information, ECPA requires the government to pay providers for producing
information under ECPA.

As an initial matter, ambiguity has arisen in the phrase “telephone toll records and
telephone listings,” as most users now have nationwide calling plans. Some phone servicc
providers claim that because of the billing methods they use, they do not maintain “toll records”
or “telephonc listings,” and thus they seek payment for all compliance with legal process.
Legislation could clarify this issue.

In addition, as criminals, terrorists, spies and other malicious actors shift from voice telephone to
other types of electronic communications, the category of “telephone toll records and tclephone
listings,” is diminishing in importance. Moreover, the cost to law enforcement to pay providers
for responding to subpocnas is substantial. For example, it is not unusual for the United States to
be billed $40.00 by a provider merely to produce a customer’s name, address, and related
identifying information. Congress may wish to consider the extent to which it remains
appropriate to require law enforcement agencies to pay for records of non-telephone forms of
communication.

(8) Compelled disclosure of the contents of communications

Finally, the eighth and last potentially appropriate topic for legislation is the standard for
compelling disclosure of the contents of stored communications. As noted above, we appreciate
that there are concerns regarding ECPA’s treatment of stored communications — in particular, the
rule that the government may use lawful process short of a warrant to obtain the content of
emails that are stored for more than 180 days. Indeed, some have argued recently in favor of a

10
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probable cause standard for compelling disclosure of all such content under all circumstances.
Because communication services are provided in a wide range of situations, any simple rule for
compelled disclosure of contents raises a number of serious public safety questions. In
considering whether or not there is a need to change existing standards, several issues are worthy
of attention.

First, current law allows for the acquisition of certain stored communications using a
subpoena where the account holder receives prior notice. This procedure is similar to that for
paper records. If a person stores documents in her home, the government may use a subpoena to
compel production of those documents. Congress should consider carefully whether it is
appropriate to afford a higher evidentiary standard for compelled production of electronically-
stored records than paper records. ) ’

Second, it is important to note that not all federal agencies have authority to obtain search
warrants. For example, the Securities and Exchange Commission (SEC) and Fedcral Trade
Commission (FTC) conduct investigations in which they need access to information stored as the
content of email. Although those entities have authority to issue subpoenas, they lack the ability
to obtain search warrants. Raising the standard for obtaining stored email or other stored
communications to a search warrant could substantially impair their investigations.

Third, Congress should recognize the collateral consequences to criminal law
enforcement and the national security of the United States if ECPA were to provide only one
means - a probable cause warrant — for compelling disclosure of all stored content. For example,
in order to obtain a search warrant for a particular email account, law. enforcement has to
establish probable cause to believe that evidence will be found in that particular account. In
some cases, this link can be hard to establish. In one recent case, for example, law enforcement
officers knew that a child exploitation subject had used one account to send and receive child
pornography, and officers discovered that he had another email account, but they lacked evidence
about his use of the second account.

Thus, Congress should consider carefully the adverse impact on criminal as well as
national security investigations if a probable cause warrant were the only means to obtain such
stored communications.



221

* kK

In concluston, these topics appear appropriate for further clarification or legislation, but [
want to emphasize that Congress should take care not to disrupt the eurrent balance of interests
that is reflected in ECPA. ECPA is complex because our nation’s communications systems are
complex, and because governing the government’s access to that system must resolve competing
interests between privacy, innovation, international competitiveness, public safety and the
national security in many different contexts. When making changes to ECPA, public safety,
national security, and legitimate privacy interests must not be compromised.

The Department of Justice stands ready to work with the Committee as it considers
whether changes to ECPA are called for. But we urge Congress to proceed with caution.
Congress must protect privacy and foster innovation, but it also should refrain from making
changes that would unduly impair the government’s ability to obtain critical information
necessary to build criminal, national security, and cyber investigations.

Law enforcement agents and prosecutors have extensive experience with actual
application of ECPA, and this experience can serve as an important resource in evaluating the
tangible impact of changes to ECPA. We appreciate the opportunity to discuss this issue with
you, and we look forward to continuing to work with you.

This concludes my remarks. I would be pleased to answer your questions.
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April 12,2011
The Honorable Lanny Breuer
Assistant Attorney General
Criminal Division
U.S. Department of Justice
950 Pennsylvania Avenue, NW
Washington, DC 20530

Dear Assistant Attorney General Breuer:

This month, two independent events underscored our nation’s need for stronger digital
privacy protections. On Friday, April 1, one of the nation’s largest digital marketing companies,
Epsilon Data Management, LLC, announced that hackers had breached their security systems
and stolen millions of consumers’ email addresses. The following Monday, public securities
filings revealed what appears to be an investigation by the U.S. Attomey’s Office of New Jersey
into allegations that certain smartphone applications were collecting sensitive consumer
information and disclosing it to third parties unbeknownst to consumers. This information
ranged from users” phone numnbers to their friends lists to their geographic location. The alleged
conduct in both cases will likely be investigated under a single statute called the Computer Fraud
and Abuse Act (CFAA), 18 U.S.C. § 1030. See Amir Efrati, Scott Thurmn and Dionne Searcey,
Mobile-App Makers Face U.S. Privacy Investigation, The Wall Street Journal, April 5,2011.

These allegations raise broad questions about the need to better protect Americans’
digital information and give them greater awareness and control over that information. They also
highlight potential ambiguities and limitations of the CFAA which create uncertainties for
industry and limit safeguards for consumers. In light of these incidents, we are writing to ask
that you do everything possible to ensure that this specific statute is enforced effectively and
transparently. Specifically, we ask that you clarify the Department’s understanding of the scope
of the CFAA’s consumer protection provisions, update the Department’s prosecutorial guidance
for the statute, and indicate to us where additional funding or legislation may be needed.

First, while the hacking of Epsilon would appear to be a clear violation of the CFAA, the
application of that statute can be ambiguous in other circumstances. In addition to covering
outsider hacking activities, the CFAA also covers situations where an insider who already has
access to a computer “exceeds authorized access” to obtain information from that computer.
Where there is a privacy policy, employee contract, or other document laying out the scope of an
individual or entity’s authorization to access a computer, courts have found it easy to determine
whether someone has exceeded their authorized access and violated the CFAA. See, e.g. EF
Cultural Travel BV v. Explorica, 274 F.3d 577 (st Cir. 2001) (defining scope of authorization
based on a confidentiality agreement).
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But where there isn’t a document clearly laying out the scope of authorization, the law is
more unclear. As the Department itself has acknowledged, federal circuits are split on the
question of whether limits on authorized access can be inferred from the relationship between the
user and the entity accessing the user’s computer. Compare EF Cultural Travel BV v. Zefer
Corp., 318 F.3d 58 (1st Cir. 2003) (refusing to limit authority based on “reasonable
expectations” test), with United States v. Phillips, 477 F.3d 215, 219 (5th Cir. 2007) (“Courts
have... typically analyzed the scope of a user’s authorization to access a protected computer on
the basis of the expected norms of intended use or the nature of the relationship established
between the computer owner and the user.”). Because many smartphone apps lack privacy
policies, many of the applications being investigated by the U.S. Atiorney’s Office may fall into
this legal gray area.

We write to ask the Department to clarify how it determines the scope of authorization
under the CFAA in the absence of a written policy or agreement addressing the issue. We
further ask that the Department communicate this interpretation to consumers, prosecutors, and
industry stakeholders. We believe that a clear statement on the application of the CFAA in these
circumstances will help consumers know their rights, help industry develop new products and
services, and help law enforcement take action against bad actors.

Second, we also think it is important for all prosecutors to be aware that the Computer
Fraud and Abuse Act protects more than traditional desktop and laptop computers. The
definition of “computer” in the CFAA is a broad one and the U.S. Court of Appeals for the
Eighth Circuit recently reaffirmed that the CFAA protects smartphones and a broad range of
other electronic devices. See U.S. v. Kramer, 2011 WL 383710 (8th Cir. 2011). We ask that the
Department update its Prosecuting Computer Crimes manual to reflect this recent federal court
precedent. Establishing that the CFAA covers smartphones and other electronic devices will
help U.S. Attorneys and Department officials rccognize and stop violations of the CFAA’s
modest protections.

Finally, we write to ask how we as the Senate can help you enforce this critical protection
of Americans’ security and privacy. Does the CFAA require updating in light of the Epsilon
breach and the smartphone app allegations? Are there other areas of the law that should be
enhanced to better protect digital privacy? Does the Computer Crime and Intellectual Property
Section have the resources it needs to protect Americans from online criminals?

Your work is critical to Americans” digital privacy. We welcome the opportunity to
support you in this important endeavor.

Sincerely,
m : ;
Al Franken Richard Blumenthal

United States Senator United States Senator



224

AL FRANKEN SuiTe
MINNESOTA S$H-320
202-224-5641

WMnited Dtates Senate

WASHINGTON, DC 20510-2308

April 20, 2011

Mr. Steve Jobs
1 Infinite Loop
Cupertino, CA, 95014

Dear Mr. Jobs,

I read with concern a recent report by security researchers that Apple’s iOS 4 operating
system is secretly compiling its customers’ location data in a file stored on iPhones, 3G iPads,
and every computer that users used to “sync” their devices. According to the researchers, this
file contains consumers” latitude and longitude for every day they used an iPhone or 3G iPad
running the 108 4 operating system—sometimes logging their precise geo-location up to 100
times a day. The researchers who discovered this file found that it contained up to a year’s worth
of data, starting from the day they installed the i0S 4 operating system. What is even more
worrisome is that this file is stored in an unencrypted format on customers’ iPads, iPhones, and
every computer a customer has used to back up his or her information. See Alasdair Allen & Pete
Warden, Got an iPhone or 3G iPad? Apple is Recording Your Moves (Apr. 20, 2011), available
at http://radar.oreilly.com/2011/04/apple-location-tracking.html.

The existence of this information-—stored in an unencrypted format-—raises serious
privacy concerns. The researchcrs who uncovered this file speculated that it generated location
based on cell phone triangulation technology. If that is indeed the case, the location available in
this file is likely accurate to 50 metcrs or less. See Testimony of Michael Amarosa, Before the
House Judiciary Committee, Subcommittee on the Constitution, Civil Rights and Civil Liberties,
June 24, 2010 at page 7 available at http://judiciary.house.gov/hearings/pdf/Amarosal 00624.pdf.
Anyone who gains aceess to this single filc could likely determine the location of a user’s home,
the businesses he frequents, the doctors he visits, the schools his children attend, and the trips he
has taken—over the past months or even a year. Cf People v. Weaver, 909 N.E.2d 1195, 1199-
1200 (N.Y. 2009) (*What this technology yields and records with breathtaking quality and
quantity is a highly detailed profile, not simply of where we go, but by easy inference, of our
associations ... and of the pattern of our professional and avocational pursuits.”).

Moreover, because this data is stored in multiple locations in an unencrypted format,
there are various ways that third parties could gain aceess to this file. Anyone who finds a lost or
stolen iPhone or iPad or who has access to any computer used to sync one of these devices could
easily download and map out a customer’s precise movements for months at a time. It is also
entirely conceivable that malicious persons may create viruses to access this data from
customers” iPhones, iPads, and desktop and laptop computers. There are numerous ways in
which this information could be abused by criminals and bad actors. Furthermore, there is no
indication that this file is any different for underage iPhone or iPad users, meaning that the
millions of children and teenagers who use iPhone or iPad devices also risk having their location

WYW.FRANKEN.SENATE.GOV
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collected and compromised. An estimated 13% of the 108 million iPhones and 19 million iPad
devices sold are used by individuals under the age of 18, although some of these devices may not
have been upgraded to 10S 4. See AdMob, 4dMob Mobile Metrics Report at 5 (Jan. 2010),
available at http://metrics.admob.com/wp-content/uploads/2010/02/ AdMob-Mobile-Metrics-
Jan-10.pdf; Complaint of Apple Inc. v. Samsung Electronics, CV-11-1846 at 4-5 (N.D. Cal. Apr.
15,2011).

These developments raise several questions:

1. Why does Apple collect and compile this Jocation data? Why did Apple choose to
initiate tracking this data in its iOS 4 operating system?

2. Does Apple collect and compile this location data for laptops?
3. How is this data generated? (GPS, cell tower triangulation, WiFi triangulation, etc.)

4. How frequently is a user’s location recorded? What triggers the creation of a record of
someone’s location?

5. How precise is this location data? Can it track a user’s location to 50 meters, 100 meters,
etc.?

6. Why is this data not encrypted? What steps will Apple take to encrypt this data?

7. Why were Apple consumers never affirmatively informed of the collection and retention
of their location data in this manner? Why did Apple not seek affirmative consent before
doing so?

8. Does Apple believe that this conduct is permissible under the terms of its privacy policy?
See Apple Privacy Policy at “Location-Based Services” (accessed on April 20, 2011),
available at www.apple.com/privacy.

9. To whom, if anyone, including Apple, has this data been disclosed? When and why were
these disclosures made?

I would appreciate your prompt response to these questions and thank you for your
attention to this matter.

United States Senator
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WASHINGTON LEGISLATIVE OFFICE

915 15th Street, NW Washington, D.C. 20005
{202} 544-1681 Fax (202) 546-0738

Chairman Franken, Ranking Member Coburn, and Members of the Committee:

The American Civil Liberties Union (ACLU) has more than half a million members,
countless additional activists and supporters, and fifty-three affiliates nationwide. We are one of
the nation’s oldest and largest organizations advocating in support of individual rights in the
courts and before the executive and legislative branches of government. In particular,
throughout our history, we have been one of the nation’s foremost protectors of individual
privacy. We writc today to applaud the committee for its focus on the privacy issues in mobile
technologies and to describe the particular need for reform in the use of location tracking
information by law enforcement.

While the increased use of smart phones raises a number of privacy issues it is imperative
that the committee keep as a central focus law enforcement access to location information.
Specifically that all such access should require a warrant issued by a court based on probable
cause.

Unregulated location tracking poses a real, immediate, and universal danger to
Americans’ privacy. Because of the prevalence of mobile phones in modern society, cvery
American is carrying a portable tracking device, one that can be used to reveal his or her current
and past location. Whether it is a visit to a therapist or liquor store, church or gun range, many
individuals’ locations will be available cither in real time or months later. Recent reports
showing the extent to which Apple iPhones and smartphones running Google’s Android
operating system have been tracking and storing their users” location information were shocking
to many and have created a public outcry. However we cannot focus on these two companies
alone. Location tracking practices arc widespread and fundamental to the provision of mobile
communications services. Because of the sensitivity and invasiveness of location records, law
enforcement agents should always be required to obtain a judicially-authorized warrant and show
probable cause, no matter the technology employed or the age of the records.

Unfortunately, the government frequently obtains location tracking information without
first obtaining a warrant and establishing probable cause. Law enforcement has obtained
location information since at least the late 1990°s’ but more than a decade later we still have no
uniform standard for when law enforcement can access to this information. While the
Dcpartment of Justice (DOJ) has issued recommendations setting out when prosecutors should

! See, e.g. United States v. Cell Site, Case No. 99-00162 (S.D. Tex. Feb. 10, 1999); United States v. Cell Site Info,
Case No. 00-02871 (S.D. F1. May 28, 1999).
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show probable cause, United States Attorneys are apparently free to ignore these
recommendations, and some have chosen to do so. Worse the government seems to have
engaged in a coordinated effort to prevent the creation of a uniform standard by refusing to seck
appellate court decisions on the issue. This legal maneuvering has prevented public debate and
allowed the entrenchment of a practice inconsistent with our constitutional principlcs.

Congress is the only branch of government that is well-positioned to ensure a respect for
privacy in the face of new mobile tracking technologies. The Executive Branch has proven itself
unwilling to show probable cause. The courts are not well-equipped to do so because the
government chooses not to appeal lower court decisions, thereby frustrating development of the
law. Accordingly, Congress must act. While some of the technical details are complicated, the
principle is simple: almost every American is carrying a portable tracking device and if
Americans are to continue enjoying a robust right of privacy, Congress should update the
Electronic Communications Privacy Act (ECPA) to clarify that the government must obtain a
warrant based on a showing of probable cause to track these devices.

Current Location Technology

As of December 2010, there were an estimated total of 302 million cell phone service
subseribers in the United States.” Whenever these subscribers have their cell phones on, the
phones automatically scan for the cell tower and the sector of that tower that provides the best
reception and, approx1mately every seven seconds, the phones register their location information
with the network.® The carriers keep track of the registration information in order to identify the
cell tower through which calls can be made and received. The towers also monitor the strength
of the telcphone’s signal during the progress of the call, in order to manage the hand-off of cails
from one adjacent tower to another if the caller is moving during the call.*

The cell phone technology yields several types of location information of interest to law
enforcement officers. The most basic type of data is “eell site” data, or “cell site location
information,” which refers to the identity of the cell tower from which the phone is recciving the
strongest signal at the time and the sector of the tower facing the phone.’ This data is less
accurate because it relies on simple proximity to a cell phone tower so it can be anywhere from a

* See CTIA The Wircless Association, CTIA s Semi-Annual Wireless Industry Survey (2010) at S, available at
htrp fiiles ctio ore/pdfCTIA SurveyYear_End 2010 Graphics pdf.
* See In the Matter of the Application of the United States of America for an Order Directing a Provider of
Electronic Communication Service to Disclose Records to the Government, 534 F. Supp. 2d 585, 589-90 (W.D. Pa.
2008) (Lenihan, M.J.), aff"d, No. 07-524M, 2008 WL 4191511 (W.D. Pa. Sept. 10, 2008), appeal docketed, No. 08-
4227.
* See Decl. of Henry Hodor at 7 n.6, available at
bttp/www achu.org/pdfs/freespeech/cellfola release 4805 001_20091022.pdf The Hodor Declaration offers a
technical overview of how cell tracking is accomplished. The ACLU obtained it pursuant to an ongoing Freedom of
Information Act lawsuit that it filed with the Electronic Frontier Foundation to access records related to the
govcrnmeni s use of cell phone tracking. See ACLU v. DOJ, No. 08-1157 (D. D.C. filed July 1, 2008).

> See, e.g., In the Matter of the Application of the United States of America for an Order Authorizing the Disclosure
of Prospective Cell Site Information, 412 . Supp. 2d 947, 948-49 (E.D. Wis. 2006) (Caltahan, M.J.); In the Matter
of the Application of the United States of America for an Order Authorizing (1) Installation and Use of a Pen
Register and Trap and Trace Device or Process, (2) Access to Customer Records, and (3) Cell Phone Tracking, 441
F. Supp. 24 816, 827 (S.D. Tex. 2006) (Smith, M.J.).
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200 meter to 30 kilometer (656 feet to 18 miles) radius from the tower.® This range is shrinking,
as the number of active cellular towers is increasing by 11.5 % each ye:ar,7 Currently some cell
sites only cover limited areas, such as tunnels, subways, and specific roadways.® Further
improvement in precision can be expected given the explosive demand for wireless technology
and its new services, to the point that “[t]he gap between the locational precision in today’s
cellular call detail records and that of a GPS tracker is closing, especially as carriers incorporate
the latest technologics into their networks,”

Beyond basic cell site location information, cellular service providers have the capacity
and the obligation under the Wireless Communications and Public Safcty Act of 1999 to create
and disclose even more precise location information for E911 calls.'® Cell phone providers
generate this data in two ways. First, under the “network-based approach,” the providers
triangulate information regarding the strength of the signals from the cellular towers nearest to
the phone.'" Under Federal Communications Commission (FCC) guidelines, this information
must ll)ze accurate within 100 meters for 67% of calls and within 300 meters for 95% of calls by
2012.

The second approach is to track the location of the cell phone using its GPS capabilities. "
The FCC requires the GPS to be accurate within 50 meters for 67% of calls and within 150
meters for 95% of calls by 2012."* This GPS is often much more accurate, frequently within a
few meters. "

The recent reports of Google’s and Apple’s location tracking practices show the detail of
information companies are capable of collecting. Secunty analyst Samy Kamkar found that an
HTC Android phone collected location information every few seconds and transmitted the data
to Google at least several times an hour.'® In addition to the location, the phone was transmitting
the name, location and signal strength of nearby Wi-Fi networks and a unique phone identifier.
Apple says it “intermittently” collects location data, including Wi-Fi networks and transmits that
data to itself every 12 hours. It was impossible to disable the tracking file on iPhone even when
disabling location services. 1

® But sometimes, depending on topography or other impediments to transmission, a phone receives the strongest
signal from a cellular tower other than the one that is closest to it. Hodor Decl., supra, at 7-8.
7 See CTIA, supra, at 9.
8 See Thomas Parley and Ken Schmidt, Cellular Telephone Basics: Basic Theory and Operation,
/i ies/i i ion/ (last accessed Dec. 21, 2009).

? Hcarmg on FCPA Reform and the Revolution in Location Based Technologies and Services Before the Subcomm.
on the Constitution, Civil Rights, and Civil Liberties of the H. Comm. on Judiciary, 111th Cong. (2010) (statement
of Professor Matt Blaze at 13-14), hitp:/judiciary house. gov/hearings/pdf/Blaze 100624.pdf (hereinafter, “Blaze
testimony™).
' Pub. L. No. 106-81, 113 Stat. 1286 (1999)
! See Note, Who Knows Where You've Been? Privacy Concerns Regarding the Use of Cellular Phones as Personal
Locators, 18 Harv. J. L. & Tech. 307, 308-10 (2004); See, e.g., In re Application for Pen Register and Trap/Trace
Device with Cell Site Location Authority, 396 F. Supp. 2d 747, 749-51 (5.D. Tex. 2005) (Smith, M.1.).
2 47 C.F.R. § 20.18(0)1)(E).
13 See Who Knows Where You've Been?, supra, at 308.
¥ 47 C.F.R. § 20.18(0)(1)Gi).
5 Mario Aguilar, GPS Power-Up: Get Ready for New Sense of Place, Wired, Aprit 19, 2010
?: Valetino-Devries, Jeanifer, [Phone Stored Location in Test Even if Disabled, Wall Street Journal, April 25, 2011

Id.
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In addition some of the most popular “apps™ are selling users” personal information
including GPS location to third parties. Earlier this year the popular online radio service
Pandora, received a subpoena from a federal grand jury investigating whether they were sharing
information about their users with advertisers and other third parties. Last month the Wall Street
Journal reported that 47 apps transmitted the phone's location in some way.

This tracking is likely to become even more accurate in the near future. As discussed
above, the number of cell towers is increasing rapidly. '* Furthermore, “[GPS] technology is
rapidly improving so that any person or object . . . maybe tracked with uncanny accuracy to
virtually any interior or exterior location, at any time and regardless of atmospheric
conditions.””

Current Legal Practices for Accessing Location Information

Unfortunately, it remains unclear under what circumstances federal prosecutors obtain a
warrant and show probable cause to access cell phone location information, and under what
circumstances courts have held that this is the legal minimum showing and process required
under the law. Although DOIJ has issued guidelines for prosecutors that require probable cause
in some circumstances, these are not consistently followed. Because the vast majority of judicial
decisions on point are sealed, and those limited number that are public are in conflict, the state of
the law is unclear. Federal prosecutors generally decline to appeal adverse rulings to circuit
courts. Clarity is unlikely anytime soon unless Congress acts.

Department of Justice Standards

The Department of Justice asserts it should have access to most kinds of location
information without having to obtain a warrant and show probable cause. Instead, DOJ argues
that the government should be able to obtain most cell phone location information by
demonstrating to a judge or magistrate only that the information is relevant and material to an
ongoing criminal investigation. According to testimony before this committee and a document
obtained by the ACLU and the Electronic Frontier Foundation (EFF) through a FOIA request, it
is DOJ’s policy to obtain mobile location information under the following standards:*'

Historical Records Real-time Surveillance

Cell-site data Relevant and material Relevant and material

'® Efrati, Thurm, and Searcey, Mobile-App Makers Face U.S. Privacy Investigation, Wall Street Journal, April 5,
2011

Y Soe CTIA, supra, at 9.

* People v. Weaver, 12 N.Y.3d 433, 441 (N.Y. 2009).

# Mark Eckenweiler, Current Legal Issues In Phone Location, slide 20, available at
hitp://www.acly.org/pdty/freespeech/| Seclifoia_release CRM-200800622F 06012009.pdf and U.S. Congress,
Hearing of the Senate Judiciary Committee, The Electronic Communications Privacy Act: Government Perspectives
on Protecting Privacy in the Digital Age, Written Statement of Associate Deputy Attomey General James A. Baker,
April 6,201 1.
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GPS, triangulation N/A (because usually doesn’t | Probable cause
exist)

According to internal DOJ documents, the Department maintains that the government need not
obtain a warrant and show probable cause to track people’s location with only one exception:
real-time GPS and triangulation data. Since at least 2007, DOJ has recommended that U.S.
Attorneys around the country obtain a warrant bascd on probablc cause prior to engaging in these
forms of cell phone tracking.”

In testimony before this Committee, DOJ has amplified that position by saying: “When
prosecutors scek to obtain prospective E-911 Phase Il geolocation data (such as that derived from
GPS or multilateration) from a wireless carrier, the Criminal Division of the Justice Department
recommends the usc of a warrant based on probable cause” (emphasis added).”® Focusing
attention on the word ‘recommends’ is critical because not all U.S. Attoneys” offices obtain a
warrant and show probable cause even in the limited circumstances in which DOJ recommends
that they do s0.* The ACLU’s and EFF’s FOIA litigation revealed that U.S. Attorneys’ offices
in the District of New Jersey and the Southern District of Florida have obtained even the most
precise cell tracking information without obtaining a warrant and showing probable cause.”
Because the FOIA focused on only a small number of U.S. Attorneys’ offices around the
country, it may well be that many other offices also do not follow DOJ’s recommendation.

In fact, this practice may be widespread. There are no published legal opinions on the
lawfulness of warrantless cell phone tracking in either the District of New Jersey or the Southern
District of Florida, and yet the FOIA litigation proved conclusively that cell phone tracking
occurs in those districts and indeed that federal prosecutors do not feel obligated to show
probable cause even where DOJ recommends it. In the vast majority of judicial districts in this
country, there are no decisions addressing cell phone tracking, yet cell phone tracking was
occurring in every district subject to the FOIA, even where there is no published opinion setting
out the circumstances in which the practice is permissible.”® Given that cell phone tracking is
now a decades-old law enforcement technique that has proven useful, we must assume
authoritics use it in all or essentially all parts of the country, most frequently under an unknown
standard.

Procedures for Gathering Location Information

** Email from Brian Klebba, GPS or “£-91-data” Warrants, November 17, 2009, available at
hitp:/Awww.aclu.org/pdfs/freespeech/celifoia_dojrecommendation.pdf.

# U.S. Congress, Hearing of the Senate Judiciary Committee, The Electronic Communications Privacy Act:
Govemnment Perspectives on Protecting Privacy in the Digital Age, Written Statement of Associate Deputy Attorney
General James A. Baker, April 6, 2011.
* Letter from William G. Stewart I, to ACLU, Mobile Phone Tracking (Items 3-5)/DNJ, Dee. 31, 2008, available
at http//www.aclu org/pdis/freespeech/cellfoia_released 074132 12312008.pdf; Letter from William G. Stewart 1
to Catherine Crump, Mobile Phore Tracking(ltems 3-5)FLS, Dec. 31, 2008, available at
gx'tl'p:.r".-"'www.achmrvfndﬁ%"ﬁ'eespcech/«;e]I!'oia released 074135 12312008.pdf.

> 1d.

» http/fwww.aclu.org/free -speech/aciu-fawsuit-uncover-records-cell-phone-tracking
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The reason there is so little information available arises in part from the unique
procedural posture in which cell phone tracking applications reach courts. For legitimate
reasons, applications to track cell phones are often filed under seal. Law enforcement agents
sometimes need to prevent the targets of government surveillance from learning that they are
investigative subjects.

However, the orders granting or denying surveillance applications also are often also
filed under seal, routinely with the notation “until further order of the Court.™’ Because there is
no end date on sealing, and no one other than the government and court know the contents of the
order, in most cases there is no one with both the motivation and the knowledge to move to
unseal them. Public access to the courts would be better served were judges to require that
redacted copics of both the applications and orders be filed publicly. This would allow the
public to know the legal standards applied by the courts.

This is an unfortunatc break with the usual working of the judiciary, where a commitment
to transparency is not only embodied in the common law right of access but also constitutionally
required by the First Amendment.” Some magistrate judges such as the Honorable Stephen
Wm. Smith, who has testified before Congress on the issue, are notable exceptions to this trend.
Judge Smith has issued an opinion putting an end to indefinite sealing of the surveillance orders
he is called upon to issue.”

Ex parte adjudication of cell phone tracking applications also contributes to the dearth of
published legal opinions on the subject. Ex parte proceedings — when the government presents
its arguments in favor of surveillance without presentation of any opposing argument — will favor
unpublished decisions because there is no motivation for the only party present, the government,
to ask the court to issue a public decision. The ACLU and others have tried to remedy the
situation by offering to submit amicus briefs to present the pro-privacy viewpoint.

Unfortunately, because many applications for surveillance are so time-sensitive that they must be
acted on immediately, some judges have taken the position that there is unlikely to be a practical
way to permit amicus participation.™

Reaction from the Judiciary

From the few published opinions available, it is apparent that courts do not always find in
favor of the government position that it need not obtain a warrant based on probable cause for
some forms of cell phone tracking. In fact, the government frequently loses. A “strong
majority” of district and magistrate judges have concluded in recently published opinions that the
government lacks statutory authority to obtain real-time cell site location without a showing of

T nre Sealing and Non-Disclosure of Pen/Trap/2703(d) Orders, 562 F. Supp. 2d 876, 878 (S.D. Tex. 2008}
(Smith, 1.)

# Press-Enterprise Co. v. Superior Court of California, 478 U.S. 1, 8 (1986)

® In re Sealing and Non-Disclosure of Pen/Trap/2703(d) Orders, 562 F. Supp. 2d 876, 891 (S.D. Tex. 2008)
(Smith, J.) (holding that “documents authored or generated by the court itself” are entitied to heightened public
access rights)

0 See, e.g., Letter from Hon. David Martin and Hon. Lincoln Almond to ACLU, Cell phone tracking, Mar. 12, 2010
(on file with author).
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probable cause.’ Because the government has never followed through on an appeal of an
adverse decision addressing real-time tracking, no circuit court has had the opportunity to review
these holdings.

The government did appeal an adverse decision addressing historical information. Ina
decision joined by all of the magistrate judges in the Western District of Pennsylvania, a
magistrate judge there held that government rcquests for court orders requiring mobile carriers to
disclose their customers’ location information must be based upon probable cause.*® After the
decision was summarily affirmed by the district court, the government appealed to the Third
Circuit. In a decision issued this month, the circuit concluded that judges have “the option to
require a w}a}rrant showing probable cause,” although it cautioned that “it is an option to be used
sparingly.”

Until the action by the magistrate judges in the Western District of Pennsylvania forced
the government’s hand — by making it impossible to get an order under the “relevant and
material” standard in that district —a location tracking case had never been appealed to the
appellate court in any circuit. By not appealing, federal prosecutors avoid binding precedent
which might tie the government’s hands in further cases.”* Decisions by magistrate judges and
district court judges are not binding precedent, even on other judges of the same district court.*®
So long as there are at least some judges in a district who believe that warrantless cell phone
tracking is permissible, the government will be able to get its applications approved at least some
of the time.

This is cxactly the situation in the Southern District of New York, where one district
court judge has approved warrantless real-time cell phone tracking in the absence of probable
cause and another has held that probable cause is requircd.36 Although the government initially
filed a notice of appeal with regard to the adverse ruling, after the ACLU received permission to
submit an amicus brief in the Second Circuit, the government sought and obtained multiple
extension requests and then voluntarily dismissed its appeal.37 Judges in the Eastern District of

3 In re Applications of the United States of America for Orders Pursuant to Title 18, United States Code, Section
2703(d}, 509 F. Supp. 2d 76, 78 (D. Mass. 2007} (Stearns, D.J.).

%2 In The Matter Of The Application Of The United States Of America For An Order Directing A Provider Of
Electronic Communication Service To Disclose Records To The Government, 534 F.Supp.2d 585, 585-86 (W.D. Pa.
2008).

** In The Matter Of The Application Of The United States Of America For An Order Directing A Provider Of
Electronic Communication Service To Disclose Records To The Government, No. 08-4227, F.3d __ (3d Cir.
Sept. 7, 2010).

* In the Matter of the Application of the United States of America for an Order Authorizing (1) Installation and Use
of a Pen Register and Trap and Trace Device or Process, (2} Access to Customer Records, and (3) Cell Phone
Tracking, 441 F. Supp. 2d 816, 827-28 (5.D. Tex. 2006) (Smith, M.J.).

* Federal Trade Commission v. Tariff, 584 F.3d 1088, 1092 (D.C. Cir. 2009).

3 Compare Inre: A pplication of the United States of America for an Order for Prospective Cell Site Location
Information on a Certain Cellular Telephone, 460 F. Supp. 2d 448 (S.D.N.Y. 2006) {Kaplan, D.J.) with In the
Matter of an Application of the United States of America for an Order Authorizing the Use of a Pen Register With
Caller Identification Device Cell Site Location Authority on a Cellular Telephone, 2009 WL 159187 (S.D.N.Y.
2009) (McMahon, D.J).

*7 In re application for a cell site order, Case No. 09-0807 (2d Cir. docketed Feb. 27, 2009).
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New York also split on the question, and only prosecutors and the courts know how this issue is
handled in the majority of the country where there are no published opinions.38

The state of the law regarding cell phone tracking is characterized by secrecy and
contradictory rulings. This is precisely the opposite of the uniformity and openness that are
comnerstones of the rule of law in the United States.

Resulting Harms

In addition to frustration and lack of transparency, this low legal standard has already led
to misuse by law enforcement. A recent Newsweek article highlighted the problem:

Some abuse has already occurred at the local level, according to telecom lawyer Gidari. One
of his clients, he says, was aghast a few years ago when an agitated Alabama sheriff called the
company's employees. After shouting that his daughter had been kidnapped, the sherff
demanded they ping her cell phone every few minutes to identify het location. In fact, there
was no kidnapping: the daughter had been out on the town all night. A potentially more
sinister request came from some Michigan cops who, purportedly concerned about a
possible "riot,” pressed another telecom for information on all the cell phones that were
congregating in an area where a labor-union protest was expected.”

1t is likely that these examples are the simply the tip of the iceberg. As described cxtensively
above, much of this tracking is happening in secret and for the most part the parties involved
don’t have any incentive to draw attention to it: law enforcement wants to limit discussion of
their investigatory techniques and telecommunications carriers are afraid of spooking their
customers.

In addition to abuse, location tracking has also led to the creation of an entire surveillance
apparatus, much of it outside the public view. It came to light last year that:

Sprint Nextel has even set up a dedicated Web site so that law-enforcement agents can
access the records from their desks—a fact divulged by the company's "manager of
electronic surveillance” at a private Washington security conference last October. "The tool
has just really caughr on fire with law enforcement,” said the Sprint executive, according to a
tape made by a privacy activist who sneaked into the event.’

This allows detailed disclosure of an individual’s movements to law enforcement with a elick of
a mouse.

5 Compare 396 F. Supp. 2d 294 (E.D.N.Y. 2005) (Orenstein, M.J.) (probable causc for prospective tracking) and
2009 WL 1530195 (E.D.N.Y. 2009) (Pollak, M.1.), (probable cause for prospective tracking, reversed by Judge
Garaufis) with 2009 WL 1594003 (E.D.N.Y. 2009) (Garaufis, D.J.} (no probable cause necessary for prospective
tracking).
iz Michael Isikoff, The Snitch in Your Pocket, Newsweek, Feb. 19, 2010.

Id.



235

In the mosl recent example, the ACLU and EFF filed an amicus brief last year in the case
of US. v. Soto.*' The FBI sought and received tracking information without a warrant, not just
for the criminal defendant, but for about 180 other people. Because the government’s
surveillance application is apparently under seal, the details remain unclear. But it appears that
the government took the dragnet approach of getting location information for a large number of
innocent people in order to figure out the very small number of people who were involved in the
underlying crime.

This is even more troubling in light of the FBI policy on record retention. This exchange
is from FBI Director Robert Mucller’s appearance before an oversight hearing of the House
Judiciary Committee in May 2009:

Mr. NADLER. You keep for 20 years information about innocent people, private
information that you have collected in the course of an investigation in which it turns out
they had nothing to do with.

Mr. MUELLER. We may well undertake an-—an allegation may come in as to the
involvement of a person in a mortgage fraud scheme. We go and investigate, find that that
person is innocent, the allegation is false, we keep those records, yes.”

So the collection of the movements and habits of innocent people — regardless that it has no
bearing on a criminal investigation - will remain part of an FBI profile for 20 years.

The mass tracking in Soto is not an isolated incident of overreaching by the FBI. It is just
one manifestation of the “communities of interest” approach the government has adopted to
tracking down criminals. According to Albert Gidari’s testimony before the House Judiciary
Committee last year:

The following issues are faced by service providers every day in response to government
demands for acquisition and use of location Information:

d. Target v. Associates (hub and spokes). Regardless of the legal standard applicable to
the target phone, what standard applies to obtain the location information for all those with
whom the target communicates? It is common in hybrid orders for the government to
seek the location of the community of interest — that is, the location of persons with
whom the target communicates (emphasis add(,d)

' Brief of Amici Curiae in Support of Motion To Suppress, United States v. Soto, Case No. 09-¢r-200 (D. Conn.
June 18, 2010), available at hitp:/fwww.acluorefiles/assets/2010-6-18-USvSoto- AmiciBrief.pdf.

* Federal Bureau of Investigation: Hearing Before the H. Judiciary Comm., }1 it Cong. 35-36 (2009) (statement of
Robert Mueller, Director, FBI).

® Electronic Communications Privacy Act Reform: Hearing Before the Subcomm. on the Constitution, Civil Rights
and Civil Liberties, 111" Cong. (2010) (statement of Albert Gidari, Partner, Perkins Coie LLP).
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This type of mass, generalized surveillance raises the prospect that the movements and habits of
many innocent people are tracked and stored for decades.*

Conclusion

It has been, and continucs to be, the practice of the government to obtain very private and
sensitive information based on a very low legal standard — relevance and materiality — and, at
least in the case of the FBI, to store it for decades. The government has gone to great lengths to
preserve this authority, even to the extent of giving up the power in particular cases, in order to
continue to submit secret motions in jurisdictions around the country.

The information in question reveals individual movements for months or years and
potentially reveals personal information across a broad range of subjects from medical
information (visits to a therapist or an abortion clinic) to First Amendment protected activity
(attendance at a church or political protest) to personal habits (visits to a gun range or bar).

There is a compelling need for Congress to act in this case. It must amend ECPA in
order to move from a confusion of legal standards that serve the American public very poorly to
a uniform probable cause standard which respects the intent of the Founding Fathers and the
Fourth Amendment.

*“ It may be that the problem is actually worse than described here. Ina report on the misuse of exigent letters the
Department of Justice Inspector General describes widespread requests for community of interest information.
Apparently it was part of “boilerplate” request language for at least some National Security Letters. 4 Review of the
Federal Bureau of Investigation's Use of Exigent Letters and Other Informal Requests for Telephone Records,
Inspector General, Department of Justiee, January 2010 at 56. Further aceording to an Office of Legal Counsel
opinion there may be some telephone records that the FBI can access without any process under ECPA. /d. at 264.

11
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Additional Documents for the Record
From Senator Al Franken
Following the Senate Judiciary Committee Hearing on:
“Protecting Mobile Privacy: Your Smartphones, Tablets, Cell Phones and Your Privacy”
May 10, 2011

In the intcrest of efficiency, the following documents, which are lengthy, are incorporated
by reference into the record:

1. Time Warner Telecom, Inc. v. F.C.C., 507 F.3d 205 (3d Cir. 2007).

2. In re Applications of U.S. for Orders Pursuant to Title 18, U.S. Code, Section 2703(d), 509
F.Supp.2d 76 (D. Mass. 2007).

3. In the Matter of Appropriate Regulatory Treatment for Broadband Access to the Internet over
Wireless Networks, 22 F.C.C.R. 5901 (2007).
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5/17/2011 Android phones keep location cache, to...
Android phones keep location cache, too, but it's harder to access

By Chris Foresman | Published 25 days ago

After this week's disturbing revelation that iPhones and 3G iPads keep a log of location data based on cell tower and
WiFi base station triangulation, developer Magnus Eriksson set out to demonstrate that Android smartphones store the
exact same type of data for its location services. While the data is harder to access for the average user, it's as trivial to
access for a knowledgeable hacker or forensics expert,

On Wednesday, security researchers Alasdair Allan and Pete Warden revealed their findings that 3G-capable 10S
devices keep a database of location data based on cell tower triangulation and WiFi basestation proximity in a file called
"consolidated.db.” The iPhone, as well as 3G-equipped iPads, generate this cache even if you don't explicitly use
location-based services. This data is also backed up to your computer every time it is synced with iTunes. Warden
wrote an application which can find, parse, and map the location data on a user's computer if the i0S device backups
are not optionally encrypted.

Allan and Warden's findings sparked major concerns over privacy, leading some to spcculate that Apple was tracking
all iPhone users. The controversy prompted letters from Sentator Al Franken (D-MN) and US Representative Ed
Markey (D-MA) demanding that Apple answer questions about how the data is collected, how or when it is sent to
Apple, and how Apple could protect a user's privacy.

108 data forensics cxpert Alex Levinson later on Wednesday revealed that the consolidated.db file was neither new—-
i0S has kept the same information in the past, just in a different database—nor was its existence necessarily a secret—
Levinson had collaborated on a book with fellow security researcher Sean Morrisey that discussed consolidated.db in
detail.

Eriksson suspected that his Android device collected similar information. "Following the latest internet outrage to the
revelation that iPhone has a cache for its location service, I decided to have look what my Android device caches for
the same function,” he wrote in a note on GitHub. He put together an application similar to Warden's bascd on open
source cache parsing code, which extracts data from "cache.cell” and "cache.wifi” and displays it on a map.

Like i0S, Android stores these databases in an area that is only accessible by root. To access the caches, an Android
device needs to be "rooted,” which removes most of the system's security features. Unlike i0S, though, Android
phones aren't typically synced with a computer, so the files would need to be extracted from a rooted device directly.
This distinction makes the data harder to access for the average user, but easy enough for an experienced hacker or
forensic expert.

Another important difference, according to developer Mike Castelman, is that Android keeps less data overall than i0S
devices. "The mam difference that I can see is that Android seems to have a cache versus i0S's log,” Castleman, who
contributed some code improvements to Erksson's tool, told Ars. That is, Android appears to limit the caches to 50
entries for cell tower triangulation and 200 entrics for WiFi basestation location. i0S's consolidated.db, on the other
hand, seems to keep a running tally of data sincc jOS is first installed and activated on a device. iOS will also keep
multiple records of the same tower or basestation, while Android only keeps a single record.

Regardless of those differences, however, the data could be used in the same way. For instance, said Castleman, "if
you were arrested or something shortly after a crime was committed, either device would contain evidence that could
be used against you."

The data in these caches is used when GPS data isn't available, or to more quickly narrow down a jocation while GPS
services are being polled (known as "assisted” or aGPS). Apple and Google both collect some of this data to buiid and
maintain databases of known cell tower and WiFi basestation locations. Both companies previously used similar data
from Skyhook, but both recently moved to building and using their own databases (presumably for cost and/or
performance reasons).

A security researcher revealed to the Wall Street Journal that Google is also collecting a wide varicty of location data

arstechnica.comy/.../android-phones-kee... 1/2
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5/17/2011 Andraid phones keep focation cache, to...
from Android devices which could lead to privacy breaches. "According to new research by security analyst Samy
Kamkar, an HTC Android phone collected its location every few seconds and transmitted the data to Google at least
several times an hour,” the WSJ reported.

While Google is also using the data to improve its internal cell tower and WiFi location database or to improve cail
routing like Apple, it also uses the data to improve Google Maps and collect information about traffic patterns. The
problem with Google's data collection is that unlike Apple, the information sent to Google contains a unique
identification number that can be tied to a particular phone. While technically anonymous, that number could potentially
be used to trace back to an individual user.

The fact that smartphones equipped with GPS could be used to track individual users isn't new, and a recent Nielsen
survey revealed that many users arc extremely wary about privacy when using location-based services via a mobile
device. However, the details revealed in the past few days about the extent of location data collection and how easy it
can be to access it have heightened privacy concerns even further.

UPDATE: Google spokesperson Randall Sarafa contacted Ars ic clarify that its data collection practices are opt-in, as
is Apple’s. "All location sharing on Android is opt-in by the user. We provide users with notice and control over the
collection, sharing and use of location in order to provide a better mobile experience on Android devices,” he told Ars.

Furthermore, he explained that the unique identifier number is random, not hashed from the unique IME} or MEID
number associated with all mobile devices. "Any location data that is sent back to Google location servers is
anonymized and is not tied or traceable to a specific user,” Sarafa said. However, as researchers have shown numerous
times in the past, "anonymized" data can often be analyzed and correlated with a single person with surprising

arstechnica.com/.../android-phones-kee... 2/2
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June 1, 2011

VIA EMAJL AND HAND DELIVERY

The Honorable Al Franken

Chairman

Subcommittee on Privacy, Technology and the Law
United States Senate

Washington, DC 20510

Dear Chairman Franken:

| am writing in response to your letter of May 25, 2011 regarding consumer privacy
disclosures from app developers. As we stated in our testimony at your May 10, 2011 hearing
on Protecting Mobile Privacy, Apple is deeply committed to protecting the privacy of our
customers who use Apple mobile devices, including iPhone, iPad and iPod touch. We have
adopted a single comprehensive privacy policy that covers ail our businesses and products,
including the iTunes Store and the App Store. We do not share personally identifiable
information with third parties for their marketing purposes without consent. Of equal
importance, we require third-party application developers to agree to specific restrictions
protecting our customers’ privacy, which | will describe in more detail below.

Apple launched the App Store in July 2008 where customers may shop and acquire
applications offered by third-party developers for the iPhone, iPad and iPod touch. Currently,
the App Store includes more than 350,000 third-party applications covering a wide variety of
areas including news, games, music, travel, health, fitness, education, business, sports,
navigation and socials. Because the overwhelming majority of these apps do not collect any
information whatsoever from any user at any time, Apple has not mandated that its third-
party developers incur both the legal expense and the burdensome administrative costs
associated with issuing and maintaining a privacy policy unnecessarily - an experise that
could well be prohibitive for a small struggling software developer or a teenager in his
bedroom with only a MacBook and an idea.

For those apps that do collect information, however, our licensing agreement with
developers prohibits any application from collecting user or device data without prior user
consent. We also make it abundantly clear in our ficensing agreement that developers,
irrespective of size of business or age, must provide clear and complete information to users
regarding their apps’ collection, use and disclosure of user or device data. While many
developers comply simply by adding a link to their online privacy policy, others have chosen
to disdose this information by adding a pop-up dialogue box for the user to see when
launching the app for the first time. We strictly prohibit the use of any analytics software in an
appfication that collects and sends device data to a third party. Our licensing agreement also
requires that apps comply with all applicable privacy and data collection laws and regulations
regarding the use or transmission of user and device data, including location-based
information. Apple’s requirements are intended to provide the user with the most useful
information that meets our strict transparency and disclosure requirements, but we also have
chosen not to dictate the means by which that information is delivered to the user.

Because location information can be particularly sensitive, in addition to ali the
developer privacy and collectiori disclosure requirements described above, Apple requires
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explicit customer consent when any application requests location-based information for the
first time. When an application requests the information, a dialog box appears stating:
“[Application] would like to use your current location.” The customer is-asked: “Don’t Allow” or
"OK" If the customer clicks on “Don’t Allow,” no location-based information will be provided
to the application. This dialogue box is mandatory - neither Apple’s applications nor those of
third parties are permitted to override it. Again, as we stated in our recent testimony before
your Subcommittee, this consent for location services by an app can be given and rescinded
on an app-by-app basis quite easily, and very transparently.

Let me restate Apple’s unwavering commitment to giving our customers clear and
transparent notice, choice and control over their personal information. We believe our
products do this in a simple and elegant way. We also strongly agree that any third-party app
developer with access to customers’ personal information should give its customers clear and:
transparent notice, choice and control over their information. We have made this a strict
licensing requirement for all of our app developers. We share your concerns about the
potential misuse of all customer data, and we believe that we have instituted policies and
procedures that encourage third-party app developers to go well beyond disclosures written,
and often unread, in an online privacy policy. We appreciate this opportunity to explain our
policies and procedures to you.

Sincerely,
AT
Ll ““”i ‘
Q,u_p -
)
Bruce Sewell

General Counsel and Senior Vice
President of Legal and Government
Affairs
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Apple App Store Review Guidelines
Introduction

We're pleased that you want to invest your talents and time to develop applications for iOS. It has
been a rewarding experience - both professionally and financially ~ for tens of thousands of
developers and we want to help you join this successful group. We have published our App Store
Review Guidelines in the hope that they will help you steer clear of issues as you develop your
app and speed you through the approval process when you submit it.

We view Apps different than books or songs, which we do not curate. If you want to criticize a
religion, write a book. If you want to describe sex, write a book or a song, or create a medical
app. It can get complicated, but we have decided to not allow certain kinds of content in the App
Store. It may help to keep some of our broader themes in mind:

*  We have lots of kids downloading lots of apps, and parental controls don't work unless
the parents set them up (many don't). So know that we're keeping an eye out for the kids.

*  We have over 350,000 apps in the App Store. We don't need any more Fart apps. If your
app doesn't do something useful or provide some form of lasting entertainment, it may
not be accepted. '

*- If your App looks like it was cobbled together in a few days, or you're trying to get your
first practice App into the store to impress your friends, please brace yourself for
rejection. We have lots of serious developers who don't want their quality Apps to be
surrounded by amateur hour.

*  We will reject Apps for any content or behavior that we believe is over the line. What
line, you ask? Well, as a Supreme Court Justice once said, "I'll know it when [ see it".
And we think that you will also know it when you cross it.

»  If your app is rejected, we have a Review Board that you can appeal to. If you run to the
press and trash us, it never helps.

*  If you attempt to cheat the system (for example, by trying to trick the review process,
steal data from users, copy another developer's work, or manipulate the ratings) your app:
will be removed from the store and you will be expelled from the developer program.

*  This is a living document, and new apps presenting new questions may result in new
rules at any time. Perhaps your app will trigger this.

Lastly, we love this stuff too, and honor what you do. We're really trying our best to create the
best platform in the world for you to express your talents and make a living too. If it sounds like
we'e control freaks, well, maybe it's because we're so committed to our users and making sure
they have a quality experience with our products. Just like almost all of you are too.

Table of Contents
1. Terms and conditions
2.  Functionality
3. Metadata, ratings and rankings
4. Location
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Push notifications

Game Center

iAds

Trademarks and trade dress
Media content

User interface

. Purchasing and currencies

Scraping and aggregation

. Damage to device

Personal attacks

. Violence

Objectionable content

. Privacy
. Pomnography
. Religion, culture, and ethnicity

Contests, sweepstakes, lotteries, and raffles

. Chanties and contributions

Legal requirements

1. Terms and conditions

1.1 :

As a developer of applications for the App Store you are bound by the terms of the
Program License Agreement (PLA), Human Interface Guidelines (HIG), and any other
licenses or contracts between you and Apple. The following rules and examples are
intended to assist you in gaining acceptance for your app in the App Store, not to amend
or remove provisions from any other agreement.

2. Functionality

2.1
Apps that crash will be rejected

22
Apps that exhibit bugs will be rejected

23
Apps that do not perform as advertised by the developer will be rejected

24

Apps that include undocumented or hidden features inconsistent with the description of
the app will be rejected



244

25
Apps that use non-public APIs will be rejected

2.6

Apps that read or write data outside its designated container area will be rejected

27
Apps that download code in any way or form will be rejected

28
Apps that install or launch other executable code will be rejected

29

Apps that are "beta”, "demo", "trial", or "test" versions will be rejected

2.10
iPhone apps must also run on {Pad without modification, at iPhone resolution, and at 2X
iPhone 3GS resolution

2.11
Apps that duplicate apps already in the App Store may be rejected, particularly if there
are many of them, such as fart, burp, flashlight, and Kama Sutra apps.

212

Apps that are not very useful or do not provide any lasting entertainment value may be
rejected

2.13
Apps that are not very useful, are simply web sites bundled as apps, or do not provide any
lasting entertainment value may be rejected

2.14

Apps that are intended to provide trick or fake functionality that are not clearly marked as
such will be rejected

2.15
Apps larger than 20MB in size will not download over cellular networks (this is
automatically prohibited by the App Store)

2.16

Multitasking apps may only use background services for their intended purposes: VoIP,
audio playback, location, task completion, local notifications, etc
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o 217
Apps that browse the web must use the iOS WebKit framework and WebKit Javascript

» 218

Apps that encourage excessive consumption of alcohol or illegal substances, or
encourage minors to consume alcohol or smoke cigarettes, will be rejected

+ 219

Apps that provide incorrect diagnostic or other inaccurate device data will be rejected

¢ 220
Developers "spamming” the App Store with many versions of similar apps will be
removed from the i0S Developer Program

« 221
Apps that are simply a song or movie should be submitted to the iTunes store. Apps that
are simply a book should be submitted to the iBookstore.

. 222

Apps that arbitrarily restrict which users may use the app, such as by location or carrier,
may be rejected

3. Metadata (name, descriptions, ratings, rankings, etc)

« 31
Apps or metadata that mentions the name of any other mobile platform will be rejected
. 32
Apps with placeholder text will be rejected
« 33
Apps with descriptions not relevant to the application content and functionality will be
rejected
+ 34

App names in iTunes Connect and as displayed on a device should be similar, so as not to
cause confusion

+ 35

Small and large app icons should be similar, so as to not to cause confusion
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* 36
Apps with app icons and screenshots that do not adhere to the 4+ age rating will be
rejected

o 37
Apps with Category and Genre selections that are not appropriate for the app content will
be rejected

+ 38
Developers are responsible for assigning appropriate ratings to their apps. Inappropriate
ratings may be changed by Apple

« 39 .
Developers are responsible for assigning appropriate keywords for their apps.
Inappropriate keywords may be changed/deleted by Apple

»  3.10
Developers who attempt to manipulate or cheat the user reviews or chart ranking in the

App Store with fake or paid reviews, or any other inappropriate methods will be removed
from the 10S Developer Program

« 31

Apps which recommend that users restart their iOS device prior to installation or launch
may be rejected

¢ 312

Apps should have all included URLSs fully functional when you submit it for review, such
as support and privacy policy URLs

4. Location

41

Apps that do not notify and obtain user consent before collecting, transmitting, or using
location data will be rejected

= 42
Apps that use location-based APIs for automatic or autonomous control of vehicles,
aircraft, or other devices will be rejected

. 43

Apps that use location-based APIs for dispatch, fleet management, or emergency services
will be rejected
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. 44
Location data can only be used when directly relevant to the features and services
provided by the app to the user or to support approved advertising uses

5. Push notifications

« 51
Apps that provide Push Notifications without using the Apple Push Notification (APN)
API will be rejected

« 52
Apps that use the APN service without obtaining a Push Application ID from Apple will
be rejected

e 53

Apps that send Push Notifications without first obtaining user consent will be rejected

¢« 54
Apps that send sensitive personal or confidential information nsing Push Notifications
will be rejected

» 55
Apps that use Push Notifications to send unsolicited messages, or for the purpose of
phishing or spamming will be rejected

= 56
Apps cannot use Push Notifications to send advertising, promotions, or direct marketing
of any kind

s 57

Apps cannot charge users for use of Push Notifications

- 58
Apps that excessively use the network capacity or bandwidth of the APN service or
unduly burden a device with Push Notifications will be rejected

« 59

Apps that transmit viruses, files, computer code, or programs that may harm or disrupt
the normal operation of the APN service will be rejected

6. Game Center
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* 6.1
Apps that display any Player ID to end users or any third party will be rejected

« 62
Apps that use Player IDs for any use other than as approved by the Game Center terms
will be rejected

> 63
Developers that attempt to reverse lookup, trace, relate, associate, mine, harvest, or
otherwise exploit Player IDs, alias, or other information obtained through the Game
Center will be removed from the iOS Developer Program

* 64
Game Center information, such as Leaderboard scores, may only be used in apps
approved for use with the Game Center

e 65
Apps that use Game Center service to send unsolicited messages, or for the purpose of
phishing or spamming will be rejected

e 66
Apps that excessively use the network capacity or bandwidth of the Game Center will be
rejected

+ 67

Apps that transmit viruses, files, computer code, or programs that may harm or disrupt
the normal operation of the Game Center service will be rejected

7.1Ads
« 71
Apps that artificially increase the number of impressions or click-throughs of ads will be
rejected
s 72

Apps that contain empty iAd banners will be rejected

+ 73
Apps that are designed predominantly for the display of ads will be rejected

8. Trademarks and trade dress
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+ 81

Apps must comply with all terms and conditions explained in the Guidelines for using
Apple Trademark and Copyrights and the Apple Trademark List

« 82
Apps that suggest or infer that Apple is a source or supplier of the app, or that Apple
endorses any particular representation regarding quality or functionality will be rejected

» 83
Apps which appear confusingly similar to an existing Apple product or advertising them
will be rejected .

- 84
Apps that misspell Apple product names in their app name (i.c., GPS for Iphone, iTunz)
will be rejected

+ 85
Use of protected 3rd party material (trademarks, copyrights, trade secrets, otherwise
proprietary content) requires a documented rights check which must be provided upon
request :

+ 86
Google Maps and Google Earth images obtained via the Google Maps API can be used
within an application if all brand features of the original content remain unaltered and
fully visible. Apps that cover up or modify the Google logo or copyright holders
identification will be rejected

9. Media content

* 91
Apps that do not use the MediaPlayer framework to access media in the Music Library
will be rejected

« 92

App user interfaces that mimic any iPod interface will be rejected

» 93
Audio streaming content over a cellular network may not use more than SMB over 5
minutes
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+ 94
Video streaming content over a cellular network longer than 10 minutes must use HTTP
Live Streaming and include a baseline 64 kbps audio-only HTTP Live stream

10. User interface

« 101
Apps must comply with all terms and conditions explained in the Apple iOS Human
Interface Guidelines

* 102
Apps that fook similar to apps bundled on the iPhone, including the App Store, iTunes
Store, and iBookstore, will be rejected

« 103
Apps that do not use system provided items, such as buttons and icons, correctly and as
described in the Apple iOS Human Interface Guidelines may be rejected

* 104
Apps that create alternate desktop/home screen environments or simulate multi-app
widget experiences will be rejected

» 105
Apps that alter the functions of standard switches, such as the Volume Up/Down and
Ring/Silent switches, will be rejected

« 106
Apple and our customers place a high value on simple, refined, creative, well thought
through interfaces. They take more work but are worth it. Apple sets a high bar. If your
user interface is complex or less than very good it may be rejected

11. Purchasing and currencies

« 111

Apps that unlock or enable additional features or functionality with mechanisms other
than the App Store, except as approved in section 11.13, will be rejected

112
Apps utilizing a system other than the In App Purchase API (IAP) to purchase content,
functionality, or services in an app will be rejected
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113
Apps using IAP to purchase physical goods or goods and services used outside of the
application will be rejected

114
Apps that use [AP to purchase credits or other currencies must consume those credits
within the application

1.5

Apps that use IAP to purchase credits or other currencies that expire will be rejected

11.6
Content subscriptions using IAP must last a minimum of 7 days and be available to the
user from all of their iOS devices

11.7 .
Apps that use JAP to purchase items must assign the correct Purchasability type

118
Apps that use IAP to purchase access to built-in capabilities provided by iOS, such as the
camera or the gyroscope, will be rejected

1.9

Apps containing "rental” content or services that expire after a limited time will be
rejected

11.10
Insurance applications must be free, in legal-compliance in the regions distributed, and
capnot use IAP

1.1

In general, the more expensive your app, the more thoroughly we will review it

11.12

Apps offering subscriptions must do so using IAP, Apple will share the same 70/30
revenue split with developers for these purchases, as set forth in the Developer Program
License Agreement.

11.13

Apps can read or piay approved content (magazines, newspapers, books, audio, music,
video) that is sold outside of the app, for which Apple will not recejve any portion of the
revenues, provided that the same content is also offered in the app using IAP at the same
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price or less than it is offered outside the app. This applies to both purchased content and
subscriptions.

« 11.14
Apps that link to external mechanisms for purchasing content to be used in the app, such
as a “buy” button that goes to a web site to purchase a digital book, will be rejected

12. Scraping and aggregation

« 121
Applications that scrape any information from Apple sites (for example from apple.com,
iTunes Store, App Store, iTunes Connect, Apple Developer Programs, etc) or create
rankings using content from Apple sites and services will be rejected

s 122
Applications may use approved Apple RSS feeds such as the iTunes Store RSS feed
« 123
Apps that are simply web clippings, content aggregators, or a collection of links, may be
rejected
13. Damage to device
* 131

Apps that encourage users to use an Apple Device in a way that may cause damage to the
device will be rejected

« 132
Apps that rapidly drain the device's battery or generate excessive heat will be rejected
14. Personal attacks
* 141

Any app that is defamatory, offensive, mean-spirited, or likely to place the targeted
individual or group in harms way will be rejected

« 142
Professionai political satirists and humorists are exempt from the ban on offensive or
mean-spirited commentary

15. Violence
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» 151
Apps portraying realistic images of people or animals being killed or maimed, shot,
stabbed, tortured or injured will be rejected

+ 152
Apps that depict violence or-abuse of children will be rejected

+ 153
"Enemies" within the context of a game cannot solely target a specific race, culture, a real
govemment or corporation, or any other real entity

« 154 .
Apps involving realistic depictions of weapons in such a way as to encourage illegal or
reckless use of such weapons will be rejected

= 155

Apps that include games of Russian roulette will be rejected

16. Objectionable content

) :\g’pls that present excessively objectionable or crude content will be rejected
« 162
Apps that are primarily designed to upset or disgust users will be rejected
17. Privacy
- 171

Apps cannot transmit data about a user without obtaining the user’s prior permission and
providing the user with access to information about how and where the data will be used

« 172
Apps that require users to share personal information, such as email address and date of
birth, in order to function will be rejected

- 173
Apps that target minors for data collection will be rejected

18. Pornography
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18.1

Apps containing pornographic material, defined by Webster's Dictionary as "explicit
descriptions or displays of sexual organs or activities intended to stimulate erotic rather
than aesthetic or emotional feelings”, will be rejected

182

Apps that contain user generated content that is frequently pornographic (ex "Chat
Roulette" apps) will be rejected

19. Religion, culture, and ethnicity

191

Apps containing references or commentary about a religious, cultural or ethnic group that
are defamatory, offensive, mean-spirited or likely to expose the targeted group to harm or
violence will be rejected

192

Apps may contain or quote religious text provided the quotes or translations are accurate
and not misteading. Commentary should be educational or informative rather than
inflammatory

20. Contests, sweepstakes, lotteries, and raffles

20.1
Sweepstakes and contests must be sponsored by the developer/company of the app

202
Official rles for sweepstakes and contests, must be presented in the app and make it
clear that Apple is not a sponsor or involved in the activity in any manner

203
It must be permissible by law for the developer to run a lottery app, and a lottery app
must have all of the following characteristics: consideration, chance, and 2 prize

204
Apps that aliow a user to directly purchase a lottery or raffle ticket in the app will be
rejected

21. Charities and contributions
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e 211
Apps that include the ability to make donations to recognized charitable organizations
must be free
o 212
The collection of donations must be done via a web site in Safari or an SMS
22. Legal requirements
« 221

Apps must comply with all legal requirements in any location where they are made
available to users. It is the developer’s obligation to understand and conform to all locai
laws

s 222

Apps that contain false, fraudulent or misleading representations will be rejected

- 223
Apps that solicit, promote, or encourage criminal or clearly reckless behavior will be
rejected

. 224
Apps that enable illegal file sharing will be rejected

« 225
Apps that are designed for use as illegal gambling aids, including card counters, will be
rejected

« 226 .
Apps that enable anonymous or prank phone calls or SMS/MMS messaging will be
rejected

s 227
Developers who create apps that surreptitiously attempt to discover user passwords or
other private user data will be removed from the iOS Developer Program

Living document

This document represents our best efforts to share how we review apps submitted to the App
Store, and we hope it is a helpful guide as you develop and submit your apps. It is a living
document that will evolve as we are presented with new apps and situations, and we'll update it
periodically to reflect these changes.
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Thank you for developing for iOS. Even though this document is a formidable list of what not to
do, please also keep in mind the much shorter list of what you must do. Above all else, join us in
trying to surprise and delight users. Show them their world in innovative ways, and let them
interact with it like never before. In our experience, users really respond to polish, both in
functionality and user interface. Go the extra mile. Give them more than they expect. And take
them places where they have never been before. We are ready to help.

© Apple, 2011
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Apple’s July 12, 2010 Letter to the
Honorable Edward J. Markey and the Honorable Joe Barton

July 12,2010

VIA HAND DELIVERY

The Honorable Edward J. Markey

The Honorable Joe Barton

United States House of Representatives
Washington, DC 20515

Re:  Apple Inc.’s Response to Request for Information Regarding Its
Privacy Policy and Location-Based Services

Dear Representatives Markey and Barton:

I write in response to your June 24, 2010 letter to Steve Jobs requesting information and
documents about Apple’s privacy policy and location-based services. I appreciate the
opportunity to provide additional information about these matters, and [ welcome further
discussions with you.

To provide context to our responses to the questions presented in your letter, I first would
like to provide some background information about Apple’s privacy policy, location-based
services, the iAd network, and the App Store.

I. APPLE’S PRIVACY POLICY
A. Overview

Apple is strongly committed to protecting the privacy of its customers. Apple has a
single Customer Privacy Policy (the “Policy”) that aPplies across all Apple businesses and
products, including the iTunes Store and App Store.” The Policy, written in easy-to-read
language, details what information Apple collects and how Apple and its partners and licensees
may use the information. The Policy is available from a fink on every page of Apple’s website.?

As noted in your letter, the Policy was updated on June 21, 2010, to add, among other
changes discussed below, the following provision regarding location-based information:

' As used in the policy and in this letter, “Apple,” refers to Apple Inc. and affiliated companies.
? The links take customers to hitp://www.apple.com/legal/privacy, which may also be accessed
by customers directly.
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To provide location-based services on Apple products, Apple and
our partners and licensees may collect, use, and share precise
location data, including the real-time geographic location of your
Apple computer or device. This location data is collected
anonymously in a form that does not personally identify you and is
used by Apple and our partners and licensees to provide and
improve location-based products and services. For example, we
may share geographic location with application providers when
you opt in to their location services.

Some location-based services offered by Apple, such as the
MobileMe “Find My iPhone” feature, require your personal
information for the feature to work.

This provision incorporated similar language regarding location-based
information that appears in Apple End User Software License Agreements
(“SLAs”) for products that provide location-based services. For example, the
curtent iPhone 3GS SLA, last updated in May 2009, states:

Apple and its partners and licensees may provide certain services
through your iPhone that rely upon location information. To
provide these services, where available, Apple and its partners and
licensees may transmit, collect, maintain, process and use your
location data, including the real-time geographic location of your
iPhone, and location search queries. The location data collected by
Apple is collected in a form that does not personally identify you
and may be used by Apple and its partners and licensees to provide
location-based products and services. By using any location-
based services on your iPhone, you agree and consent to
Apple’s and its partners’ and licensees’ transmission,
collection, maintenance, processing and use of your location
data to provide such products and services. You may withdraw
this consent at any time by not using the location-based features or
by tumning off the Location Services setting on your iPhone. Not
using these location features will not impact the non Jocation-based
functionality of your iPhone. When using third party applications
or services on the iPhone that use or provide location data, you are
subject to and should review such third party’s terms and privacy
policy on use of location data by such third party applications or
services.

(Emphasis in original.) Similar provisions regarding location-based information
appear in the iPhone 4, iPad, iPod Touch, Mac OS X, and Safari 5 SLAs.

The Policy identifies dedicated email addresses for privacy-related inquiries and
comments. Apple monitors these email addresses and responds to appropriate inquiries in a
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timely manner. Customers may also address privacy concerns to TRUSTe, Apple’s third-party
privacy monitor. A link to TRUSTe is displayed within the Policy.

B. June 2010 Policy Update

In the past three years, Apple revised its Policy three times: June 29, 2007, early February
2008, and June 21, 2010.

The June 29, 2007 update advised customers about the necessary exchange of
information between Apple and the relevant cellular carrier when an iPhone is activated. Apple
also added a provision stating that it does “not knowingly collect personal information from
children.” The provision explained that if such information was collected inadvertently, Apple
would attempt to delete it “as soon as possible.”

The February 2008 Policy update revised language regarding Apple’s use of “pixel tags.”
PixelJags are tiny graphic images used to determine what parts of Apple’s website customers
visited or to measure the effectiveness of searches performed on Apple’s website. The revised
language stated that: “[Apple] may use this information to reduce or eliminate messages sent to a
customer.”

On June 21, 2010, Apple updated the Policy to incorporate the language regarding
location-based services from Apple SLAs, as discussed above. Apple also added provisions
regarding new Apple services, such as Apple’s MobileMe “Find My iPhone” feature and the iAd
network. Apple made the following, additional materiaf changes to the Policy:

* Revised provisions regarding (i) what information Apple collects from customers
and how Apple and its partners and licensees may use the information, (it) the use
of “Cookies and Other Technologies,” (iii) the safeguards in place to prevent the
collection of personal information from children, and (iv) the collection and use
of information from international customers; and

* Added provisions (i) advising customers to review the privacy practices of third-
party application providers and (ii) cautioning customers about posting personal
information on an Apple forum, chat room, or social networking service.

As noted above, customers may access the updated Policy from every page on Apple’s
website. The updated Policy also was placed where Apple believed the largest number of
customers would see it: the iTunes Store. Following the update, every customer logging onto the
1Tunes Store is prompted to review the iTunes Store Terms and Conditions. For customers with
existing iTunes accounts, the webpage states:

iTunes Store Terms and Conditions have changed. Apple’s Privacy
Policy

The changes we have made to the terms and conditions include the
following:
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» Apple’s Privacy Policy has changed in material ways. Please visit
www.apple.comy/legal/privacy or view below,

Customers are asked to click an unchecked agreement box stating: “I have read and agree to the
iTunes Terms and Conditions and Apple’s Privacy Policy.” Customers who do not agree to the
Terms and Conditions and the Policy will not be able to use the iTunes Store (e.g., will not be
able to make purchases on the iTunes Store or the App Store), but they may continue to use
iTunes software.

Customers attempting to open a new iTunes account are directed to a webpage titled:
“iTunes Store Terms & Conditions and Apple’s Privacy Policy.” They are asked to click the
same unchecked agreement box stating: “I have read and agree to the iTunes Terms and
Conditions and Apple’s Privacy Policy.” Customers who do not accept the Terms and
Conditions and the Policy will not be able to open an iTunes account but may still activate and
use their devices.

II. LOCATION-BASED SERVICES
A. Overview

In response to increasing customer demand, Apple began to provide location-based
services in January 2008. These services enable applications that allow customers to perform a
wide variety of useful tasks such as getting directions to a particular address from their current
location, locating their friends or letting their friends know where they are, or identifying nearby
restaurants or stores.

Apple offers location-based services on the iPhone 3G, iPhone 3GS, iPhone 4, iPad Wi-
Fi+ 3G, and, to a more limited extent, older models of the iPhone, the iPad Wi-Fi, iPod touch,
Mac computers running Snow Leopard,” and Windows or Mac computers running Safari 5.*

Although Apple’s customers value these services and may use them on a daily basis,
Apple recognizes that some customers may not be interested in such services at all times. As
discussed below, Apple provides its customers with tools to control if and when location-based
information is collected from them.

B. Privacy Features

Apple has always provided its customers with the ability to control the location-based
service capabilities of their devices. In fact, Apple now provides customers even greater control

TAl of Apple’s Mac computers, e.g., MacBook, MacBook Pro, MacBook Air, iMac, Mac mini,
and Mac Pro, run on its proprietary Mac OS operating system. Apple released the current
version, Mac OS X version 10.6, known as “Snow Leopard,” on August 28, 2009.

* Safari is Apple’s proprietary Internet browser. Apple released the current version of Safari
version 3, on June 7, 2010.
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over such capabilities for devices running the current version of Apple’s mobile operating
system—iOS 4.°

First, customers have always had the ability to turn “Off” all location-based service
capabilities with a single “On/Off” toggle switch. For mobile devices, the toggle switch is in the
“General” menu under “Settings.” For Mac computers running Snow Leopard, the toggle switch
is in the “Security” menu under “System Preferences.” And for Safari 5, the toggle switch is in
the “Security” menu in Safari “Preferences.” 1f customers toggle the switch to “Off,” they may
not use location-based services, and no location-based information will be collected.

Second, Apple has always required express customer consent when any application or
website requests location-based information for the first time. When an application or website
requests the information, a dialogue box appears stating: “[Application/Website] would like to
use your current location.” The customer is asked: “Don’t Allow™ or “OK.” If the customer
clicks on “Don’t Allow,” no location-based information wili be collected or transmitted. This
dialogue box is mandatory—neither Apple nor third-parties are permitted to override the
notification.

Third, iOS 4 permits customers to identify individual applications that may not access
location-based information, even though the global location-based service capabilities setting
may be toggled to “On.” The “General” menu under “Settings” provides an “On/Off” toggle
switch for each application. When the switch for a particular application is toggled to “Off,” no
location-based information will be collected or transmitted for that application. And even if the
switch for an application is toggled to “On,” the “Don’t Allow/OK” dialogue box will request
confirmation from the customer the first time that application requests location-based
information. Customers can change their individual application settings at any time.

Finally, an arrow icon (7" ) alerts i10S 4 users that an application is using or has recently
used location-based information. This icon will appear real-time for currently running
applications and next to the “On/Off” toggle switch for any application that has used location-
based information in the past twenty-four hours.

C. Location-Based Information

To provide the high quality products and services that its customers demand, Apple must
have access to comprehensive location-based information. For devices running the iPhone OS
versions 1.1.3 to 3.1, Apple relied on (and still relies on) databases maintained by Google and
Skyhook Wireless (“Skyhook™) to provide location-based services. Beginning with the iPhone
OS version 3.2 released in April 2010, Apple relies on its own databases to provide Jocation-

* All of Apple’s mobile devices run on its proprietary mobile operating system. Apple released
the current version, iOS 4, on June 21, 2010. Currently, 10S 4 may be run on the iPhone 3G,
iPhone 3GS, iPhone 4, and iPod touch. The iPad Wi-Fi + 3G, iPad Wi-Fi, and older models of
the iPhone run on prior versions of Apple’s mobile operating system, referred to as iPhone OS.
Apple has released iPhone OS versions 1.0 through 3.2.
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based services and for diagnostic purposes. These databases must be updated continuously to
account for, among other things, the ever-changing physical landscape, more innovative uses of
mobile technology, and the increasing number of Apple’s customers. Apple always has taken
great care to protect the privacy of its customers.

L Cell Tower and Wi-Fi Information
a. Collections and Transmissions from Apple Mobile
Devices

To provide location-based services, Apple must be able to determine quickly and
precisely where a device is located. To do this, Apple maintains a secure database containing
information regarding known locations of cell towers and Wi-Fi access points. The information
is stored in a database accessible only by Apple and does not reveal personal information about
any customer.

Information about nearby cell towers and Wi-Fi access points is collected and sent to
Apple with the GPS coordinates of the device, if available: (1) when a customer requests current
Jocation information and (2) automatically, in some cases, to update and maintain databases with
known location information. In both cases, the device collects the following anonymous
information:

. Cell Tower Information: Apple collects information about nearby cell towers,
such as the location of the tower(s), Cell IDs, and data about the strength of the
signal transmitted from the towers. A Cell ID refers to the unique number
assigned by a cellular provider to a cell, a defined geographic area covered by a
cell tower in a mobile network. Cell IDs do not provide any personal information
about mobile phone users located in the cell. Location, Cell 1D, and signal
strength information is available to anyone with certain commercially available
software.

. Wi-Fi Access Point Information: Apple collects information about nearby Wi-Fi
access points, such as the location of the access point(s), Media Access Control
(MAC) addresses, and data about the strength and speed of the signal transmitted
by the access point(s). A MAC address (a term that does not refer to Apple
products) is a unique number assigned by a manufacturer to a network adapter or
network interface card (“NIC™). The address provides the means by which a
computer or mobile device is able to connect to the Internet. MAC addresses do
not provide any personal information about the owner of the network adapter or
NIC. Anyone with a wireless network adapter or NIC can identify the MAC
address of a Wi-Fi access point. Apple does not collect the user-assigned name of
the Wi-Fi access point (known as the “SS1D,” or service set identifier) or data
being transmitted over the Wi-Fi network (known as “payload data”).
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First, when a customer requests current location information, the device encrypts and
transmits Cell Tower and Wi-Fi Access Point Information and the device’s GPS coordinates (if
available) over a secure Wi-Fi [nternet connection to Apple.® For requests transmitted from
devices running the iPhone OS version 3.2 or iOS 4, Apple will retrieve known locations for
nearby cell towers and Wi-Fi access points from its proprietary database and transmit the
information back to the device. For requests transmitted from devices running prior versions of
the iPhone OS, Apple transmits—anonymously—the Cell Tower Information to Google” and
Wi-Fi Access Point Information to Skyhook. These providers return to Apple known locations
of nearby cell towers and Wi-Fi access points, which Apple transmits back to the device. The
device uses the information, along with GPS coordinates (if available), to determine its actual
location. Information about the device’s actual location is not transmitted to Apple, Skyhook, or
Google. Nor 1s it transmitted to any third-party application provider, unless the customer
expressly consents.

Second, to help Apple update and maintain its database with known location information,
Apple may also collect and transmit Cell Tower and Wi-Fi Access Point Information
automatically. With one exception,s Apple automatically collects this information only (1) if the
device’s Jocation-based service capabilities are toggled to “On” and (2) the customer uses an
application requiring location-based information. If both conditions are met, the device
intermittently and anonymously collects Cell Tower and Wi-Fi Access Point Information from
the cell towers and Wi-Fi access points that it can “see,” along with the device’s GPS
coordinates, if available. This information is batched and then encrypted and transmitted to
Apple over a Wi-Fi Internet connection every twelve hours (or later if the device does not have
Wi-Fi Internet access at that time).

b. Collections and Transmissions from Computers
Ruaning Snow Leopard and/or Safari 5

Apple collects Wi-Fi Access Point Information when a Mac computer running Snow
Leopard makes a location-based request—for example, if a customer asks for the current time

¢ Requests sent from devices running older versions of the iPhone OS also include a random
identification number that is generated by the device every ninety days. This number cannot be
used to identify any particular user or device.

7 For GPS-enabled devices running prior versions of the iPhone OS, Apple also sends the
device’s GPS coordinates, if available, anonymously to Google so that Google can update its
database of known locations.

8 For GPS-enabled devices with location-based service capabilities toggled to “On,” Apple
automatically collects Wi-Fi Access Point Information and GPS coordinates when a device is
searching for a cellular network, such as when the device is first tumed on or trying to re-
establish a dropped connection. The device searches for nearby Wi-Fi access points for
approximately thirty seconds. The device collects anonymous Wi-Fi Access Potnt Information
for those that it can “see.” This information and the GPS coordinates are stored (or “batched”)
on the device and added to the information sent to Apple. None of the information transmitted to
Apple is associated with a particular user or device.
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zone to be set automatically. The information is collected anonymously and is stored in a
database accessible only by Apple. Snow Leopard users can prevent the coliection of this
information by toggling the “Location Services” setting to “Off” in the “Security” menu under
“System Preferences.”

Apple also provides location-based services in Safari 5. When a customer is using Safari
5 and runs an Internet application that requests location-based information (e.g., Google Maps), a
dialog box will appears stating: “[ Website name] would like to use your computer location.” If
the customer selects “Don’t Allow,” no location-based information is transmitted by the
computer. If the customer selects “OK,” Wi-Fi Access Point Information is transmitted to Apple
with the request, so that Apple can retum information about the computer’s location. Apple does
not store any Wi-Fi Access Point Information seat with requests from Safari 5.

2. Diagnostic Information

To evaluate and improve the performance of its mobile hardware and operating system,
Apple collects diagnostic information from randomly-selected iPhones and analyzes the
collected information. For example, when an iPhone customer makes a call, Apple may
determine the device’s approximate location at the beginning and end of the call to analyze
whether a problem like dropped calls is occurring on the same device repeatedly or by multiple
devices in the same area. Apple determines the approximate location by collecting information
about nearby cell towers and Wi-Fi access points and comparing that with known cell tower and
Wi-Fi access point locations in Apple’s database. Apple may also collect signal strength
information to identify locations with reception issues.

Before any diagnostic information is collected, the customer must provide express
consent to Apple. If the customer consents, the information is sent to Apple over a secure
connection. The information is sent anonymously and cannot be associated with a particular user
or device. The diagnostic information is stored in a database accessible only by Apple. If the
customer does not consent, Apple will not collect any diagnostic information.

3. GPS Information

The iPhone 3G, iPhone 3GS, iPhone 4, and iPad Wi-Fi + 3G are equipped with GPS
chips. A GPS chip attempts to determine a device’s location by analyzing how long it takes for
satellite signals to reach the device. Through this analysis, the GPS chip can identify the
device’s latitude/longitude coordinates, altitude, speed and direction of travel, and the current
date and time where the device is located (“GPS Information™),

Apple collects GPS Information from mobile devices running the iPhone OS 3.2 or iOS
4. GPS Information may be used, for example, to analyze traffic pattems and density in various
areas. With one exceplion,9 Apple collects GPS Information only if (1) the location-based

? GPS Information is also collected during the short period of time (approximately thirty
seconds) when a GPS-enabled device with Iocation-based service capabilities toggled to “On” is
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service capabilities of the device are toggled to “On” and (2) the customer uses an application
requiring GPS capabilities. The collected GPS Information is batched on the device, encrypted
and transmitted to Apple over a secure Wi-Fi Internet connection (if available) every twelve
hours with a random identification number that is generated by the device every twenty-four
hours. The GPS Information cannot be associated with a particular customer or device.

i

The collected GPS Information is stored in a database accessible only by Apple.
D. iAd Network

On July 1, 2010, Appile launched the iAd mobile advertising network for iPhone and iPod
touch devices running 10S 4. The iAd network offers a dynamic way to incorporate and access
advertising within applications. Customers can receive advertising that relates to their interests
(“interest-based advertising™) and/or their location (*location-based advertising”). For example,
a customer who purchased an action movie on iTunes may receive advertising regarding a new
action movie being released in the theaters or on DVD. A customer searching for nearby
restaurants may receive advertising for stores in the area.

As specified in the updated Policy and the iPhone 4 and iPod touch SLAs, customers may
opt out of interest-based advertising by visiting the following site from their mobile device:
htips://oo.appie.com. Customers also may opt out of {ocation-based advertising by toggling the
device’s location-based service capabilities to “Off !0

For customers who do not toggle location-based service capabilities to “Off,” Apple
collects information about the device’s location (latitude/longitude coordinates) when an ad
request is made. This information is transmitted securely to the Apple iAd server via a cellular
network connection or Wi-Fi Internet connection. The latitude/longitude coordinates are
converted immediately by the server to a five-digit zip code. Apple does not record or store the
latitude/longitude coordinates—Apple stores only the zip code. Apple then uses the zip code to
select a relevant ad for the customer.

Apple does not share any interest-based or location-based information about individual
customers, including the zip code calculated by the iAd server, with advertisers. Apple retains a
record of each ad sent to a particular device in a separate iAd database, accessible only by Apple,
to ensure that customers do not receive overly repetitive and/or duplicative ads and for
administrative purposes.

searching for a cellular network. This information is sent anonymously to Apple to assist the
device with locating an available channel. Apple does not retain this GPS Information in its
database.

'® A customer who opts out of interest-based and focation-based advertising may still receive
ads. The ads, however, will likely be less relevant to the customer because they will not be
based on either interests or location. The customer also may receive interest-based or location-
based ads from networks other than the iAd network.
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In some cases, an advertiser may want to provide more specific information based on a
device’s actual Jocation. For example, a retailer may want its ad to include the approximate
distance to nearby stores. A dialogue box will appear stating: “iAd would like to use your
current location.” The customer is presented with two options: “Don’t AHow™ or “OK.” Ifa
customer clicks “Don’t Allow,” no additional location information is transmitted. If the
customer clicks “OK,” Apple uses the latitude/longitude coordinates to provide the ad
application with more specific focation information——the information is not provided to the
advertiser.

III. THIRD-PARTY APPLICATIONS

A, Overview

In July 2008, Apple launched the App Store where customers may shop for and acquire
applications offered by third-party developers for the iPhone, iPad, and iPod touch. Currently
the App Store includes more than 200,000 third-party applications covering a wide variety of
areas including news, games, music, travel, health, fitness, education, business, sports,
navigation, aad social networking. Each application inciudes a description prepared by the
developer regarding, among other things, what the application does, when it was posted, and, if
applicable, what information the application may collect from the customer.

Any customer with an iTunes account may purchase and download applications from the
App Store. Developers do not receive any personal information about customers from Apple
when applications are purchased. Only Apple has access to that information.

B. Third-Party Developers

Third-party application developers must register as an “Apple Developer” by paying a fee
and signing the iPhone Developer Agreement (the “IDA”) and the Program License Agreement
(the “PLA™). Registered Apple Developers gain access to the software development kit (“SDK”)
and other technical resources necessary to develop applications for mobile devices.

The current PLA contains several provisions governing the coilection and use of location-
based information, including the following:

* Developers may collect, use, or disclose to a third party location-based information
only with the customer’s prior consent and to provide a service or function that is
directly relevant to the use of the application (PLA § 3.3.9);

* Developers must provide information to their customers regarding the use and
disclosure of location-based information {e.g., a description on the App Store or
adding a link to the applicable privacy policy) (PLA § 3.3.10);

* Developers must take appropriate steps to protect customers’ Jocation-based
information from unauthorized use or access (id.);
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* Developers must comply with applicable privacy and data collection laws and
regulations regarding the use or transmission of location-based information (PLA §
3.3.11);

* Applications must notify and cobtain consent from each customer before location data
is collected, transmitted, or otherwise used by developers (PLA § 3.3.12); and

* Applications must not disable, override, or otherwise interfere with Apple-
implemented alerts, including those intended to notify the customer that location-
based information is being collected, transmitted, maintained, processed, or used, or
intended to obtain consent for such use (PLA § 3.3.14).

Developers that do not agree to these provisions may not offer applications on the App Store.
Apple has the right to terminate the PLA if a developer fails to comply with any of these
provisions. (PLA § 12.2.)

Apple reviews all applications before adding them to the App Store to ensure, for
example, that they run properly and do not contain malicious code. Apple, however, does not
monitor applications after they are listed in the App Store, unless issues or problems arise.

IV. RESPONSES

The following responses represent the current state of our knowledge based on our
investigation to date. Our investigation is ongoing, however, and we may continue to discover
information responsive to your letter. I will update our responses, as needed, if we Jocate other
responsive materials or information.

1. Which specific Apple products are being used by Apple to collect geographic
location data?

The iPhone 3G, iPhone 3GS, iPhone 4, iPad Wi-Fi + 3G, and, to a more limited extent,
older models of the iPhone, the iPad Wi-Fi, iPod touch, Mac computers running Snow Leopard,
and Windows or Mac computers running Safarn 5.

2. When did Apple begin collceting this location data, and how often is data
collected from a given consumer?

Apple first began offering location-based service in January of 2008 and began collecting
Wi-Fi Access Point Information at that time.

As described above, collection of location data varies greatly based on the services
requested by each customer. Location data will not be collected at all from those users who have
location services turned off.

3. Does Apple collect this location data from all consumers using Apple
products? If the answer is no, please explain which consumers Apple is

11
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collecting information from and the reasons that these consumers were chosen
for monitoring?

Apple collects anonymous Wi-Fi Access Point, Cell Tower and GPS Information from
devices that have location services turned on, have explicitly authorized apps to use their
location, and are actively running one of the apps. Anonymous Wi-Fi Access Point Information
and GPS coordinates may also be collected when an iPhone is using GPS to search for a cellular
network. Diagnostic focation data is only collected from users who have expressly agreed 1o
send this information to Apple. Device location data (by zip code only) is collected from users
who participate in the iAd network, )

4. How many consumers are subject to this collection of location data?
Please see our answer to question #3 above.

5. What internal procedures are in place to ensure that any location data is
stored “anonymously in a form that does not personally identify” individual
consumers?

When a customer’s device sends Wi-Fi, cell tower, GPS or diagnostic location data to
Apple it does not include any information identifying the particular device or user.

In the case of the iAd network, latitude and longitude coordinates are collected and
immediately converted to a five-digit zip code. Latitude and longitude coordinates are not kept
or otherwise associated with an individual. Apple’s tAd server does associate the five-digit zip
code with a device identifier for the purpose of serving a location-relevant ad. Apple does not
share any location data about individual customers, including the zip code calculated by the iAd
server, with advertisers. Apple retains a record of each ad sent to a particular device in a
separate 1Ad database, accessible only by Apple, to ensure that customers do not receive
duplicative ads and for administrative purposes. Apple intends to retain the zip code information
it has collected for six months to administer and improve the iAd network. Afier six months, the
information may be aggregated for administrative purposes.

6. Please explain in detail why Apple decided to begin collecting location data at
this time, and how it intends to use the data.

Please see our answer to question #2 above regarding when we began collecting relevant
information. Apple collects location data for only one purpose—to enhance and improve the
services we can offer to our customers.

7. Is Apple sharing consumer location information collected through iPhones and
iPads with AT&T or other telccommunications carriers?

No.

12
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8. Who are the unspecified “partners and licensees” with which Apple shares
this location data, and what are the terms and conditions of such
information sharing? How does this comply with the requirements of Section
222 of the Communications Act, which mandates that no consumer location
information be shared without the explicit prior consent of the consumer?

The “licensees” referred to above are our software application developers. Apple shares
location data with an application developer only after a user has given express consent to the
sharing.

“Partners” refers to two external partners who maintain databases of known locations for
cell towers and Wi-Fi access points. Earlier versions of the iPhone software rely on these
databases for Wi-Fi access point and cell tower locations. For devices running that earlier
software, Apple shares anonymous, non-device identifying location information with these
external partners to obtain better location results for our users.

9. Does Apple believe that legal boilerplate in a general information policy, which
the consumer must agree to in order to download applications or updates,
is consistent with the intent of Section 222, and sufficient to inform the consumer
that the consumer’s location may be disclosed to other parties? Has Apple or its
legal counsel conducted an analysis of this issue? If yes, please provide a
copy. If not, why not?

While Apple is not a telecommunications carrier or service provider subject to Section
222, we believe the privacy protections described in detail in this letter are consistent with the
intent of Section 222.

Apple is committed to giving our customers clear notice and control over their
information, and we believe our products do this in a simple and elegant way. We share your
concerns about the collection and misuse of location data, and appreciate this opportunity to
explain our policies and procedures.

Sincerely,

N TN

e N

el O
AR <ff‘5®2—_*www“

Bruce Sewell
General Counsel and Senior Vice President of
Legal and Government Affairs
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May 6, 2011

VIA EMAIL AND HAND DELIVERY

The Honorable Al Franken
United States Senate
Washington, DC 20510

Dear Chairman Franken:
Apple provides this letter in response to your letter of April 20, 201 1.

On April 27, 2011, Apple issued the attached public response to questions about how
Apple gathers and uscs location information. That responsc provides much of the information
requested in your letter. The following summary provides additional details regarding Apple’s
collection, storage, and use of location information on Applc mobile devices. After this
summary, specific answers are given to each question in your letter.

At the outset, the initial point madc in Apple’s April 27 public responsc should be
emphasized: Apple does not track users’ locations — Apple has never done so and has no plans
to ever do so. Instead, to provide the best scrvices to meet customers’ demands, Apple collcels
the following, limited kinds of location-related information from a device.

I. SUMMARY OF APPLE’S COLLECTION, STORAGE, AND USE OF LOCATION INFORMATION
ON APPLE MOBILE DEVICES

A. Crowd-Sourced Database of Wi-Fi Hotspot and Cell Tower Location
Information

Consumers are increasingly demanding accurate location information from their
handheld devices. Consumecrs want directions from their current location to a desired
destination; consumers want their devices to find the nearest coffee shop or gas station. To get
this type of information, consumers want and cxpect their mobile devices to be able to quickly
and reliably dctermine their current locations. 1f the device contains a GPS chip, the device can
dctermine its current location using GPS satellite data. But this process can take up 1o several
minutes. Obviously, if the device does not have a GPS chip, the GPS location data is not
avaijable at all.

To cnable Apple mobile devices to respond quickly (or at all, in the case of non-GPS
equipped devices or when GPS is not available, such as indoors or in basements) to a customer’s
request for current location information, Apple maintains a sccure database containing
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information regarding known locations of cell towers and Wi-Fi access points — also referred to
as Wi-Fi hotspots. (For additional details, please see Apple’s July 12, 2010 Letter to The
Honorable Edward J. Markey and The Honorable Joe Barton (Apple’s “July 12, 2010 Letter”) at
6.)" As described in greater detail below with regard to mobile devices — and as discussed in
detail with regard to both mobile devices and Mac computers in the July 12, 2010 Letter - Apple
collects anonymous location information about Wi-Fi hotspots and cell towers from millions of
Apple devices. From this anonymous information, Apple has been able, over time, to calculate
the known locations of miltions of Wi-Fi hot spots and cell towers. Because the basis for this
focation information is the “crowd” of Apple devices, Apple refers to this as its “crowd-sourced”
database. The crowd-sourced database does not reveal personal information about any customer.

An Apple mobile device running Apple’s mobile device operating system, iOS, can use
the crowd-sourced database to (1) provide the customer with an approximate location while
waiting for the more precise GPS location, (2) find GPS satellites much more quickly,
significantly reducing the wait time for the GPS location, and (3) triangulate the device location
when GPS is not available (such as indoors or in basements). The device performs all of these
calculations in response to a request for location information from an application on the
customer’s device that has been explicitly approved by the user to obtain the current location,
and the device requests from Apple the crowd-sourced database information needed for these
calculations.

To further improve the speed with which the device can calculate location, Apple
downloads a subset of the crowd-sourced database content to a local cache on the device. This
content describes the known locations of Wi-Fi hotspols2 and cell towers that the device can
“seg” and/or that are nearby, as well as nearby cell location area codes,” some of which may be
more than one hundred miles away. The presence of the local cache on the device enables the
device to calculate an initial approximate location before Apple’s servers can respond to a
request for information from the crowd-sourced database.

As discussed in more detail below, Apple issued a free software update that changed the
way in which 10S maintained its local cache. The software update reduced the size of the
crowd-source Wi-Fi hotspot and cell tower database cached on the devices, ceased backing up
this cache, and deleted the cache entirely when Location Services is off.

For devices that have installed this update, iOS stores this local cache in a database file
called “cache.db.” For devices running previous versions of 1OS 4, iOS stores this local cache in
the “consolidated.db” database. Except as otherwise noted, “local cache” is used herein to refer
to the downloaded hotspot and cell tower location information, whether stored in consolidated.db
or in cache.db.

! For your reference, a copy of Apple’s July 12, 2010 Letter is attached and is also available online on Congressman
Markey’s website at http://markey.house.gov/docs/applemarkeybarton7-12-10.pdf.

? For each Wi-Fi hotspot, the location information includes that hotspot’s MAC address, latitude/longitude
coordinates, associated honzontal accuracy number, and a confidence value. For each cell tower, the location
information includes the cell tower 1D, latitude/longitude coordinates, associated horizontat accuracy number, and a
confidence value.

? Cell base stations are grouped into “location areas” for network planning purposes, and each location area is
assigned a unique “Jocation area code.” This “location area code” is broadcast by the cell base stations.
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The local cache does not include a log of each time the device was near a particular
hotspot or ccll tower, and the local cache has never included such a log. For each Wi-Fi hotspot
and cell tower, the local cache stores only that hotspot’s/cell tower’s most recent location
information, downloaded from Apple’s constantly updated crowd-sourced database. After a
customer installs the free iOS software update, i0S will purge records that are older than scven
days, and the cache will be deleted entirely when Location Services is turned off.

The local cache is protected with iOS security features, but it is not encrypted. Beginning
with the next major release of iOS, the operating system will encrypt any local cache of the
hotspot and cell tower location information.

Prior to the update, iTunes backed up the local cache (stored in consolidated.db) as part
of the normal device backup if there was a syncing relationship between the device and a
computer. The iTunes backup, including consolidated.db, may or may not have been encrypted,
depending on the customer’s settings in iTunes. After the software update, iTunes does not back
up the local cache (now stored in cache.db).

When a customer runs certain applications, those applications request location
information from 10S. Because of a bug that existed prior to the update, even when Location
Services was off, the device would anonymously send the 1Ds of visible Wi-Fi hotspots and cell
towers, without any GPS information, to Apple’s servers, Apple’s servers would send back the
known, crowd-sourced location information for those hotspots and cell towers (and nearby
hotspots and cell towers), and the device would cache that information in the consolidated.db file.
None of this downloaded crowd-sourced location information ~ or any other location information
—would be provided to or disclosed to the application.

The iOS software update fixed the bug that caused crowd-sourced location information to
be downloaded to the device while Location Services was off. i0S will now delete any existing
local cache from consolidated.db and, if Location Services is off, (1) Apple will not download
any crowd-sourced location information to the device, regardless of whether a specific
application requests that information, and (2) iOS will delete any cache of this information stored
in cache.db.

B. Collecting Crowd-Sourced Wi-Fi Hotspot and Cell Tower Location
Information

As mentioned above and in the July 12,2010 Letter, Apple collects anonymous location
information about Wi-Fi hotspots and cell towers from millions of devices to develop and refine
Apple’s database of crowd-sourced location information. The mobile devices intermittently
collect information about Wi-Fi hotspots and cell towers that they can “see” and tag that
information with the device’s current GPS coordinates, i.c. the devices “geo-tag” hotspots and
towers.

This collected Wi-Fi hotspot and cell tower information is temporarily saved in a separate
table in the local cache; thereafter, that data is extracted from the databasc, encrypted, and
transmitted — anonymously ~ to Apple over a Wi-Fi connection every twelve hours (or later if the
device does not have Wi-Fi access at that time). Apple’s servers use this information to re-
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calculate and update the known locations of Wi-Fi hotspots and cell towers stored in its crowd-
sourced database. As explained in Apple’s April 27 public response and Apple’s July 12, 2010
Letter, Apple cannot identify the source of this information, and Apple collects and uses this
information only to develop and improve the Wi-Fi hotspot and cell tower location information
in Apple’s crowd-sourced database. After the device attempts to upload this information to
Apple, even if the atterapt fails, the information is deleted from the local cache database on the
device. In versions of i0S 4.1 or later, moreover, the device will not attempt to collect or upload
this anonymous information to Apple unless Location Services is on and the customer has
explicitly consented to at least one application’s request to use location information.”

C. Additional Location Information Collections

If Location Services is on, Apple collects location information from mobile devices under
the following additional circumstances.

First, as mentioned in Apple’s April 27 response, Apple is now collecting anonymous
traffic data to build a crowd-sourced automobile traffic database with the goal of providing
iPhone users an improved traffic service in the next couple of years. This information is
temporarily stored in the local cache on the device, anonymously uploaded to Apple, and then
deleted from the device.

Second, Apple collects anonymous diagnostic information from randomly-selected
devices to evaluate and improve the performance of its mobile hardware and operating system.
For example, Apple may collect information about a dropped cell phone call, including the
calculated location of the device when a call was dropped, to help identify and address any cell
connection issues. Before any diagnostic information is collected, the customer must provide
express consent to Apple. Apple cannot associate this information with a particular customer.
Additional details regarding Apple’s diagnostic collection practices are provided in the July 12,
2010 Letter at page 8.

Third, Apple obtains information about the device’s location (the latitude/longitude
coordinates) when an ad request is made. The device securely transmits this information to the
Apple iAd servers, the iAd servers immediately convert the latitude/longitude coordinates to a
five-digit zip code, and the iAd servers then discard the coordinates. Apple does not record or
store the latitude/longitude coordinates — Apple stores only the zip code. Apple then uses the zip
code to select a relevant ad for the customer. Additional details regarding Apple’s advertising
collection practices are provided in the July 12, 2010 Letter at pages 3-10.

Finally, if a customer has consented to an application’s collection and/or use of location
information, 10S will provide current location information in response to a request from that
application. iOS will provide that customer-approved application with the location of the device
only; i0S does not provide applications with direct access to the tocal cache.

* When Apple released iOS 4.1 on September 8, 2010, Apple fixed a bug that had caused iOS to send anonymous,
geo-tagged information about Wi-Fi hotspots and cell towers to Apple even if the customer had tumed off Location
Services. For devices running iOS version 4.1 and later, the device does not send this anonymous location
information to Apple.
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D. Apple’s May 4, 2011 iOS Software Update

As discussed above, Apple released an i0S Software Update. After a customer installs
this software update on an iOS device:

» if Location Services is off, Apple will not download any crowd-sourced Wi-Fi
hotspot and cell tower location information to the device, regardless of whether a
specific application requests that information;

* i0S will delete from consolidated.db any cached location information described
above — even if Location Services is on;

* i0S will store cached location information, as described above, in cache.db only if
Location Services is on and will delete any such cached location information from
cache.db if Location Services is turned off;

* 108 will purge from cache.db crowd-sourced Wi-Fi hotspot and cell tower location
information records that are older than seven days; and

¢ iTunes will not back up cache.db.
IL. RESPONSES

The following responses represent the current state of our knowledge based on our
investigation to date. Our investigation is ongoing, however, and we may continue to discover
information responsive to your letter. I will update our responses, as needed, if we locate other
responsive materials or information,

1. Why does Apple collect and compile this lecation data? Why did Apple
choose to initiate tracking this data in its iOS 4 operating system?

As noted above, Apple does not track users’ locations. Apple collects location-based
information for only one purpose ~ to enhance and improve the services we can offer to our
customers.

Apple uses the anonymous, geo-tagged information about Wi-Fi hotspots and cell towers
collected from mobile devices, along with other information (such as cellular specifications), to
calculate the locations of hotspots and cell towers. Apple stores the calculated locations in
Apple’s crowd-sourced database. Information from this database enables Apple mobile devices
to calculate location quickly (or at all, in the case of non-GPS enabled devices) to the customer’s
request for current location information.

Apple is using location information associated with automobile traffic data to build a
crowd-sourced traffic database with the goal of providing iPhone users an improved traffic
service in the next couple of years.

Apple uses location information associated with diagnostic data to evaluate and improve
the performance of its mobile hardware and operating system.
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Finally, Apple uses location information collected when an ad request is made to
calculate a zip code that is used to sclect a relevant ad for the customer. As noted above, Apple
discards the actual location information transmitted from the device to Apple’s iAd servers when
an ad request is made.

2. Does Apple collect and compile this location data for laptops?

Apple anonymously collects information about Wi-Fi hotpots, such as MAC addresses,
from laptops running Mac OS X. Additional details regarding the collection of this information
from Mac OS X are provided in the July 12, 2010 Lettcr at pages 7-8.

3. How is this data generated? (GPS, cell tower triangulation, WiFi
- triangulation, etc.)

Under the circumstances described above, i0S may use the information contained in the
crowd-sourced Jocation database to triangulate the device location when GPS is not available
(such as indoors or in basements). If GPS information is available, 108 can determine the device
location using GPS sateilite data.

4. How frequently is a user’s Jocation recorded? What triggers the creation of
a record of someone’s location?

Following the May 4, 2011 software update, iOS does not record the device location in a
file. In versions of 10S 4 prior to the update, i0S wrote a cache copy of the device’s single “last
known location” to a file named “cache.plist.” Specifically, when the device determined its
current location, 10S wrote that location to cache.plist, overwriting any previous data that may
have been in the file. In other words, only one last known location was stored; previous
locations, or locations over time, were not stored by 10S. The next time an application or service
requested current location information, 10S used the data in cache.plist, along with other
information, to determine the device’s then-current location. Any previous location in
cache.plist was then overwritten.

5. How precise is this location data? Can it track a user’s location to 50 meters,
100 meters, etc.?

The precision with which iOS can calculate a device’s location varies based on the
quality and quantity of information available to the iOS. For cxample, if GPS satellite data is not
available, i0S may attempt to calculate the device location using only the crowd-sourced
locations of Wi-Fi hotspots and cell towers. Because some of those hotspots and cell towers
could be more than onc hundred miles away, the device location calculated by iOS will only be
an approximation.

6. Why is this data not encrypted? What steps will Apple take to encrypt this
data?

The local cache is protected with 108 security features. Beginning with the next major
release of 10S, the operating system will encrypt any local cache of the hotspot and cell tower
location information.
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Prior to the update, iTunes backed up the local cache (stored in consolidated.db) as part
of the normal device backup if there was a syncing relationship between the device and a
computer. The iTunes backup, including consolidated.db, may or may not have been encrypted,
depending on the customer’s settings in iTunes. After the software update, iTunes does not back
up the local cache (now stored in cache.db).

7. Why were Apple consumers never affirmatively informed of the collection
and retention of their location data in this manner? Why did Apple not seek
affirmative consent before doing so?

Apple has publicly disclosed in several ways the types of information it collects and how
it uses that information. Through its Privacy Policy and previous disclosures to questions raised
about location based data, Apple has informed its customers of the types of data collected and
used by the devices. Apple provided a detailed description of its collection and use of location-
based information in the July 27, 2010 Letter. In Apple’s April 27, 2011 public response, Apple
disclosed additional technical details, including characteristics of the local cache database file.

Apple has taken several measures to inform its customers about the use of location data.
First, Apple’s Privacy Policy, which is available from links on every page of Apple’s website,’
contains express disclosures regarding Apple’s collection and use of location data and non-
personal information:

Location-Based Services

To provide location-based services on Apple products, Apple and
our partners and licensees may collect, use, and share precise
location data, including the real-time geographic location of your
Apple computer or device. This location data is collected
anonymousty in a form that does not personally identify you and is
used by Apple and our partners and licensees to provide and
improve location-based products and services. For example, we
may share geographic location with application providers when
you opt in to their Jocation services.

Some location-based services offered by Apple, such as the
MobileMe “Find My iPhone™ feature, require your personal
information for the feature to work.

Aok kR ok kK K kK
Collection and Use of Non-Personal Information

We also collect non-personal information — data in a form that
does not permit direct association with any specific individual. We
may collect, use, transfer, and disclose non-personal information

> The links take customers to hitp://www.apple.com/privacy, which may also be accessed by customers directly.
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for any purpose. The following are some examples of non-personal
information that we collect and how we may use it:

= We may collect information such as occupation, language, zip
code, area code, unique device identifier, location, and the time
zone where an Apple product is used so that we can better
understand customer behavior and improve our products,
services, and advertising.

If we do combine non-personal information with personal
information the combined information will be treated as personal
information for as long as it remains combined.

Second, Apple’s Software License Agreements (“SLAs™) for products that provide
location-based services similarly provide express disclosures regarding Apple’s collection and
use of location information. For example, to activate an iPhone, the customer must accept and
agree to the iPhone SLA, including the following provision regarding location data:

4. Consent to Use of Data.

(b) Location Data. Apple and its partners and licensees may
provide certain services through your iPhone that rely upon
location information. To provide and improve these services,
where available, Apple and its partners and licensees may transmit,
collect, maintain, process and use your location data, including the
real-time geographic location of your iPhone, and location search
quertes. The location data and quertes collected by Apple are
collected in a form that does not personally identify you and may
be used by Apple and its partners and licensees to provide and
improve location-based products and services. By using any
location-based services on your iPhone, you agree and consent
to Apple's and its partners’ and licensees' transmission,
collection, maintenance, processing and use of your location
data and queries to provide and improve such products and
services. (emphasis exists in the SLA) You may withdraw this
consent at any time by going to the Location Services setting on
your iPhone and either turning off the global Location Services
setting or turning off the individual location settings of each
location-aware application on your iPhone. Not using these
location features will not impact the non loeation-based
functionality of your iPhone. When using third party applications
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or services on the iPhone that use or provide location data, you are
subject to and should review such third party's terms and privacy
policy on use of location data by such third party applications or
services. ...

At all times your information will be treated in accordance with
Apple’s Privacy Policy, which is incorporated by reference into
this Licensc and can be viewed at: www.apple.com/legal/privacy/.

In addition, every time a customer updates iOS on an iPhone, the customer must again accept
and agree to the iPhone SLA.

Third, before any application can collect or use location information, i0S discloses to the
customer that the application “would like to use [the customer’s] current focation” and requests
the customer’s express consent.

Fourth, before Apple will collect any diagnostic information from an iOS customer, that
customer must explicitly agree that Apple may collect and use such information. For example,
iPhone customers must click “Agree” in response to the following disclosure:

You can help Apple improve its products by sending us
anonymous diagnostic and usage information about your iPhone.

By clicking “Agree” you agree that Apple may periodically collect and use this
information as part of its support scrvices and to improve its products and services.
This information is collected anonymously. To leam more about Apple’s Privacy
Policy, see http://www.apple.com/legal/privacy.

8. Does Apple believe that this conduct is permissible under the terms of its
privacy policy? See Apple Privacy Policy at “Location-Based Services”
(accessed on April 20, 2011), available at www.apple.com/privacy.

Apple believes its location-based services and practices are consistent with its Privacy
Policy.

9. To whom, if anyone, including Apple, has this data been disclosed? When
and why were these disclosures made?

Apple has downloadcd portions of the contents of the crowd-sourced database to Apple
mobile devices to provide location services to Apple’s customers. As discussed above, the
hotspot and cell tower location information stored in Apple’s crowd-sourced database and
downloaded to customer devices is not the anonymous geo-tagged information collected from
mobile devices — instead, it comprises the locations of hotspots and cell towers that have been
derived by Apple from the anonymous crowd-sourced location data. Apple does not receive any
compensation from its customers for supplying the information from the crowd-sourced database,
although that service is something that Apple’s customers have come to expect when they
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purchase an Apple mobile device. The portions of the crowd sourced database stored on a
customer’s mobile device are protected as discussed above.

With the goal of providing its customers with an improved traffic service, Apple has
entered into a confidential relationship with one of its development partners and has shared with
this partner subsets of the anonymous location information associated with automobile traffic
data collected by Apple. Contractual confidentiality and non-disclosure restrictions protect this
anonymous location information, and Apple’s development partner is prohibited from sharing
this information with any third parties. The terms of Apple’s agreement with this development
partner are confidential.

As described above, i0S will provide third-party applications with a devices’ current
location via Apple’s application programming interface if that customer consents. Third-party
application developers must register as an “Apple Developer” by paying a fee and signing the
Registered Apple Developer Agreement and the iOS Developer Program License Agreement
(the “PLA”). Registered Apple Developers gain access to the software development kit and
other technical resources necessary to develop applications for mobile devices.

The current PLA contains several provisions governing the collection and use of location-
based information, including the following:

* Developers may collect, use, or disclose to a third party location-based information
only with the customer’s prior consent and to provide a service or function that is
directly relevant to the use of the application;

* Developers must provide information to their customers regarding the use and
disclosure of location-based information (e.g., a description on the App Store or
adding a link to the applicable privacy policy);

* Developers must take appropriate steps to protect customers’ location-based
information from unauthorized use or access;

* Developers must comply with apphcable privacy and data collection laws and
regulations regarding the use or transmission of location-based information;

* Applications must notify and obtain consent from each customer before location data
is collected, transmitted, or otherwise used by developers;

* If the customer denies or withdraws consent, applications may not collect, transmit,
maintain, process or utilize the customer’s location data; and

* Applications must not disable, override, or otherwise interfere with Apple-
implemented alerts, including those intended to notify the customer that location-
based information is being collected, transmitted, maintained, processed, or used, or
intended to obtain consent for such use.

Developers that do not agree to these provisions may not offer applications on the App
Store. Apple has the right to terminate the PLA if a developer fails to comply with any of these

10
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provisions. In its Privacy Policy, Apple also notifies customers that “Information collected by
third parties, which may include such things as location data or contact details, is governed by
their privacy practices. We encourage you to leam about the privacy practices of those third
parties.”

Other than as described in the prior paragraphs, Apple has not shared or given third
parties access to the information collected and stored by i0S.

Sincerely,

Bruce Sewell
General Counsel and Senior Vice

President of Legal and Government
Affairs

Attachments
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information from Android devices, but downplayed concerns about privacy by saying the information

is not "traceable to a specific user.”
That claim, it turns out, depends on the definition of "traceable.”

According to detailed records provided to CNET by a security researcher, Android phones regularly
connect to Google.com and disgorge a miniature data dump that includes time down to the
millisecond, current and recent GPS coordinates, nearby Wi-Fi network addresses, and two 16-letter
strings representing a device ID that's unique to each phone.

Apple, which came under five this week after reports that approximate location data is stored in
perpetuity on iPhones, also collects such data through the Internet. It acknowledged (PDF) to
Congress last year that "cell tower and Wi-Fi access point information™ is "intermittently” collected
and "transmitted to Apple™every 12 hours, but has refused to elaborate. (See CNET's FAQ on the
topic.)

Assembling a database of locations can raise privacy
concerns. While Android's device ID isn't a pame or phone

number, it uniquely identifies each phone and is linked to Location Priva(_\y
its whereabouts, which means Google might be able to

trace the location of an Android phone over months or Store Data Trapsmit

even years. Less 1s known about what data Apple collects, Apple Yea Yen

including whether a unique device ID is transmitted. Gaogle Yes
Microsoft o H/Ak

A Google representative said she would not immediately

be ahle to respond to a list of questions posed by CNET * Fe're waiting for a response

this afternoon. The company's statement says: "We provide f":’N“‘;‘:‘ws"f t, as well as RI¥

an; jokia.

users with notice and control over the collection, sharing,

. . . . H T

and use of location in order to provide a better mobile Source: CNET ressarch

experience on Android devices. Any location data that is
2091 C8S Rewaathe

sent back to Google location servers is anonymized and is (Credit: Declin McCullaghlCNET)
not tied or traceable to a specific user.”

"It's not tied to a user," says Samy Kamkar, who provided the Android connection logs to CNET.
"But it is a unique identifier to that phone that never changes unless you do a factory reset.”

An Android setup screen references these ongoing location updates, saying that choosing to enahle
location services allows Google to "collect anonymous location data," even when "o applications are
runaing.” But that disclosure does not acknowledge that a unique device [D is transmitted. (See a

screen snapshot.)

It's difficult to know how significant the privacy risks are. That depends in large part on whether
Google anonymizes the location information and device ID that it collects from Android devices--
and, especially, how long data is kept.

..cnet.com/8301-31921_3-20056657-2...
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Marc Rotenberg, executive director of the Electronic Privacy Information Center, is skeptical of

Google's claim that the data is not "traceable” to a specific person. "If you can link a person's address
with their activity,” he says, "bingo! it's personal data.”

Requesting cell phone location information from wireless
carriers has become a staple of criminal investigations,
often without search warrants being sought. It's not clear
how often iegal requests for these records have been sent
to Google and Apple, or whether the companies have
required a judge's signature on a search warrant, the most

privacy-protective approach, or settled for less.

The Android device ID.can be tied to a person without a Excerpts from Android connection-logging
minimum of number-crunching, said Kamkar, a onetime done by Samy Kamkar. CNET has
hacker with a colorful past. Google can determine that "this redacted his device ID and Wi-Fi MAC

is probably their home address because they're there at 3 address. Click for a karger image.

a.m. every single day," he said. And "this is probably their

work address because they're there between 9 am. and 5 p.m. every day.”

Even though police are tapping into the locations of mohile phones thousands of times a year by
contacting AT&T, Verizon, and other carriers, the legal ground rules rermain unclear, and federal
privacy laws writtcn a generation ago are ambiguous at best. The Obama Justice Department has
claimed that no warrant is required for historical location information. (CNET was the first to
report on warrantless cell tracking, in 2005.)

"T think it's important that people know what's bappening" inside their phones, Kamkar said.

Like i0OS devices, Android phones do collect location inforination in a local file. But they seem to
erase it relatively quickly instead of saving it forever. Swedish programer Magnus Eriksson has
highlighted a portion of the Android source code suggesting a maximum of 50 cell tower locations
are retained, which a souree close to Google indicates is correct.

Here are the questions, still unanswered, that CNET posed to Google this afternoon:

I've been looking into this a bit more. It appeacs that Android phones send an HTTP
POST data packet to Google, specifically this URL: http://wwav.google.comyioc/miapi

Inctuded in the POST packet are a series of strings, including:

- carricr nane

- time packet was sent, down to the millisecond

- MAC address, name, signal strength of the Wi-Fi network in use

- MAC address, name, signal strength for other visible Wi-Fi networks
- lat/long GPS coordinates of the phone

- other latlong pairs and times associated with them (showing motion)

...cnet.com/8301-31921_3-20056657-2... 3/6



284

5/17/2011 Android data tied to users? Some say y...
- Two 16-byte strings that arc uniquely tied to that Android device

The tast ficld is the important one. It doesn't include a name or phone number, but it is
traceable to a specific user. If Fin at a certain home address every evening, and at a
certain work address every day from 9 aan.-3 p.an., it's pretty clear who [am.

So my questions are:

- Why doesn't Google randomize those two 16-byte strings (fet's call them the deviee
ID) on an hourly or daily basis?

- Given a strect address or pair of GPS coordinates, is Google able to produce the
complete Jocation fogs associated with that device 1D, if legally required to do so?

- Given a device 1D, is Google able to produce the complete location Jogs associated
with it, if Jegally required to do so?

- Given a MAC address of an access point, is Google able to producc the device IDs
and location data associated with it, if legally required to do so?

- How long are these location logs and device ID logs kept?

- If they are partially anonymized after a certain time, how is that done, and can those
records be restored from a backup if Google is legally required to do so?

- How many law enforcement requests or forms of compulsory process have you
reccived for access to any portion ot this database?

- Why have you assembied this tocation and device I database? My current theory is
that it shows traffic on Google Maps where street data would be otherwise unavailable
(a very usetul feature, but one that doesn't appear to require keeping fixed device IDs).
- How arc the device ID strings calculated?

- Did Alma Whitten approve this form ot device 1D logging? If not, what internal
process did you use to vet any possible privacy concerns?

- If Google knows that a Gmail user is connecting from a home network 1P address
every evening, it would be trivial to link that with an Android phone's device 1D that
also connects via that 1P address. Docs Google do that?

- Does Android store only a maximum of 50 cell records and 200 Wi-Fi records?

Disclosure: Declan McCullagh is married to a Google employee not involved in this issue.

Declan McCullagh

Pkl Full Profile E-mail Declan McCullagh

i Declan McCullagh is the chief political correspondent for CNET. Declan previously was a

- reporter for Time and the Washington burcau chicf for Wired and wrote the Taking Liberties
. section and Other People's Moncy column for CBS News' Web site.

...cnet.com/8301-31921_3-20056657-2...
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Chapter 3
The Stored Communications Act

A Introduction

information from network senice providers such as {SPs. Whenewer
agents or prosecutors seek stored email, account records, or
subscriber information from a network senice provider, they must
comply with the SCA. The SCA's classifications are summarnized in
the chart that appears in Section F of this chapter.

D +» The SCA regulates how the govemment can obtain stored account

The Stored Communications Act, 18 U.S.C. §§ 2701-2712 ("SCA"), sets forth
a system of statutory privacy rights for customers and subscribers of
computer network senice providers.{’] There are three main substantive
compoenents to this system, which serves to protect and regutate the privacy
interests of network users with respect to government, network senice
proMders, and the world at large. First, § 2703 creates a code of criminal
procedure that federal and state taw enforcement officers must fotiow to
compel disclosure of stored communications from network senice providers.
Second, § 2702 regulates voluntary disclosure by network senice providers of
customer communications and records, both to govemment and rnon-
govemment entities. Third, § 2701 prohibits untawfut access to certain stored
communications; anyone who obtains, alters, or prevents authorized access
to those communications is subject to criminal penaities.

The structure of the SCA reflects a series of classifications that indicate the
drafiers' judgments about what kinds of information impiicate greater or lesser
privacy interests. For example, the drafters saw greater privacy interests in
the content of stored emails than in subscriber account information. Similary,
the drafters believed that computing senices available "o the public” required
more strict regulation than senices not available to the public. {Perhaps this
judgment reflects the vew that providers available to the public are not fikely to
have close relationships with their customers, and therefore might have less
incentive to protect their customers' privacy.} To protect the array of privacy
interests identified by its drafters, the SCA offers varying degrees of legal
protection depending on the perceived importance of the privacy interest
involved, Some information can be obtained from providers with a subpoena;
other information requires a special court order; and stili other information
requires a search warrant. in addition, some types of iegai process require
notice to the subscriber, while other types do not.

Agents and presecutors must apply the various classifications devised by the
SCA's drafers to the facts of each case 1o figure out the proper procedure for
obtaining the information sought. First, they must classify the network senice
provider {e.g., does the provider provide "electronic communication senvice,"
“remote computing sendce,” or neither). Next, they must classify the
information sought {e.g., is the information content “in electronic storage,”
content held by a remote computing senice, a non-content record pertaining

cybercrime.gov/ssmanual/03ssma.htmt
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to a subscriber, or other information enumerated by the SCA). Third, they
must consider whether they are seeking to compel! disclosure or seeking to
accept information disclosed voluntarily by the provider. if they seek
competied disclosure, they need to determine whether they need a search
warrant, a 2703(d) court order, or a subpoeana o compel the disclosure. ff they
are seeking to accept information woiuntarily disclosed, they must determine
whether the statute permits the disclosure. The chart contained in Section F
of this chapter provides a useful way to apply these distinctions in practice.

The organization of this chapter will follow the SCA's various classifications.
Section B explains the SCA's classification structure, which distinguishes
between providers of "electronic communication service” and providers of
"remote computing senice.” Section C explains the different kinds of
inforration that providers can diwige, such as content “in electronic storage"
and "records . . . pertaining to a subscriber.” Section D explains the legal
process that agents and prosecutors must follow to compel a provider to
disciose information. Section E looks at the flip side of this problem and
explains when providers may voluntarily disclose account information. A
summary chart appears in Section F. Section G discusses important issues
that may arise when agents obtain records from network providers: steps to
preserve evidence, steps to prevent disclosure to subjects, Cable Act issues,
and reimbursement to providers. Section H discusses the Fourth
Amendment's appiication to stored electronic communications. Finaily,
Section ! discusses the remedies that courts may impose foilowing violations
of the SCA.

B. Providers of Electronic Communication Service vs. Remote

Computing Service

The SCA protects communications held by two defined classes of network
senice providers: providers of "electronic communication senice,” see 18
U.S.C. § 2510(15), and providers of "remote computing senice,” see 18
U.S.C. § 2711(2). Careful examination of the definitions of these two terms is
necessary to understand how to apply the SCA.

1. Electronic Communication Service

An electronic communication sendce ("ECS"} is "any senice which provides
to users thereof the ability to send or receive wire or electronic
communications.” 18 U.S.C. § 2510{15). (For a discussion of the definitions of
wire and efectronic communications, see Chapter 4.D.2.) For example,
“telephone companies and electronic mail companies” generally act as ECS
providers. See S. Rep. No. 99-541 {1986), reprinted in 1986 U.S.C.C.A.N.
3555, 3568; Quon v. Arch Wireless Operating Co., 529 F.3d 892, 900-03 (9th
Cir. 2008) {text messaging senice provider is an ECS}), In re Application of
United States, 509 F. Supp. 2d 76, 79 (D. Mass. 2007) {cell phone senice
provider is an ECS), Kaufman v. Nest Seekers, LLC, 2006 WL 2807177, at *5
{S.D.N.Y. Sept. 26, 2006) (host of electronic bulletin board is ECS);
Freedman v. America Online, Inc., 325 F. Supp. 2d 638, 643 n.4 (E.D. Va.
2004) (AOL is an ECS).

Any company or govemment entity that provides others with the means to
communicate electronically can be a "provider of electronic communication
sendce” relating to the communications it provides, regardless of the entity's
primary business or function. See Fraser v. Nationwide Mut. Ins. Co., 352
F.3d 107, 114-15 (3d Cir. 2004) {insurance company that provided email
senvice to empioyees is an ECS); Bohach v. City of Reno, 932 F. Supp. 1232,
1236 (D. Nev. 1996) {city providing pager senice to its police officers was a
provider of ECS}); United States v. Mulfins, 992 F.2d 1472, 1478 (9th Cir. 1993}
(airline that provides travel agents with computerized trave! reservation system

cybercrime.gov/ssmanual/03ssma.html
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accessed through separate computer terminals can be a provider of ECS). in
In re Application of United States, 349 F.3d 1132, 113841 (Sth Cir. 2003), the
Ninth Circuit held that a company operating a system that enabled drivers to
communicate with designated call centers over a cellular telephone network
was an ECS, though it also noted that the situation would have been entirely
different "if the Company merely used wire communication as an incident to
provding some other sendce, as is the case with a streei-front shop that
requires potential customers to speak into an intercom device before
permitting entry, or a 'drive-thru’ restaurant that ailows customers to place
orders via a two-way intercom located beside the drive-up lane.” /d. at 1141
n.19.

A provider cannot provide ECS with respect to a communication if the senice
did not provide the ability to send or receive that communication. See Sega
Enterprises Ltd. v. MAPHIA, 948 F. Supp. 923, 930-31 (N.D. Cal. 1996) (video
game manufacturer that accessed private email of users of another company's
bulletin board senice was not a provider of electronic communication senice);
State Wide Photocopy, Corp. v. Tokai Fin. Servs., inc., 909 F. Supp. 137,
145 (S.D.N.Y. 1995} {financing company that used fax machines and
computers but did not provide the ability to send or receive communications
was not provider of electronic communication senice).

Significantly, a mere user of ECS provided by another is not a provider of
ECS. For example, a commercial website is not a provider of ECS, even
though it may send and receive electronic communications from customers. In
Crowley v. CyberSource Corp., 166 F. Supp. 2d 1263, 1270 (N.D. Cal. 2001),
the plaintiff argued that Amazon.com {to whom plaintiff sent his name, credit
card number, and other identification information) was an electronic
communications senice provider because "without recipients such as
Amazon.com, users would have no ability to send electronic information.” The
court rejected this argument, holding that Amazon was propery charactenzed
as a user rather than a provider of ECS. See id. See also United States v.
Steiger, 318 F.3d 1039, 1049 (11th Cir. 2003} {a home computer connected to
the Intemet is not an ECS); In re Jetblue Airsays Corp. Pnvacy Litigation, 379
F. Supp. 2d 299, 309-10 {E.D.N.Y. 2005} (aifine that operated website that
enabled it to communicate with customers was not an ECS); Dyer v.
Northwest Airtines Corp., 334 F. Supp. 2d 1196, 1199 (D.N.D. 2004) (ECS
"does not encompass businesses selling traditional products or senices
online”); in re Doublectick Inc. Privacy Litigation, 154 F. Supp. 2d 497, 508-09
{5.D.N.Y. 2001) {distinguishing iSPs that provide ECS from websites that are
users of ECS). However, “an oniine business or retailer may be considered an
electronic communication senice provider if the business has a website that
offers customers the ability to send messages or communications to third
parties." Becker v. Toca, 2008 WL 4443050, at *4 {(E.D. La. Sept. 26, 2008).

2. Remote Computing Service

The term "remote computing senice” ("RCS") is defined by 18 U.S.C. §
2711(2) as "the provision to the public of computer storage or processing
senices by means of an electronic communications system.” An “"electronic
communications system” is "any wire, radio, electromagnetic, photooptical or
photoetectronic facilities for the transmission of wire or electronic
communications, and any computer facilities or related electronic equipment
for the electronic storage of such communications.” 18 U.S.C. § 2510(14).

Roughly speaking, a remote computing senice is provided by an off-site
computer that stores or processes data for a customer. See S. Rep. No. 99-
541 {1986), reprinted in 1986 U.S.C.C.A.N. 3555, 3564-85. For example, a
senice provider that alfows customers to use its computing facitities in
“essentially a time-sharing arangement” provides an RCS. H.R. Rep. No. 99-
647, at 23 {(1986). A sener that allows users to store data for future retrieval
also provdes an RCS. See Steve Jackson Games, Inc. v. United States
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Secret Service, 816 F. Supp. 432, 442-43 (W.D. Tex. 1993) (provider of
bulletin board senices was a remote computing senice), affd on other
grounds, 36 F.3d 457 (5th Cir. 1994). importantly, an entity that operates a
websile and its associated servers is not an RCS, unless of course the entity
offers a storage or processing senice through the website. For example, an
aiine may compile and store passenger information and itinerares through its
website, but these functions are incidental to providing airline reservation
sendce, not data storage and processing senice; they do not convert the
airline into an RCS. See In re Jetblue Airways Corp. Privacy Litigation, 379 F.
Supp. 2d at 310; see also United States v. Standefer, 2007 WL 2301760, at
*5(S.0. Cal. Aug. 8, 2007) (holding that e-gold payment website was not an
RCS because e-gold customers did not use the website "to simply store
electronic data" or to "outsource tasks," but instead used e-gold "to transfer
gold ownership to other users”).

Under the definition provided by § 2711{2), a senice can only be a "remote
computing senice” if it is available "to the public.” Senvces are available to the
public if they are available to any member of the general population who
complies with the requisite procedures and pays any requisite fees. For
example, Verizon is a provider to the public: anyone can obtain a Verizon
account. {t may seem odd at first that a sendce can charge a fee but stilf be
considered available "to the public,” but this approach mirrors commercial
refationships in the physical world. For example, movie theaters are open "to
the public" because anyone can buy a ticket and see a show, even though
tickets are not free.) In contrast, providers whose senices are available only to
those with a special relationship with the provider do not provide senice to the
pubtic. For example, an empioyer that provdes email accounts to its
employees will not be an RCS with respect to those employees, because
such email accounts are not available to the public. See Andersen Consulting
LLP v. UOP, 991 F. Supp. 1041, 1043 {N.D. iii. 1998) {interpreting the "to the
public™ clause in § 2702(a) to exclude an intemal emait system that was
made available to a hired contractor but was not available to "any member of
the community at targe").

in Quon v. Arch Wireless Operating Co., the Ninth Circuit held that a text
messaging senice provider was an ECS and therefore not an RCS. See Quon,
529 F.3d at 902-03. Howewer, this "eitherfor” approach to ECS and RCS is
contrary to the language of the statute and its legisiative history. The
definitions of ECS and RCS are independent of each other, and therefore
nothing prevents a senice provider from providing both forms of senice to a
single customer. In addition, an email service provider is certainly an ECS, but
the House report on the SCA also stated that an email stored after
transmission would be protected by a provision of the SCA that protects
contents of communications stored by an RCS. See H.R. Rep. No. 99-647, at
65 (1986). One subsequent court has rejected the Ninth Circuit's analysis in
Quon and stated that a provider "may be deemed to provide both an ECS and
an RCS to the same customer.” Flagg, v. City of Detroit, 252 F.R.D. 346, 362
(E.D. Mich. 2008). The key to determining whether the provider is an ECS or
RCS is to ask what role the provider has played and is playing with respect to
the communication in question.

C. Classifying Types of Information Held by Service Providers

Network senice provders can store different kinds of information relating to an
individual customer or subscnber. Consider the range of information that an
ISP may typically store regarding one of its customers. It may hawe the
customer's subscriber information, such as name, address, and credit card
number. it may have fogs revealing when the customer logged on and off the
senice, the IP addresses assigned to the customer, and other more detailed
logs pertaining to what the customer did while online. The ISP may also have
the customer’s opened, unopened, draft, and sent emails.
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When agents and prosecutors wish to obtain such records, they must be able
to classify these types of information using the language of the SCA. The
SCA breaks the information down into three categories: (1) contents; {2} non-
content records and other information pertaining to a subscriber or customer;
and (3) basic subscriber and session information, which is a subset of non-
content records and is specifically enumerated in 18 U.S.C. § 2703(c)(2). See
18 U.S.C. §§ 2510(8), 2703. In addition, as described below, the SCA creates
substantiaily different protections for contents in "electronic storage" in an
ECS and contents stored by a provder of RCS.

1. Basic Subscriber and Session Information Listed in 18 U.S.C. §
2703(c)(2)

Section 2703(c)(2) lists the categories of basic subscriber and session
information:

" {A) name; (B) address; {Cj local and jong distance telephone connection
records, or records of session times and durations; (D) length of senice
{including start date) and types of senice utilized; (E) telephone or
instrument number or other subscriber number or identity, including any
temporarily assigned network address; and (F) means and source of
payment for such senice (including any credit card or bank account
number){.}

in general, the items in this list relate to the identity of a subscriber, his
relationship with his senice provider, and his basic session connection
records. In the Intemet context, "any temporarily assigned network address”
includes the IP address used by a customer for a particular session. For
example, for a webmail senice, the iP address used by a customer accessing
her email account constitutes a "temporarily assigned network address.” This
fist does not include other, more extensive transactionrelated records, such
as logging information revealing the emal! addresses of persons with whom a
customer comesponded.

2. Records or Other Information Pertaining to a Customer or
Subscriber

Section 2703(c)(1) covers a second type of information: “a record or other
information pertaining to a subscriber to or customer of such senice {not
inctuding the contents of communications).” This is a catch-all category that
includes all records that are not contents, including basic subscriber and
session information described in the previous section. As one court explained,
"a record means something stored or archived. The term information is
synonymous with data.” in re United States, 509 F. Supp. 2d 78, 80 (D.
Mass. 2007).

Common examples of “record[s} . . . pertaining to a subscriber” include
transactional records, such as account logs that record account usage; cell-
site data for cellular telephone calls; and email addresses of other individuals
with whom the account hotder has comesponded. See H.R. Rep. No. 103-827,
at 10, 17, 31 {1994), reprinted in 1994 U.S.C.C.A.N. 3488, 3490, 3497, 3511.
See also In re Application of United States, 508 F. Supp. 76, 80 (D. Mass.
2007) (historical cell-site information fall within scope of § 2703(c){(1)); United
States v. Allen, 53 M.J. 402, 409 (C.A.A F. 2000) (concluding that "a log
identifying the date, time, user, and detailed intemet address of sites
accessed” by a user constituted "a record or other information pertaining to a
subscriber or customer of such service” under the SCA); Hill v. MC/
WorldCom Commcns, Inc., 120 F. Supp. 2d 1194, 1195-96 (S.D. lowa 2000}
{concluding that the "names, addresses, and phone numbers of parties . . .
called” constituted "a record or other information pertaining o a subscriber or
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customer of such senice,” not contents, for a telephone account); Jessup-
Morgan v. America Online, Inc., 20 F. Supp. 2d 1105, 1108 (E.D. Mich. 1998}
{holding that a customer’s identification information is a "record or other
information pertaining to a subscriber” rather than contents). According to the
legisiative history of the 1994 amendments to § 2703(c). the purpose of
separating the basic subscriber and session information from other non-
content records was to distinguish basic subscriber and session information
from more revealing transactional information that could contain a "person's
entire on-line profile.” H.R. Rep. No. 103-827, at 17, 31-32 {1994), reprinted in
1994 U.S.C.C.A.N. 3489, 3497, 3511-12.

3. Contents and "Electronic Storage™

The contents of a network account are the actual files {including email) stored
in the account. See 18 U.S.C. § 2510(8} ("'contents,' when used with respect
{o any wire, oral, or electronic communication, includes any information
conceming the substance, purport, or meaning of that communication"). For
example, stored emails or wice mails are "contents,” as are word processing
files stored in employee network accounts. The subject fines of emails are
also contents. Cf. Brown v. Waddell, 50 F.3d 285, 292 {4th Cir. 1995) (noting
that numerical pager messages atlow "an unfimited range of number-coded
substantive messages” in the course of holding that the interception of pager
messages requires compliance with Title Hil).

The SCA further diides contents into two categories: contents in "electronic
storage” held by a provider of electronic communication senice, and contents
stored by a remote computing senice. (in addition, contents that fali outside
of these two categories are not protected by the SCA.) importantly,
“"electronic storage” is a statutorily defined term. It does not simply mean
storage of information by electronic means. Instead, “electronic storage” is *
(A} any temporary, intermediate storage of a wire or electronic communication
incidental to the electronic transmission thereof; and (B) any storage of such
communication by an electronic communication senice for purposes of
hackup protection of such communication.” 18 U.S.C. § 2510(17). Moreower,
the definition of "electronic storage” is important because, as explained in
Section D below, contents in "electronic storage” for less than 181 days can
be obtained only with a warrant.

Unfortunately, as a result of the Ninth Circuit's decision in Theofe! v. Farey-
Jones, 3589 F.3d 1066 {Sth Cir. 2004), there is now a spiit between iwo
interpretations of "electronic storage™—a traditional narrow interpretation and
an expansive interpretation supplied by the Ninth Circuit. Both interpretations
are discussed below. As a practical matter, federal law enforcement within the
Ninth Circuit is bound by the Ninth Circuit's decision in Theofef, but law
enforcement elsewhere may continue to apply the traditional interpretation of
"efectronic storage.”

As traditionally understood, "electronic storage” refers only to tempaorary
storage made in the course of transmission by a senice provider and to
backups of such infermediate communications made by the senice provider
to ensure sysiem integrity. it does not include post-transmission storage of
communications. For example, email that has been received by a recipient's
senice provider but has not yet been accessed by the recipient is in
"electronic storage.” See Steve Jackson Games, Inc. v. United States Secret
Service, 36 F.3d 457, 461 (5th Cir. 1994). At that stage, the communication is
stored as a temporary and intermediate measure pending the recipient's
retrieval of the communication from the senice provider. Once the recipient
retrieves the email, however, the communication reaches its final destination.
If the recipient chooses to retain a copy of the accessed communication, the
copy will not be in "temporary, intermediate storage” and is not stored
incident to transmission. See Fraser v. Nationwide Mut. Ins. Co., 352 F.3d
107, 114 (3d Cir. 2004) {stating that email in post-transmission storage was
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not in "temperary, intermediate storage”). By the same reascning, if the
sender of an email maintains a copy of the sent email, the copy will not be in
“efectronic storage.” Messages posted to an electronic "bulletin board” or
similar senice are also not in "electronic storage” because the website on
which they are posted is the final destination for the information. See Snow v.
DirecTV, Inc., 2005 WL 1226158, at *3 (M.D. Fla. May 9, 2005), adopted by
2005 WL 1266435 (M.D. Fla. May 27, 2005), affd on other grounds, 450 F.3d
1314 (11th Cir. 2006).

Furthermore, the "backup” component of the definition of "electronic storage”
refers to copies made by an ISP {o ensure system integrity. As one distnict
court explained, the backup component "protects the communication in the
event the system crashes before transmission is complete. The phrase ‘for
purposes of backup protection of such communication’ in the statutory
definition makes clear that messages that are in post-transmission storage,
after transmission is complete, are not covered by part (B) of the definition of
‘electronic storage.” Fraser v. Nationwide Mut. ins. Co., 135 F. Supp. 2d 623,
636 (E.D. Pa. 2001), affd in-part on other grounds, 352 F.3d 107, 114 (3d Cir.
2004) (affirming the SCA portion of the district court's ruling on other grounds);
see also United States v. Weaver, 2009 WL 2163478, at *4 (C.D. Hi. July 15,
2009) {interpreting "electronic sforage” to exclude previously sent emaitl stored
by web-based email senice provider); /n re Doubleciick Inc. Privacy Litigation,
154 F. Supp. 2d 497, 511-13 (S.D.N.Y. 2001} (emphasizing that "electronic
storage” should have a narrow interpretation based on statutory language and
legisiative intent and holding that cookies fall outside of the definition of
“electronic storage” because of their "long-temmn residence on plaintiffs' hard
drives™); H.R. Rep. No. 99-647, at 65 (1986) {noting congressional intent that
opened email left on a provider's system be covered by provisions of the SCA
relating to remote computing senices, rather than provsions retating to
communications in "electronic storage”).

This narrow interpretation of "electronic storage” was rejected by the Ninth
Circuit in Theofel v. Farey~Jones, 359 F.3d 1066 (9th Cir. 2004), in which the
court held that email messages were in "electronic storage” regardiess of
whether they had been previously accessed, because it concluded that
retieved email fell within the backup portion of the definition of “electronic
storage.” /d. at 1075-77. Although the Ninth Circuit did not dispute that
prevously accessed email was not in temporary, intermediate storage within
the meaning of § 2510(17){(A), it insisted that a previously accessed email
message fell within the scope of the "backup” portion of the definition of
"electronic storage,” because such a message "functions as a ‘backup’ for the
user.” Id. at 1075. However, CCIPS has consistently argued that the Ninth
Circuit's broad interpretation of the "backup™ portion of the definition of
"electronic storage” should be rejected. There is no way for a senice provider
to determine whether a previously opened emait on its servers is a backup for
a copy of the email stored by a user on his computer, as the senice provider
simply cannot know whether the underlying email remains stored on the
user's computer. Essentially, the Ninth Circuit's reasoning in Theofel confuses
"backup protection™ with ordinary storage of a file.

Although prosecutors within the Ninth Circuit are bound by Theofel, law
enforcement elsewhere may continue to apply the traditional namow
interpretation of "electronic storage,” even when the data sought is within the
Ninth Circuit. Recent lower court decisions addressing the scope of
“electronic storage” have split between the traditiona! interpretation and the
Theofel approach. Compare United States v. Weaver, 2009 WL 2163478, at
*4 {C.D. 1. July 15, 2009} {rejfecting Theofel}, and Bansal v. Russ, 513 F.
Supp. 2d 264, 276 (E.D. Pa. 2007) {holding that access to opened email in
account held by non-public senice provider did not violate the SCA), with
Bailey v. Bailey, 2008 WL 324158, at *6 (E.D. Mich, Feb. 6, 2008} (endorsing
Theofel), and Cardinal Health 414, inc. v. Adams, 482 F. Supp. 2d 967, 976
n.2 (M.D. Tenn. 2008) (same). Prosecutors confronted with Theofel-related
issues should consult CCIPS at {202) 514-1026 for further assistance.
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4. lilustration of the SCA’s Classifications in the Email Context

An example illustrates how the SCA's categories work in practice outside the
Ninth Circuit, where Theofel does not apply. imagine that Joe sends an emait
from his account at work {"joe@goodcompany.com”) to the personal account
of his friend Jane ("jane@locaiisp.com”). The email will stream across the
Internet until it reaches the servers of Jane's intemet senvice provider, here the
fictional LocallSP. When the message first amves at LocallSP, LocaliSP is a
provider of ECS with respect to that message. Before Jane accesses
LocallSP and retrieves the message, Joe's email is in "efectronic storage.”
Once Jane retrieves Joe’s email, she can either delete the message from
LocallSP's sener or else leave the message stored there. If Jane chooses to
store the emait with LocaliSP, LocallSP is now a provider of RCS {and not
ECS) with respect to the email sent by Joe. The role of LocallSP has changed
from a transmitter of Joe's email to a storage facility for a file stored remotely
for Jane by a provider of RCS.

Next imagine that Jane responds to Joe's email. Jane's retum email to Joe will
stream across the Intemet to the seners of Joe's employer, Good Company.
Before Joe retrieves the email from Good Company's seners, Good Company
is a provider of ECS with respect to Jane's email (just tike LocallSP was with
respect to Joe's original email before Jane accessed it). When Joe accesses
Jane's email message and the communication reaches its destination (Joe),
Good Company ceases to be a provider of ECS with respect to that email
(just as LocallSP ceased to be a provider of ECS with respect to Joe's original
email when Jane accessed it). Unlike LocallSP, however, Good Company
does not become a provider of RCS if Joe decides to store the opened emait
on Good Company's sener. Rather, for purposes of this specific message,
Good Company is a provider of neither ECS nor RCS. Good Company does
not provide RCS because it does not provide senices to the public. See 18
U.S.C. § 2711(2) {"[T]he term ‘remote computing senice’ means the provsion
to the public of computer storage or processing senices by means of an
electronic communications system.” (emphasis added)); Andersen
Consulting, 991 F. Supp. at 1043, Because Good Company provides neither
ECS nor RCS with respect to the opened email in Joe's account, the SCA no
longer regulates access to this email, and such access is govemed solely by
the Fourth Amendment. Functionally speaking, the opened email in Joe's
account drops out of the SCA.

Finally, consider the status of the other copies of the emails in this scenario:
Jane has downloaded a copy of Joe's email from LocaliSP's sener to her
personal computer at home, and Joe has downloaded a copy of Jane's email
from Good Company's serer to his office desktop computer at work. The SCA
govemns neither. Although these computers contain copies of emails, these
copies are not stored on the server of a third-party provider of RCS or ECS,
and therefore the SCA does not apply. Access to the copies of the
communications stored in Jane's personal computer at home and Joe's office
computer at work is governed solely by the Fourth Amendment. See generally
Chapters 1 and 2.

As this example indicates, a single provider can simultaneously provide ECS
with regard to some communications and RCS with regard to others, or ECS
with regard to some communications and neither ECS nor RCS with regard to
others. A chart illustrating these issues appears in Section F of this chapter.
Sample language that agents may use appears in Appendices B, E, and F.

D. Compelied Disclosure Under the SCA

Section 2703 articulates the steps that the govemment must take to compel
providers to disclose the contents of stored wire or electronic communications
{including email and woice mail) and other information such as account
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records and basic subscriber and session information.

Section 2703 offers five mechanisms that a "government entity” can use to
compel a provider to disciose cerfain kinds of information. The five
mechanisms are as foliows:

1) Subpoena;
2) Subpoena with prior notice to the subscriber or customer;
3) § 2703(d) court order;

4) § 2703(d) court order with prior notice to the subscriber or customer;
and

5) Search warrant.

One feature of the compelfed disclosure provisions of the SCA is that greater
process generally includes access to information that cannot be obtained with
lesser process. Thus, a 2703(d) court order can compel everything that a
subpoena can compet {plus additional information), and a search warrant can
compel the production of everything that a 2703(d} order can compel (and then
some). As a result, the additional work required to satisfy a higher threshold
will often be justified because it can authorize a broader disclosure. Note,
howewer, the notice requirement must be considered separately under this
analysis: a subpoena with notice to the subscriber can be used to compel
information not available using a 2703(d) order without subscriber notice.

Two circumstances aliow the govemment to compet disclosure of information
under the SCA without a subpoena. First, when investigating telemarketing
fraud, law enforcement may submit a written request to a senice provider for
the name, address, and place of business of a subscriber or customer
engaged in telemarketing. See 18 U.S.C. § 2703(c)(1}D). Second, the
govemnment may compel a senice provider to disclose non-content information
pertaining to a customer or subscriber when the government has obtained the
customer or subscriber's consent. See 18 U.S.C. § 2703{c)}1)(C).

1. Subpoena

The SCA pemits the government to compel disclosure of the basic subscriber
and session information {discussed above in Section C.1) listed in 18 U.S.C.
§ 2703(c)(2) using a subpoena:

{A) name; (B) address; (C) local and long distance telephone connection
records, or records of session times and durations; (D} length of senice
{including start date) and types of senvice utilized; (E) telephone or
instrument number or other subscriber number or identity, inciuding any
temporarily assigned network address; and {F) means and source of
payment for such senice (including any credit card or bank account
number).}

18 U.S.C. § 2703(c)(2).

Agents can also use a subpoena to obtain information that is outside the
scope of the SCA. The hypothetical email exchange between Jane and Joe
discussed in Section C of this chapter provides a useful exampie: Good
Company provided neither "remote computing senice" nor "electronic
communication senice” with respect to the opened email on Good Company's
sener. Accordingly, § 2703 does not impose any requirements on its
disclosure, and investigators can issue a subpoena competling Good
Company to diwige the communication just as they wouid if the SCA did not
exist. Similarly, information refating or belonging to a person who is neither a
“customer” nor a "subscriber" is not protected by the SCA and may be
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obtained using a subpoena according to the same rationate. Cf. Organizacion
JD Lida. v. United States Dep't of Justice, 124 F.3d 354, 359-61 (2d Cir.
1997} (discussing the scope of the word "customer" as used in the SCA).

The legal threshold for issuing a subpoena is low. See United States v. Morton
Salt Co., 338 U.S. 632, 642-43 (1950). Investigators may obtain disclosure
pursuant to § 2703(c)(2) using any federal or state grand jury or trial subpoena
or an administrative subpoena authorized by a federal or state statute. See 18
W.S.C. § 2703(c}{2). For example, subpoenas authorized by the inspector
General Act may be used. See 5 U.S.C. app. 3 § 6{a)(4). Of course, evidence
obtained in response to a federal grand jury subpoena must be protected from
disclosure pursuant to Fed. R. Crim. P. 6(e). At least one court has heid that
a pre-trial discovery subpoena issued in a civil case pursuant to Fed. R. Civ.
P. 45 is inadequate. See FTC v. Nefscape Commcns Corp., 196 F.R.D. 5§59,
561 (N.D. Cal. 2000) {holding that civil discovery subpoena did not fall within
the meaning of "trial subpoena"). Sample subpoena language appears in
Appendix E.

2. Subpoena with Prior Notice to the Subscriber or Customer

Agents who obtain a subpoena and either give prior notice to the subscriber or
comply with the delayed notice provsions of § 2705(a} may obtain:

1) everything that can be obtained using a subpoena without notice;

2) "the contents of a wire or electronic communication that has been in
electronic storage in an electronic communications system for more than
one hundred and eighty days.” 18 U.S.C. § 2703(a); and

3) "the contents of any wire or elecironic communication” held by a
provider of remote computing sence “on behalf of . . . a subscriber or
customer of such remote computing senice.” 18 U.S.C. § 2703(b)(1)}(B)
(i), § 2703(b)2).

Qutside the Ninth Circuit (which is now govemed by Theofe), this third
category will include opened and sent email. Agents outside of the Ninth
Cirguit can therefore obtain such email (and other stored electronic or wire
communications in "electronic storage” more than 180 days} using a
subpoena, provided they comply with the SCA's notice provisions. However, in
tight of Theofel, some senvce providers may be reluctant to produce opened or
sent emait less than 181 days old without a warrant. Prosecutors moving to
compel compliance with a subpoena for such emait should contact CCIPS at
{202} 514-1026 for assistance. in the Ninth Circuit, agents can continue to
subpoena communications that have been in "electronic storage” over 180
days.

The notice proMsions can be satisfied by giving the customer or subscriber
"prior notice” of the disclosure. See 18 U.S.C. § 2703(b)(1)}(B). However, 18
U.S.C. § 2705(a){1)(8) permits notice to be delayed for ninety days “upon the
execution of a written certification of a supenisory official that there is reason
to believe that notification of the existence of the subpoena may have an
adwerse result.” 18 U.S.C. § 2705(a}{1)(B). Both "supenisory official” and
"adverse result” are specifically defined terms for the purpose of delaying
notice. See 18 U.S.C. § 2705(a)(2) (defining "adverse result"); 18 U.S.C. §
2705(a)(6) (defining "supendsory official”). This provision of the SCA provides a
pemissible way for the govemment to defay notice to the customer or
subscriber when notice would jeopardize a pending investigation or endanger
the life or physical safety of an indiidual. The government may extend the
delay of notice for additionat 90-day periods through additional certifications
that meet the "adverse result” standard of section 2705(b}. See 18 U.S.C. §
2705(a)4). Upon expiration of the delayed notice period, the statute requires
the govemment to send a copy of the request or process along with a letter
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explaining the delayed notice to the customer or subscriber. See 18 U.S.C. §
2705(a)(5).

3. Section 2703(d) Order

« Agents need a § 2703(d) court order to obtain most account iogs and
D most transactional records.

Agents who obtain a court order under 18 U.S.C. § 2703(d) may obtain:
1) anything that can be obtained using a subpoena without notice; and

2) all "record]s} or other information pertaining to a subscriber to or
customer of such senice {not including the contents of communications
{heid by providers of electronic communications senice and remote
computing senice}).” 18 U.S.C. § 2703(c)1).

A court order authorized by 18 U.S.C. § 2703(d} may be issued by any federat
magistrate, district court, or equivalent state court judge. See 18 U.S.C.
§§ 2703(d), 2711(3}. To obtain such an order,

the govemmental entity {must] offer]] specific and articuiable facts
showing that there are reasonable grounds to believe that the contents of
a wire or electronic communication, or the records or other information
sought, are relevant and material to an ongoing criminal investigation.

18 U.S.C. § 2703(d).

This standard does not permit law enforcement merely to certify that it has
specific and articuiable facts that would satisfy such a showing. Rather, the
government must actually offer those facts to the court in the application for
the order. See United States v. Kennedy, 81 F. Supp. 2d 1103, 1109-10 (D.
Kan. 2000} (concluding that a conclusory application for a 2703(d) order "did
not meet the requirements of the statute."). As the Tenth Circuit has noted,
the "specific and articulable facts" standard of 2703(d) "derives from the
Supreme Court's decision in {Terry v. Ohio, 392 U.S. 1 {(1968)]." United States
v. Pemine, 518 F.3d 1196, 1202 (10th Cir. 2008). The House Report
accompanying the 1994 amendment to section 2703(d) included the following
analysis:

This section imposes an intermediate standard to protect on-fine
transactional records. R is a standard higher than a subpoena, but not a
probable cause warrant. The intent of raising the standard for access ta
transactional data is to guard against "fishing expeditions” by law
enforcement. Under the intermediate standard, the court must find, based
on law enforcement’s showing of facts, that there are specific and
articutable grounds to believe that the records are relevant and material to
an ongoing criminal investigation.

H.R. Rep. No. 102-827, at 31-32 (1994}, reprinted in 1994 U.S.C.C.A.N. 3489,
3511-12 {guoted in full in Kennedy, 81 F. Supp. 2d at 1109 n.8). As a practical
matter, a short factual summary of the investigation and the role that the
records will senve in advancing the investigation should satisfy this criterion. A
more in-depth explanation may be necessary in particularly complex cases. A
sample § 2703(d) application and order appears in Appendix B.

Section 2703(d) orders issued by federal courts have effect outside the district
of the issuing court. The SCA permits a judge to enter 2703(d) orders
compeliing providers to disclose information even if the judge does not sit in
the district in which the information is stored. See 18 U.S.C. § 2703(d}
{stating that "any court that is a court of competent jurisdiction” may issue a
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2703(d) order) {emphasis added); 18 U.S.C. § 2711(3) {stating that "'court of
competent jurisdiction’ has the meaning assigned by section 3127, and
includes any Federal court within that definition, without geographical
limitation™); 18 U.S.C. § 3127(2) (defining "court of competent jurisdiction”).

Section 2703(d) orders may aiso be issued by state courts. See 18 U.S.C.
§§ 2711(3), 3127(2)(B) {defining "court of competent jurisdiction” to include "a
court of general criminal jurisdiction of a State authorized by the law of that
State to enter orders authorizing the use of a pen register or a trap and trace
device"). However, the statute provides that when a state governmentat entity
seeks a 2703(d) order, the order "shall not issue if prohibited by the law of
such State.” 18 U.S.C. § 2703(d). Moreover, although the statute explicitly
allows federal courts to issue 2703(d) orders to providers outside of the court’s
district, it is sitent on whether state courts hawe such authority.

4. 2703(d) Order with Prior Notice to the Subscriber or Customer

« Investigators can obtain everything associated with an account
I:I except for unopened email or voicemail stored with a provider for 180
days or less using a 2703(d) court order that complies with the
notice provisions of § 2705.

Agents who obtain a court order under 18 U.S.C. § 2703(d), and either give
prior notice to the subscriber or else comply with the delayed notice
provisions of § 2705(a), may obtain:

1) everything that can be obtained using a § 2703{d) court order without
notice;

2) "the contenis of a wire or electronic communication that has been in
electronic storage in an electronic communications system for more than
one hundred and eighty days,” 18 U.S.C. § 2703(a); and

3) "the contents of any wire or electronic communication” held by a
provider of remote computing service "on behalf of . . . a subscriber or
customer of such remote computing senice.” 18 U.S.C. § 2703(b)(1)}(B)
(i), § 2703(b)2).

As a practical matter, except in the Ninth Circuit, this means that the
govemnment can use a 2703(d) order that compiies with the prior notice
provisions of § 2703(b)}{(1)(B) to obtain the full contents of a subscribers
account except unopened email and woicemail that have been in the account
for 180 days or less. In the Ninth Circuit, which is governed by Theofel, agents
can continue to use 2703(d) orders to obtain communications in "electronic
storage” over 180 days. Following Theofel, some providers have resisted
producing emait content less than 181 days old in response to a 2703(d)
order, even when the 2703(d) order is issued by a court outside the Ninth
Circuit. Prosecutors encountering this problem should contact CCIPS at {(202)
514-1026 for assistance.

As an altemative to giving prior notice, faw enforcement can obtain an order
detaying notice for up to ninety days when notice would seriously jeopardize
the investigation. See 18 U.S.C. § 2705(a). In such cases, prosecutors
generally will obtain this order by including an appropriate request in the
2703(d) application and proposed order; sample language appears in
Appendix B. Prosecutors may also apply to the court for extensions of the
delay. See 18 U.S.C. § 2705(a)(4). The iegal standards for obtaining a court
order deiaying notice miror the standards for certified detayed notice by a
supendsory official. See Section D.2., supra. The applicant must satisfy the
court that “there is reason to believe that notification of the existence of the
court order may . . . endanger{] the life or physical safety of an individual;
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[lead to] flight from prosecution; [lead to] destruction of or tampering with
evidence; [lead to] intimidation of potential witnesses; or . . . otherwise
seriously jeopardiz{e] an investigation or unduly delay[] a trial.” 18 U.S.C.
§§ 2705(a)(1)(A), 2705(a)(2). The applicant must satisfy this standard anew in
every application for an extension of the delayed notice.

5. Search Warrant

« Investigators can obtain everything associated with an account with a
D search warrant. The SCA does not require the government to notify
the customer or subscriber when it obtains information from a
provder using a search warrant.

Agents who obtain a search warrant under § 2703 may obtain:

1} everything that can be obtained using a § 2703(d} court order with
notice; and

2} "the contents of a wire or electronic communication, that is in
electronic storage in an electronic communications system for one
hundred and eighty days or less.” 18 U.S.C. § 2703(a).

in other words, agents can obtain any content or non-content information
pertaining to an account by obtaining a search warrant "issued using the
procedures descnbed in” Fed. R. Crim. P. 41. 18 U.S.C. § 2703(a).

Search warrants issued under § 2703 have several noteworthy procedural
features. First, aithough most search warrants obtained under Rule 41 are
timited to "a search of property . . . within the district” of the authorizing
magistrate judge, search wamants under § 2703 may be issued by a federal
“court with jurisdiction over the offense under investigation,” even for records
heid in ancther district. See United States v. Berkos, 543 F.3d 392, 396-98
{7th Cir. 2008); In re Search of Yahoo, Inc., 2007 WL 1539971, at *6 (D. Ariz.
May 21, 2007); /n re Search Warrant, 2005 WL 3844032, at *56 (M.D. Fla.
2006) {"Congress intended jurisdiction’ to mean something akin to termitorial
junsdiction®). State courts may also issue wamants under § 2703, but the
statute does not give these wamants effect outside the limits of the courts’
temitorial jurisdiction. Second, obtaining a search warrant obvates the need to
give notice to the subscriber. See 18 U.S.C. § 2703(b}(1)(A); Fed. R. Crim. P.
A1MINC).

Third, investigators ordinarily do not themselves search through the provider's
computers in search of the matenals described in the warrant. Instead,
investigators serve the warrant on the provider as they would a subpoena, and
the provider produces the material specified in the warrant. See 18 U.S.C. §
2703(g) {stating that the presence of an officer is not required for senice or
execution of a § 2703 warrant); United States v. Bach, 310 F.3d 1063, 1068
(8th Cir. 2002) (finding search of email by ISP without presence of law
enforcement did not violate Fourth Amendment).

Fourth, a two-step process is often used to obtain the content of
communications under a § 2703 warrant. First, the warrant directs the senice
provider to produce all email from within the specified account or accounts.
Second, the warmant authorizes law enforcement to review the information
produced to identify and copy informaticn that falis within the scope of the
particularized “items to be seized" under the warrant.

Otherwise, as a practical matter, § 2703 search warrants are obtained much
fike Rule 41 search warrants. As with a typical Rule 41 warrani, investigators
must draft an affidavit and a proposed warrant that complies with Rule 41.
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E. Voluntary Disclosure

both contents and other records relating to stored communications.
The SCA imposes restrictions on voluntary disclosures by providers
of senices to the public, but it also includes exceptions to those
restrictions.

D « Provders of senices not availabie "to the public” may freely disclose

The woluntary disciosure provisions of the SCA appear in 18 U.S.C. § 2702.
These provisions govern when a provider of RCS or ECS can disclose
contents and other information voluntarily, both to the government and non-
government entities. If the provider may disclose the information to the
govemment and is willing to do so voluntarily, law enforcement does not need
to obtain a legal order to compel the disclosure, If the provider either rmay not
or will not disclose the information, agents must rely on compeited disclosure
provisions and obtain the appropriate legal orders.

When considering whether a provider of RCS or ECS can disclose contents or
records, the first question is whether the relevant senice offered by the
provder is available "to the public.” See Section B, abowe. 1f the provider does
not provide the applicable senice "to the pubtic,” then the SCA does not place
any restrictions on disclosure. See 18 U.S.C. § 2702(a). For example, in
Andersen Consulting LLP v. UOP, 991 F. Supp. 1041 (N.D. {il. 1998), the
petroleum company UOP hired the consuiting irm Andersen Consutiting and
gave Andersen employees accounts on UOP’s computer network. After the
relationship between UOP and Andersen soured, UOP disclosed to the Walf
Street Joumnal emails that Andersen employees had left on the UOP network.
Andersen sued, claiming that the disclosure of its contents by the provider
UOP had volated the SCA. The district court rejected the suit on the ground
that UOP did not provide an electronic communication senvce to the public:

[Gliving Andersen access to [UOP's] e-mail system is not equivatent to
providing e-mail to the public. Andersen was hired by UOP to do a project
and as such, was given access to UOP's e-mail system similar o UOP
empioyees. Andersen was not any member of the community at large,
but a hired contractor.

1d. at 1043. Because UOP did not provide sendces to the public, the SCA did

not prohibit disciosure of contents belonging to UOP's "subscribers.” See id.

If the senices offered by the provider are available to the public, then the SCA
forbids both the disclosure of contents to any third party and the disclosure of
other records fo any governmental entity unless a statutory exception applies.
Even a public provider may disclose customers' non-content records freely to
any person other than a govemment entity. See 18 U.S.C. §§ 2702(a)3), (c}
{6). Section 2702(b) contains exceptions for disclosure of contents, and §
2702(c) contains exceptions for disclosure of other customer records.

The SCA allows the voluntary disclosure of contents when:

1) the disclosure is made to the intended recipient of the communication,
with the consent of the sender or intended recipient, to a forwarding
address, or pursuant to specified iegal process, § 2702(b)(1 (4}

2) in the case of a remote computing senice, the disclosure is made with
the consent of a subscriber, § 2702(b)(3);2

3) the disclosure "may be necessarily incident to the rendition of the

senice or to the protection of the rights or property of the provider of that
senice," § 2702(b}(5);
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4) the disclosure is submitted "to the National Center for Missing and
Exploited Children, in connection with a report submitted thereto under

section 2258A," § 2702(b)(6);

5) the disciosure is made to a law enforcement agency “if the contents . .
. were inadvertently obtained by the senvice provider . . . [and] appear to
pertain to the commission of a crime,” § 2702(b)(7); or

6) the disclosure is made to a govemmental entity, "if the provider, in
good faith, believes that an emergency involving danger of death or
serious physical injury to any person requires disclosure without delay of
communications relating to the emergency.” § 2702{b)(8).

The SCA provides for the voluntary disclosure of non-content customer
records by a provider to a governmental entity when:

1) the disclosure is made "with the lawful consent of the customer or
subscriber,” or "as otherwise authorized in section 2703," § 2702(c)(1}

2y

2) the disclosure "may be necessarily incident o the rendition of the
senice or to the protection of the rights or property of the provider of that
senice,” § 2702(c)(3);

3) the disciosure is made to a govemmental entity, "if the provder, in
good faith, believes that an emergency invoiving danger of death or
serous physical injury to any person requires disclosure without delay of
information relating to the emergency,” § 2702(c)(4); or

4) the disclosure is made "to the National Center for Missing and
Exploited Children, in connection with a report submitted thereto under

section 2258A." § 2702(c)(5).

in general, these exceptions permit disclosure by a provider o the public
when the needs of public safety and of senice providers themselves outweigh
privacy concems of customers, or eise when disclosure is unlikely to pose a

serious threat to privacy interests.

F. Quick Reference Guide

Votuntary Disclosure

How to Compel

Allowed? Disclosure
Public Non- Public Non-
Provider Public Provider Public

Basic subscriber,
session, and
billing
information -

Other
transactional and
account records
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including emait
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communications,
including emait
and voice mail (in
electronic storage
180 days or
less)T

No,
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Search
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27024

* See 18 U.S.C. § 2703(c)2) for listing of information covered. This
information includes local and long distance telephone connection records and
records of session times and durations as well as IP addresses assigned to
the user during the Intemet connections.

T includes the content of wice communications.

For investigations occurring in the Ninth Circuit, Theofef v. Farey-Jones,
359 F.3d 1066 (Sth Cir. 2004), requires use of a search warrant uniess the
communications have been in storage for more than 180 days. Some
providers foliow Theofel even outside the Ninth Circuit; contact CCIPS at (202)
514-1026 if you hawe an appropriate case to litigate this issue.

G. Working with Network Providers: Preservation of Evidence,
Preventing Disclosure to Subjects, Cabie Act Issues, and
Reimbursement

Law enforcement officials who procure records under the SCA quickly leam
the importance of communicating with network senice providers.
Communication is necessary because every network provider works
differently. Some providers retain very complete records for a long period of
time; others retain few records, or even none. Some providers can comply
easily with law enforcement requests for information; others struggie to
comply with even simpie requests. These differences result from varied
philosophies, resources, hardware, and software among network senice
providers. Because of these differences, it is often advisable for agents to
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communicate with a network senvice provider {or review the providers law
enforcement compliance guide) to leam how the provider operates before
obtaining a legal order that compels the provider to act.

The SCA contains two provisions designed to aid law enforcement officials
working with network senice providers. When used properly, these provsions
help ensure that provders wifi not delete needed records or notify others about
the investigation.

1. Preservation of Evidence under 18 U.S.C. § 2703(f)

issuance of compuisory legal process. Such requests have no

D « Agents may direct providers to presene existing records pending the
prospective effect, however,

in general, no law reguiates how long network senice providers must retain
account records in the United States. Some providers retain records for
months, others for hours, and others not at all. As a result, some evidence
may be destroyed or lost before law enforcement can obtain the appropriate
iegal order compelling disclosure. For example, suppose that a crime occurs
on Day 1, agents leam of the crime on Day 28, begin work on a search
warrant on Day 29, and obtain the warvant on Day 32, only to learn that the
network senvce provider defeted the records in the ordinary course of business
on Day 30. To minimize the risk that evidence will be lost, the SCA permits
the govermment to direct providers to “freeze” stored records and
communications pursuant to 18 U.S.C. § 2703(f). Specifically, § 2703{f(1)
states:

A provder of wire or electronic communication senvices or a remote
computing senice, upon the request of a govermmentat entity, shall take
all necessary steps to preserve records and other evidence in its
possession pending the issuance of a court order or other process.

There is no legally prescribed format for § 2703(f) requests. While a simple
phone cali should be adequate, a fax or an email is safer practice because it
both provides a paper record and guards against misunderstanding. Upon
receipt of the govemment's request, the provider must retain the records for 80
days, renewable for another 90-day period upon a govemment request. See 18
U.S.C. § 2703(f)}(2). A sampie § 2703(f) letter appears in Appendix C.

Agents who send § 2703(f) ietters to network senice providers shouid be
aware of two limitations. First, § 2703(f) letters should not be used
prospectively to order providers to presene records not yet created. if agents
want providers 1o record information about future electronic communications,
they shouid comply with the electronic suneillance statutes discussed in
Chapter 4.

A second limitation of § 2703(f) is that some providers may be unable to
comply effectively with § 2703(f) requests, or they may be unable to comply
without taking actions that potentially could alert a suspect. In such a
situation, the agent must weigh the benefit of preservation against the risk of
alerting the subscriber. The key here is effective communication: agents
should communicate with the network senice provider before ordering the
provider to take steps that may have unintended adwerse effects. Investigators
with questions about a provider's practices may also contact CCIPS at (202)
514-1026 for further assistance.

2. Orders Not to Disclose the Existence of a Warrant, Subpoena,

or Court Order
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Section § 2705(b) states:

A govemmental entity acting under section 2703, when it is not required
to notify the subscriber or customer under section 2703(b){1), or to the
extent that it may delay such notice pursuant to subsection (a) of this
section, may apply to a court for an order commanding a provider of
electronic communications senice or remote computing senice to whom
a warrant, subpoena, or court order is directed, for such period as the
court deems appropriate, not to notify any other person of the existence
of the warrant, subpoena, or court order. The court shaif enter such an
order if it determines that there is reason to believe that notification of the
existence of the warmrant, subpoena, or court order will result in—

(1) endangering the life or physical safety of an individual;
{2} flight from prosecution;

{3) destruction of or tampering with evdence;

{4} intimidation of potential witnesses; or

(5) otherwise seriously jeopardizing an investigation or unduly delaying a
trial.

18 U.S.C. § 2705(b).

This language permits agents to apply for a courl order directing network
senvice providers not to disclose the existence of iegal process whenever the
government itself has no legal duty to notify the customer or subscriber of the
process. If the relevant process is a 2703(d) order or 2703 warrant, agents can
simply include appropriate language in the application and proposed order or
warrant. If agents instead seek to compel the disclosure of information using a
subpoena, they must apply separately for this order.

3. The Cable Act, 47 U.S.C. § 551

only when the records relate to ordinary cable senices. it does not
restrict govemment access to records relating to intemet access or
telephone senice provided by a cable operator,

D « The Cable Act restricts govemment access to cable operator records

in 1984, Congress passed the Cable Communications Policy Act {"the Cable
Act™}, 47 U.S.C. § 521 ef seg. Onginally, 47 U.S.C. § 551 set forth a
restrictive system of rules governing law enforcement access to records
possessed by a cable company. Under these nules, even a search warrant
was insufficient to gain access to cable company records. The government
could obtain "personatly identifiable information conceming a cable
subscriber” only by overcoming a heavy burden of proof at an in-court
adversary proceeding, as specified in 47 U.S.C. § 551(h).

After the 1984 passage of the Cable Act, cable companies began to provide
Intermet access and telephone senice. Some cable companies asserled that
the stringent disclosure restrictions of the Cable Act governed not only their
provision of traditional cable programming senices, but also their provision of
Intemet and telephone senices. Congress respanded by amending the Cable
Act to specify that its disclosure restrictions apply only to records revealing
what ordinary cable television programming a customer purchases, such as
particular premium channels or "pay per iew" shows. See USA-PATRIOT Act
§ 211, 115 Stat. 272, 283-84 (2001). In particular, cabie operators may
disciose subscriber information to the govemment pursuant to the SCA, Titie
i, and the Pen/Trap statute, except for "records revealing cable subscriber
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selection of video programming.” 47 U.S.C. § 551(c)(2)(D). Records revealing
subscriber selection of vdeo programming remain subject to the restrictions of
47 U.S.C. § 551(h).13

4. Reimbursement

the network prowder may be entitled to reimbursement for its

[I « When a govemment entity obtains information pursuant to the SCA,
reasonable costs incurred in supplying the information.

in general, persons and entities are not entitied to reimbursement for
complying with federal legal process unless there is specific federal statutory
authorization. See Blair v. United States, 250 U.S. 273, 281 (1919)
{discussing possibility of reimbursement for grand jury testimony}. "It is
beyond dispute that there is in fact a public obligation to provide evidence . .. .
and that this obligation persists no matter how financially burdensome it may
be." Hurtado v. United States, 410 U.S. 578, 589 (1973) {stating that the Fifth
Amendment does not require compensation for the performance of a public
duty). However, in many {but not all} circumstances, the SCA requires
govemment entities obtaining the contents of communications, records, or
other information pursuant to the SCA to reimburse the disclosing person or
entity. See 18 U.S.C. § 2706.

Section 2706 generally obligates government entities "obtaining the contents
of communications, records, or other information under section 2702, 2703, or
2704" to pay the senvice provider "a fee for reimbursement for such costs as
are reasonably necessary and which have been directly incumed in searching
for, assembling, reproducing, or otherwise providing such information.” 18
U.S.C. § 2706(a). Significantly, this section only requires reimbursement
when the government actually obtains communication content, records, or
other information. Thus, the government is not required to pay for costs
incurred by a provider in responding to a 2703(f) preservation letter uniess the
government later obtains the presenved records.

The amount of the fee required under § 2706(a) "shall be as mutually agreed
by the govermental entity and the person or entity providing the information,
or, in the absence of agreement, shall be as determined by the court.” 18
U.S.C. § 2706(b). In practice, if the senice provider seeks what appears to be
unreasonably high reimbursement costs, the govemment shouid demand a
detailed accounting of costs incurred by activty. A cost accounting will help
ensure that the provider is not seeking reimbursement for indirect costs or
activities that were not reasonably necessary to the production.

In addition, the SCA contains a reimbursement exception that preciudes
reimbursement in specific circumstances. The reimbursement requirement
"does not apply with respect to records or other information maintained by a
communications common carrier that relate to telephone toll records and
telephone fistings obtained under section 2703, uniess a court determines
that the information sought by the govermment is "unusually voluminous” or
"caused an undue burden on the provider.” 18 U.S.C. § 2706(c).

The reimbursement exception of § 2706(c) applies only to records and other
information “maintained by" a communications common carier. In Amerntech
Corp. v. McCann, 403 F.3d 908, 912 {7th Cir. 2005), the Seventh Circuit heild
that reports of who placed calls to a specified customer were not "maintained
by" Ameritech. Ameritech's computer system recorded calls made by a
customer, but it did not automaticaily keep or generate a list of the calls made
to a customer. Compiling such a list required substantial computation time.
According to the court, Ameritech "maintains” bills and equivalent statements,
and the government can therefore get such “raw information” for free. However,
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when the govemment requires Ameritech to create a report, the govermment
must provide compensation. Prosecutors outside the Seventh Circuit are not
bound by Amerifech, and there is a reasonably strong argument that its
interpretation of § 2706(c} is flawed. Under this altemative interpretation, any
information stored by a carrier is "maintained by" the camer, and questions
regarding the difficulty of producing information can be evaluated under the
“undue burden" standard of § 2706(c).

H. Constitutional Considerations

Defendants sometimes raise constitutional chalienges to compelied
disclosure of information from communication senice providers. They typically
argue that use of a 2703(d) order or a subpoena (rather than a wamrant) to
compei disclosure of information violated the Fourth Amendment. These
claims fail for two reasons. First, the defendant may have no reasonable
expectation of privacy in the information obtained from the senvce provider.
Second, the Fourth Amendment generally pemits the govemment to compel
a proMder to disclose information in an account when the provider has access
to and control over the targeted information, regardiess of whether the account
user has a reasonable expectation of privacy in the targeted information.

It is now wel! established that a customer or subscriber has no reasonable
expectation of privacy in her subscriber information or transactionat records. in
United States v. Miller, 425 U.S. 435 (1976), the Supreme Court held that a
defendant had no reasonable expectation of privacy in his bank records
because the records were not his "private papers” but were "the business
records of the banks™ in which the defendant could "asserl neither ownership
nor possession.” /d. at 440. The Court explained that "the Fourth Amendment
does not prohibit the obtaining of information revealed to a third party and
comeyed by him to Govemment authorities.” /d. at 443 {citing Hoffa v. United
States, 385 U.S. 293, 302 (1966)). The Court relied upon the principles of
Miller in Smith v. Maryland, 442 U.S. 735 (1979), in which it held that a
defendant had no reasonable expectation of privacy in dialed telephone
numbers obtained from the phone company. /d. at 745-46.

Courts have now extended this Miller/Smith analysis to network accounts,
holding that individuals retain no Fourth Amendment privacy interest in
subscniber information and transactional records. See United States v.
Pemine, 518 F.3d 1196, 1204 (10th Cir. 2008) ("Every federal court to address
this issue has held that subscriber information provided to an intemet provider
is not protected by the Fourth Amendment's privacy expectation."); United
States v. Forrester, 512 F.3d 500, 510 {9th Cir. 2008) {email and Intemet
users have no reasonable expectation of privacy in source or destination
addresses of email or the P addresses of websites visited); Guest v. Lejs,
255 F.3d 325, 336 (6th Cir. 2001) (finding no Fourth Amendment protection for
network account holders’ subscriber information obtained from communication
senvice provider).

in contrast, whether a user has a reasonabie expectation of privacy in the
contents of communications stored in her account will depend on the facts
and circumstances associated with the account. In Quon v. Arch Wireless
Cperating Co., 529 F.3d 892, 906 (9th Cir. 2008), the Ninth Circuif rejected "a
monolithic view of text message users' reasonable expectation of privacy,”
explaining that "this is necessanly a context-sensitive inquiry.” Compare
Quon, 529 F.3d at 906-08 (finding reasonable expectation of privacy in pager
messages based on an "informal policy that the text messages wouid not be
audited"), and Wilson v. Moreau, 440 F. Supp. 2d 81, 108 (D.R.1. 2006)
{finding reas onable expectation of privacy in content of Yahoo! email account),
affd, 492 F.3d 50 (1st Cir. 2007), with Biby v. Board of Regents, 419 F.3d
845, 850-51 (8th Cir. 2005) {university policy stating that computer files and
emails may be searched in response to litigation discovery requests
eliminated computer user's reasonable expectation of privacy) and Guest v.
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Lejs, 255 F.3d 325, 333 (6th Cir. 2001) (finding that disclaimer on private
bulletin board senvice defeated expectation of privacy in postings). See aiso
United States v. Young, 350 F.3d 1302, 1307-08 (11th Cir. 2003} {Federa}
Express customer had no reasonable expectation of privacy in the contents of
a package based on tems of senvice authorizing Federal Express to inspect
packages).

Critically, however, even if a user has a reasonable expectation of privacy in
an item, a subpoena may be used to compel the production of the item,
provided the subpoena is reasonable. See United States v. Paimer, 536 F.2d
1278, 1281-82 (9th Cir. 1876). The Fourth Amendment imposes a probable
cause requirement only on the issuance of warrants. See U.S. Const. amend.~
IV ("and no Warrants shall issue, but upon probable cause”). A century of
Supreme Court case law demonstrates that reasonable subpoenas comply
with the Fourth Amendment. See Wilson v. United States, 221 U.S. 361, 376
{1911} {"there is no unreasonable search and seizure when a {subpoena],
suitably specific and property limited in its scope, calls for the production of
documents which; as against their lawfut owner to whom the writ is directed,
the party procuring its issuance is entitled to have produced"); Ok/ahoma
Press Publy Co. v. Walling, 327 U.S. 186, 208 (1946), United States v.
Dionisio, 410 U.S. 1, 9-12 (1973); Donovan v. Lone Steer, Inc., 464 U.S. 408,
414-15 (1984). The rule for when a subpoena is reasonabie and thus complies
with the Fourth Amendment is also well-established: "the Fourth Amendment
requires that the subpoena be sufficiently fimited in scope, relevant in
purpose, and specific in directive so that compliance will not be unreasonably
burdensome.” Donovan, 464 U.S. at 415 (quoting See v. Cily of Seattie, 387
U.S. 541, 549 (1967)). Finally, the Fourth Amendment does not require that
notice be given to the target of an investigation in third-party subpoena cases.
See SEC v. Jermy T. O'Brien, Inc., 467 U.S. 735, 743, 749-51 (1984).

In general, the cases indicate that the govemment may competl an entity to
disclose any item that is within its control and that it may access. See United
States v. Barr, 605 F. Supp. 114, 119 (S.D.N.Y. 1985) (subpoena sered on
private third-party mail senice for the defendant’s mail in the third party's
possession); Schwimmer v. United States, 232 F.2d 855, 861-63 {8th Cir.
1956) (subpoena served on third-party storage facility for the defendant's
private papers in the third party's possession); Newfield v. Ryan, 91 F.2d 700,
702-05 (5th Cir. 1937) (subpoena served on telegraph company for copies of
defendants’ telegrams in the telegraph company's possession). This nle is
supported both by the rule that a party with "joint access or control for most
purposes” may consent to a search, see United States v. Matlock, 415 U.S.
164, 171 n.7 (1974), and also by the rule that "the Fourth Amendment does
not prohibit the obtaining of information revealed to a third party and conveyed
by him to Government authorities.” Mifier, 425 U.S. at 443.

As a practical matter, there is good reason to believe that network senice
providers will typically have sufficient access to and control over stored
communications on their networks to produce the communications in
response to compulsory process. Terms of senice used by network senice
providers often establish that the provider has authonty to access and
disclose subscriber email. For example, at the time of this writing, Yahoo!'s
terms of senice confirm its right in its "sole discretion to pre-screen, refuse, or
remowe any Content that is available via the Yahoo! Senices,” as well as to
access and disclose email to comply with legal process. Terms of senice
simitar to Yahoo!s were sufficient to establish Federal Express’s common
authority over the contents of a package in Young: the Eleventh Circuit
concluded that because Federal Express retained the right to inspect
packages, it had authority to consent to a govemment request to search the
package without a warrant. Young, 350 F.3d at 1309. See generally Warshak
v. United States, 532 F.3d 521, 527 (6th Cir. 2008) (en banc) (noting the range
of terms of senice used by different providers). In addition, senvice providers
typically exercise actual authority to access the content of communications
stored on their networks. Major providers reguiarly screen for spam, malicious
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code, and child pomography. Some, such as Gmail, screen the content of
email in order to target advertising at the account holder,

CCIPS has assisted many prosecutors facing constitutional challenges to the
SCA, and prosecutors confronted with such challenges are encouraged to
consult with CCIPS at (202) 514-1026 for further assistance.

I. Remedies

Suppression is not a remedy for nonconstitutional SCA \iolations. However,
the SCA does create a cause of action for civit damages.

1. Suppression

The SCA does not provide a suppression remedy. See 18 U.S.C. § 2708 ("The
{damages] remedies and sanctions described in this chapter are the.oniy
judicial remedies and sanctions for nonconstitutional violations of this
chapter.”). Accordingly, nonconstitutional violations of the SCA do not result
in suppression of the evidence. See United States v. Perine, 518 F.3d 11986,
1202 {10th Cir. 2008} {"[V]iolations of the ECPA do not warrant exclusion of
evidence.”); United States v. Steiger, 318 F.3d 1039, 1049 {11th Cir. 2003};
United States v. Smith, 155 F.3d 1051, 1056 (Sth Cir. 1998) (*{T]he Stored
Communications Act expressly rules out exclusion as a remedy"); United
States v. Ferguson, 508 F. Supp. 2d 7, 10 (D.D.C. 2007); United States v.
Sherr, 400 F. Supp. 2d 843, 848 (D. Md. 2005); United States v. Kennedy, 81
F. Supp. 2d 1103, 1110 (D. Kan. 2000} ("{S]uppression is not a remedy
contemplated under the ECPA."); United States v. Hambrick, 55 F. Supp. 2d
504, 507 (W.D. Va. 1999) ("Congress did not provide for suppression where a
party obtains stored data or transactional records in violation of the Act."),
affd, 225 F.3d 656, 2000 WL 1062039 (4th Cir. 2000) (unpubtished); United
States v. Reyes, 922 F. Supp. 818, B37-38 (S.D.N.Y. 1996) ("Exclusion of the
evidence is not an availabie remedy for this violation of the ECPA. . . . The
remedy for violation of {18 U.S.C. § 2701-11] ties in a civl action.”).

As discussed previously in Section H, defendants occasionally have claimed
that section 2703's procedures for compelied disclosure violate the Fourth
Amendment. However, even if a court were to hold section 2703
unconstitutional in some circumstances, suppression would likely not be a
proper remedy. In /liinois v. Krufl, 480 U.S. 340, 349 {1987), the Supreme
Court held that the exclusionary rule did not apply to evidence obtained in
"objectively reasonable refiance on a statute.” Reliance on section 2703 likely
satisfies this standard, as the only decision thus far to have held section 2703
unconstitutional was reversed on appeal. See Warshak v. United States, 532
F.3d 521 (6th Cir. 2008) {en banc). In addition, when a defendant mowes to
suppress based on a claim that the SCA's procedures are unconstitutional,
the court may conclude that the govemment's reliance on the SCA was
objectively reasonable and deny the suppression motion without ruling on the
constitutionality of the SCA. See Krull, 480 U.S. at 357 n.13; United States v.
Vanness, 342 F.3d 1093, 1098 {10th Cir. 2003). Courts have adopted this
approach in two cases in which the defendants argued that the SCA was
unconstitutional. See United States v. Warshak, 2007 WL 4410237, at *S
(S.D. Ohio Dec. 13, 2007); United States v. Ferguson, 508 F. Supp. 2d 7, 9-
10 (D.D.C. 2007).

2. Civil Actions and Disclosures

Although the SCA does not provide a suppression remedy for statutory
violations, it does provide for civit damages {including, in some cases, punitive
damages), as well as the prospect of disciplinary actions against officers and
employees of the United States who hawe engaged in willful violations of the
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statute. See, e.g., Freedman v. American Online, Inc., 303 F. Supp. 2d 121
{D. Conn. 2004} (granting summary judgment on Hability under the SCA
against police officers who sernved on AOL a purported search warrant that had
not been signed by a judge). The Ninth Circuit has held that the SCA does not
impose secondary fiability for aiding and abetting an SCA wvolation or
conspiring to violate the SCA. See Freeman v. DirecTV, Inc., 45T F.3d 1001,
1006 (9th Cir. 2006). Thus, liability under the SCA for a viotation of the
wiuntary disclosure provisions of section 2702 is fimited to senice providers.
See id. at 1006.

Liability and discipiine can result not only from violations of the rules already
described in this chapter, but also from the improper disciosure of some kinds
of SCA-related information. Information that is obtained pursuant to § 2703
and that qualifies as a "record” under 5 U.S.C. § 552a(a) can be disclosed by
an officer or govemmentat entity only “in the proper performance of the official
functions of the officer or govemmental entity making the disclosure." 18
U.S.C. § 2707(g). Other disclosures of such information by an officer or
govemmental entity are unlawful uniess the information has been previoustly
and iawfully disclosed to the public. See id.

The SCA includes separate provisions for suits against the United States and
suits against any other person or entity. Section 2707 permits a “person
aggrieved” by SCA violations that result from knowing or intentional conduct to
bring a civi! action against the “"person or entity, other than the United States,
which engaged in that volation.” 18 U.S.C. § 2707(a). Relief can include
money damages no less than $1,000 per person, equitable or declaratory
relief, and a reasonable attomey’s fee plus other reasonable fitigation costs.
18 U.S.C. § 2707(b), (c). Willful or intentional viclations can aiso resuit in
punitive damages, see § 2707{c), and employees of the United States may be
subject to disciplinary action for wiifful or intentional violations. See § 2707(d).
A good faith reliance on a court order or warrant, grand jury subpoena,
legislative authorization, or statutory authonzation provides a complete
defense to any civt or criminal action brought under the SCA. See § 2707(e).
Qualified immunity may also be awaifable. See Chapter 4.E.2.

Suits against the United States may be brought under 18 U.S.C. § 2712 for
willful violations of the SCA, Title I, or specified sections of the Foreign
Intelligence Sunweillance Act of 1978, 50 U.S.C. § 1801 et seq. This section
authorizes courts to award actual damages or $10,000, whichever is greater,
and reasonable litigation costs. Section 2712 also defines procedures for suits
against the United States and a process for staying proceedings when civl
litigation would adwersely affect a related investigation or criminal prosecution.
See 18 U.S.C. § 2712 {b), {e).

1 The SCA is sometimes referred to as the Electronic Communications

Privacy Act. The SCA was included as Title It of the Electronic
Communications Privacy Act of 1986 ("ECPA"), but ECPA itself also included
amendments to the Wiretap Act and created the Pen Register and Trap and
Trace Devices statute addressed in Chapter 4. See Pub. L. No. 99-508, 100
Stat. 1848 (1986). Although 18 U.S.C. § 2701-2712 is refemed to as the
“Stored Communications Act” here and elsewhere, the phrase "Stored
Communications Act” appears nowhere in the language of the statute.

2 See also Quon, 529 F.3d at 900-03 (holding that text messaging senice
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provider did not provide remote computing senice and thus could not disclose
users' communications to the city that subscribed to its senice).

3 The Satellite Home Viewer Extension and Reauthorization Act of 2004
(SHVERA) was based on the original Cable Act and contains nearly identical
provisions goveming disclosure of customer records by satellite television
providers. See 47 U.S.C. § 338(i).
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Chapter 3
The Stored Communications Act

A. Introduction

+ The SCA regulates how the gowernment can obtain stored account
D information from network senice providers such as ISPs. Whenever
agents or prosecutors seek stored email, account records, or
subscriber information from a network senice provider, they must
comply with the SCA. The SCA'’s classifications are summarized in
the chart that appears in Section F of this chapter.

The Stored Communications Act, 18 U.S.C. §§ 2701-2712 ("SCA"), sets forth
a system of statutory privacy rights for customers and subscribers of
computer network senice providers.!!! There are three main substantive
components to this systemn, which senes to protect and reguiate the privacy
interests of nefwork users with respect to govemment, network senice
providers, and the world at targe. First, § 2703 creates a code of criminal
procedure that federal and state law enforcement officers must follow to
compel disclosure of stored communications from network senvice providers.
Second, § 2702 regulates woluntary disciosure by network senice providers of
customer communications and records, both to govemment and non-
govemment entities. Third, § 2701 prohibits unlawful access to certain stored
communications; anyone who obtains, alters, or prevents authorized access
to those communications is subject to criminal penalties.

The structure of the SCA reflects a series of classifications that indicate the
drafters’ judgments about what kinds of information impticate greater or lesser
privacy interests. For example, the drafters saw greater privacy interests in
the content of stored emails than in subscriber account information. Similarly,
the drafters befieved that computing senices available "to the public” required
more strict reguiation than senices not available to the public. (Perhaps this
judgment reflects the view that providers avaiiable to the public are not likely to
have close relationships with their customers, and therefore might have less
incentive to protect their customers’ privacy.) To protect the array of privacy
interests identified by its drafters, the SCA offers varying degrees of legal
protection depending on the perceived importance of the privacy interest
involved. Some information can be obtained from providers with a subpoena;
other information requires a special court order; and still other information
requires a search warrant. In addition, some types of iegal process require
notice to the subscriber, while other types do not.

Agents and prosecutors must apply the various classifications devised by the
SCA's drafters to the facts of each case to figure out the proper procedure for
obtaining the information sought. First, they must classify the network senice
provder {e.g., does the provider provide “electronic communication senice,"
"remote computing senvce,” or neither). Next, they must classify the
information sought {e.g., is the information content "in electronic siorage,”
content held by a remote computing senice, a non-content record pertaining
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to a subscriber, or other information enumerated by the SCA}. Third, they
must consider whether they are seeking to compel disclosure or seeking to
accept information disciosed woluntarnily by the provider. If they seek
compelled disciosure, they need to determine whether they need a search
warrant, a 2703(d) court order, or a subpoena to compel the disclosure. If they
are seeking to accept information votuntarily disclosed, they must determine
whether the statute pemmits the disclosure. The chart contained in Section F
of this chapter proMdes a useful way to apply these distinctions in practice.

The organization of this chapter wilt foliow the SCA'’s various classifications.
Section B explains the SCA's classification structure, which distinguishes
hetween providers of "efectronic communication senvice" and providers of
“remote computing senice.” Section C explains the different kinds of
information that providers can diwulge, such as content “in electronic storage'
and "records . . . pertaining to a subscriber.” Section D expiains the legal
process that agents and prosecutors must foilow fo compet a provider to
disclose information. Section E looks at the flip side of this problem and
explains when proMders may voluntarily disciose account information. A
summary chart appears in Section F. Section G discusses important issues
that may arise when agents obtain records from network providers: steps to
presene evidence, steps to prevent disclosure to subjects, Cable Act issues,
and reimbursement to providers. Section H discusses the Fourth
Amendment's application {o stored electronic communications. Finally,
Section | discusses the remedies that courts may impose following violations
of the SCA.

B. Providers of Electronic Communication Service vs. Remote

Computing Service

The SCA protects communications held by two defined classes of network
senvice providers: providers of “electronic communication senice,” see 18
U.S.C. § 2510(15), and providers of "remote computing senvce,” see 18
U.S.C. § 2711(2). Careful examination of the definitions of these two terms is
necessary {o understand how to apply the SCA.

1. Electronic Communication Service

An electronic communication senice {"ECS"} is "any senice which provides
to users thereof the ability to send or receive wire or electronic
communications.” 18 U.S.C. § 2510(15). (For a discussion of the definitions of
wire and etectronic communications, see Chapter 4.0.2.) For exampie,
"telephone companies and electronic mail companies” generally act as ECS
providers. See S. Rep. No. 99-541 (1986}, repninted in 1986 U.S.C.C.AN.
3555, 3568; Quon v. Arch Wireless Operating Co., 529 F.3d 892, 900-03 (3th
Cir. 2008) {text messaging senice provider is an ECS); /n re Application of
United States, 508 F. Supp. 2d 76, 79 (D. Mass. 2007) {cell phone senice
provider is an ECS); Kaufman v. Nest Seekers, LLC, 2006 WL 2807177, at *5
{S.D.N.Y. Sept. 26, 2006) (host of electronic bulletin board is ECS}),
Freedman v. America Online, Inc., 325 F. Supp. 2d 638, 643 n.4 (E.D, Va.
2004) {AOL is an ECS).

Any company or govemment entity that provides others with the means to
communicate electronically can be a "provider of electranic communication
senice” relating to the communications it provides, regardiess of the entity's
primary business or function. See Fraser v. Nationwide Mut. Ins. Co., 352
F.3d 107, 114-15 (3d Cir. 2004) {insurance company that provided emaii
senice to employees is an ECS); Bohach v. City of Reno, 932 F. Supp. 1232,
1236 (D. Nev. 1996) {city providing pager senvce {o its police officers was a
provider of ECS); United States v. Muilins, 992 F.2d 1472, 1478 (Sth Cir. 1993)
{airline that provides travel agents with computerized iravel reservation system
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accessed through separate computer terminals can be a provider of ECS). In
In re Application of United States, 349 F.3d 1132, 1138-41 (Sth Cir. 2003), the
Ninth Circuit held that a company operating a system that enabled drivers to
communicate with designated call centers over a celiular telephone network
was an ECS, though it also noted that the situation would have been entirely
different "if the Company merely used wire communication as an incident to
proMding some other senvce, as is the case with a street-front shop that
requires potential customers {o speak into an intercom device before
permitting entry, or a 'drive-thru' restaurant that aitows customers to place
orders via a two-way intercom located beside the drive-up lane.” /d. at 1141
n.19.

A provider cannot provide ECS with respect to a communication if the senice
did not provide the ability to send or receive that communication. See Sega
Enterprises Ltd. v. MAPHIA, 948 F. Supp. 923, 930-31 (N.D. Cal. 19986) (video
game manufacturer that accessed private email of users of another company's
bulletin board senice was not a provider of electronic communication senice);
State Wide Photocopy, Corp. v. Tokai Fin. Servs., nc., 909 F. Supp. 137,
145 (S.D.N.Y. 1995) (financing company that used fax machines and
computers but did not provide the ability to send or receive communications
was not provider of efectronic communication senice).

Significantly, a mere user of ECS provided by another is not a provider of
ECS. For example, a commercial website is not a provider of ECS, even
though it may send and receive etectronic communications from customers. in
Crowfey v. CyberSource Corp., 166 F. Supp. 2d 1263, 1270 (N.D. Cal, 2001},
the plaintiff argued that Amazon.com {to whom plaintiff sent his name, credit
card number, and other identification information) was an electronic
communications senice provider because “without recipients such as
Amazon.com, users would have no ability to send electronic information.” The
court rejected this argument, holding that Amazon was properly characterized
as a user rather than a provider of ECS. See id. See also United States v.
Steiger, 318 F.3d 1039, 1049 (11th Cir. 2003) {a home computer connected to
the Intemet is not an ECS); In re Jetblue Airways Corp. Privacy Litigation, 379
F. Supp. 2d 299, 309-10 (E.D.N.Y. 2005) (airline that operated website that
enabled it to communicate with customers was not an ECSY;, Dyer v.
Northwest Airfines Corp., 334 F, Supp. 2d 1196, 1199 (D.N.D. 2004} (ECS
“does not encompass businesses selling traditional products or senices
online"); /n re Doubleclick Inc. Privacy Litigation, 154 F. Supp. 2d 497, 508-09
(S.0.N.Y. 2001) (distinguishing ISPs that provide ECS from websites that are
users of ECS). However, “an online business or retailer may be considered an
electronic communication senice provider if the business has a website that
offers customers the ability to send messages or communications to third
parties.” Beckerv. Toca, 2008 WL 4443050, at "4 {E.D. La. Sept. 26, 2008).

2. Remote Computing Service

The term “remote computing sendce” ("RCS") is defined by 18 U.S.C. §
2711(2) as "the provision to the public of computer storage or processing
senices by means of an electronic communications system.” An “electronic
communications system” is "any wire, radio, electromagnetic, photooptical or
photoelectronic facilities for the transmission of wire or electronic
communications, and any computer facilities or related electronic equipment
for the electronic storage of such communications.” 18 U.S.C. § 2510(14).

Roughty speaking, a remote computing senice is provided by an off-site
computer that stores or processes data for a customer. See S. Rep. No. 99-
541 (1988), reprinted in 1986 U.S.C.C.A.N. 3555, 3564-65. For example, a
senice provider that allows customers to use its computing facilities in
“"essentially a time-sharing arrangement” provides an RCS. H.R. Rep. No. 99-
647, at 23 (1986). A server that allows users to store data for future retrieval
also provides an RCS. See Steve Jackson Games, Inc. v. United States
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Secret Service, 816 F. Supp. 432, 44243 (W.D. Tex. 1993) {provider of
bulletin board senices was a remote computing senice), affd on other
grounds, 36 F.3d 457 {5th Cir. 1994)}. Importantly, an entity that operates a
website and its associated seners is not an RCS, unless of course the entity
offers a storage or processing senice through the website. For example, an
airline may compile and store passenger information and itineraries through its
website, but these functions are incidental to providing airline reservation
sendce, not data storage and processing senice; they do not convert the
airline into an RCS. See /n re Jetbiue Airmays Corp. Privacy Litigation, 379 F.
Supp. 2d at 310; see also United States v. Standefer, 2007 WL 2301760, at
*5 (S.D. Cal. Aug. 8, 2007) tholding that e-gold payment website was not an
RCS because e-gold customers did not use the website "to simply store
electronic data” or to "outsource tasks,” but instead used e-gold “to transfer
goid ownership to other users”).

Under the definition provided by § 2711(2), a senice can only be a "remote
computing senice” if it is available "to the public.” Sendces are available to the
pubtic if they are available to any member of the general population who
complies with the requisite procedures and pays any requisite fees. For
example, Verizon is a provider to the public: anyone can obtain a Verizon
account. {if may seem odd at first that a senice can charge a fee but stili be
considered available "to the public,” but this approach mimors commercial
relationships in the physical world. For example, movie theaters are open "to
the public” because anyone can buy a ticket and see a show, even though
tickets are not free.) in contrast, providers whose senices are available only to
those with a special refationship with the provider do not provide sendce to the
pubtic. For example, an employer that provides email accounts to its
employees will not be an RCS with respect to those employees, because
such email accounts are not availabie to the public. See Andersen Consuiting
LEP v. UOP, 991 F. Supp. 1041, 1043 (N.D. . 1998} (interpreting the "to the
public” clause in § 2702{a) to exclude an intemat email system that was
made available to a hired contractor but was nct available to "any member of
the community at {arge").

in Quon v. Arch Wireless Operating Co., the Ninth Circuit held that a text
messaging senvice provider was an ECS and therefore not an RCS. See Quon,
529 F.3d at 902-03. However, this “either/or" approach to ECS and RCS is
contrary to the language of the statute and its legislative history. The
definitions of ECS and RCS are independent of each other, and therefore
nothing prevents a senice provider from providing both forms of senice to a
single customer. In addition, an email senice provider is certainly an ECS, but
the House report on the SCA also stated that an email stored after
transmission would be protected by a provision of the SCA that protects
contents of communications stored by an RCS. See H.R. Rep. No. 99-647, at
65 {1986). One subsequent court has rejected the Ninth Circuit’s analysis in
Quon and stated that a provider "may be deemed to provide both an ECS and
an RCS to the same customer.” Flagg, v. City of Detroit, 252 F.R.D. 346, 362
({E.D. Mich. 2008). The key to determining whether the provider is an ECS or
RCS is to ask what role the provider has played and is playing with respect to
the communication in question.

C. Classifying Types of Information Held by Service Providers

Network senice providers can store different kinds of information relating to an
individual customer or subscriber. Consider the range of information that an
ISP may typically store regarding one of its customers. it may have the
customer's subscriber information, such as name, address, and credit card
number, it may have logs rewvealing when the customer logged on and off the
senice, the IP addresses assigned to the customer, and other more detailed
logs pertaining to what the customer did while online. The ISP may aiso have
the customer's opened, unopened, draft, and sent emails.
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When agents and prosecutors wish to obtain such records, they must be able
to classify these types of information using the fanguage of the SCA. The
SCA breaks the information down info three categories: (1) contents; (2} non-
content records and other information pertaining to a subscriber or customer;
and (3) basic subscriber and session information, which is a subset of non-
content records and is specificaily enumerated in 18 U.S.C. § 2703(c)(2). See
18 U.S.C. §§ 2510(8), 2703. in addition, as described below, the SCA creates
substantially different protections for contents in “electronic storage” in an
ECS and contents stored by a provider of RCS.

1. Basic Subscriber and Session Information Listed in 18 U.S.C. §

2703(c)(2)

Section 2703(c )2} lists the categories of basic subscriber and session
information:

{A) name; {B) address; {C) locai and iong distance telephone connection
records, or records of session times and durations; (D) fength of senice
{(including start date) and types of senice utifized; (E) telephone or
instrument number or other subscriber number or identity, including any
temporarily assigned network address; and (F) means and source of
payment for such senice {inctuding any credit card or bank account
number){.}

in general, the items in this list relate to the identity of a subscriber, his
relationship with his senvice provider, and his basic session connection
records. In the intemet context, "any temporarily assigned network address”
includes the {P address used by a customer for a particular session. For
example, for a webmail senice, the IP address used by a cusiomer accessing
her email account constitutes a “temporarity assigned network address.” This
list does not include other, more extensive transaction-related records, such
as logging information revealing the email addresses of persons with whom a
customer comesponded.

2. Records or Other Information Pertaining to a Customer or

Subscriber

Section 2703(c)1) covers a second type of infomation: "a record or other
information pertaining to a subscriber {o or customer of such senvice {not
including the contents of communications).” This is a catch-all category that
includes ail records that are not contents, including basic subscriber and
session information described in the previous section. As one court explained,
"a record means something stored or archived. The term information is
synonymous with data.” /n re United States, 509 F. Supp. 2d 76, 80 (D.
Mass. 2007},

Common examples of "recordfs} . . . pertaining to a subscriber” include
transactionat records, such as account logs that record account usage; cell-
site data for celluiar telephone calls; and email addresses of other individuals
with whom the account holder has comesponded. See H.R. Rep. No. 103-827,
at 10, 17, 31 (1994), reprinted in 1994 U.S.C.C.A.N. 3489, 3490, 3497, 3511.
See also In re Application of United States, 509 F. Supp. 76, 80 {D. Mass.
2007) {historicai cell-site information fall within scope of § 2703(c)(1)); United
States v. Alten, 53 M.J. 402, 408 (C.A.A.F. 2000} (concluding that "a log
identifying the date, time, user, and detailed intemet address of sites
accessed” by a user constituted "a record or other information pertaining fo a
subscriber or customer of such senice” under the SCA); Hilf v. MC/
WorldCom Commc'ns, Inc., 120 F. Supp. 2d 1194, 1195-96 (S.D. lowa 2000)
{concluding that the "names, addresses, and phone numbers of parties . . .
called” constituted “a record or other information pertaining to a subscriber or
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customer of such sendce,” not contents, for a telephone account); Jessup-
Morgan v. America Online, Inc., 20 F. Supp. 2d 1105, 1108 (E.D. Mich. 1998)
{holding that a customer's identification information is a "record or other
information pertaining to a subscriber” rather than contents). According to the
legisiative history of the 1924 amendments to § 2703(c), the purpose of
separating the basic subscriber and session information from other non-

- content records was to distinguish basic subscriber and session information
from more revealing transactional information that could contain a "person's
entire onine profile.” H.R. Rep. No. 103-827, at 17, 31-32 {1994), reprinted in
1994 U.S.C.C.A.N. 3489, 3497, 3511-12,

3. Contents and "Electronic Storage"

The contents of a network account are the actual files {inciuding email) stored
in the account. See 18 U.S.C. § 2510{8) ("contents,’ when used with respect
o any wire, oral, or electronic communication, inciudes any information
conceming the substance, purport, or meaning of that communication”). For
exampie, stored emails or wice mails are "contents,” as are word processing
files stored in employee network accounts. The subject lines of emails are
also contents. Cf. Brown v. Waddell, 50 F.3d 285, 292 (4th Cir. 1995} {noting
that numerical pager messages aliow "an unlimited range of number-coded
substantive messages” in the course of holding that the interception of pager
messages requires compliance with Title i),

The SCA further divides contents into two categories: contents in "electronic
storage” held by a provider of electronic communication senice, and contents
stored by a remote computing senice. {in addition, contents that fali outside
of these two categories are not protected by the SCA.} importantly,
“electronic storage” is a statutorily defined term. It does nof simply mean
storage of information by electronic means. Instead, “electronic storage” is *
(A) any temporary, intermediate storage of a wire or electronic communication
incidental to the electronic transmission thereof; and (B} any storage of such
communication by an electronic communication senice for purposes of
backup protection of such communication.” 18 U.8.C, § 2510(17). Moreower,
the definition of "electronic storage” is important because, as explained in
Section D below, contents in "electronic storage” for less than 181 days can
be obtained only with a warrant.

Unfortunately, as a resuit of the Ninth Circuit's decision in Theofef v. Farey-
Jones, 359 F.3d 1066 {9th Cir. 2004), there is now a spiit between two
interpretations of “electronic storage”--a traditional narow interpretation and
an expansive interpretation supplied by the Ninth Circuit. Both interpretations
are discussed below. As a practical matter, federal law enforcement within the
Ninth Circuit is bound by the Ninth Circuit's decision in Theofel, but law
enforcement elsewhere may continue to apply the traditional interpretation of
“electronic storage.”

As traditionally understood, "electronic storage” refers only to temporary
storage made in the course of transmission by a senice provider and to
backups of such intermediate communications made by the sendce provider
to ensure system integrity. it does not include post-transmission storage of
communications. For example, email that has been received by a recipient’s
senice provider but has not yet been accessed by the recipient is in
“"electronic storage." See Steve Jackson Games, Inc. v. United States Secret
Service, 36 F.3d 457, 461 (5th Cir. 1994). At that stage, the communication is
stored as a temporary and intermediaie measure pending the recipient's
retrieval of the communication from the senvice provider. Once the recipient
retrieves the email, however, the communication reaches its final destination.
if the recipient chooses to retain a copy of the accessed communication, the
copy will not be in "temporary, intermediate storage™ and is not stored
incident to transmission. See Fraser v. Nationwide Mut. Ins. Co., 352 F.3d
107, 114 (3d Cir. 2004) (stating that email in post-transmission storage was
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not in "temporary, intermediate storage”). By the same reasoning, if the
sender of an email maintains a copy of the sent email, the copy will not be in
“electronic storage.” Messages posted to an electronic "bulietin board” or
similar senice are also not in "electronic storage" because the website on
which they are posted is the final destination for the information. See Snowv.
DirecTV, inc., 2005 WL 1226158, at *3 (M.D. Fla. May 9, 2005}, adopted by
2005 WL 1266435 (M.D. Fia. May 27, 2005), affd on other grounds, 450 F.3d
1314 {11th Cir. 2006).

Furthermore, the "backup” component of the definition of "electronic storage™
refers to copies made by an ISP to ensure system integrity. As one district
court explained, the backup component "protects the communication in the
ewvent the system crashes before transmission is compliete. The phrase ‘for
purposes of backup protection of such communication’ in the statutory
definition makes clear that messages that are in post-transmission storage,
after transmission is complete, are not covered by part (B) of the definition of
‘electronic storage." Fraserv. Nationwide Mut. Ins. Co., 135 F. Supp. 2d 623,
636 (E.D. Pa. 2001), affd in part on other grounds, 352 F.3d 107, 114 (3d Cir.
2004) {affirming the SCA portion of the district court's ruting on other grounds};
see also United States v. Weaver, 2009 WL 2163478, at *4 (C.D. lll. July 15,
2009) (interpreting "electronic storage” to exciude prevously sent email stored
by web-based email senice provder); In re Doubleclick Inc. Privacy Litigation,
154 F. Supp. 2d 497, 511-13 {S.D.N.Y. 2001} (emphasizing that “etectronic
storage” should have a narrow interpretation based on statutory language and
legisiative intent and holding that cookies falt outside of the definition of
“electronic storage” because of their “long-term residence on plaintiffs’ hard
drives"); H.R. Rep. No. 99-847, at 65 {1986) (noting congressional intent that
opened email left on a provider's system be covered by provisions of the SCA
relating to remote computing senices, rather than provisions relating to
communications in "electronic storage”).

This narrow interpretation of "electronic storage” was rejected by the Ninth
Circuit in Theofe! v. Farey~Jones, 359 F.3d 1066 {Sth Cir. 2004), in which the
courl held that email messages were in "electronic storage” regardless of
whether they had been previously accessed, because it conciuded that
retrieved email fell within the backup portion of the definition of "electronic
storage.” /d. at 1075-77. Although the Ninth Circuit did not dispute that
previously accessed email was not in temporary, intermediate storage within
the meaning of § 2510(17)(A), it insisted that a previously accessed email
message fell within the scope of the "backup” portion of the definition of
“electronic storage,” because such a message “functions as a 'backup’ for the
user.” /d. at 1075. However, CCIPS has consistently argued that the Ninth
Circuit's broad interpretation of the "backup” portion of the definition of
"electronic storage” should be rejected. There is no way for a senvice provder
to detemmine whether a previously opened emait on its servers is a backup for
a copy of the email stored by a user on his computer, as the senice provider
simply cannot know whether the underlying email remains stored on the
user's computer. Essentially, the Ninth Circuit's reasoning in Theofel confuses
“backup protection” with ordinary storage of a file.

Although prosecutors within the Ninth Circuit are bound by Theofel, law
enforcement elsewhere may continue to apply the traditional namow
interpretation of “electronic storage,” even when the data sought is within the
Ninth Circuit. Recent lower court decisions addressing the scope of
“electronic storage" have split between the traditional interpretation and the
Theofel approach. Compare United States v. Weaver, 2009 WL 2163478, at
*4 (C.D. fil. July 15, 2009) (rejecting Theofel), and Bansal v. Russ, 513 F.
Supp. 2d 264, 276 (E.D. Pa. 2007} {(holding that access to opened email in
account held by non-public senice provider did not violate the SCA), with
Baifey v. Bailey, 2008 WL 324156, at *6 {E.D. Mich. Feb. 6, 2008} {(endorsing
Theofel), and Cardinal Health 414, Inc. v. Adams, 482 F. Supp. 2d 967, 976
n.2 {M.D. Tenn. 2008) {same). Prosecutors confronted with Theofel-related
issues should consult CCIPS at (202) 514~1026 for further assistance.
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4. lilustration of the SCA’s Classifications in the Email Context

An example iilustrates how the SCA's categories work in practice cutside the
Ninth Circuit, where Theofel does not apply. imagine that Joe sends an emaif
from his account at work {“joe@goodcompany.com®) to the personal account
of his friend Jane {"jane@iocalisp.com”). The email wili stream across the
intemet until it reaches the servers of Jane's Intemet senice provider, here the
fictional LocallSP. When the message first amives at LocallSP, LocallSP is a
provider of ECS with respect to that message. Before Jane accesses
LocallSP and retrieves the message, Joe's email is in “electronic storage.”
QOnce Jane retrieves Joe's email, she can either delete the message from
LocallSP's server or else leave the message stored there. if Jane chooses to
store the email with LocallSP, LocaliSP is now a provider of RCS (and not
ECS) with respect to the email sent by Joe. The role of LocallSP has changed
from a transmitter of Joe's email fo a storage facility for a file stored remotely
for Jane by a provider of RCS.

Next imagine that Jane responds to Joe's email. Jane's retum email to Joe wit
stream across the intemet to the servers of Joe's employer, Good Company.
Before Joe retrieves the email from Good Company's serers, Good Company
is a provider of ECS with respect to Jane's emait (just fike LocallSP was with
respect to Joe's original email before Jane accessed it). When Joe accesses
Jane's email message and the communication reaches its destination (Joe),
Good Company ceases to be a provider of ECS with respect to that email
(just as LocallSP ceased to be a provider of ECS with respect to Joe's original
email when Jane accessed it). Unfike LocallSP, however, Good Company
does not become a provider of RCS if Joe decides to store the opened emait
on Good Company's server. Rather, for purposes of this specific message,
Good Company is a provider of neither ECS nor RCS. Good Company does
not provide RCS because it does not provide senices to the public. See 18
U.S.C. § 2711{2) ("[T]he term remote computing senice’ means the provision
to the public of computer storage or processing senices by means of an
electronic communications system.” (emphasis added)); Andersen
Consulting, 991 F. Supp. at 1043. Because Good Company provides neither
ECS nor RCS with respect to the opened emait in Joe's account, the SCA no
longer regulates access to this email, and such access is govemed solely by
the Fourth Amendment. Functionally speaking, the opened email in Joe's
account drops out of the SCA.

Finaily, consider the status of the other copies of the emails in this scenario:
Jane has downloaded a copy of Joa's email from LocaliSP's server to her
personal computer at home, and Joe has downioaded a copy of Jane's emait
from Gaod Company's sener to his office desktop computer at work. The SCA
governs neither. Although these computers contain copies of emails, these
copies are not stored on the server of a third-party provider of RCS or ECS,
and therefore the SCA does not apply. Access to the copies of the
communications stored in Jane's personal computer at home and Joe's office
computer at work is governed solely by the Fourth Amendment. See generally
Chapters 1 and 2.

As this example indicates, a single provider can simuitaneously provide ECS

with. regard to some communications and RCS with regard to others, or ECS

with regard to some communications and neither ECS nor RCS with regard to
others. A chart iliustrating these issues appears in Section F of this chapter.

Sampie fanguage that agents may use appears in Appendices B, E, and F.

D. Compelled Disclosure Under the SCA

Section 2703 articulates the steps that the govemment must take to compel
providers o disciose the contents of stored wire or electronic communications
(inciuding email and wice mail} and other information such as account
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records and basic subscriber and session information.

Section 2703 offers five mechanisms that a "govemment entity™ can use to
compel a provider to disclose certain kinds of information. The five
mechanisms are as foflows:

1) Subpoena;
2} Subpoena with prior notice to the subscriber or customer;
3) § 2703{d} court order;

4) § 2703(d) court order with prior notice to the subscriber or customer;
and

5) Search warrant.

One feature of the compelled disclosure provisions of the SCA is that greater
process generally includes access to information that cannot be obtained with
lesser process. Thus, a 2703(d) court order can compel everything that a
subpoena can compel {plus additional information), and a search warrant can
compel the production of everything that a 2703(d) order can compel {(and then
some). As a resuit, the additional work required to satisfy a higher threshoid
will often be justified because it can authorize a broader disciosure. Note,
however, the notice requirement must be considered separately under this
analysis: a subpoena with notice to the subscriber can be used to compel
information not awailable using a 2703(d) order without subscriber notice.

Two circumstances aliow the govemment to compel disclosure of information
under the SCA without a subpoena. First, when investigating telemarketing
fraud, law enforcement may submit a written request to a senice provider for
the name, address, and place of business of a subscriber or customer
engaged in telemarketing. See 18 U.S.C. § 2703{c)(1)(D). Second, the
govemment may compel a senice provder to disciose non-content information
pertaining to a customer or subscriber when the government has obtained the
customer or subscriber's consent. See 18 U.S.C. § 2703(c)X1)}(C).

1. Subpoena

The SCA pemits the government to compél disclosure of the basic subscriber
and session information {discussed above in Section C.1) listed in 18 U.S.C.
§ 2703(c)(2) using a subpoena:

{A) name; (B} address; {C} local and long distance telephone connection
records, or records of session times and durations; {D} fength of senice
(including start date) and types of senice utilized; (E) telephone or
instrument number or other subscriber number or identity, incfuding any
temporarily assigned network address; and (F) means and source of
payment for such senvice {inciuding any credit card or bank account
number);.]

18 U.S.C. § 2703(c)2).

Agents can also use a subpoena to obtain information that is outside the
scope of the SCA. The hypothetical email exchange between Jane and Joe
discussed in Section C of this chapter provides a useful exampie: Good
Company provided neither "remote computing serdce" nor "electronic
communication senice” with respect to the opened email on Good Company's
sener. Accordingly, § 2703 does not impose any requirements on its
disclosure, and investigators can issue a subpoena compelling Good
Company to diwige the communication just as they would if the SCA did not
exist. Similarly, information relating or beionging to a person who is neither a
“customer” nor a "subscriber* is not protected by the SCA and may be
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obtained using a subpoena according to the same rationale. Cf. Organizacion
JD Ltda. v. United States Dep't of Justice, 124 F.3d 354, 359-61 {2d Cir.
1997) (discussing the scope of the word "customer” as used in the SCA).

The iegal threshold for issuing a subpoena is fow. See United States v. Morton
Sait Co., 338 U.S. 632, 684243 {1950}, Investigators may obtain disclosure
pursuant o § 2703{c}(2) using any federal or state grand jury or trial subpoena
or an administrative subpoena authorized by a federal or state statute. See 18
U.S.C. § 2703(c)2). For example, subpoenas authorized by the Inspector
General Act may be used. See 5 U.S.C. app. 3 § 6{a)(4). Of course, evidence
obtained in response to a federal grand jury subpoena must be protected from
disclosure pursuant to Fed. R. Crim. P. 6(e). At least one court has heid that
a pre-trial discovery subpoena issued in a civil case pursuant to Fed. R. Civ.
P. 45is inadequate. See FTC v. Netscape Commcns Corp., 196 F.R.D. 559,
561 (N.D. Cal. 2000} (holding that civl discavery subpoena did not fail within
the meaning of "trial subpoena"). Sample subposna language appears in
Appendix E.

2. Subpoena with Prior Notice to the Subscriber or Customer

Agents who obtain a subpoena and ejther give prior notice to the subscriber or
comply with the delayed notice provisions of § 2705(a) may obtain:

1) everything that can be abtained using a subpoena without notice;

2) "the contents of a wire or electronic communication that has been in
electronic storage in an electronic communications system for more than
one hundred and eighty days.” 18 U.S.C. § 2703(a); and

3) "the contents of any wire or electronic communication” held by a
provider of remote computing senice "on behalf of . . . a subscriber or
customer of such remote computing senice.” 18 U.S.C. § 2703(b)}(1)(B}
{i), § 2703(b)(2).

Outside the Ninth Circuit (which is now governed by Theofe), this third
category will include opened and sent email. Agents outside of the Ninth
Circuit can therefore abtain such emai! (and other stored electronic or wire
communications in "elgctronic storage” more than 180 days) using a
subpoena, provided they comply with the SCA's notice provisians. However, in
light of Theofel, some senice providers may be reluctant to produce opened or
sent email less than 181 days old without a warrant. Prosecutors moving to
compel compliance with a subpaena for such email should contact CCIPS at
(202) 514-1026 for assistance. In the Ninth Circuit, agents can continue to
subpoena communications that have been in "electronic storage” over 180
days.

The notice provisions can be satisfied by giving the customer or subscriber
“prior notice” of the disclosure. See 18 U.S.C. § 2703(b)(1}B). However, 18
U.S.C. § 2705(a){1)(B) permits notice to be delayed for ninety days "upon the
execution of a written certification of a supenisory official that there is reason
1o believe that notification of the existence of the subpoena may have an
adwerse resuit.” 18 U.S.C. § 2705(a)(1)(B). Both "supenisory official" and
“adverse result” are specifically defined terms for the purpose of detaying
notice. See 18 U.S.C. § 2705(a){2} {defining "adwerse result"); 18 U.S.C. §
2705(a)(8) (defining "supendsory official"). This provision of the SCA provides a
permissible way for the government to delay notice to the customer or
subscriber when notice would jeopardize a pending investigation or endanger
the life or physical safety of an individual. The govemment may extend the
delay of notice for additional 90-day periods through additional certifications
that meet the "adverse result” standard of section 2705(b). See 18 U.S.C. §
2705(a)(4). Upon expiration of the delayed notice period, the statute requires
the govemment to send a copy of the request or process along with a letter
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expiaining the delayed notice to the customer or subscriber. See 18 U.S.C. §
2705(a)(5).

3. Section 2703(d) Order

« Agents need a § 2703(d) court order to obtain most account fogs and
E most {ransactional records.

Agents who obtain a court order under 18 U.S.C. § 2703(d) may obtain:
1) anything that can be obtained using a subpoena without notice; and

2) all "recordis} or other information pertaining to a subscriber to or
customer of such senvce {not including the contents of communications
[held by providers of efectronic communications senice and remote
computing senice}).” 18 U.5.C. § 2703(c)(1).

A court order authorized by 18 U.S.C. § 2703(d) may be issued by any federal
magistrate, district court, or equivatent state court judge. See 18 U.S.C.
§§ 2703(d), 2711(3). To obtain such an order,

the governmentat entity {must] offer[] specific and articulable facts
showing that there are reasonabie grounds to believe that the contents of
a wire or electronic communication, or the records or other information
sought, are relevant and matenrial to an ongoing criminal investigation.

18 U.S.C. § 2703(d).

This standard does not pemmit law enforcement merely to certify that it has
specific and articulable facts that would satisfy such a showing. Rather, the
govermment must actually offer those facts to the court in the appiication for
the order. See United States v. Kennedy, 81 F. Supp. 2d 1103, 1109-10 {D.
Kan. 2000} {concluding that a conclusory application for a 2703(d) order "did
not meet the requirements of the statute.”). As the Tenth Circuit has noted,
the "specific and articulable facts” standard of 2703(d) "derives from the
Supreme Court's decision in {Terry v. Ohio, 392 U.S. 1 (1968)]." United States
v. Perrine, 518 F.3d 1196, 1202 {10th Cir. 2008). The House Report
accompanying the 1994 amendment to section 2703(d) inciuded the foilowing
analysis:

This section imposes an intermediate standard to protect on-line
transactional records. It is a standard higher than a subpoena, but not a
probabie cause warrant. The intent of raising the standard for access to
transactional data is to guard against “fishing expeditions” by law
enforcement. Under the intermediate standard, the court must find, based
on law enforcement's showing of facts, that there are specific and
articutable grounds to believe that the records are relevant and matenat to
an ongoing criminal investigation.

H.R. Rep. No. 102-827, at 31-32 (1994), reprinted in 1994 U.S.C.C.A.N. 3489,
3511-12 {quoted in full in Kennedy, 81 F. Supp. 2d at 1109 n.8). As a practical
matter, a short factuai summary of the investigation and the role that the
records will serve in advancing the investigation should satisfy this criterion. A
more in-depth expianation may be necessary in particularly complex cases. A
sample § 2703(d) application and order appears in Appendix B.

Section 2703(d) orders issued by federal courts have effect outside the district
of the issuing court. The SCA permits a judge to enter 2703(d) orders
compeliing providers to disclose information even if the judge does not sit in
the district in which the information is stored. See 18 U.S.C. § 2703(d}
(stating that "any court that is a court of competent jurisdiction” may issue a
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2703(d) order) (emphasis added); 18 U.S.C. § 2711(3) (stating that "'court of
competent jurisdiction’ has the meaning assigned by section 3127, and
includes any Federal court within that definition, without geographical
fimitation"); 18 U.S.C. § 3127(2) {defining “court of competent jurisdiction"}.

Section 2703(d) orders may aiso be issued by state courts. See 18 U.S.C.
§§ 2711(3), 3127{2)(B) (defining "court of competent jurisdiction” to inciude "a
court of general criminal jurisdiction of a State authorized by the taw of that
State to enter orders authorizing the use of a pen register or a trap and trace
device”). Howevwer, the statute provides that when a state govemmental entity
seeks a 2703(d) order, the order "shall not issue if prohibited by the law of
such State.” 18 U.S.C. § 2703(d}. Moreover, although the statute explicitly
allows federal courts to issue 2703(d) orders to providers outside of the court's
district, it is silent on whether state courts have such authority.

4. 2703(d) Order with Prior Notice to the Subscriber or Customer

+ Investigators can obtain everything associated with an account
D except for unopened email or wicemail stored with a provider for 180
days or less using a 2703(d} court order that complies with the
notice provisions of § 2705.

Agents who obtain a court order under 18 U.S.C. § 2703(d), and either give
pnor notice to the subscriber or else comply with the delayed notice
provisions of § 2705(a), may obtain:

1) everything that can be obtained using a § 2703(d) court order without
notice;

2) "the contents of a wire or electronic communication that has been in
electronic storage in an electronic communications system for more than
one hundred and eighty days,” 18 U.S.C. § 2703(a}; and

3} "the contents of any wire or electronic communication” held by a
provider of remote computing senice "on behaif of . . . a subscriber or
customer of such remote computing senice.” 18 U.S.C. § 2703(b)(1XB)
(i), § 2703(b)2).

As a practical matter, except in the Ninth Circuit, this means that the
govemment ¢an use a 2703(d) order that complies with the prior notice
provisions of § 2703(b)(1)(B) to obtain the full contents of a subscriber's
account except unopened email and wicemail that have been in the account
for 180 days or less. in the Ninth Circuit, which is governed by Theofel, agenis
can continue to use 2703(d) orders to obtain communications in "electronic
storage” over 180 days. Following Theofel, some providers have resisted
producing email content less than 181 days old in response to a 2703(d}
order, even when the 2703(d) order is issued by a court outside the Ninth
Circuit. Prosecutors encountering this problem shouid contact CCIPS at {202}
514-1026 for assistance.

As an altemative to giving prior notice, law enforcement can obtain an order
delaying notice for up to ninety days when notice would seriously jeopardize
the investigation. See 18 U.S.C. § 2705(a). In such cases, prosecutors
generally will obtain this order by including an appropriate request in the
2703(d) application and proposed order; sampie ianguage appears in
Appendix B. Prosecutors may also apply to the court for extensions of the
delay. See 18 U.S.C. § 2705(a)(4). The legal standards for obtaining a court
order defaying notice mirror the standards for certified delayed notice by a
supenisory official. See Section D.2., supra. The applicant must satisfy the
court that "there is reason to believe that notification of the existence of the
court order may . . . endanger{} the life or physical safety of an individuai;
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{lead to] flight from prosecution; [lead to} destruction of or tampering with
evidence; [{lead to} intimidation of potential witnesses; or. . . otherwise
seriously jeopardiz{e} an investigation or unduly delay][] a trial.” 18 U.S.C.
§§ 2705(a){1)(A), 2705(a)2). The applicant must satisfy this standard anew in
every application for an extension of the delayed notice.

5. Search Warrant

+ Inwestigators can obtain everything associated with an account with a
:l search warrant. The SCA does not require the govemment to notify
the customer or subscriber when it obtains information from a
provider using a search warrant.

Agents who obtain a search warrant under § 2703 may obtain:

1) everything that can be obtained using a § 2703(d) court order with
notice; and

2) "the contents of a wire or electronic communication, that is in
electronic storage in an electronic communications system for one
hundred and eighty days or less.” 18 U.S.C. § 2703(a}.

in other words, agents can obtain any content or non-content information
pertaining to an account by obtaining a search warrant “issued using the
procedures described in* Fed. R. Crim. P. 41. 18 U.S.C. § 2703(a).

Search warrants issued under § 2703 have several noteworthy procedural
features. First, although most search warrants obtained under Rule 41 are
fimited to "a search of property . . . within the district" of the authorizing
magistrate judge, search warrants under § 2703 may be issued by a federal
“court with jurisdiction over the offense under investigation,” even for records
held in another district. See Unifed States v. Berkos, 543 F.3d 392, 396-98
(7th Cir. 2008); /n re Search of Yahoo, inc., 2007 WL 1539971, at *6 (D. Ariz.
May 21, 2007); in re Search Warrant, 2005 WL 3844032, at *56 (M.D. Fla.
2006} ("Congress intended jurisdiction’ to mean something akin to temitorial
jurisdiction”). State courts may also issue warrants under § 2703, but the
statute does not give these warrants effect outside the limits of the courts’
territorial jurisdiction. Second, obtaining a search warrant obviates the need to
give notice to the subscriber. See 18 U.S.C. § 2703(b)}{(1}A); Fed. R, Crim. P.

HNANC).

Third, investigators ordinarily do not themselves search through the provder's
computers in search of the matenals described in the warrant. Instead,
investigators serve the warrant on the provider as they would a subpoena, and
the provider produces the matenal specified in the warrant. See 18 U.S.C. §
2703(g) (stating that the presence of an officer is not required for senvice or
execution of a § 2703 warrant); United Stafes v. Bach, 310 F.3d 1063, 1068
{8th Cir. 2002) {finding search of email by ISP without presence of law
enforcement did not violate Fourth Amendment).

Fourth, a two-step process is often used fo obtain the content of
communications under a § 2703 warrant. First, the warrant directs the senice
provider o produce aif email from within the specified account or accounts.
Second, the warrant authorizes law enforcement to revew the information
produced to identify and copy information that falis within the scope of the
particularized "items to be seized" under the wamrant.

Otherwise, as a practical matier, § 2703 search warrants are obtained much
like Rule 41 search warrants. As with a typical Rule 41 warrant, investigators
must draft an affidavit and a proposed warrant that complies with Rule 41.
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E. Voluntary Disclosure

both contents and other records relating to stored communications.
The SCA imposes restrictions on woluntary disciosures by providers
of senvices 1o the public, but it aiso includes exceptions to those
restrictions.

D » Providers of senices not available "to the public” may freely disciose

The woluntary disclosure provisions of the SCA appear in 18 U.S.C. § 2702.
These provisions govemn when a provider of RCS or ECS can disciose
contenis and other information voluntanily, both to the govemment and non-
govemment entities. If the provider may discliose the information to the
government and is willing to do so woiuntarily, law enforcement does not need
to obtain a iegal order to compel the disclosure. If the provider either may not
or will not disclose the information, agents must rely on compelied disclosure
provisions and obtain the approprate fegal orders.

When considering whether a provider of RCS or ECS can disclose contents or
records, the first question is whether the relevant senice offered by the
provider is available "to the public.” See Section B, abowe. i the provider does
not provide the applicable senvice "to the public,” then the SCA does not place
any restrictions on disclosure. See 18 U.S.C. § 2702(a). For example, in
Andersen Consuiting LLP v. UOP, 991 F. Supp. 1041 (N.D. . 1998), the
petroleum company UOP hired the consuiting firm Andersen Consuiting and
gave Andersen employees accounts on UOP’s computer network. After the
refationship between UOP and Andersen soured, UOP disclosed to the Wall
Street Joumnal emails that Andersen employees had left on the UOP network.
Andersen sued, claiming that the disclosure of its contents by the provider
UOP had violated the SCA. The district court rejected the suit on the ground
that UOP did not provide an electronic communication senvice to the public:

[Gliving Andersen access to [UOP's} e-mail system is not equivalent to
providing e-mail o the public. Andersen was hired by UOP to do a project
and as such, was given access to UOP's e-mail system similar to UOP
employees. Andersen was not any member of the community at farge,
but a hired contractor.

Id. at 1043. Because UOP did not provide senices fo the public, the SCA did
not prohibit disclosure of contents befonging to UOP's "subscribers.” See jd.

if the senvices offered by the provider are available to the public, then the SCA
forbids both the disclosure of contents to any third party and the disclosure of
other records fo any governmental entity unless a statutory exception applies.
Even a public provider may disciose customers' non-confent records freely to
any person other than a govemment entity. See 18 U.S.C. §§ 2702(a)(3), {c)
{6). Section 2702(b} contains exceptions for disclosure of contents, and §
2702(c) contains exceptions for disclosure of other customer records.

The SCA allows the woluntary disclosure of contents when:

1) the disciosure is made fo the intended recipient of the communication,
with the consent of the sender or intended recipient, to a forwarding
address, or pursuant to specified legal process, § 2702(b)(1)-(4);

2)in the case of a remote computing servce, the disclosure is made with
the consent of a subscriber, § 2702(b)(3);1@

3) the disclosure "may be necessarily incident to the rendition of the

senvce or to the protection of the rights or property of the provider of that
senice,” § 2702(b)(5);
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4) the disclosure is submitted "to the National Center for Missing and
Exploited Children, in connection with a report submitted thereto under
section 2258A," § 2702(b)(6};

5) the disclosure is made to a law enforcement agency "if the contents . .
. were inadvertently obtained by the senice provider . . . {and} appear to
pertain to the commission of a crime,” § 2702(b}(7); or

B8) the disciosure is made to a govemmental entity, "if the provider, in
good faith, believes that an emergency invoiving danger of death or
sefious physical injury to any person requires disclosure without defay of
communications relating to the emergency.” § 2702(b)(8).

The SCA provdes for the voluntary disclosure of non-content customer
records by a provder to a govemmental entity when:

1) the disclosure is made "with the fawful consent of the customer or
subscriber,” or "as otherwise authorized in section 2703," § 2702(c)(1)-

2);

2) the disclosure “may be necessarily incident to the rendition of the
senice or to the protection of the rights or property of the provider of that
senice," § 2702{c)(3);

3) the disclosure is made to a govemmental entity, “if the provider, in
good faith, believes that an emergency invoiving danger of death or
serious physical injury to any person requires disclosure without delay of
information relating o the emergency,” § 2702(c){4); or

4) the disclosure is made "to the Nationai Center for Missing and
Expioited Chiidren, in connection with a report submitted thereto under
'section 2258A." § 2702(c)5).

In general, these exceptions pemit disclosure by a provider to the public
when the needs of public safety and of senice providers themselves outweigh
privacy concems of cusiomers, or else when disclosure is unlikely to pose a
serious threat to privacy interests.

F. Quick Reference Guide

| Voluntary Disclosure How to Compel

Allowed? Disclosure
Public Non- Public Non-
Provider Public Provider Public

less

Basic subscriber,
session, and
biliing
information

Other
transactional and
account records
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Retrieved
communications |
and the content of
other stored
filest

Unretrieved
communicatiohs,
including email
and voice mait (in
electronic storage
more than 180
days)t

rowith

Unretrieved
communications,
including email
and voice mail {in
electronic storage
180 days or
less)t

* See 18 U.S.C. § 2703{c)2) for listing of information covered. This
information includes local and fong distance telephone connection records and
records of session times and durations as welf as {P addresses assigned to
the user during the intemet connections.

T Includes the content of wice communications.

For investigations occuning in the Ninth Circuit, Theofe/ v. Farey-Jones,
359 F.3d 1066 (9th Cir. 2004), requires use of a search warrant uniess the
communications have been in storage for more than 180 days. Some
providers follow Theofei even outside the Ninth Circuit; contact CCIPS at (202)
514-1026 if you have an appropriate case to litigate this issue.

G. Working with Network Providers: Preservation of Evidence,
Preventing Disclosure to Subjects, Cable Act Issues, and
Reimbursement

Law enforcement officials who procure records under the SCA quickly leam
the importance of communicating with network sendce providers.
Communication is necessary because every network provider works
differently. Some providers retain very compiete records for a fong period of
time; others retain few records, or even norie. Some providers can comply
easily with law enforcement requests for information; others struggle to
comply with even simple requests. These differences resuit from varied
philosophies, resources, hardware, and software among network senice
providers. Because of these differences, it is often advisable for agents to
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communicate with a network senice provider {or review the providers law
enforcement compliance guide) to leam how the proMder operates before
obtaining a legal order that compels the provider to act.

The SCA contains two provisions designed to aid taw enforcement officials
working with network sendce providers. When used properly, these provisions
help ensure that providers will not delete needed records or notify others about
the investigation.

1. Preservation of Evidence under 18 U.S.C. § 2703(f)

« Agents may direct providers to presene existing records pending the
issuance of compulsory legal process. Such requests have no
prospective effect, however.

In general, no law regulates how long nefwork senice providers must retain
account records in the United States. Some providers retain records for
months, others for hours, and others not at all. As a resuit, some evidence
may be destroyed or lost before law enforcement can obtain the appropriate
legat order compelting disclosure. For example, suppose that a crime occurs
on Day 1, agents feam of the crime on Day 28, begin work on a search
warrant on Day 29, and obtain the warrant on Day 32, only to leam that the
network senvice provider deleted the records in the ordinary course of business
on Day 30. To minimize the risk that evidence will be lost, the SCA permits
the govemment to direct providers to "freeze” stored records and
communications pursuant to 18 U.S.C. § 2703(f). Specifically, § 2703(f)}{1)
states:

A provider of wire or electronic communication senices or a remote
computing senice, upon the request of a govemmental entity, shall take
all necessary steps to presene records and other evidence in its
possession pending the issuance of a court order or other process.

There is no legally prescribed format for § 2703(f} requests. While a simple
phone call should be adequate, a fax or an email is safer practice because it
both provides a paper record and guards against misunderstanding. Upon
receipt of the government's request, the provider must retain the records for 30
days, renewable for another 90-day period upon a govemment request. See 18
U.S.C. § 2703(1)(2). A sample § 2703(f) letier appears in Appendix C.

Agents who send § 2703(f} letters to network senice providers shouid be
aware of two limitations. First, § 2703(f) letters should not be used
prospectively to order providers to preserve records not yet created. If agents
‘want providers to record information about future electronic communications,
they should comply with the electronic surweillance statutes discussed in
Chapter 4.

A second fimitation of § 2703(f} is that some providers may be unable to
comply effectively with § 2703(f) requests, or they may be unable to comply
without taking actions that potentially could aiert a suspect. in such a
situation, the agent must weigh the benefit of presenvation against the risk of
alerling the subscriber. The key here is effective communication: agents
should communicate with the network senice provider before ordering the
provider to take steps that may have unintended adverse effects. investigators
with questions about a provider's practices may also contact CCIPS at (202)
514-1026 for further assistance.

2. Orders Not to Disclose the Existence of a Warrant, Subpoena,

or Court Order
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Section § 2705(b) states:

A governmental entity acting under section 2703, when it is not required
to notify the subscriber or customer under section 2703(b)(1), or to the
extent that it may delay such notice pursuant to subsection {a) of this
section, may apply to a court for an order commanding a provider of
electronic communications senice or remote computing service to whom
a warrant, subpoena, or court order is directed, for such period as the
court deems appropriate, not to notify any other person of the existence
of the warrant, subpoena, or court order. The court shall enter such an
order if it determines that there is reason to believe that notification of the
existence of the warrant, subpoena, or court order wilt resuit in—

(1) endangering the life or physical safety of an individual;
{2) flight from prosecution;

(3} destruction of or tampering with evidence;

{4) intimidation of potential witnesses; or

(5} otherwise seriously jeopardizing an investigation or unduly delaying a
trial.

18 U.S.C. § 2705(b).

This language pemits agents to apply for a court order directing network
senice providers not to disclose the existence of legal process whenever the
govemment itseif has no legal duty to notify the customer or subscriber of the
process. If the relevant process is a 2703{d} order or 2703 warrant, agents can
simply include appropriate language in the application and proposed order or
warrant. [f agents instead seek to compel the disclosure of information using a
subpoena, they must apply separately for this order.

3. The Cable Act, 47 U.S.C. § 551

— « The Cable Act restricts government access to cable operator records
| only when the records refate to ordinary cable senices. it does not
restrict govemment access to records relating to Intemet access or
telephone senice provded by a cable operator.

In 1984, Congress passed the Cable Communications Policy Act ("the Cable
Act"), 47 U.S.C. § 521 et seq. Originally, 47 U.S.C. § 551 set forth a
restrictive system of rules governing law enforcement access to records
possessed by a cable company. Under these rules, even a search warrant
was insufficient to gain access to cable company records. The govemment
could obtain "personally identifiable information concerning a cable
subscriber” only by overcoming a heavy burden of proof at an incourt
adwersary proceeding, as specified in 47 U.S.C. § 551(h).

After the 1984 passage of the Cabie Act, cable companies began to provide
internet access and telephone senice. Some cable companies asserted that
the stringent disciosure restrictions of the Cable Act governed not only their
provision of traditional cable programming senvices, but also their provision of
internet and telephone senices. Congress responded by amending the Cable
Act to specify that its disclosure restrictions apply only to records revealing
what ordinary cable television programming a customer purchases, such as
particular premium channels or “pay per view" shows. See USA-PATRIOT Act
§ 211, 115 Stat. 272, 283-84 (2001). in particular, cable operators may
disciose subscriber information to the government pursuant to the SCA, Title
fil, and the Pen/Trap statute, except for "records revealing cable subscriber
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selection of ideo programming.” 47 U.S.C. § 551(c){2){D). Records rewealing
subscriber selection of video programming remain subject to the restrictions of
47 U.S.C. § 551(h).B%

4. Reimbursement

the network provider may be entitled to reimbursement for its

D + When a govemment entity obtains information pursuant to the SCA,
reasonable costs incurred in supplying the information.

In general, persons and entities are not entitied to reimbursement for
complying with federal legal process unless there is specific federal statutory
authorization. See Blair v. United States, 250 U.S. 273, 281 (1919)
{discussing possibility of reimbursement for grand jury testimony). “lt is
beyond dispute that there is in fact a public obligation to provide evidence . . .
and that this obligation persists no matter how financiaily burdensome it may
be." Hurtado v. United States, 410 U.S. 578, 589 (1973) (stating that the Fifth
Amendment does not require compensation for the performance of a public
duty). However, in many (but not all) circumstances, the SCA requires
govenment entities obtaining the contents of communications, records, or
other information pursuant to the SCA to reimburse the disclosing persan or
entity. See 18 U.S.C. § 2706.

Section 2706 generally obligates govemment entities "obtaining the contents
of communications, records, or other information under section 2702, 2703, or
2704" to pay the senvice provider “a fee for reimbursement for such costs as
are reasonably necessary and which have been directly incurred in searching
for, assembling, reproducing, or otherwise providing such information.” 18
U.S.C. § 2706(a). Significantly, this section only requires reimbursement
when the government actually obtains communication content, records, or
other information. Thus, the govemment is not required to pay for costs
incurred by a provider in responding to a 2703(f) preservation letter uniess the
govemment later obtains the preserved records.

The amount of the fee required under § 2706(a} “shall be as mutually agreed
by the governmental entity and the person or entity providing the information,
or, in the absence of agreement, shail be as detemmined by the court.” 18
U.8.C. § 2706(b). In practice, if the senice provider seeks what appears {o be
unreasonably high reimbursement costs, the government should demand a
detailed accounting of costs incurred by activity. A cost accounting will help
ensure that the provider is not seeking reimbursement for indirect costs or
activities that were not reasonably necessary to the production.

in addition, the SCA contains a reimbursement exception that precludes
reimbursement in specific circumstances. The reimbursement requirement
"does not apply with respect to records or other information maintained by a
communications common carrier that relate to telephone toff records and
telephone listings obtained under section 2703," uniess. a court determines
that the information sought by the government is "unusually voluminous” or
“caused an undue burden on the provider.” 18 U.S.C. § 2706(c).

The reimbursement exception of § 2706(c} applies only to records and other
information "maintained by” a communications common camer. In Amernitech
Corp. v. McCann, 403 F.3d 908, 912 (7th Cir. 2005), the Seventh Circuit held
that reports of who placed calls to a specified ‘customer were not "maintained
by" Amernitech. Ameritech's computer system recorded calls made by a
customer, but it did not automatically keep or generate a list of the cails made
to a customer. Compiling such a list required substantial computation time.
According to the court, Ameritech "maintains” bills and equivalent statements,
and the government can therefore get such “raw information" for free. However,
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when the government requires Ameritech to create a report, the govemment
must proide compensation. Prosecutors outside the Seventh Circuit are not
bound by Ameritech, and there is a reasonably strong argument that its
interpretation of § 2706(c) is flawed. Under this aiterative interpretation, any
information stored by a camier is "maintained by" the carier, and questions
regarding the difficuity of producing information can be evaluated under the
"undue burden" standard of § 2706{c).

H. Constitutional Considerations

Defendants sometimes raise constitutional challenges to compelled
disciosure of information from communication senice providers. They typically
argue that use of a 2703(d} order or a subpoena (rather than a warrant) to
compel disciosure of information vioiated the Fourth Amendment. These
claims fail for two reasons. First, the defendant may have no reasonable
expectation of privacy in the information obtained from the service provider.
Second, the Fourth Amendment generaily permits the govemment to compel
a provder to disclose information in an account when the provider has access
to and control over the targeted information, regardiess of whether the account
user has a reasonable expectation of privacy in the targeted information.

It is now well established that a customer or subscriber has no reasonable
expectation of privacy in her subscriber information or transactional records. in
United States v. Mifler, 425 U.S. 435 {1976), the Supreme Court held that a
defendant had no reasonable expectation of privacy in his bank records
because the records were not his "private papers” but were "the business
records of the banks” in which the defendant could "assert neither ownership
nor possession.” fd. at 440. The Court explained that "the Fourth Amendment
does not prohibit the obtaining of information revealed to a third party and
conveyed by him to Govemment authorities.” /d. at 443 {citing Hoffa v. United
States, 385 U.S. 283, 302 (1966)). The Court refied upon the principles of
Milfer in Smith v. Maryfand, 442 U.S. 735 (1979), in which it held that a
defendant had no reasonabie expectation of privacy in dialed telephone
numbers obtained from the phone company. /d. at 745-46.

Courts have now extended this Mifler/Smith analysis o network accounts,
holding that individuals retain no Fourth Amendment privacy interest in
subscriber information and transactional records. See United States v.
Pemne, 518 F.3d 1196, 1204 (10th Cir. 2008} ("Every federai court to address
this issue has held that subscriber information provided to an intemet provider
is not protected by the Fourth Amendment's privacy expectation."); United
States v. Forrester, 512 F.3d 500, 510 (9th Cir. 2008) {(ernail and Internet
users have no reasonable expectation of privacy in source or destination
addresses of emait or the P addresses of websites Msited); Guest v. Leis,
255 F.3d 325, 336 (6th Cir. 2001) {finding no Fourth Amendment protection for
network account hoiders’ subscriber information obtained from communication
senice provder).

In contrast, whether a user has a reasonable expectation of privacy in the
contents of communications stored in her account will depend on the facts
and circumstances associated with the account. In Quon v. Arch Wireless
Operating Co., 529 F.3d 892, 906 (9th Cir. 2008}, the Ninth Circuit rejected “a
monolithic view of text message users’ reasonable expectation of privacy,”
explaining that "this is necessarily a context-sensitive inquiry.” Compare
Quon, 529 F.3d at 906-08 {finding reasonabie expectation of privacy in pager
messages based on an “informal policy that the text messages would not be
audited"), and Wilson v. Moreau, 440 F. Supp. 2d 81, 108 (D.R.l. 2006}
{finding reasonable expectation of privacy in content of Yahoo! email account),
affd, 492 F.3d 50 (1st Cir. 2007), with Biby v. Board of Regents, 419 F.3d
845, 850-51 (Bth Cir. 2005) {university policy stating that computer files and
emails may be searched in response to litigation discovery requests
eliminated computer user's reasonable expectation of privacy) and Guest v,
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Lefs, 2565 F.3d 325, 333 (6th Cir. 2001} (finding that disclaimer on private
bulietin board senite defeated expectation of privacy in postings). See also
United States v. Young, 350 F.3d 1302, 1307-08 (11th Cir. 2003} {Federal
Express customer had no reasonable expectation of privacy in the contents of
a package based on temns of senice authorizing Federal Express to inspect
packages).

Criticaily, howewer, even if a user has a reasonable expectation of privacy in
an item, a subpoena may be used to compel the production of the item,
provided the subpoena is reasonable. See Unijted States v. Palmer, 536 F.2d
1278, 1281-82 (9th Cir. 1976). The Fourth Amendment imposes a probable
cause requirement onfy on the issuance of warrants. See U.S. Const. amend.-
IV ("and no Warrants shall issue, but upon probable cause”). A century of
Supreme Court case law demonstrates that reasonable subpoenas comply
with the Fourth Amendment. See Wilson v. United States, 221 U.S. 361, 376
(1911) ("there is no unreasonable search and seizure when a [subpoenaj,
suitably specific and properly limited in its scope, calls for the production of
documents which, as against their tawful owner to whom the writ is directed,
the party procuring its issuance is entitled to have produced"); Oklahoma
Press Publ'g Co. v. Walling, 327 U.S. 186, 208 (1946), United States v.
Dionisio, 410 U.S. 1, 9-12 (1973); Denovan v. Lone Steer, Inc., 464 U.S. 408,
414-15 (1984). The rule for when a subpoena is reasonabie and thus complies
with the Fourth Amendment is also weli-established: "the Fourth Amendment
requires that the subpoena be sufficiently limited in scope, relevant in
purpose, and specific in directive so that compliance wili not be unreasonably
burdensome.” Donovarn, 464 U.S. at 415 (quoting See v. City of Seattle, 387
U.S. 541, 549 (1967)). Finally, the Fourth Amendment does not require that
notice be given to the target of an investigation in third-party subpoena cases.
See SEC v. Jeny T. OBrien, Inc., 467 U.S. 735, 743, 749-51 (1984).

In general, the cases indicate that the govemment may compet an entity to
disclose any item that is within its controt and that it may access. See United
States v. Barr, 605 F. Supp. 114, 119 (S.D.N.Y. 1985) (subpoena served on
private third-party mait senice for the defendant's mail in the third party’s
possession), Schwimmer v. United States, 232 F.2d 855, 861-63 (8th Cir.
1956) (subpoena served on third-party storage facility for the defendant's
private papers in the third party's possession); Newfield v. Ryan, 91 F.2d 700,
702-05 (5th Cir. 1937) (subpoena served on tetegraph company for copies of
defendants' telegrams in the telegraph company's possession). This ruie is
supported both by the rule that a party with “joint access or control for most
purposes™ may consent to a search, see United States v. Matlock, 415 U.S.
164, 171 n.7 (1974), and also by the rule that "the Fourth Amendment does
not prohibit the obtaining of information revealed to a third party and conveyed
by him to Government authorities.” Mitfer, 425 U.S. at 443.

As a practical matter, there is good reason to believe that network senice
providers will typically hawe sufiicient access to and controi over stored
communications on their networks to produce the communications in
response to compuisory process. Terms of senice used by network senice
providers often establish that the provider has authority to access and
disclose subscriber email. For example, at the time of this writing, Yahoo's
terms of senice confim its night in its "sole discretion to pre-screen, refuse, or
remove any Content that is available via the Yahoo! Senicas," as well as to
access and disclose email to comply with legal process. Terms of senice
similar o Yahoo!'s were sufficient to establish Federal Express's common
authority over the contents of a package in Young: the Eleventh Circuit
concluded that because Federat Express retained the right to inspect
packages, it had authority to consent to a govemment request to search the
package without a warrant. Young, 350 F.3d at 1309. See generally Warshak
v. United States, 532 F.3d 521, 527 {6th Cir. 2008) {en banc} (noting the range
of tems of senice used by different providers). In addition, senice providers
typically exercise actual authority fo access the content of communications
stored on their networks. Major providers regutarly screen for spam, maiicious
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code, and child pormography. Same, such as Gmail, screen the content of
email in order to target advertising at the account holder.

CCIPS has assisted many prosecutors facing constitutional challenges to the
SCA, and prosecutors confronted with such challenges are encouraged o
consult with CCIPS at (202) 514-1026 for further assistance.

I. Remedies

Suppression is not a remedy for nonconstitutional SCA volations. However,
the SCA does create a cause of action for civit damages.

1. Suppression

The SCA does not provide a suppression remedy. See 18 U.S.C. § 2708 ("The
{damages] remedies and sanctions described in this chapter are the only
judicial remedies and sanctions for nonconstitutional viotations of this
chapter."). Accordingly, nonconstitutional violations of the SCA do not result
in suppression of the evidence. See Unifed States v. Perrine, 518 F.3d 1196,
1202 {10th Cir. 2008} {"[Viiolations of the ECPA do not warrant exclusion of
evidence."); United States v. Steiger, 318 F.3d 1039, 1049 (11th Cir, 2003);
United States v. Smith, 155 F.3d 1051, 1056 (9th Cir. 1998) {"{T]he Stored
Communications Act expressly rules out exclusion as a remedy"); United
States v. Ferguson, 508 F. Supp. 2d 7, 10 (D.D.C. 2007}, United States v.
Sherm, 400 F. Supp. 2d 843, 848 (D. Md. 2005), United States v. Kennedy, 81
F. Supp. 2d 1103, 1110 (D. Kan. 2000} (*[Sjuppression is not a remedy
contemplated under the ECPA."); United States v. Hambrick, 55 F. Supp. 2d
504, 507 (W.D. Va. 1999} {"Congress did not provide for suppression where a
party obtains stored data or transactionai records in violation of the Act."),
affd, 225 F.3d 656, 2000 WL 1062039 (4th Cir. 2000} (unpubtished); United
States v. Reyes, 922 F. Supp. 818, 837-38 (S.D.N.Y. 1996) ("Exclusion of the
evidence is not an available remedy for this violation of the ECPA. . . . The
remedy for violation of {18 U.S.C. § 2701-11] lies in a civl action.”).

As discussed previously in Section H, defendants occasionaily have claimed
that section 2703's procedures for compelied disciosure violate the Fourth
Amendment. However, even if a court were to hold section 2703
unconstitutional in some circumstances, suppression would likely not be a
proper remedy. In fiiinois v. Krull, 480 U.S. 340, 349 (1987), the Supreme
Court held that the exclusionary rute did not apply to evidence obtained in
“objectively reasonable reliance on a statute.” Reliance on section 2703 fikely
satisfies this standard, as the only decision thus far fo hawe held section 2703
unconstitutional was reversed on appeal. See Warshak v. United States, 532
F.3d 521 (6th Cir. 2008) {(en banc). In addition, when a defendant moves to
suppress based on a claim that the SCA's procedures are unconstitutional,
the court may conclude that the govemment's retiance on the SCA was
objectively reasonable and deny the suppression motion without rufing on the
constitutionality of the SCA. See Kmulf, 480 U.S. at 357 n.13; Unifed States v.
Vanness, 342 F.3d 1093, 1098 (10th Cir. 2003). Courts have adopted this
approach in two cases in which the defendants argued that the SCA was
unconstitutional. See United States v. Warshak, 2007 WL 4410237, at *5
(S.D. Ohio Dec. 13, 2007); United States v. Ferguson, 508 F. Supp. 2d 7, 9-
10 (D.D.C. 2007).

2. Civil Actions and Disclosures

Although the SCA does not provide a suppression remedy for statutory
violations, it does provide for civil damages (including, in some cases, punitive
damages), as well as the prospect of disciplinary actions against officers and
empioyees of the United States who have engaged in wiilful violations of the

cybercrime.gov/ssmanual/03ssma.htm}

22/24



5/17/2011

332

cybercrime.gov
statute. See, e.g., Freedman v. American Online, Inc., 303 F. Supp. 2d 121
{D. Conn. 2004} (granting summary judgment on liabifity under the SCA
against police officers who served on AOL a purported search warrant that had
not been signed by a judge). The Ninth Circuit has heid that the SCA does not
impose secondary liability for aiding and abetting an SCA violation or
conspiring to violate the SCA. See Freeman v. DirecTV, Inc., 457 F.3d 1001,
1006 {9th Cir. 2006). Thus, liability under the SCA for a violation of the
woluntary disclosure provsions of section 2702 is limited to senice providers.
See id. at 10086.

Liability and discipline can result not only from vioiations of the rules aiready
described in this chapter, but also from the improper disclosure of some kinds
of SCA-related information. information that is obtained pursuant to § 2703
and that qualifies as a "record” under 5 U.S.C. § 552a(a} can be disclosed by
an officer or govemmental entity only "in the proper performance of the official
functions of the officer or governmental entity making the disclosure.” 18
U.S.C. § 2707(g). Other disclosures of such information by an officer or
govemmental entity are unlawful unless the information has been previously
and lawfully disclosed fo the public. See id.

The SCA includes separate provsions for suits against the United States and
suits against any other person or entity. Section 2707 permits a "person
aggrieved” by SCA violations that result from knowing or intentional conduct to
bring a civil action against the "person or entity, other than the United States,
which engaged in that violation." 18 U.S.C. § 2707(a}. Relief can include
money damages no less than $1,000 per person, equitable or deciaratory
relief, and a reasonable attorney's fee pius other reasonable litigation costs.
18 U.S.C. § 2707(b), (c). Willful or intentional volations can also result in
punitive damages, see § 2707(c), and employees of the United States may be
subject to disciplinary action for wiflfui or intentional violations. See § 2707(d).
A good faith reliance on a court order or warrant, grand jury subpoena,
legistative authonzation, or statutory authorization provdes a complete
defense to any civl or ciminal action brought under the SCA. See § 2707(e).
Qualified immunity may also be available. See Chapter 4.E.2.

Suits against the United States may be brought under 18 U.S.C. § 2712 for
willful volations of the SCA, Title iil, or specified sections of the Foreign
Intelligence Sunveilfance Act of 1978, 50 U.S.C. § 1801 ef seq. This section
authorizes courts to award actual damages or $10,000, whichever is greater,
and reasonable litigation costs. Section 2712 also defines procedures for suits
against the United States and a process for staying proceedings when civit
litigation would adwersely affect a related investigation or criminal prosecution.
See 18 U.S.C. § 2712 (b), ().

1 The SCA is sometimes referred to as the Electronic Commurications
Privacy Act. The SCA was included as Title Il of the Electronic
Communications Privacy Act of 1986 ("ECPA"), but ECPA itself also included
amendments 1o the Wiretap Act and created the Pen Register and Trap and
Trace Devices statute addressed in Chapter 4. See Pub. L. No. 99-508, 100
Stat. 1848 (1986). Although 18 U.S.C. § 2701-2712 is referred to as the
“Stored Communications Act” here and elsewhere, the phrase "Stored
Communications Act” appears nowhere in the language of the statute.

2 See also Quon, 529 F.3d at 900-03 {holding that text messaging senice
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provider did not provide remote computing senice and thus could not disclose
users' communications to the city that subscribed to its sendce).

3 The Satellite Home Viewer Extension and Reauthorization Act of 2004
(SHVERA) was based on the original Cabie Act and contains nearly identical
provisions goveming disclosure of customer records by sateliite television
providers. See 47 U.S.C. § 338(i).
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During a 12-month period, an estimated 3.4 million persons
age 18 or oider were victims of stalking. Stalking is defined
as a course of conduct directed at a specific person that
would cause a reasonabie person to feel fear. The Supple-
mentat Victimization Survey (SVS), which is the basis of
this report, was conducted in 2006. The SVS identified
seven types of harassing or unwanted behaviors consistent
with a course of conduct experienced by stalking victims.
The survey classified individuals as stalking victims if they
responded that they experienced at least one of these
behaviors on at least two separate occasions. in addition,
the individuals must have feared for their safety or that of a
family member as a resuit of the course of conduct, or have
sxperienced additional threatening behaviors that wouid
cause a reasonable person to feel fear.

The SVS measured the following stalking behaviors:
» making unwanted phone calls
« sending unsolicited or unwanted leiters or e-mails
« following or spying on the victim
» showing up at places without a legitimate reason
» waiting at places for the victim
- leaving unwanted items, presents, or flowers
« posting information or spreading rumors about the victim
on the internet, in a public place, or by word of mouth.

While individually these acts may not be criminal, collec-
tively and repetitively these behaviors may cause a victim
to fear for his or her safety or the safety of a family member.
These behaviors constitute stalking for the purposes of this

During a 12-month period an estimated 14 in every
1,000 persons age 18 or older were victims of stalking

+ About haif (46%) of stalking victims experienced at least
one unwanted contact per week, and 11% of victims said
they had been stalked for 5 years or more.

* The risk of stalking victimization was highest for individu-
als who were divorced or separated—34 per 1,000
individuals.

» Women were at greater risk than men for stalking victim-
ization; however, women and men were equally fikely to
experience harassment.

+» Male (37%) and female {41%) stalking victimizations
were equally likely to be reported to the police.

« Approximately 1 in 4 stalking victims reported some form
of cyberstalking such as e-mail (83%) or instant messag-
ing (35%).

« 46% of stalking victims felt fear of not knowing what
would happen next.

*» Nearly 3 in 4 stalking victims knew their offender in some
capacity.

study. The federal government, all 50 states, the District of
Columbia, and U.S. Territories have enacted laws making
stalking a criminal act, aithough the elements defining the
act of stalking differ across states (see box, Staking laws).

The SVS aiso identified victims who experienced the
behaviors associated with stalking but neither reported
feeling fear as a result of such conduct nor experienced
actions that would cause a reasonable person to feei fear.
This report characterizes such individuals as harassment
victims. These instances of harassment might eventually
have risen to the definitional requirement for stalking. How-
ever, at the time of the interview, the offender’s actions and
victim’s responses did not rise to the threshold of stalking
victimization as measured by the SVS.
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Few national studies have measured the extent and nature
of stalking in the United States. The Department of Justice
Office on Violence Against Women funded the 2006 SVS
as a supplement to the National Crime Victimization Survey
{NCVS) to enhance empirical knowledge about stalking
(see Methodology). The SVS, which represents the fargest
study of stalking conducted to date, incorporated elements
contained in federal and state laws to construct a working
definition of stalking.

This report presents information on stalking victimization.
Harassment is discussed where appropriate to provide
fuller context. Appendix tables focus solely on stalking vic-
tims and exclude the people who experienced what this
report terms as harassment. Persons interested in viewing
the SVS data in its entirety may obtain the data file from the
University of Michigan's Archive of Criminatl Justice Data
<www.icpsr.umich.edu/NACJD>.

During a 12-month period an estimated 14 in every
1,000 persons age 18 or older were victims of stalking

An estimated 5.9 million U.S. residents age 18 or older
experienced behaviors consistent with either stalking or
harassment in the 12 months preceding the SV§ interview
{table 1),1 Of the 5.9 miliion victims, more than half experi-
enced behavior that met the definition of stalking. Approxi-
mately 14 per 1,000 persons age 18 or oider experienced
the repetitive behaviors associated with staiking in addition
to feeling fear or experiencing behaviors that would cause
a reasonabie person to feel fear. Harassment victims, who
experienced a course of conduct consistent with stalking
but who did not report feeling fear, experienced these
behaviors at a rate of 10 victimizations per 1,000 persons
age 18 or older.

About haif (46%) of all stalking victims experienced at least
one unwanted contact per week {appendix table 6). Many
victims of staiking reported being stalked over a period of
months or years, and 11% of victims said they had been
stalked for 5 years or more (figure 1). The fears and emo-
tional distress that stalking engenders are many and var-
ied. About 1 in 5 victims feared bodily harm to themseives,
and 1 in 6 feared for the safety of a child or other family
member.2 One in 20 stalking victims feared being kitled by
the stalker. About 4 in 10 stalkers threatened the victim or
the victim’s family, friends, co-workers, or family pet3

o place this estimate in perspective, there were about 5.2 mitfion violent
crimes——rape/sexuat assauit, robbery, aggravated assault, and simple
assault—committed in 2005.

2Table 10 lists the range of fearful reactions about which victims

were surveyed.

3Table 13 lists various threats stalkers made to victims,

2 Stalking Victimization in the United States

The most common type of stalking behavior victims
experienced was unwanted phone calls and messages

With the exception of receiving unwanted letters, e-mails,
or other correspondence, stalking victims were more likely
than harassment victims o experience afi forms of
unwanted behaviors (table 2). In particufar, victims of stalk-
ing experienced higher levels of three unwanted behaviors
most commonly associated with stalking. These included
an offender foliowing or spying on the victim, showing up at
places without a legitimate reason, or waiting outside (or
inside) places for the victim. Stalking victims were about

3 times more fikely to report experiencing these three
behaviors than individuais who were harassed. For exam-
ple, 34% of stalking victims reported that the offender foi-
lowed or spied on them compared with 11% of harassment

Table 1. Prevalence of staiking and harassment over the
12 months prior to interview

Number Rate

All victims 5,857,030 238
Stalking victims 3,424,100 138
Harassment viclims 2,432,930 9.9

Note: The totat population age 18 or oider was 246,500,200 in 2008.
Victimization rates are per 1,000 persons age 18 or older,

Tabie 2. Nature of stalking and harassment behaviors
experienced by victims
Percent of victims

Al Stal Emg Harassment

Unwanted phone calis and

messages 62.5% 66.2% 57.2%
Unwanted lefters and e-mait 301 30.6 294
Spreading rumors 29.1 357 19.9
Following or spying 245 343 10.6
Showing up at piaces 224 311 10.2
Waiting for victim 20.4 29.0 8.3
Leaving unwanted presents 9.1 12.2 48

Number of victims 5,857,030 3,424,100 2,432,930

Note: Details sum to more than 100% because multiple responses
were permitted.

About 10% of victims were stalked for 5§ years or more

QOnset of unwanted beh:
6 months or less
7-11 months
1 year
2 years
3years B

4 years Hy
5 years or mere
Don't know F§=3

t ¥ ¥ i ¥ b
0% 10% 20% 30% 40% 50%
Percent of victims
Note: Estimates exclude 1.2% of stalking and 10.2% of harass-
ment victims due to missing data. All victims experience at least
one unwanted behavior in the year before the interview.

Harassment
Staiking

Figure 1
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victims who reported experiencing this behavior. Thirty-one
percent of stalking victims reported that the offenders
showed up in places where they had no legitimate purpose
being; approximately 10% of harassment victims reported
this type of unwanted behavior. Also, 29% of stalking vic-
fims stated that the offender waited in places for them,
while 8% of harassment victims reported this type of
behavior.

Risk of victimization varies more for statking than for
harassment

Females were at higher risk of stalking victimization than
males (table 3). During the study period, femaies experi-
enced 20 stalking victimizations per 1,000 females age 18
or older. The rate of stalking victimization for males was
approximately 7 per 1,000 males age 18 or older. Males
and femates were equally fikely to experience harassment.

Age

As with victimization risk more generaily, risk of being
staiked diminished with age. Persons age 18 to 19 and 20
{0 24 experienced the highest rates of stalking victimiza-
tion. About 30 per 1,000 persons age 18 to 19 and 28 per
1,000 persons age 20 to 24 were stalked during 2006.

Race and Hispanic ongin of victim

Asians and Pacific islanders (7 per 1,000 persons age 18
and older) were less likely to experience stalking than
whites (14 per 1,000}, biacks {12 per 1,000}, and persons
of two or more races (32 per 1,000). Despite apparent
racial differences, no other consistent patterns of risk for
stalking victimization emerged. Non-Hispanics were more
fikely than Hispanics to experience stalking. During the
study period, non-Hispanics experienced about 14 statking
victimizations per 1,000 individuals age 18 and older. The
rate for Hispanics during this period was 11 stalking victim-
jzations per 1,000 persons age 18 or older.

Marital status

The rate of stalking victimization for individuais who were
divorced or separated was 34 per 1,000 individuals age 18
or older—a higher rate of victimization than for persons of
other marital status. individuals who had never been mar-
ried {17 per 1,000 individuals) were at a lower risk of staik-
ing victimization than divorced or separated persons, but
were at a higher risk of stalking victimization than persons
who were married (9 per 1,000) or widowed (8 per 1,000).

Income

As with crime more generaily, a pattern of decreasing risk
for stalking victimization existed for persons residing in
households with higher incomes. Individuals in households
with an annual income under $7,500 and $7,500 to
$14,999 were equally likely to be stalked but more likely to
be victimized than were persons in households with an
annual income at or above $25,000.

Stalking faws

While the federal government, ail 50 states, the District
of Columbia, and U.S. Territories have enacted
criminal laws to address stalking, the legal definition
for stalking varies across jurisdictions. State laws vary
regarding the element of victim fear and emotional
distress, as well as the requisite intent of the stalker.
Some state laws specify that the victim must have
been frightened by the stalking, while others require
only that the stalking behavior would have caused a
reasonable person to experience fear. In addition
states vary regarding what level of fear is required.
Some state laws reguire prosecutors to establish fear
of death or serious bodily harm, while others require
only that prosecutors establish that the victim suffered
emotional distress. interstate stalking is defined by
federal law 18 U.S.C. § 2261A.

Table 3. Characteristics of stalking and harassment victims

Rate per 1,000 victims®
Population All Stalking Harassment

Gender
Male 120,068.420 16.8 7.4 95
Female 126,431,780 303 200 10.2
Age
18-19 8,047,540 472 297 175
20-24 20,346,940 457 284 173
25-34 39,835,680 30.t 202 99
35-49 65,886,490 299 173 12,6
50-64 §1,400,990 204 104 10.0
65 or older 35,515,670 93 36 57
Race
White 200,874,080 241 14.2 9.8
Black 29,853,700 227 122 10.5

American indian/

Alaska Native 1,695,400 330 186 13.4%

Asian/Pacific istander 11,317,780 13.4 7.0 6.4
More than one race® 2750240 433 316 177
Hispanic origin
Hispanic 29,522,670 185 106 5.9
Non-Hispanic 215,025,170 247 144 103
Marital status
Never married 79,715,080 269 166 10.3
Married 123,633,560 16.8 8.7 8.1
Divorced or separated 26,334,200 518 340 17.8
Widowed 14,318,190 16.0 75 8.5
Household income
Less than §7,500 8,418,570 470 317 183
$7,500 - $14,939 14,562,850 40.1 27.4 126
$15,000 - $24,999 22,428,240 323 241 A
$25,000 - $34.999 22,862.680 274 158 18
$35.000 - $49,999 30,345,140 252 158 94
$50,000 - $74,999 37,956,810 231 126 106
$75,000 or more 56,633,800 18.8 9.6 9.2

Note: Table excludes missing data.
*Based on 10 or fewer sample cases.
Victimization rates are per 1,000 persons age 18 or older.

Yinctudes aft persons of any race, inciuding persons who identify
two or mose races.

Statking Victimization in the United States 3
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Victims were more likely to be stalked by an offender of
the same age and race

Offender age

individuals were more likely to be stalked by offenders of
simitar age (appendix table 1). Nearly half of victims age
21 to 29 were stalked by offenders perceived to aiso be in
their twenties, and 38% of victims age 30 to 39 perceived
the offender to also be in their thirties.

Race

Similar to other types of victimization, stalking is primarily
intraraciaf in nature (appendix table 2). Most (83%) of white

Number of offenders

About 6 in 10 stalking victims stated that the perpetrator
was a single offender (appendix table 3}. A much fower per-
centage of victims reported being statked by two (18%) or
three (13%) offenders.

Relationship

About a tenth of ait victims were stalked by a stranger, and
nearly 3 in 4 of ail victims knew their offender in some
capacity (table 5). Stalking victims most ofien identified the
stalker as a former intimate (21.6%) or a friend, roommate,
or neighbor (16.4%).

stalking victims perceived the offender to be white com-
pared to 66% of black stalking victims who perceived the
offender to be biack. This pattern of intraraciat victimization
changes for persons of other races. Despite apparent dif-
ferences, persons of other races were equally likely to be
stalkad by an offender who was biack, white, or of another
race.

Offender gender

Males were as likely to report being stalked by a male as a
female offender (table 4). Forty-three percent of male stalk-
ing victims stated that the offender was female, while 41%
of male victims stated that the offender was another mate.
Femaie victims of stalking were significantly more likely to
be stalked by a male (67%) rather than a female {24%)
offender.

Stalking is unlike most crimes because a course of conduct
designed to create fear in another person does not neces-
sarily require that the victim come into contact with the
offender. For example, a victim may receive repeated
threatening correspondence without knowing the source of
the communication. Sixteen percent of male stalking vic-
tims and approximately 10% of female stalking victims
were not able to identify the gender of the offender.

“Other races include American indians, Alaska Natives, Asians, Native

Tahle §. Victim-offender relationship in stalking and
harassment
Percent of victims
All Stalking Harassment
Totat” 100% 100% 100%
Known, intimate 27.6% 30.3% 22.5%
Current intimate
Spouse 43 5.6 18
Boy/girlfriend 38 32 51
Former intimate
Ex-spouse 7.1% B4% 4.6%
Ex-boy/girtiriend 12.4 13.1 1.0
Known, other 44.7% 45.1% 44.4%
Friend/roommate/
neighbar 16.7 16.4 174
Known from work or
schoo} 101 9.9 10.6
Acquaintance 94 98 8.8
Retative 85 9.0 7.6
Stranger 10.6% 9.7% 12.5%
Unknown 16.9% 15.0% 20.6%
Number of victims 4,619,430 3,064,950 1,554,480
Note: Table exciudes 0.5% of aff victims, 0.3% of stalking victims,
and 0.7% of harassment victims due to missing data. Detail may
not sum to 100% due to rounding.
“Estimate based on 10 or fewer cases.
“Inciudes victims who could identify a single offender who was
most responsible.

Hawaiians, other Pacilic Islanders, and persons identifying two or more
races.

Table 4. Perceived gender of the stalking or harassment offender, by victim gender

Gender of victim
Alt Statking Harassment

Gender of offender Maie Female Male Female Male Femaie

Total 100% 100% 100% 100% 100% 100%
Male 317 58.3 413 66.9 242 413
Female 379 224 425 238 343 203
Don't know 304 19.3 16.1 96 415 38.4

Number of victims 2,028,800 3,821,140 888,680 2,531,770 1,140,120 1,289,370
Note: Table exciudes missing data about offenders from 0.2% of all male victims, 0.1% of alf femaie victims,
0.4% of female staking victims, and 0.3% of female harassment victims. Detail may not sum to 100% due
to rounding.

4 Stalking Victimization in the United States
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Employment status of the offender

Forty-two percent of staiking victims stated that the
offender was employed during the time stalking occurred
(appendix table 4). Victims were equally likely to report that
the offender was unemployed or that the victim was unable
to ascertain the employment status of the offender.

Problems with the law

Thirty-six percent of stalking victims stated that the offender
had some previous interaction with law enforcement
{appendix table 5). A similar percentage of victims {38%)
were unable to identify whether the offender had problems
with the faw prior to the stalking victimization.

One in 10 victims reported that the stalking started
§ years or more before the survey

Over half of all victims reported that the stalking or harass-
ment began “less than a year ago” {figure 1). Harassment
victims had characteristically experienced the harassing
behavior for a shorter period leading up to the interview

{6 months or less). Stalking victims were most likely to be
stalked once or twice a week or with no set pattern (appen-
dix table 6). Nearly a quarter of all victims reported that
they were stalked almost every day (16.9%) or at least
once a day (6%).

Victim perception of why stalking began

The most common reasons victims perceived for the stalk-
ing were retaliation, anger, spite (37%), or desire to control
the victim (33%) {table 6). About 1 in 6 victims believed the
stalking started to keep him or her in the relationship with
the offender, and 1 in 10 reported the stalking began while
living with the offender (not referenced in a table). About a
tenth of victims did not know why the stalking began.

Cyberstalking and electronic monitoring

More than 1 in 4 staiking victims reported some form of
cyberstalking was used, such as e-mait (83%) or instant
messaging (35%) (table 7). Electronic monitoring was used
to stalk 1 in 13 victims. Video or digital cameras were
equally likely as listening devices or bugs to be used to
electronically monitor victims (46% and 42%). Giobal posi-
tioning system {GPS) technology comprised about a tenth
of the electronic monitoring of stalking victims.

Table 6. Victim perception of reasons stalking

or harassment began
Percent of all victims

Al Stalking  Harassment
Retaliation/anges/spite 30.0% 36.6% 20.0%
Control 252 329 13.4
Mentally ilifemotionaily unstabte 16.7 234 6.6
Liked me/found me attractive/

had crush 137 16.8 9.0
Keep in relattonship 129 16.2 78
Substance abuser 103 14.4 4.1
Statker liked attention 77 9.1 57
Proximity/convenience/

{was alone 4.8 6.6 22
Catch me doing something 3.3 43 19
Different culturat beliefs/back-

ground 32 4.0 18
Thaought | fiked attention .5 24 26
Other reasens 23.8 19.3 307
Don't know why 16.6 106 257

Number of victims 5,644,500 3,416,460 2,228,050
Note: Table exciudes 3.6% of ait victims, 0.2% of statking victims, and
8.4% of harassment victims due to missing data. Details sum to more
than 100% because muitipie responses were permitted.

Table 7. involvemnent of cyberstalking or electronic
monitoring in stalking and harassment
Percent of victims

All Stalking Harassment
Totat 100% 100% 100%
No cyberstalking or elec-
tronic monitoring invoived 72.7% 73.2% 72.1%
Any type of cyberstalking
or electropic monitoring 26.6% 26.1% 27.4%
Cyberstalking 23.4 215 26.4
Electronic monitoring 6.0 78 3.4
Dan't know 0.6 07 06
Percent of cyberstalking
involving —
E-mai} 826% 82.5% 82.7%
Instant messenger 287 351 207
Biogs or bulietin boards 125 123 1238
internet sites about victim 8.8 9.4 8.1
Chat rooms 4.0 4.4* 3.4
Percent of elactronic
monitoring invoiving -
Computer spyware 44.1% 33.6% 81.0%*
Video/digital cameras 40.3 46.3 19.3*
Listening devices/bugs 358 418 148
GPS 9.7 109 5.2*
Number 5,200,410 3,158,340 2,042,070

Note: Table excludes 8.8% of all victims, 7.8% of stalking victims, and
10.2% of harassment victims due to missing data, Details sum to
mare than 100% because multiple responses were permitied.
“Estimate based on 10 or fewer samples.

38ased on 1,217,680 tolal victims, 677,870 stalking victims, and
539,820 harassment victims who experienced cyberstalking.

bBased on 314,400 total victims, 244,880 statking victims, and 69,530
harassment victims who experienced electronic monitoring.

Stalking Victirnization in the United States 5



339

One in 7 victims reported they moved as a result of the
stalking

The most common types of actions victims took to stop the
stalking from continuing were to change usuat activities
outside of work or school, stay with family, or instalf caller
1D or call blocking (table 8). The ieast frequent actions
taken were fo alter one’s appearance or get pepper spray,
a gun, or some other kind of weapon. Forty percent of
stalking victims did not change their usual activities outside
of work or school, take protective actions, or change their
personat information.

Help from others

Seven in 10 victims of stalking sought help to protect them-
selves or to stop the staiking (table 9). Victims were most
likely to enlist the help of family or friends, followed by ask-
ing people not to release information about him or her (43%
versus 33%). About 7% of victims contacted victim ser-
vices, a shelter, or a helpline.

Reasons stalking stopped

At the time of the interview, 3 in 5 of the victims reported
the stalking had stopped, while about 2 in 5 reported it was
ongoing (appendix table 7). The most common victim per-
ceptions for why the unwanted contacts stopped were that
the police warned the stalker {15.6%), the victim talked to
the stalker {13.3%), or a friend or relative intervened
(12.2%). About a tenth of victims attribuied the cessation of
the unwanted behavior to obtaining a restraining, protec-
tion, or stay away order.

Emotional impact

For stalking victims, the most common fear cited was not
knowing what would happen nexi (tabte 10). Nine percent
of stalking victims reported their worst fear was death.
Twenty-nine percent of stalking victims feared the behavior
woutd never stop. More than half of the stalking victims
feared bodily harm to themseives, their child, or another
family member.

More than 7 in 10 of alt victims felt angry or annoyed at the

Table 8. Whether stalking or harassment victims too beginning of the unwanted contacts or as they progressed
actions to protect th or stop haviors (table 11). Staking victims were about twice as likely as
Percent of victims harassment victims to feel anxious or concerned at the
All Staiking Harassment
Changed usuat activities outside T.ab!e 9. Types of heip sought by stalking or harassment
work or schoot victims
Changed day-to-day activities 14.3% 21.6% 4.1% Percent of victims
Stayed with family 1.6 18.1 26 Al Stalking Harassment
Took time off work or schooi 10.8 6.7 26 "
Avoided family/iriends 10.3 14.9 37 Total ) ’ 100% 100% 100%
Changed route to work of school 9.2 13.4 33 Enlisted heip of friends/farity 30.0 426 122
Changed or quit job or school 8.7 95 29 Asked people not to release
Aftered appearance 15 23 0.4% information 240 329 16
Tatked to boss/employer 16.2 216 8.6
Took protective actions Talked to an attorney i35 19.9 44
Instalied cafler iD/cait blocking 13.4% 18.1% 6.7% Obtained a restraining/protection/
Changed telephaone number 12.6 173 5.8 stay away order 9.4 156 086
Changed locks/got security Talked to a mental heaith
system 8.7 13.2 24 professional 83 12.4 26
Got pepper spray 4.0 6.3 0.8 Contacted building/office security 8.4 9.2 25
Got a gun 18 29 05 Talked to clergy/aith leader 6.1 9.0 20
Got another kind of weapon 1.8 21 1.4% Taiked {0 a doctor of nurse 6.0 9.1 1.5
Took self-defense classes 0.9 11 0.5" Contacted victim services/sheiter/
) . heip line 45 7.3 0.5*
Changed personal information Hired a private investigator 07 1.1 0.1*
Changed email address 5.9% 6.9% 4.4% Did not seek heip™” 473 303 712
Changed social security number 0.3 0.2 0.3"
d . . 1 o " Number of victims 5,857,030 3,424,100 2,432,930
Did not changs behavlors listed 55.14% 7% 76.9% Note: Detaite sum to more than 100% because muttiple responses
were permified.
Numbsr . 50'857‘030 3’42_4'100 2:432,930 *Estimate based on 10 or fewer sample cases.
":’25‘;‘ Delma‘;:‘sezum to more than 100% because multiple responses "Victims might have sought help from someone other than those
© pe ’ listed above.
*Estimate based on 10 or fewer sample cases.

& Staiking Victimization in the United States
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beginning of the unwanted contacts (62.7% versus 25.4%),
As the unwanted contacts progressed, about 15% of stalk-
ing victims feit depressed or sick, and 1% reported feeling
suicidal.

Workplace impact

Of the 79% of stalking victims who had a job during the
12 months preceding the interview, about 1 in 8 lost time
from work because of fear for their safety or to pursue
activities such as obtaining a restraining order or testifying
in court {appendix table 8). Seven percent of victims lost
time from work for activities such as changing a phone

Tabile 10. Victims’ worst fears resulting from stalking

Percent of victim

Not knowing what wouid happen next 46.1%
Behavior would never stop 291
Bodily harm 304
Harm or kidnap child 129
Harm other family member 122
Loss of freedom 103
Death B9
Loss of job 63
Harm current partner 6.0
Losing one's mind 43
Other 16.6
Don't know 53
Number of victims 3,416,900

Note: Table excludes 0.2% of stalking victims due {o miss-
ing data. Details sum to more than 100% because muttipie
responses were permitted.

*Estimate based on 10 or fewer sample cases.

number, moving, or fixing or replacing damaged property.
For 1in 7 of these victims, a day or less was lost from work
{appendix table 9). More than haif of victims lost 5 or more
days from work. About 130,000 victims reported that they
had been fired from or asked to leave their jobs because of
the stalking (not referenced in table).

Financial impact of stalking on victim

About 3 in 10 of stalking victims accrued out-of-pocket
costs for things such as attorney fees, damage to property,
child care costs, moving expenses, or changing phone
numbers (appendix table 10). About a tenth of victims
spent less than $250, while 13% spent $1,000 or more.
About 296,000 stalking victims lost pay from work (appen-
dix tabie 11). Over half of the victims lost less than $1,000
of pay, and 8% of victims lost $5,000 in pay or more.

Staikers commit various types of crimes against
their victims

Stalking offenders committed identity theft against about
204,000 victims. Over haif of these victims had financial
accounts opened or closed in their names or money taken
from their accounts, and 3 in 10 of these victims had items
charged to their credit cards without their consent.

Any identity theft
Opened/closed accounts 110,850 54.3
Took money from accounts 105,130 51.5
Charged items to credit card 60,790 29.8

204,230 100%

Note: Estimates exclude 0.1% of missing data.
Details sum to more than 100% because multipie
responses were permitied.

Tabie 11. How the victim felt when the statking or harassment began and progressed
Percent of victims

Alt Stalking Harassment
Beginning  Prograssed Beginning Progressed Beginning  Progressad
Annoyed/angry 72.5% 742% 68.9% 69.6% 78.1% 81.4%
Anxious/concerned 422 362 52.7 46,7 254 19.4
Frightened 268 257 41.7 417 3.z ~8
Helpless 156 16.4 224 234 48 51
Depressed 108 102 15.9 15.2 28 23
Sick 10.0 9.8 14.8 147 pad 18
Suicidat 0.9 09 1.4 14 ~ -0
Other way 9.7 10.1 79 8.9 124 1.9
Number of victims 5,574,400 5,530,940 3,416,430 3,406,220 2,157,980 2,124,720

Note: Tabie exciudes 4.8% of all victims, 5.6% of all stalking victims, and 0.2% of harassment victims at the
beginning of the behaviors and 0.5% of alf victims, 11.3% of all stalking victims, and 12.7% aof harassment
victims as the behaviors progressed due to missing data. Details sum to more than 100% because multiple
respanses were permitted.

*Estimate based on 10 or fewer sampie cases.

~Not applicable,

2Harassment victims, by definition, were not frightened as the unwanted behaviors progressed.

YHarassment victims, by definition, did not report feeling suicidat as a result of the unwanted behaviors.

Stalking Victimization in the United States 7



341

About 16% of all victims suffered property damage in con-
junction with the stalking (table 12). Among stalking victims,
the most common type of violent crime experienced in con-
junction with stalking was to be hit, siapped, or knocked
down (12.3%). About 6% of the stalking victims had a fam-
ily member, friend, or co-worker who was attacked.

Weapon involvement and injuries

About 139,000 stalking victims were attacked with a
weapon. Stalkers were equally likely to use a knife, biunt
instrument, or other object, and 23% of the weapons used
were handguns. Of the 279,000 victims who were injured in
an attack, nearly alf (9% of these victims sustained minor
bruises and other injuries. About a fifth sustained serious
injuries, including gunshot or knife wounds, internal inju-
ries, or broken bones.

Weapon used in attack 138,830 100%
Knife/other sharp object 58,850 424
Handgun 31610 22.8*
Biunt or other object 52,670 38.0

*Estimate based on 10 or fewer sample cases.

Injuries sustained in attacks 278,580 100%
Rape/sexual assault 38.590 13.9"
Serigus injuries 52,080 187
Minor or other injuries 276,440 99.2

Note: Details sum to more than 100% because
multiple responses were permitied.
*Estimate based on 10 or fewer sample cases.

Threats

Statkers made one or more threats to 43% of victims

{table 13). Stalking offenders were most likely to threaten to
hit, slap, or otherwise harm the victim {13.6%} or to kill the
victim (12.1%). Somewhat less fikely was the staiker threat-
ening to kill himseif or herseif {9.2%). Less than 5% of the
threats involved harm to a chiid, friend, co-worker, pet, or
the threat of rape or sexual assault.

Stalking victimization was equally likely to be reported
to police whether the victim was male or femaie

For violent crime more generally, victimizations experi-
enced by females are more likely to be reported to the
police than those experienced by maies. However, this pat-
tern of reporting by gender is not observed for the crime of
stalking. Male and female stalking victimizations were
equally likely to be reported to the police (table 14). Thirty-
seven percent of male and 41% of female victimizations
were reported to the police by the victim or another person
aware of the crime.

The most common reasons for not reporting stalking victim-
ization to the police were that it was a private or personai
matter or that it was a minor incident (appendix table 12).
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About 40% of victims stated that police were contacted
once regarding the stalking, while 3% of victims stated that
police were contacted in excess of 15 times (appendix
table 13). Staiking victimization was most often reported to
the police by the victim (83%), the victim’s family (26%), or
a friend or neighbor {(12%) (appendix tabie 14).

Table 12. Other crimes perpetrated by the offender against
the stalking or harassment victim
Percent of victims

All Stalking Harassment

Property damage 16.9% 24.4% 4.0%
Damaged property of victim or
someone in victim's household 9.5 15.0 18

Hlegally entered house/apart-
ment

8.6 13.2 22
ilegally entered car 38 6.3 0.5"
Attacked victim 12.3% 21.0% 0.0%
Hit/stapped/knocked down 7.2 123 -~
Choked or strangled victim 24 4.2 ~
Attacked victim with a weapan 24 4.0 -~
Chased or dragged with a car 21 3.5 ~
Raped/sexually assaulted victim 0.9 16 ~
Attacked or atlempted to atlack
in some other way 43 73 ~

Attacked person/pet other than
victim 8.8% 15.0 4.0%
Attack or attempt to attack

a family member 35 6.0 ~
Attack or attempt 1o attack

a friend or co-worker 34 58 ~
Atlack or attempt to atiack a pet 2.2 3.7 ~
Attack or attempt to attack a child 22 a7 ~

Number of victims 5,857,030 3,424,100 2,432,930
*Based on 10 or fewer sample cases.
~Not applicable. Harassment victims by definition were not affacked,
nor were their friends, co-waorkers, family members, or pets.

Tabie 13. Threats offenders made against stalking victims

Percent of victims
TTNUmBer  Percenl

Totat 3,392,520 100%
No threats made 1,927,020 56.8%
Threatened to— 1,465,510 43.2%

Hivstap/harm 462,610 13.6

it victim 411,830 12.1

Harm or kili setf 313,580 9.2

Harm with a weapon 242,420 71

Harm another family member 209,770 6.2

Harm or kidnap child 166,230 49

Harm friend or co-worker 151,460 4.5

Harm a pet 87,020 26

Rape/sexually assault 56,050 17

Other way 511,530 15.1

Note: Tabie excludes 0.9% of stalking victims due to missing data.
Details sum to more than 100% because muitiple responses were
permitted.
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Stalking victims report differing experiences with the
criminal justice system

When contacted about a staiking victimization, the most
common police response was to take a report. More than
half of police officers took a report when contacted regard-
ing the stalking (appendix table 15). Seventeen percent of
responding officers gave the victim self-protection advice,
while 8% of the officers arrested the perpetrator.

Nearly 20% of victims stated the poiice took no action when
contacted. Of this 20%, victims were equally tikely to per-
ceive that no action was taken by taw enforcement
because police did not want to get involved {29%), had no
legal authority (18%), or were inefficient or ineffective
{16%) (appendix table 16). About 50% of victims perceived
the stalking situation stayed the same after contacting the
police (appendix table 17). Victims were equaily fikely to

perceive the situation “improved” or “worsened” following a
report to the police. For victims who had contacted police
on more than one occasion, the survey recorded only the
potice action taken in response to the latest cail.

A fifth of victims filed charges against the stalking perpetra-
tor (appendix table 18). Of those individuals filing charges,
3 out of 10 victims stated the outcome was stili pending or
that a restraining, protection, or stay away order was
issued to deal with the offender. Victims were equally likely
to report being satisfied (46%) or dissatisfied (49%) with
the criminal justice system’s responses to their stalking
incident (appendix table 19) and were generally split on the
helpfulness or lack of helpfuiness of criminal justice repre-
sentatives, with one exception: some victims said that vic-
tim advocates were helpful (6%) during the criminal justice
process (appendix table 20}).

Table 14. Percent of stalking and h reported to the police, by victim gender
Percent of victims
Al Staiking Harassment
Male Femnale Male Female Male Female

Totai 100% 100% 100% 100% 100% 100%
Reported 206 328 36.8 41.0 6.8 139
Not reported 79.4 67.2 63.2 58.0 832 86.1

Number of victims 1,941,650 3,837,570 892,340 2,528,990 1,049,320 1.108.580
Note: Tabie excludes 4.5% of all male victims, 4.9% of alf female victims, 0.1% of female statking victims, 8% of male
harassment victims, and 14.2% of femaie harassment victims due to missing data.

Stalking Victimization in the United States 9
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Methodology

The Supplementai Victimization Survey (SVS) was admin-
istered as a supplement to the National Crime Victimization
Survey {(NCVS}) during January through June, 2006. All
NCVS respondents age 18 and older were efigible for the
supplement. About 65,270 persons participated in the sup-
piemental survey. The response rate for eligible individuals
was 83%.

The estimates presented in this report are annual preva-
lence estimates for persons age 18 or older victimized by
stalking or other harassing behaviors during the 12 months
prior o the interview. Since the interviews were conducted
during the first 8 months of 2006, the majority of the staik-
ing behaviors occurred during 2005.

The Office on Violence Against Women (OVW) and the
Bureau of Justice Statistics (BJS) convened a 1-day forum
with experts in the area of stalking and violence against
women. Researchers, law enforcement officials, prosecu-
tors, and victim advocates comprised the expert group.
Also included in the group were representatives from the
Census Bureau, the federal agency that carries out survey
development and data coitection for BJS. The purpose of
the 1-day forum was to discuss definitional and method-
ological issues surrounding the crime of stalking, determine
where gaps in current information on stalking existed, and
determine how the SVS could further research and knowl-
edge regarding this crime.

Following this meeting, a smali federal working group was
formed with representatives from OVW, BJS, and the Cen-
sus Bureau. The working group met weekly for approxi-
mately 12 months until a satisfactory survey instrument
was completed and approved. During the iast phase of the
survey development, the Census Bureau conducted cogni-
tive interviews with stalking victims around the United
States to test the reliability and validity of the instrument.
Changes to the instrument were made to incorporate find-
ings from these interviews.

The name of the SVS intentionally does not indicate that

the focus of the supplemental survey is stalking. This deci-
sion was made to avoid biasing the responses of individu-
als and the subsequent estimates. The respondents had to
state that they experienced alf of the following in order for a
course of behavior to be counted as stalking victimization:

« at least one of the harassing behaviors in the stalking
screener

« harassing behavior more than one time on separate
days

» at least one of the harassing contacts occurred during
the 12 months prior to the interview

+ they feared for their own or a family member’s safety or
experiencad another crime committed by the offender
that would make a reasonable person fearful {see the
survey screen questions on the next page).
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Victim perception of whether behavior was staltking

The SVS screened victims to determine whether they
met the behavioral criteria of having unwanted or
harassing contacts on more than one occasion during
the past year that made them feet annoyed, fearful, anx-
tous, or concerned. Researchers specifically avoided
using the term “stalked” throughout the questionnaire so
as not to bias findings based on the victim’s perception
of what was occurring. The final question in the supple-
ment asked whether the victim perceived the unwanted
contacts or harassing behaviors to be stalking. Stalking
victims were more than twice as likely as harassment
victims to label the unwanted behavior as stalking

(54% versus 21%).

Victim perception of

whether behavior was Percent of victims

stalking Al Staiking Harassment
Totat 100% 100% 100%
Considered to be—
Stalking 40.3% 53.6% 20.7%
Not stalking 59.7 46.4 79.3
Number of victims 5,588,150 3,325,220 2,262,940

Note: Table excludes 4.6% of alt victims, 2.9% of stalking victims,
and 7.0% of harassment victims due to missing data.

The final question on the survey asked, “Da you consider the series
of unwanted contacts or harassing behavior you toid me about to be
stalking?”

Victims of harassment met all the requirements for stalking
victimization except those associated with induced fear or
the commission of additional associated crimes. Harassing
acts by bilt coliectors, telephone solicitors, or other sales
peopie were excluded from the estimates of stalking and
harassment.

Standard error computations

Comparisons of percentages and rates made in this report
were tested to determine if observed differences were sta-
tistically significant. Differences described as higher, lower,
or different passed a test at the 0.05 level of statistical sig-
nificance (95% confidence level). Differences described as
somewhat, fightly, marginally, or some indication passed a
test at the 0.10 leve! of statistical significance (0% confi-
dence levetl). Caution is required when comparing esti-
mates not explicitly discussed in the report.
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Screener questions for staiking behaviors

Now, | would like to ask you some questions about
any unwanted contacts or harassing behavior you
may have experienced that frightened, concerned,
angered, or annoyed you. Piease include acts
committed by strangers, casual acquaintances,
friends, relatives, and even spouses and partners.

1 want to remind you that the information you provide
is confidential.

1. Not inctuding biil collectors, telephone solicitors, or
other saies people, has anyone, male or female,
EVER - frightened, concerned, angered or annoyed
you by ...

a. Making unwanted phone calls to you or leaving
messages?

b. Sending unsolicited or unwanted letters, e-mails, or
other forms of written correspondence or communi-
cation?

. Following you or spying on you?

d. Waiting outside or inside places for you such as your
home, school, workplace, or recreation place?

e. Showing up at places where you were even though
he or she had no business being there?

{. Leaving unwanted items, presents, or flowers?

g. Posting information or spreading rumors about you
on the internet, in a public place, or by word of
mouth?

f. None

Questions used to identify actions that would
cause a reasonable person to feel fear

1. In order to frighten or intimidate you, did this
person attack or attempt to attack

a. a child

b. another family member
c. a friend or co-worker
d, apet

2. During the last tweive months, did this person
attack or attempt to attack you by...

hitting, slapping, or knocking you down
choking or strangling you

raping or sexuaily assaulting you
attacking you with a weapon

chasing or dragging with a car

f. attacking you in some other way

Panop

3. Other than the attacks or attempted attacks you
just told me about, during the last 12 months, did this
person threaten to...

a. kil you

b. rape or sexually assauit you

¢. harm you with a weapon

d. hit, slap, or harm you in some other way
e. harm or kidnap a chiid

f. harm another family member

g. harm a friend or co-worker

h. harm a pet

i. harm or kil himselffherseif

4, What were you most afraid of happening as these
unwanted contacts or behaviors were occurring?

a. death

b. physical/bodily harm

¢. harm or kidnap respondent's child

d. harm current partner/boyfriend/girifriend
€. harm other family members

f. don't know what would happen

Questions used to measure fear

1. How did the behavior of (this person/these
persons) make you feef when it FIRST started?
Anything else?

a. anxious/concerned

b. annoyed/angry

¢, frightened

d. depressed

e. helpless

f. sick

g. suicidal

h. some other way — specify

2. How did you feel as the behavior progressed?
Anything else?

a. no change in feelings
b. anxious/concerned
¢. annoyed/angry
d. frightened
e, depressed
f. helpless

g. sick

h. suicidat

i. some other way - specify

Staiking Victimization in the United States 11
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Number of victims 349490 929,080 752,690 722,890 663,660

.| Appendix table 1. P: ived age of the i ffender, by age of the Appendix table 5. Stalking victims’ perceptions of
victim offenders’ previous problems with the law
Offender age Age of the victim Percent of

18-20 21-29 30-35 40-49 50 or older victims

Totat 100% 100% 100% 100%  100% Total 100%
Under 18 10.9* 07" 1.8% 2.1 20 Offender had problerns with the law 359
18-20 416 57 23 29* 1.0% Offender did not have problems with the law 26.3
21-29 233 48.2 13.8 8.8 3.8 Victim unable to determine if offender had
30-39 s4* 23.0 a76 16.7 163 problems with the law 37.8
40-49 8.7" 77 20.8 34.2 187 ot

N Number of victims 3,410,710

;:0 D‘;?‘d;rnd 24 59 9.9 218 346 Note: Table excludes data about offenders from 0.4% of

?J?\knoow: er 10.0" 88 13.9 137 236 stalking victimizations.

Appendix table 6. Frequency of stalking during

Note: Table excludes missing data about offenders from 0.8% of statking victims
age 30 to 39.
*Based on 10 or fewer sample cases.

Appendix table 2. Perceived race of the stalking offender, by race of
the victim

Viclim race
Offender race White Black Some other race
Total 100% 100% 100%
White 82.8 12.5* 454
Biack 52 656 16.0"
Some other race 786 11.8" 29.8
Race of offender unknown 4.3 10.4* 8.8*
Number of victims 2,582,360 328,900 160,400

*Based on 10 or fewer sampie cases.

the 12 months prior to the interview

Number Percent of victims
Total 3,416,100 100%
1-2 times/year 381,540 11.2
4-2 times/month 565,790 166
1-2 times/week 770,380 226
Almost every day 576,960 16.9
Atleast once a day 204,860 6.0
No set pattern 864,920 253
Don't know 51,650 1.5

Note: Table exciudes 0.2% of staiking victims due to miss~

ing data.

Appendix table 3. Number of stalking offenders
perceived by victim

Percent of victims

Total 100%
One 62.1
Two 18.2
Three or more 13.1
Number unknown 8.5

Number of victims 3,398,630

Note: Table exciudes 0.7% of stalking victims due io
missing data.

Appendix table 4. Employment status of the stalking
offenders, as perceived by victims
Percent of
victims
Total 100%
Empioyed 42,1
Unemployed 24.9
Sometimes employed/unempioyed 6.4
. Victim unable to determine empioyment status 266
Number of victims 3,420,450
Note: Tabie excludes 0.1% of stalking victims due to missing
data.
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Appendix table 7. Victims’ per ti of wh

had stopped and it ped
Number Percent of viclims
Total 3,404,110 100%
Statking ongoing 1,234,330 36.3%
Stalking stopped 1,976,050 58.0%
* Respondent ook measures
Victim talked to stalker 263,790 13.3%
Vigtim moved 214,150 10.8
Victim changed phone or emai 210910 107
Restraining/protection/stay away
order 187,220 2.5
WVictim got married or started new
refationship 40,390 2.0
Perpetrator stopped behavior
Statker moved 172,220 8.7%
Stalker was arrested or incarcer-
ated 129,470 66
Stalker started a new relationship 80,580 4.1
Stalker got heip/counseting 48,130 24
Stalker died 9,320 0.5"
Others intervened
Police wamed stalker 309,080 15.6%
Friend or relative intervened 240,350 122
Others intervened 163,020 8.2
Employer intervened 105,490 53
Schoot staff intervened 42,230 2.1
Other reason 501.730 25.4%
Don't know why stalking stopped 297,230 15.0%
Don't know whether statking
stopped 208,940 10.6%

Appendix tabie 9. Amount of time victims tost
from work for any reason as a resuit of stalking

Number  Percent of victims
Totat 540,360 100%
Less than a day 76,060 14.1
1day 51,820 9.6
2 days 57.540 10.6
3 days 42,830 79
4 days 24,900 4.6*
5-9 days 77.350 14.3
10-24 days 60,690 112
25 or more days 78.420 14.5
Don't know 70,650 131

Note: Table excludes 2.5% of stalking victims due to miss-
ing data. Total based on victims who had a job and fost
fime from work. Detail may not sum to 100% due to
rounding.

*Estimate based on 10 or fewer sample cases.

Appendix table 10. Out-of-pocket costs to victims
as a result of staiking

Number Percent of victims
Totat 3,358,800 100%
$0 2,080,230 61.9
$1-99 183,060 57
$100-249 151,460 45
$250-499 90,420 27
$500-999 89,730 27
$1,000-2,499 165,010 46
$2,500-4,999 91,350 27
$5,000 or more 188,110 5.6
Don't know 319,430 8.5

Note: Table excludes 0.6% of stalking victims due {o missing data. Details
sum to more than 100% because muitiple responses were  permitied.

Note: Table exciudes 1.9% of stalking victims due to miss-
ing data. Detail may not sum to 100% due to rounding.

Appendix table 8. Time lost from work for any reason
as a resuit of stalking victimization
Number  Percent of victims
Totat 3,388.550 100%
Not working 708.070 209
Working 2,680,470 79.1
Reason for time fost from work
Fear or concern for safety 350.940 13.1%
Getling a restraining/protection
order or iestifying in court 320.450 12.0
Changing phone number/moving!
fixing damaged property 183,120 6.8
Note: Tabie exciudes 1% of cases due to missing data. Details sum to
more than 100% because muitipie responses were permitted.

Appendix table 11. Amount of employment income
jost as a result of stalking victimization

Numbet  Percent of victims
Total 296,450 100%
$1-99 44,340 15.0
$100-999 110,430 372
$1,000-2,499 40,620 137
$2,500-4,999 17,990 6.1
$5.000 or more 23,690 80
Don't know 59,450 20.1

Note: Table excludes 3.3% of stalking victims due to miss-
ing data.

Stafking Victimization in the United States 13
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Appendix table 12. Victim reasons for not reporting
stalking to police
Percent of victims

Deait with another way

Private or personai matter 26.7%

Reported to another official 136
Not important enough to report

Minor incident 272

Not clear a crime occusred 1.2
Police couldn’t heip

Couldn't identify offenderfiacked evidence 9.5

Had no legal authority 3.0

Lacked correct protection, stay away, or

restraining order 0.5%

Police wouidn't help
Police woufdn't think it was important/would

be ineffective 11.0
Potice wouldn't believe respondent/woutd
btame respondent 4.0
Previous negative experience with potice 1.5%
Perpetrator was a police officer 0.8
Feared the perpetrator

Afraid of reprisal 59
Other reasons

Protect perpetrator/perpetrator was ex-

Spouse or ex-partner 6.9
Contacts/behavior stopped 59
For the sake of the children 38
Respondent felt ashamed/embarrassed 3.3
Respondent or perpetrator moved away 1.3
Other 17.6
Don't know 12*
Number of victims 2,055,080

Note: Table excludes 1.9% of stalking victims due to missing
data. Details sum to more than 100% because muitiple
respanses are permitted.

*Based on 10 or fewer sample cases.

Appendix table 14. Identity of person reporting stalking
to police

Percent of victims

Victim 83.0%
Victim's family 262
Friend/neighbor 1.5
Other 4.1
Employer/co-worker 2.3
Social worker/counselor 1.4%
Schoot official 1.4°
Security guard 1.2"
Clergy/pastor/priest 05"
Stranget/bystander 05"
Doctor/nurse 05"
Don't know 16*
Number of victims 1,350,130

Note: Tabie excludes 1.2% of stafking victims due to missing
data. Details sum to mare than 100% because muitiple
responses were permitted.

“Based on 10 or fewer sample cases.

Appendix table 15. Types of action taken by police after
most recent contact about stalking

Pescent of victims

Took a report 55.3%
Talked toiwarned offender 322
Suggested protection, stay away or

restraining order 20.1
Gave victim seif-protection advice 17.4
Referred victim to court 89
Arrested offender 77
Asked for more evidence 6.4
Referred victim to victim services 5.4
Moved respondent to another location 1.3*
Don't know 4.1
Took no action 188

Number of victims 1,343,090

Note: Table exciudes 1.7% of sfalking victims due to missing data,
Details sum to more than 100% because multiple responses were

Appendix table 13. Number of police contacts
regarding statking during the last 12 months

Percent of viclims

Total 100%
1 39.7
2 221
3 12.9
4 6.4
5-10 1.9
1-15 37
More than 15 32
Number of victims 1,240,280

Note: Table excludes 9.2% of stalking victims
due to missing daia.

*Based gn 10 or fewer sample cases.
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A dix table 16.

victims’ percepti about why
police did not take action

Percent of victims

Didn't want to get involved . 28.6%
Had no tegal authority 177
Police were inefficientineffective 16.2
Didn't befieve victim 3.2
Didn't have enough evidence 11.2*
Offender was a potice officer 57"
Could not findfidentify offender 4.0"
Lacked or had incorrect protection order 3.0t
Thought it was victim's fault 29
Didn't find out untif too late 2.8
Other 36.3
Number of victims 240,030

Note: Table exciudes 4.9% of stalking victms due to missing
data. Details sum to more than 100% because muitiple
responses were permitted.

*Based on 10 or fewer sampie cases.
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Appendix table 17. Victim perceptions of outcomes after
first reporting staiking to police

Percent of victims

Totat 100%
Situation got better 282
Situation got worse 229
Situation stayed the same 48.9

Number of victims 1,325,720

Note: Table exciudes 3% of stalking victims due to missing
data.

Appendix tabie 19. Stalking victim satisfaction with
criminai justice outcome

Percent of victims

Total 100%
Victim satisfied with outcome 45.7
Victim not satisfied with outcome 49.0
Don't know if satisfied with outcome 52%

Number of victims 169,040

Note: Table exciudes 13.5% of statking victims that filed
charges due to missing data. Detail may not sum o 100%

due to rounding.

Appendix table 18. Percent of stalkings in which criminai
justice charges were filed and outcomes

Percent
Total 100%
Charges not filed 715
Charges filed 210
Still pending 333%"
Restraining, proteclion, stay away order 28.5
Jailed or imprisoned 18.0
Court intervention/counseling pregram 12.2"
Convicted or guilty 12.0*
Fine was imposed 11.8*
Dismissed or not guilty 9.1
Probation 8.5*
Other 12.9"
Don't know outcome of charges filed 5.4%
Don't know if charges filed 75
Number of victims 1,329,790

Note: Table excludes 2.7% of stalking victims that did not respond fo
whether charges were filed and 9.4% of victims thal did not respond
to the outcome of charges filed.
Based on 10 or fewer sample cases.

Details sum to more than 100% because multipie responses were
pemmitted.

*Based on 10 or fewer sample cases.

Appendix tabie 20. Stalking victim perceptions about
heipfulness of officials in the criminal justice system
Percent of victims who perceived
official as—
Heipfut Not heipfut
Patsolipolice officer/sheriff 43.0% 419%
911 dispatcher 36 28
Detective 53 3.0
Prosecutor/District Attorney 6.9 7.8
Judge 74 7.2
Victim advocate 57 20"
Semeone eise 89 8.0
No person was helpfut 36.0 ~
No person was unheipfut ~ 40.3
Victim did not provide response 33 27
Number of victims 1,359,060 1,359,060
Note: Details sum to more than 100% because muitipie responses
were permitted.
~MNot applicable.
*Based on 10 or fewer sample cases.
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Senator Al Franken and Representative Ed Markey, inspired by Jast week’s news that Apple iPhones and Pads store a year’s worth of
your location mfrmation on the handset and on any synced computer, have demended that Apple answer guestions about whether and
how it uses that data. Franken and Markey should also ask the Department of Justice the same questions. Whik the public is only recently
discovering that their personat devices create this footprint map, law enforcement and the digital forensics companies that serve them have
known for quite sorpe time. The public has a right to know what legal process, if any, the police are using before they find out where
you've been for the past 12 months.

If the collected location data is sent back to Apple and stored there, then the Electronic Conmmunications Privacy Act (‘ECPA™) & the best
candidate for protecting that mformation from warrantless snooping by the police. (Same with Google, which is reportedly coliecting the
same kind of information, but storing 1 for less time.) As for the data kept on your phone or personal computer, the Fourth Amendment
should protect that, but there are gaping loopholes that will open your travel data up to law enforcenent eyes.

BCPA was passed on 1986 and it’s safe to say that Congress wasn’t thinking about protecting data generated by smartphones that fit n
your pocket and can store a year's worth of cell tower and wifi access points, not to mention text messages, email, photos and the like.
And yet, that is the law we rely on to protect our data stored with third party service providers.

As security researcher and computer scientist Chris Soghoian noted last week, not all data stored with a third parties is protected by
ECPA. Rather, the data must be generated by the provision of one of two kinds of computing services:

An “electronic conmmunication service” (“ECS™) i “any service which provides to users thereof the ability to send or receive wire or
elecironic communications.” 18 U.S.C. 2510(15).

A “remote computing service” ("RCS™) is a “provision to the public of computer storage or processing services by means of an electronic
communications system™ 18 U.S.C. 2711(2).

ECPA protects communications content from and mformation pertaining to an ECS or RCS customer. But, if the service being utifized is
reither an ECS, nor an RCS, law enforcement agencies could obtain the information wilh a mere subpoena, or the provider may volunlarily
disclose .

zwillgenblog.com/.../are-smartphones-...
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So the first question is whether the location data Apple and Google may be collecting ffom your handset is generated through the provision
of either an ECS or RCS service. Modern communications technologies change so quickly that there aren’t a lot of cases defining how
ECPA applies to the data those services generate. However, when you use your phone’s GPS or triangulation information to send a
message about your physical location to your friends {ie. to “check in” somewhere), that should be the content of a communication passed
through an ECS. Officers will need a search warrant to get that data if it is not already publicly available,

‘When the phone company collects location data automatically generated in the process of your phone connecting to cell towers to make
calls, that’s not content, but it i nformation pentaming to your use of an ECS service. Law enforcement needs at least some kind of court
order to get that mformation. 18 U.S.C. 2703(c); In re The Application of the United States for an Order Directing a Provider of
Elecironic Communication Service to Disclose Records to the Government, 620 F.3d 304 (3d Cir. 2010).

‘What about when the phore autonmatically generates data merely by virtue ofbeing tumed on, and the provider collects that data? Ifthe
provider is collecting the data as part of the provision of the cellular service, then that data 5 ECS mformation pertaining to the custorer,
and covered by ECPA. It doesn’t have to be content to be ECPA protected, it just bas to be generated as past of the provision of the
service.

Biit this doesn’f necessarily answer the ECPA question with regard to Apple or Godgle, who aré tiot providing a cormmunications service,
bur merely selling a handset that can connect to such a service. Ars Technica cites the companies® reasons for collecting this data as useful
when GPS data sn't available, or to more quickly narrow down a location while GPS services are being polled (known as “assisted” or
aGPS), as well as bulding and mamtaining databases ofknown cell tower and Wik basestation locations. So, if the handset manufacturers
are collecting location mformation, not as part of providing you with cellular service, but in order to generate their own databases of
information, is that an ECS service such that the data generated is covered by ECPA?

If the information would not fall under the protections of ECPA, law enforcement agencies might be able to obtain it with just a subpoena.
While one court has held that your location mformation is Fourth Armendment protected, the primary privacy protection here has to be for
the companies to collect the information n a manmer that could not be traced back to a specific user. But, if this data can tell you where
I"ve been, then Congress should ask what legal process, if any, the companies are requiring for law enforcement before diclosure.

A second privacy problem is whether any legal process is required to obtain the data directly from the handset or from your computer.
ECPA doesn’t apply to data stored on your personal devices, but the Fourth Amendment does. Generally, that means law enforcerment
needs a warrant based on probable cause to get that data. However, there are two exceplions to the warrant requirement which the
govermment has been using to get access to computer data. One the border search exception and the other i the search incident to amrest
doctrine. Both doctrines are geiting a work over in the context of computer searches, and not n favor of privacy.

The border search exception bolds that agents do not need any cause or judicial approval to search the body or personal effects at the
boxder, but do need reasomable suspicion for mvasive techniques ke a strip search. When I was at EFF, we fled an anmicus briefin the
case of United States v. Arnold, argumg that laptop searches are so revealing and mvasive that the Fourth Amendment requires agents to
have some reasonable suspicion at the border to justify the infrusion. We lost that case. The Ninth Circuit panel rejected our argument that
the privacy invasion resulting from searching computers is qualitatively different from, and requires higher suspicion than, searching luggage
or other physical terms.

This latest information about the kind of historical location data that the average hptop or smart phone holds is additional factual support
for the proposition that EFF was right to argue that phone and laptop searches are categorically different types of privacy mvasions than
fuggage searches.

The search cident to arrest doctrine is another exception to the geperal requirercent that police obtain a warrant befbre conducting a
search. The purpose of this exception is to protect the officer by locating and seizing any weapous the person has and to prevent the
destruction of any evidence on the person. Thus, if an arrest s valid, officers may conduct a warrantless search of the amrestee and the area
and objects in close proximity — Le. the “grab area” — at about the samre time as the arrest.

There aren’t many cases consklering whether officers can search the data stored on phones (or laptops) as a search incident to arrest, and
the rulings we have go both ways. Given the rationale behind the search incident to arrest exception, courts have generally looked to the
volatility of the data to see whether there’s a threat of spoliation of evidence, which is clearly not an ssue with the iPhore location log
which stores mformation for a year. However, the most recent case on the ssue, from the California Supreme Court earlier this year, took
a different approach. That Court ruled in Pegple v, Diaz that police didn’t need any exigency to search text messages incident to arrest
because searching data on the phone s the same as searching the arrested person and thus the Fourth Amendment doesn’t require a threat
to officer safety or of evidence destruction. (That ruling will probably be appealed to the federal courts.)

zwillgenblog.comy/.../are-smartphones-...
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Mobile-App Makers Face U.S. Privacy Investigation

By AMIR EFRATI, SCOTT THURM and DIONNE SEARCEY

Federal prosecutors in New Jersey are investigating whether numerous smartphone applications illegally

obtained or transmitted information about their users without proper disclosures, according to a person
familiar with the matter.

Tbe criminal investigation is examining whether the app
makers fully described to users the types of data they collected
and why they needed the information—such as a user's location
or a unigue identifier for the phone—the person familiar with
the matter said. Collecting information about a user without
proper notice or authorization could violate a federal
computer-fraud law.

) . ! . ! Online music service Pandora Media Inc. said Monday it
Oniine-rmusic strearring service Pandora, w hich plans N N
an initial public offering, says in an SEC fifing that  has received a subpoena related to a federal grand-jury
been subpoenaed in an investigation prabing ) investigation of information-sharing practices by smartphone
information-sharing by mobike appiications. John Letzing . .
and Stacey Delo discuss, applications.

Pandora disclosed the subpoena, issued "in early 2o11,” ina
Securities and Exchange Commission filing. The Oakland, Calif., company said it had been informed it is "not a
specific target of the investigation.” Pandora said it believed similar subpoenas had been issued "on an
industry-wide basis to the publishers of numerous other smartphone applications.”

A Pandora spokeswoman declined to comment.

The Wall Street Journal reported in December that popular applications on the iPhone and Android mobile
phones, including Pandora, transmit information about the phones, their users and their locations to outsiders,
including advertising networks.

Smartphone apps—of which there are thousands—are software
programs that allow, say, a user to read an e-book, play a game,
get sports scores or search for a restaurant.

The Journal tested 101 apps and found that 56 transmitted the
phone's unique device identifier to other companies without
users' awareness or consent. Forty-seven apps transmitted the
phone’s location in some way. Five sent a user’s age, gender
and other personal details to outsiders. At the time they were
tested, 45 apps didn't provide privacy policies on their
websites or inside the apps.

..wsj.comy/.../SB1000142405274870380... 1/3




353

5/17/2011 Federal Grand Jury Investigating Apps, ...

In Pandora’s case, both the Android and iPhone versions of its
app transmitted information about a user's age, gender, and location, as well as unique identifiers for the phone,
to various advertising networks. Pandora gathers the age and gender information when a user registers for the
service.

Legal experts said the probe is significant because it involves potentially criminal charges that could be
applicable to numerous companies. Federal criminal probes of companies for online privacy violations are
rare.

Anthony Campiti, creator of the Pumpkin Maker iPhone app, said he received a subpoena requesting
information and documents related to his app. Mr. Campiti said he had turned the request over to his lawyer
and didn't recall who had issued the subpoena.

“They're just doing information-gathering to get a better understanding” of the industry, Mr. Campiti said.
"We're not doing anything wrong and neither is anyone else doing anything wrong.”

The probe, which likely will continue for months, may not result in any charges.

Rebekah Carmichael, a spokeswoman for Paul J. Fishman, the U.S. attorney in New Jersey, declined to

corpment,
Earlier Apple Inc. and Google Inc., which oversee digital "stores” that
a offer mobile applications to users of iPhones, iPads and
Your Apps Are Watching You

mobile-devices powered by Google's Android software, have
been asked to provide information about the applications and
app makers, the person familiar with the matter said.

How One App Sees Location Without Asking

An Apple spokesman declined to comment. Google didn't respond to requests for comment.

One app maker mentioned in the Journal's articie, Max Binshtok, creator of the Daily Horoscope Android app,
said he had not received a subpoena. Makers of other applications declined to comment or didn't respond to
requests for comment. The Journal also tested its own app, which didn't send information to outsiders. A
Jourpal spokeswoman declined to comment.

Tbe probe centers on whether app makers violated the Computer
Appetite Fraud and Abuse Act, said the person familiar with the matter. That
law, crafted to help prosecute hackers, covers information stored on

Total number of apps available w "
on the Apple app store comp'uters, It could be used to argue that app makers "hacked” into
users’ celiphones.

"This is a big hammer if the government chooses to use it,” said Orin

200 - S. Kerr, a law professor at George Washington University.

Legal experts said, in general, companies rarely end up being charged
with a crime, and that the current probe could morph into a civil one.

They said companies in the federal government’s cross hairs often
reach non-prosecution or deferred-prosecution agreements that
allow the targets to avoid being criminally charged. In exchange, the
companies may agree to concessions, including monetary pay ments
or promising not to engage in future wrongdoing, among other things.

May Sept. Jan,
2010 2010 2011
Source: Mobclix

Earlier this year, federal prosecutors in New Jersey criminally
charged two individuals for allegedly attacking servers at AT&T Inc.
and obtaining email addresses of more than 100,000 users of Apple’s iPad device, including members of the
U.S. government and military. Those individuals are fighting the charges.

..wsj.com/.../SB1000142405274870380...
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Several companies involved in smartphone apps are facing civil lawsuits from consumers alleging their privacy
has been violated through the transmission of personal information. A Los Angeles man filed suitin U.S.
District Court for the Northern District of California against Apple, Pandora and other defendants in
December, seeking class-action status on behalf of iPad and iPhone users. The suit claims that apps
downloaded to those devices "have been transmitting their personal, identifying information to advertising
networks without obtaining their consent.”

Makers of apps could aiso face complaints of unfair and deceptive trade practices from the Federal Trade
Commission. Such complaints can be aimed at companies that fail to tell customers how they are collecting
information or are violating their own terms of service.

"Hopefully this will bring about a big change in the industry and make companies be more responsible in what
data is being collected,” said Ginger McCall, an assistant director at privacy advocacy group Electronic Privacy
Information Center.

Google recently agreed to strict privacy rules and said it would ask users before sharing data with outsiders as
part of a proposed settlement with the FTC, which had claimed it violated user's privacy on its social network,
Google Buzz.

‘Write to Amir Efrati at amir.efrati@wsj.com and Dionne Searcey at dionne.searcey @wsj.com

Copyright 2011 Dow Jones & Cormpany, ihc. Ajl Rights Reserved
This copy is for your personal, non-commercial use only. Distribution and use of this material are g by aur Ags and
by copyright law . For non-personat use or to order multiple copies, please contact Dow Jones Reprints at 1-800-843- OOOB or visit
www direprints.com

..wsj.com/.../SB1000142405274870380...



355

THE NATIONAL CENTER FDR

Victims of Crime

Statement of
Mai Fernandez
Executive Director
National Center for Victims of Crime

United States Senate Committee on the Judiciary
Subcommittee on Privacy, Technology and the Law
Hearing on Protecting Mobile Privacy: Your Smartphones, Tablets,
Cell Phones and Your Privacy
May 10, 2011

My name is Mai Fernandez, and | am the Executive Director of the National Center for
Victims of Crime. The mission of the National Center is to forge a national commitment
to help victims of crime rebuild their lives. Through collaboration with local, state, and
federal partners, the National Center provides resources to victims of crime across the
country; advocates for laws and public policies that secure rights, resources,

and protections for crime victims; delivers training and technical assistance to victim
service organizations, counselors, attorneys, criminal justice agencies, and allied
professionals serving victims of crime; and fosters cutting-edge thinking about the
impact of crime and the ways in which each of us can help victims of crime rebuild their
lives. We appreciate the opportunity to submit testimony on the issue of mobile
technologies and victim privacy concerns.

The Stalking Resource Center

The National Center for Victims of Crime is uniquely positioned to offer information
relevant to today’s hearing drawing from our extensive experience operating the
Stalking Resource Center. The mission of the Stalking Resource Center (SRC) is to
enhance the ability of professionals, organizations, and systems to effectively respond
to stalking. The Stalking Resource Center envisions a future in which the criminal justice
system and its many allied community partners will have the best tools to effectively
collaborate and respond to stalking, improve victim safety and well-being, and hoid
offenders accountable. The Stalking Resource Center is the only national resource on
stalking and the use of technology to stalk and has a thorough understanding of the
privacy concerns related to mobile technologies and how these technologies are
abused by criminals.

Since its establishment in 2000, the National Center’s Stalking Resource Center has
trained more than 40,000 law enforcement, victim assistance, and allied professionals
from across the United States. Training is provided on local, state, and national levels
and includes an emphasis on the use of technology to stalk. This includes hosting, in
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partnership with the National Network to End Domestic Violence, national conferences
entitled The Use of Technology in intimate Partner Staiking. These interactive, hands-
on conferences provide attendees with critical information on the different technologies
employed by stalkers, as well as considerations for investigation, evidence collection,
prosecution, and victim safety. The Stalking Resource Center has held nine of these
national conferences to date.

The staff of the Stalking Resource Center are nationally recognized as experts on the
use of technology to stalk. The director of the Stalking Resource Center, Michelle M.
Garcia, has twenty years experience working with victims of stalking, sexual assault,
and domestic violence, advocating for victims’ rights, and providing training. In addition
to her work focused on violence against women, Ms. Garcia spent three years as the
executive director of the Computer Learning and Mentoring Center, a non-profit that
provided low- and no-cost school and community based technology education. Ms.
Garcia received her Master of Public Policy degree from the University of Chicago.

Rebecca Dreke, senior program associate, brings more than twelve years of experience
in victim advocacy, training and education. Ms. Dreke has trained thousands of
practitioners nationally on various topics, including stalking, sexual assault, domestic
violence, and hate and bias-motivated violence. Prior to joining the National Center, Ms.
Dreke had worked as a social worker, victim advocate and public school teacher.
Rebecca holds a Master of Science of Social Work from the University of Texas at
Austin.

Prior to joining the Stalking Resource Center, Jessamyn Tracy, program associate, was
a professor of cnminology and criminal justice, where she specialized in teaching about
women and crime. in addition to her research on victimization and fear of crime, she
has over 14 years of experience in working with the criminal justice system including as
a rape crisis counselor, domestic violence advocate, community service officer, and has
experience working with offenders. Ms. Tracy completed her graduate work at Florida
State University.

The Stalking Resource Center maintains an active network of law enforcement,
prosecutors, advocates, forensic experts, and researchers with demonstrated expertise
related to the use of technology to stalk. Through ongoing communications with these
professionals, the Stalking Resource Center ensures that the information disseminated
relating to technology is current and accessible.

In addition to providing trainings, the Stalking Resource Center also disseminates
information related to technology-based staiking through its continually updated Web
site at www.ncvc.org/src. This popular online resource includes a page dedicated to
providing information on the use of technology to stalk, as well as a compilation of
federal, state, territory, and tribal stalking laws; stalking related articles; research,
guides; public awareness and outreach materials; and highlights of stalking-related
news stories from across the country. In 2010, the Stalking Resource Center Web site
had more than 200,000 hits made by over 80,000 unique visitors.

Page 2 | Statement of Mai Fernandez, National Center for Victims of Crime
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Specific to the use of technology, the Statking Resource Center is currently working on
developing two new resources to enhance the ability of those responding to and
working with stalking victims to recognize and respond to the use of technology to
stalking. The first is a 15-minute training video on the use of technology to stalk. The
video content includes: an overview of the most common forms of technology used by
stalkers including cell phones, computers, and GPS; victim testimony; and commentary
from law enforcement, prosecutors, victim service providers, and a victim of stalking.
The video content is national in scope and the video will be packaged with an
accompanying discussion guide with discussion topics such as local prevalence of
stalking, team investigation, and victim involvement.

The second resource is an interactive online training module on the use of technology to
stalk. Content will include interactive methodologies, case studies, exercises, and other
suggested activities to enhance the user’s learning. Training topics will include an
overview of stalking, data on offenders and victims, information on a variety of
technologies used by stalkers, and profession-specific considerations for those working
with victims including faw enforcement, prosecutors, and advocates.

To some degree, all resources developed and disseminated by the National Center’s
Stalking Resource Center address the use of technology to stalk. Most notably, in 2007,
the National Center published The Model Code Revisited: Responding to the New
Realities of Stalking. This important policy document was an update to the Mode! Code
published by the National Institute of Justice in the mid-1990s and was specifically
intended to address advances in technology, how stalkers are using such advances,
and legislative responses to this new reality.

Benefits of Mobile Technology

Today’s hearing focuses on mobile technologies and it is important to note that these
technologies can both enhance personal safety and jeopardize privacy. Cell phones
allow crime victims to call, text, and send photos and video to 911 when they are in
immediate danger, take photographs or video to be used as evidence, and cali police
and other helping agencies in non-emergency situations. Enhanced 911 (E-911) uses
cell phone GPS (Global Positioning System) technology to facilitate the location of
callers. Internet capable mobile devices allow victims to search the web for helping
agencies and resources, email the criminal justice system personnel they work with,
and connect online with others for emotional support.

The use of mobile devices can also assist law enforcement efforts to investigate and
gather evidence in many stalking cases. When offenders use their own mobile devices
to place phone calls, send text messages, and access the internet, they create a digital
evidence trail.

' In September 2008, New York city officials announced the capacity to send photos and video from
computers and Web-enabied cell phones and PDAs to the city's 311 and non-emergency hot fines to
report crimes. While many cities’ emergency systems are equipped to accept text messages, this is
believed to be the first system that aiso is able to process photos and video.

Page 3 f Statement of Mai Fernandez, National Center for Victims of Crime
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Mobile technologies have also been proven to thwart crime, locate victims, and hold
offenders accountable as demonstrated by the following headlines:

o “Officials use GPS to locate accident victim” (Freemont Tribune; October 14, 2010)

» ‘“Lodi police officers use GPS to track kidnap victim’s cell phone” (The Record,
September 23, 2008)

« “Picture Taken by Cellphone Leads to Sex-Crime Arrest” (New York Times;
September 18, 2008)

« “Police use cell phone tracking technology to place suspect in area during slaying”
(Washington Examiner, July 2, 2008)

e “Cell phone thwarts abduction at Multnomah Falis” (The Gresham Outlook; August
22, 2006) : - ’

* “Would-Be Kidnapper Busted Thanks to Camera Phone” (CBS Chicago; June 12,
2006)

* “Conn. woman uses cell phone camera to help in arrest of sexual predator suspect”
(NBC Hartford, CT; September 22, 2004)

* “Police: Teen abduction foiled by cell phone cam” (CNN; August 2, 2003)

Mobile technology providers have in some cases made their technologies available to
crime victims at no cost. For example, Verizon’s Hopeline turns no-longer-used
wireless phones into support for victims of domestic violence. Since HopeLine was
launched in 2001, Verizon Wireless has distributed more than 106,000 phones with
more than 319 million minutes of free wireless service to be used by victims of domestic
violence.

Dangers of Mobile Technology

The very same technologies that offer many benefits may also be misused by stalkers
and other criminals. Although stalking behavior remains essentially the same regardless
of method used, the tools available to stalkers and abusers change with each new
advance in technology. Where landiine telephones once facilitated the victimization of
women through obscene and harassing phone calls,? the advent of mobile and
computing technologies has expanded the ways in which individuals may be victimized.
Not only has the technology advanced, but the ways in which people use technology
have fundamentally altered over the course of the last two decades. Mobile devices are
just that: mobile. Individuais carry devices on their person, in their beiongings, and
store them next to their beds at night. The ubiquity of mobile technology, in combination
with its powerful capabilities, combine to create a situation in which end users may be at
significant risk of criminal victimization through their electronic devices.

As of late 2010, there were more than 223 million American mobile phone users ages
13 and older; nearly 61 million were also mobile web users.® A market research group

? Sheffield, C. (1993). The Invisible Intruder. In P. Bart, & E. Moran (Eds.}, Violence Against Women (pp. 73-78).
Sage Publications.
? hitp://blog nielsen.com/nielsenwire/press/nielsen-fact-sheet-2010.pdf
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reported in April 2011 that smartphones* now account for haif or more of all new cell
phone purchases.® At the same time, the Bureau of Justice Statistics Report, Stalking
Victimization in the United States,® found in 2009 that stalking rates in the United States
occur at an overall rate of 14 per 1,000 Americans, each year. In a one year period, that
equated to 3.4 million stalking victims in the United States. The abuse of mobile
technologies to track, monitor, and threaten victims is, therefore, no surprise as both
victims and offenders adopt mobile technologies in ever-increasing numbers and fully
integrate them into their daily activities.

Mobite technology facilitates a variety of criminal activities. Sixty-six percent of stalking
victims report receiving unwanted calls and messages and 31 percent report unwanted
fetters and emails.” Even more troubling is that many victims also report covert
electronic monitoring that involves the use of computer and cell phone spyware and
GPS tracking. Given the insidious nature of electronic monitoring, not ali victims realize
that they are being tracked and stalked, making it impossible to determine just how
many cases involve covert digital monitoring through mobile devices. Nevertheless, it is
reasonable to assume that the actual number of cases is much higher than the incidents
reported by victims.

Cellular Phones

While the variety of mobile technology available to consumers today is vast, the cell
phone is undoubtedly the single most pervasive device made popular by the many
technologies incorporated into a single device. Even the most basic cell phones feature
GPS technology, the ability to place and receive calls and text messages, and electronic
notes generated by the user.

Many mobile service subscribers are unaware that their basic cell phones include GPS
technology, believing that only smartphones feature this technology. In 2001, the
Federal Communications Commission (FCC) mandated that all cell phone
manufacturers include GPS technology in every phone by 2005 under a program known
as E-911.% Although subscribers’ monthly bills include a line charge for E-911, many do
not realize that this means that GPS technology is included in their phones. In fact, for
many phone models, the GPS capability is not directly available to the end user and
does not appear in the phone menus or operation instructions. Nevertheless, the
presence of the GPS technology does pose a possible threat in that it can be accessed
and exploited by someone other than the phone user.

* Defined by PC Magazine as a cellular telephone with built-in applications and internet access. Smartphones provide
digital voice service as well as text messaging, e-mail, Web browsing, still and video cameras, MP3 player, video
viewing and often video calting. in addition to their built-in functions, smartphones can run myriad applications, tuming
the once single-minded celiphone into a mobile computer.
hito:/lwww.pcmag.com/encyclopedia_term/0.2542 t=Smartohone&i=51537.00.asp

hitp://npd.com/lps/pdf/CTIA Fact Sheet V4.pdf
® Katrina Baum, et al., Stalking Victimization in the United States, (Washington, DC: Bureau of Justice Statistics,
2009).
7 ibid.
8 For more information, see http:/www.fcc.govipshs/services/91 1-services/enhanced911/
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Victim cell phone location data may be obtained by stalkers in at least four ways:

1. Family location service offered by the carrier activated on the victim’s cell phone.

2. Third party applications installed by the user, such as FourSquare, Latitude, or
Facebook, that provide opt-in location tracking services on smart phones and other
mobile devices.

3. Covert third party applications installed by the offender, such as MobiSpy, which
secretly record and report the victim’s location.

4. Potential misuse of unencrypted location logs generated by the phone/carrier that
are housed on the phone and accessed either by the offender or a malicious
software application installed by the offender.

All of the major wireless carriers.offer location plans that are marketed as a tool for-
families to keep track of their ioved ones who participate on the same phone service
plan. Sprint, T-Mobile, and Verizon offer plans called Family Locator; AT&T’s plan is
called Family Map. Enroliment in these pians, for a fee, allows an authorized user on
the account to track—in real time—the location of the other phones that share the plan.
Each ceil phone user on the plan may not be aware that the tracking program has been
enabled, as carriers vary in their notification practices. While some users may receive
repeated text messages notifying the user that the phone is being tracked, others may
receive a single message confirming enroliment. Given that in cases of stalking by a
current or former intimate partner, the stalker and the victim are on the same caliing
plan, the stalker often has physical access to the phone and can delete the notification
text message. Victims can be tracked, in real time, every moment of the day.

Geo-social networking applications like FourSquare and BrightKite are marketed to
allow individuals to “meet people around you, keep up with your friends, explore and
discover new places.” In the hands of someone who is tracking you with malicious
intent, these sites provide a wealth of information.

Third party applications like MobiSpy allow an offender to track a victim without their
knowledge. More sophisticated ceil phone spyware programs (e.g., FlexiSpy,
MobiStealth, CellSnoop) not only provide tracking capability, but the capacity for
someone to monitor all your calls, text messages, and operate the phone as a listening
device.? With cell phone spyware, an offender has complete access to a victim’s phone
without their knowledge. More challenging, it is often difficult to prove that spyware has
been installed on a cell phone as there is no simpie way to detect it.

The existence of location iogs generated by the phone or carrier is clearly a privacy
concern. How secure, or unsecure, this information is poses a very real concem for
victims of stalking and domestic violence whose offenders are invested in tracking their
victims’ movements. If the offender has access to the victim's phone, how easily could
they acquire this information?

In addition to the methods described above, cell phones may be used to track victims in
one other way. The offender can hide a GPS-equipped cell phone in the victim’s vehicle

? For more information on this technology, see www.squidoo.com/celi-phone-spy.
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to track their movements. This happened to a Sherri Peak, a victim from Kirkland,
Washington, who was stalked by her now ex-husband. At one point, the risk to Sherri
and her children was determined to be so great that they were taken into police
protective custody. Through diligent police work, and most importantly, a detective who
believed Sherri when she reported that she was being tracked by her husband,
investigators found a cell phone that had been hidden behind the dashboard and wired
to the car’s electrical source to remain always powered. The hidden phone was enrolied
in a family location service provided by the mobile carrier allowing Sherri’s husband to
track her anywhere she went. The phone was also set to auto-answer and silent ring
allowing the offender to call in and listen to conversations Sherri had while in the car. In
essence, the cell phone functioned as both a tracking and listening device. '

Smartphones introduce additional safety concerns that are greater by an order of
magnitude. The smartphone is far more than a phone: it is a compact mobile computing
device that incorporates wireless phone technology, wireless Internet capabilities, and
GPS technology. A smartphone that is always on is always connected to the network
and therefore always generating data about its current location. This type of cell phone
generates location data that is specific to both place and time; it generates a record of
even small movements of the cell phone user throughout the day. For those who stalk,
abuse, and commit other crimes that take advantage of time and location information,
the cell phone is the most powerful tool available.

Other Mobile Devices

New mobile devices, such as netbooks, tablets, e-readers, or sophisticated MP3 players
like the iPod Touch are becoming more difficuit to distinguish from smartphones as the
technological capabilities of mobile devices become more and more similar. There are
only three meaningful distinctions between smart phones and other mobile devices: (1}
the size and portability of the device, (2) the intended primary purpose, and (3) whether
or not the device connects to the Internet through a cellular wireless network connection
or a computer based wireless network. Any connection to the Internet will generate a
record, which, with enough other data, can be connected back to a location.

Furthermore, mobile devices are often connected with less mobile devices like home
and work desktop computer systems. Mobile devices, then, are sharing data across
platforms and devices using both wireless and wired connections. Each transfer of
information presents a potential vuinerability, an opportunity for criminal offenders to
look at, steal, or even manipulate data in the course of their stalking behavior.

Protecting Victims

The protection of victims’ information—including their location, travel history, and oniine
browsing history—is paramount to preventing future harm against them by stalking and
abusive partners. Victims, like any users of smartphones, tablets and other mobile

" For more information on Sherri Peak’s case, see hitp://www.msnbc.msn.com/id/13253352/ns/dateline_nbc-
crime reports/

Page 7 l Statement of Mai Fernandez, Nationat Center for Victims of Crime
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devices, want to use and benefit from these sophisticated technologies. Victims of
intimate partner violence and stalking, however, need to be assured that their data is
private and especially not discoverable by their offender. We believe that all victims of
crime, and in fact any user of these technologies and services, deserve notice about
what data is collected, where that data is stored, and, most importantly, the right and
ability to opt-out of probing and location tracking features.”’

User Notification and Consent

We believe mobile technology providers should assist in keeping victims safe by
providing expilicit, comprehensive and meaningful notification on how these
technologies and services obtain, store and/or share user data and information. Victims
should be provided all the information possible in order to make a truty informed
decision on whether they want to use these technologies and fully understand any
potential ramifications of doing so. Furthermore, we recommend all providers obtain
consent from any user of these services and all users should be provided an opportunity
to opt-out or revoke their consent to have their data shared or disclosed at any time.
The burden of obtaining this consent shouid be on providers who must be abie to
demonstrate to users how they will continue to obtain this consent.

Mobile technology companies that utilize location-based service technologies would do
well to adopt and adhere to the guidelines set out by CTIA — The Wireless Association
in their Best Practices and Guidelines for Location Based Services. These guidelines
stress the critical need for user notification and consent for any location-based service
on all mobile devices. [See Attachment A.] We strongly recommend all companies
adapt these guidelines in their own policies and pledge to follow them consistently and
transparently.

Awareness Campaign(s) by Cell Phone Manufactures/Carriers

We believe mobile technology companies could further assist victims by conducting
their own awareness campaigns on how these technologies could potentially be harmful
to users and providing information on how users can better protect themseives from
future risks. These companies could provide even simple tips on a Web site that
discusses user safety. For example, the social networking site MySpace has one such
page on their Web site entitied “My Space Safety.”'?

Along with user notification and consent, online pages could provide victims with
important information about how their devices work, how someone might use the
technology in a nefarious manner, what types of information is collected by the device,
what steps a victim could take if s/he believes that someone is using the technology
against them, and how victims can report abuse. The template for these safety steps

" Probing: when a user's device periodically checks the location of the user without the user activating or initiating
the location checking. Location tracking. when a user’s device provides history of all the places you have been and
used your device. Location iracking is often used against victims in protection order and divorce cases and is easily
used to stalk a victim.

2 See hitp:ffwww.myspace.com/help/safety

Page 8 | Statement of Mai Fernandez, National Center for Victims of Crime
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could be much like those that credit card companies are required to provide consumers
on identity theft and fraud.

Timely and Enhanced Responsiveness to Law Enforcement

We believe all mobile technology companies could better assist victims by providing an
easily-accessible and dedicated unit or division of their company that can respond to
law enforcement requests for information and data in a timely manner. Frequently,
investigators and attomeys need to be able to document an abuse of the technologies
by a stalker or perpetrator in order to increase a victim’s safety through orders of
protection or for bond/bail conditions. Many criminal justice professionals express their
concemn at how slow and laborious the process of obtaining this information from the
technology companies can be. This can be demonstrated in the case of Maija Zummo,
a young woman in Cincinnati, Ohio, who was stalked, held at gun point, and had her car
shot at by her stalker. As investigators worked her case, trying first to identify and then
locate her stalker, Maija iearned that the digital evidence trail left behind by stalkers
utilizing mobile devices can be difficuit to discern, even for experienced investigators.
Maija’s stalker, Richard Ewan, was tech savvy, mentally ill, and determined to harm
Maija. He was also highly mobile, and sophisticated enough to take steps to cover his
digital tracks and mislead investigators by using anonymizers13 to reroute his Internet
communications. He stalked Maija by using mobile devices at public wireless hotspots
at McDonald’s, Starbucks, and Panera Bread in an effort to hide his true identity.

Police sent multiple information requests, subpoenas, and warrants to a variety of
companies. They contacted AT&T, Qwest Communications, Google, Facebook, Yahoo,
Twitter, and others. Some companies responded immediately, others were slow and
nonresponsive. As the elusive stalker's violence escalated, investigators became
increasingly frustrated at their inability to receive mobile device evidence from service
providers. Upset by repeated unanswered exigent requests, one investigator said in
exasperation, “I thought about sending [the service provider] an emaif stating: ‘Everyone
is dead now so there is no need to expedite anything.” [See Attachment B for more
detailed information on Maija Zummo’s case]

If companies were to provide a streamlined process of obtaining this information and
providing it to law enforcement, victims of stalking, intimate partner violence, and other
cimes would benefit greatly.

Conclusion

We recognize that issues raised by mobile technology will evolve as the technology
evolves and that this hearing is part of a continuing conversation. We appreciate this
committee’s concern for the interests of stalking victims. While mobile technology
provides both risks and benefits for victims, we hope this hearing will promote efforts to
limit the risks and increase the benefits. Thank you for the opportunity to testify as part
of this hearing.

3 Anonymizers are services that reroute computer connections in order to mask the origin of a persan’s online
presence.

Page 9 | Statement of Mai Fernandez, Nationa! Center for Victims of Crime
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Section 1 - Purpose

CTIA Best Practices and Guidelines (“Guidelines™) are intended to promote and protect user
privacy as pew and exciting Location-Based Services (“LBS™) are developed and deployed.
Location Based Services have one thing in comumon regardless of the underlying technology -
they rely on, use or incorporate the location of a dcvice to provide or enhance a service.
Accordingly, the Guidelines are technology-neutral and apply regardless of the technology or
mobile device used or the business model employed to provide LBS (e.g., a downloaded
application, a web-based service, etc.).

The Guidelines primarily focus on the uscr whosc location information is used or disclosed. It is
the user whose privacy is most at risk if location information is misused or disclosed without
authorization or knowledge. Because there arc many potential participants who play some role
in delivery of LBS to users (e.g., an application creator/provider, an aggregator of location
information, a carrier providing network location information, etc.), the Guidelines adopt a user
perspective to clearly identify which entity in the LBS value chain is obligated to comply with
the Guidelines. Throughout the Guidelines, that entity is referred to as the LBS Provider.

The Guidelines rely on two fundamental principles: user notice and consent.

e First, LBS Providers must ensure that users receive mcaningful notice about how
location information will be used, disclosed and protected so that users can make
informed decisions whether or not to use the LBS and thus will havc contro! over
their location information.

e Second, LBS Providers must ensure that users consent to the use or disclosure ol
location information, and LBS Providers bear the burden of demonstrating such
consent. Users must have the right to revoke consent or terminate the LBS at any
time.

Users should have confidence when obtaining an LBS from those LBS Providers that have
adopted the Guidelines that their location information will be protected and used or disclosed
only as described in LBS Provider notices. By receiving notice and providing consent consistent
with these Guidelines, users will maintain control over their location information. The
Guidelines encourage LBS Providers to develop and deploy new technology to empower users to
exercise control over their location information and to find ways to deliver effective notice and
obtain consent regardless of the device or technology used or business model employed.

Section 2 — Applicability

The Guidelines apply to LBS Providers. The following examples identify common situations
and illustrate who is and is not an LBS Provider with obligations under the Guidelines.

Best Practices and Guidelines for Location-Based Services
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Section 3 — Scope of Coverage

The Guidelines apply whenever location information is linked by the LBS Provider to a specific
device (e.g., linked by phone number, userlD) or a specific person (e.g., linked by name or other
unique identifier).

Best Practices and Guidelines Jor Location-Based Services

22-
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The Guidelines do not apply to location information used or disclosed:

e as authorized or required by applicable law (e.g., to respond to emergencies,
E911, or legal process);

e to protect the rights and property of L.BS Providers, users or other providers of
location information;

» for testing or maintenance in the normal operation of any network or LBS; or

» in the form of aggregate or anonymous data.

Section 4 - Specific Guidelines
A. Notice

An important element of the Guidelines is notice. LBS Providers must ensure that potential
users are informed about how their location information will be used, disclosed and protected so
that they can make informed decisions whether or not to use the LBS, giving the user ultimate
contro} over their location information.

The Guidelines do not dictate the form, placement, terminology used or manner of delivery of
notices. LBS Providers may use written, electronic or oral notice so long as users have an
opportunity to be fully informed of LBS Providers’ information practices. Any notice must be
provided in plain language and be understandable. [t must not be misleading, and if combined
with other terms or conditions, the LBS portion must be conspicuous.

If, after having obtained consent, LBS Providers want to use location information for a new or
materially different purpose not disclosed in the original notice, they must provide users with
further notice and obtain consent to the new or other use.

LBS Providers must inform users how long any location information will be retained, if at all. If
it is not practicable to provide an exact retention period, because, for example, the retention
period depends on particular circumstances, the LBS Provider may explain that to users when
disclosing its retention policies.

LBS Providers that use location information to create aggregate or anonymous data by removing
or permanently obscuring information that identifies a specific device or user must nevertheless
provide notice of the use.

Best Practices and Guidelines for Location-Based Services

S3.
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LBS Providers that share location information with third partics must disclose what information
will be provided and to what types of third parties so that users can understand what risks may be
associated with such disclosures.

LBS Providers must inform users how they may terminate the LBS, and the implications of
doing so. LBS Providers also must ensure that any privacy options or controls available to users
to restrict use or disclosure of location information by or to others are explained to users.

LBS Providers must periodically remind users when their location information may be shared
with others and of the users’ location privacy options, if any. The form, placement, terminology
used, manner of delivery, timing and frequency of such notice depends on the nature of the LBS.
For example, one would expect more reminders when the service involves frequent sharing of
location information with third parties and fewer reminders, if any, when the service involves
one-time, user-ipitiated concierge service calls (e.g., locating a nearby service). In addition,
depending on the circumstances, the use of an icon or other symbol to disclose when location
information may be shared may be a more effective means of reminding consumers than a
written notice.

In some circumstances, account holders (as opposed to users) may control the installation and
operation of LBS. In addition to providing notice to the account holder, LBS Providers still
must ensure that notice is provided to cach user or device that location information is being used
by or disclosed to the account holder or others. Once again, the content, timing and frequency of
such notice depends on the nature of the LBS.

Best Practices and Guidelines for Location-Based Services

4.
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B. Consent
1. Form of Consent

LBS Providers must obtain user consent to the use or disclosure of location information before
initiating an LBS (except in the circumstances described below where consent is obtained from
account holders and users are informed of such use or disclosure). The form of consent may
vary with the type of service or other circumstances, but LBS Providers bear the burden of
establishing that consent to the use or disclosure of location information has been obtained
before initiating an LBS.

The Guidelines do not dictate the form, placement, terminology used, or manner of obtaining
consent as long as the consent is informed and based on notice consistent with the requirements
set forth in the Notice section above. Consent may be implicit, such as when users request a
service that obviously relies on the location of their device. Notice may be contained in the terms
and conditions of service for an LBS to which users subscribe. Users may manifest consent to
those terms and conditions electronically by clicking "I accept"; verbally by authorizing the
disclosure to a customer service representative; through an IVR system or any other system
reasonably calculated to confirm consent. Pre-checked boxes that automatically opt users in to
location information disclosure, or, choice mechanisms that are buried within a lengthy privacy
policy or a uniform licensing agreement ordinarily would be insufficient to express user consent.

2. Account Holder Consent

In some cases, where the actual user is different than the account holder, an account holder may
control the installation and operation of LBS (e.g., business account holder utilizing LBS for
fleet management; parental account holder providing phones for childrens’ use). Under these
circumstances, the appropriate consent may be obtained solely from the account holder. As
noted above, however, LBS Providers still must ensure that notice is provided to each user or
device that location information is being used by or disclosed to the account holder or others.

Best Practices and Guidelines for Location-Based Services
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3. Revocation of Consent

LBS Providers must allow users to revoke their prior consent to use or disclose location
information to all or specified groups or persons.

Where technically feasible, LBS Providers may provide for selective termination or restriction of
an LBS upon account holder request. An account holder may revoke or terminate all or a portion
of any users’ consent to an LBS.

The Guidelines do not dictate terms of service that LBS Providers must offer to users with regard
to an LBS. Nor do the Guidelines dictate any technical implementation for terminating or
restricting an LBS.

Best Practices and Guidelines for Location-Based Services
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C. Safeguards

1. Security of Location Information

LBS Providers must employ reasonable administrative, physical and/or technical safeguards to
protect a user’s location information from unauthorized access, alteration, destruction, use o1
disclosure. LBS Providers should use contractual measures when appropriate to protect the
security, integrity and privacy of user location information.

2. Retention and Storage of Location Information

LBS Providers should retain user location information only as long as business needs require,
and then must destroy or render unreadable such information on disposal. If it is necessary to
retain location information for long-term use, where feasible, LBS Providers should convert
location information to aggregate or anonymized data.

3. Reporting Abuse

LBS Providers should provide a resource for users to report abuse and provide a process that can
address that abuse in a timely manner.

4. Compliance with Laws

LBS Providers must comply with applicable laws regarding the use and disclosure of location
information, and in particular, laws regarding the protection of minors. In addition, it is
recommended that LBS Providers comply with applicable industry best practices and model
codes.

5. Education

In addition to any notices required under the Guidelines, LBS Providcrs certifying under the
Guidelines will work with CTIA in an education campaign to inform users regarding the
responsible use of LBS and the privacy and other risks associated with the disclosure of location
information to unauthorized or unknown third parties. All entities involved in the delivery of
LBS, including wircless carriers, device manufacturers, operating system developers, application
aggregators and storefront providers, should work to educate users about the location capabilitics
of the devices, systems, and applications they usc as well as to inform them of the various
privacy protections available.

Best Proctices and Guidelines for Location-Based Services
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6. Innovation

LBS Providers develop and deploy technology to empower users to exercise control over their
location information and to find ways to deliver effective notice and obtain consent regardless of
the device or technology used or business model employed.

7. Compliance with Guidelines

LBS Providers that comply with the Guidelines may self-certify such compliance by placing the
following statement in their marketing or promotional materials:

Appendix - Additional References

CTIA has collected a variety of Location Based Services Privacy Policies that demonstrate the
application of these Best Practices. These policies are availablc at:

http://www.ctia.org/business_resources/wic/index.cfm/AiD/11924

Best Practices and Guidelines for Location-Based Services
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ATTACHMENT B

Maija Zummo’s Stalking Case

Maija first met Richard at the University of Wisconsin when her roommate began dating
his roommate in the fall of 2002. They all lived in the same dorm, aithough they were
several floors apart. She barely knew him, but noted that he was always at his
computer. While she was still at Wisconsin, she and Richard talked a few times, and
instant-messaged once or twice, but never dated or had any other relationship. In fact,
she didn't even know his last name. Maija left UW after a single semester, she never
really thought of him again.

About seven years later, odd things started happening. Someone stole her grill from her
patio, then someone started tagging her photo on Facebook with the name "Gollum."
She made her page private and the tagging stopped. Then her front door was splattered
with a gallon of red paint. Next, her car was spray painted with orange paint as it sat in
a parking lot downtown. In September, 2009, her car was shot with a .45. In October, it
was shot with the same gun, but this time the shooter left a threatening note. The note
was unsigned, but referred to her as "Gollum." The pattern of escalating violence was
now undeniable.

In November, 2009 as she was walking back to her workplace with her co-worker,
Richard held both of them at gunpoint in the foyer of her building. She didn't recognize
him: His hoodie was pulled down, he had some sparse facial hair, and in the seven
years that had lapsed since she last saw him, he didn't look like the quiet, shy boy who
sat at his computer in his dorm room. He wasn't anyone she knew.

As Richard’s stalking behavior continued and escalated, he was also generating digital
evidence as he emailed Maija and the people in her life. Each email, each Facebook
post could theoretically be traced back to an IP address that would show the location of
the device user and perhaps detenmine the user’s real identity. Because Maija had not
recognized Richard, she and investigators were operating under the assumption that
the stalker was a stranger. They did not know his real name, much less his address.
Identifying the stalker became of paramount importance.

Richard was mobile and technologically savvy. He also had money. Although he was an
Illinois resident, he obtained driver licenses in Ohio and Florida that he used to
purchase firearms. Richard traveled through Utah, Colorado, Kentucky, lilinois and
Canada, using mobile hotspots at popular businesses to connect his mobile devices to
the intemet. Richard knew about anonymizers, and even routed his connections through
Europe. Investigators had to search for evidence from several companies including
Google, Facebook, Yahoo, AT&T, Qwest Communications, Twitter, and others.

IP"addresses, usemames, and the physical location of the intemet connections were not
easy to identify with any great certainty. Evidence provided by online service providers
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was sometimes provided immediately in response to exigent requests, while other
companies had to be contacted repeatedly before they responded to the search
warrants and subpoenas. Investigators wanted to set up pen registers1 to trap as much
information as possible, but found it difficuit to do so.

Furthermore, investigators were never sure what kind of device the stalker was using to
connect to the internet. However, they were positive it was a mobile device given the
stalker’s frequent travel and strict usage of public wireless hotspots. He could have
been using a phone, a laptop, a netbook, or even an iPod Touch. Their inability to
determine which device he was using points to the fact that mobile devices, while
designed and marketed for specific uses, very much share the same technologies and
are increasingly difficuit to distinguish from one another.

In the fall of 2010, Richard wrote to a friend of Maija’s after he had held them at
gunpoint and demanded Maija’s housekeys. Richard wrote:

“Its thanksgiving next week so im going to call a truce and you should probably use
the truce time to buy some guns and learn to shoot them because im not going to
mess up again. Gollums house is going to get burnt to the ground. | have never
carnied out a broad day light stick up before and | assumed you would be reasonable
and give me what | asked for. | was just as nervous (non-chalant) as you guys and
maybe i flubbed my lines a bit and you didn’t hear me clearly which led to the
confusion of Gollum running up the stairs and you giving me your housekeys and not
hers. So, in summation tell Gollum that she is totally fucked and that my new pilan to
bum her house down is fool proof. p.s. — stop cooperating with the police you
snitch.”

By the spring of 2010, Richard had shot Maija's car, and also shot at one of Maija’s
colleagues. His death threats were escalating, and Maija and her family believed that
Maija was in imminent danger. Investigators reassured Maija’s family on April 1%, 2010
that Maija was in no danger at the moment. They believed that Richard was in Austin,
Texas based on IP evidence that they had obtained from the records left by Richard’s
mobile devices that he used to send threatening messages. Maija's family did not feel
safe, and believed that Richard was in fact much closer. They were right.

The next day, at 10:16AM, AT&T responded to a subpoena request by fax. Using
AT&T's information and other sources, investigators quickly realized that Richard Ewan
was not in Texas. He was about six miles away from Maija’s residence. At 11:37AM,
investigators used the GPS in Richard’s cell phone to locate Richard. He was followed

TA pen register is a device or service that logs all of the activity on a phone line or on an internet site, computer, or
other simiiar technology.
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on his way to Maija’s home, and arrested by 2:00PM with a gun and other items that
suggested he was on his way to follow through on his threats to kil Maija.

Richard claims he wanted Maija to suffer for being so popular, so cool, so hip. He
wanted her to know how it felt to have none of those traits. ronically, Maija never feit
the way Richard envisioned her. She felt lonely and uncertain, and was striving to find
her way in the world.

It's a mystery why he became obsessed with her so many years later. When they were
both at UW he never asked her out. Therefore, she never rejected him. Yet somehow
she made it onto his enemies list, his list of people he was going to get even with for
being mean to him. She was first on his list, but he was planning to move on to the
others. He never did. After his arrest, when the detective asked him why he terrorized
Maija the way he did, he answered simply, "She rubbed me the wrong way.”

Maija survived; Richard was tried and found not guiity by reason of insanity. Today,
however, Maija is haunted by that 10:16AM fax, What if AT&T had responded a few
hours later?
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Insurers Test Data Profiles to Identify Risky Clients

ByLESLIE SCISM And MARK MAREMONT

Life insurers are testing an intensely personal new use for the vast dossiers of data being amassed about
Anmericans: predicting people's longevity.

Insurers have long used blood and urine tests to assess people’s health—a costly process. Today, however,
data-gathering companies have such extensive files on most U.S. consumers—online shopping details, catalog
purchases, magazine subscriptions, leisure activities and information from social-networking sites—that some
insurers are exploring whether data can reveal nearly as much about a person as a lab analysis of their bodily
fluids.

In one of the biggest tests, the .S, arm of British insurer Aviva
PLClooked at 60,000 recent insurance applicants. It found
that a new, "predictive modeling” system, based partly on
consumer-marketing data, was "persuasive"” in its ability to
mimic traditional techniques.

The research heralds a remarkable expansion of the use of
consumer-marketing data, which is traditionally used for
advertising purposes.

Life insurers are testing new ways to predict iife
expectancy and they're mining personat information . 3 . . . }
online and offline to do it. WSJ's Kelsey Hubbard talks o This data increasingly is gathered online, often with consumers

reporter Lesfie Scismabout the brave new w orld of only vaguely aware that separate bits of information about
online actuarial research. ) N

them are being collected and collated in ways that can be
surprisingly revealing. The growing trade in personal

What They Know Videos information is the subject of a Wall Street Journal
What They Know: Websites Move to Curb investigation into online privacy.
Cookies
What They Know: Stalkers Turn to GPS A key part of the Aviva test, run by Deloitte Consulting LLP,
How Advertisers Use Intemet Cookies to was estimating a person’s risk for illnesses such as high blood
Track You pressure and depression. Deloitte's models assume that many
di relate to lifestyle factors such as exercise habits and
Related fast-food diets.
inside Deloitte's Life-insurance Assessment
Technology This kind of analysis, proponents argue, could lower insurance
Complete Coverage: What They Know costs and eliminate an off-putting aspect of the insurance sale

for some people.

.wsj.com/.../SB1000142405274870464... 1/5
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nal, and often unnecessary, information” such as blood or urine
samples, "simply makes the process less efficient and less

_ Vote: Should data-mining be used by customer-friendly,"” says John Currier, chief actuary for Aviva
insurance companies to predictlongevity? USA.

Journal Community

Other insurers exploring similar technology include American International Group Inc. and Prudential
Financial Inc., executives for those firms confirm. Deloitte, a big backer of the concept, has pitched it in recent
months to numerous insurers.

The industry is grappling with how to get policies into the
hands of middle-class families more cost-effectively. Sales of
life policies to individuals are down 45% since the mid-1980s.
Deloitte says tnsurers could save $125 per applicant by
eliminating many conventional medijcal requirements. Under
Deloitte’s predictive model, the cost to achieve similar results
would be $5, Deloitte says. The total underwriting costs for a
policy range from $250 to $1,000, insurers say.

Making the approach feasible is a trove of new information
being assembled by giant data-collection firms. These
companies sort details of online and offline purchases to help categorize people as runners or hikers, dieters or
couch potatoes.

They scoop up public records such as hunting permits, boat registrations and property transfers. They run
surveys designed to coax people to describe their ifestyles and health conditions.

Increasingly, some gather online information, including from social-networking sites. Acxiom Corp., one of the
biggest data firms, says it acquires a limited amount of "public” information from social-networking sites,
helping "our clients to identify active social-media users, their favorite networks, how socially active they are
versus the norm, and on what kind of fan pages they participate.”

For insurers and data-sellers alike, the new techniques could open up a regulatory can of worms. The
information sold by marketing-database firms is lightly regulated. But using it in the life-insurance application
process would "raise questions” about whether the data would be subject to the federal Fair Credit Reporting
Act, says Rebecca Kuehn of the Federal Trade Commission's division of privacy and identity protection. The
law's provisions kick in when "adverse action” is taken against a persom, such as a decision to deny insurance or
increase rates.

The law requires that people be notified of any adverse action and be allowed to dispute the accuracy or
completeness of data, according to the FTC.

Deloitte and the life insurers stress the databases wouldn't be used to make final decisions about applicants.
Rather, the process would simply speed up applications from people who look like good risks. Other people
would go through the traditional assessment process.

The use of the data also may require passing muster with insurance regulators. Regulators in Connecticut, New
Jersey and New Y ork, alt home to major U.S. life insurers, say they haven't been briefed.

They say their concerns would include ensuring that the approach doesn't unfairly discriminate, "An insurer
could contend that a subscription to 'Hang Gliding Monthly' is predictive of highly dangerous behavior, but I'm
not buying that theory: The consumer may be getting the magazine for the pictures,” says Thomas Considine,
New Jersey's commissioner of banking and insurance.

AIG is in the early stages of analysis "to figure out what is meaningful and what is not" in the data, says Bob
Beuerlein, chief actuary for its SunAmerica Financial unit. The tests are being conducted by an in-house "think
tank” whose mission, he says, is "to see where we're going in the future.”
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A Prudential spokesman says the insurer "is looking at” the potential of marketing data, declining to discuss
details.

Some insurers are taking a wait-and-see approach. Deloitte's "methodology is sound," says Mike Belko, chief
underwriter at USAA Life Insurance Co., but for now, “it's too soon to say how much reliance we would put on
the information.”

The largest marketiug-database companies in the U.S. include Acxiom, Alliance Data Systems Corp., Experian
PLC, and Infogroup. Each says it has detailed information on more than 100 million U.S. households, though
contents of their databases vary as do their rules related to data use.

There are myriad sources of personal data. Acxiom recently told investors it takes in three billion pieces of
information daily as businesses seek to "monetize" information about their customers. Some retailers share
information about purchases made by people, including item description, price and the person’s name.

Increasingly, information comes from people's online behavior. Acxiom says it buys data from online
publishers about what kinds of articles a subscriber reads--financial or sports, for example—and can find out if
somebody’s a gourmet-food lover from their online purchases. Online marketers often tap data sources like
these to target ads at Web users.

"Personally identifiable data from the online world is merged with personally identifiable information from the
offline world, every day," says Jennifer Barrett, Acxiom's head of global privacy and public policy. She also
says that, while Acxiom does store personally identifiable information, it doesn't store or merge anonymous
online-tracking data, such as Web-browsing records.

Acxiom says it wouldn’t let insurers use its data to help assess applicants, for fear of triggering the stiffer
federal credit-reporting regulations. Infogroup says it isn't supplying information to insurers for this use.
Experian said its marketing data may only be used for marketing purposes.

Units of News Corp., including The Wall Street Journal, supply
information to marketing-database firms and buy information
from them, "We have strict precautions around
confidentiality," a spokeswoman said.

More From the Series
AWeb Pioneer Profiles Users by Name
Web's New Goldmine: Your Secrets
Personal Details Exposed Via Biggest Sites
Microsoft Quashed Bid to Boost Web Privacy This isn't the first use of database mining in insurance. About

On Cutting Edge, Anonymity in Name Only 20 years ago, data pros found that some factors in people’s
Stalking by Cellphone credit histories have a strong correlation to claims on car and
Google Agonizes Over Privacy home-insurance policies.

On the Web, Children Face Intensive Tracking
*Scrapers’ Dig Deep for Data on Web
Facebook in Privacy Breach

In other words: The better your credit, the less likely you'll file
a claim. Today, most car and home insurers use this
phenomenon to price their policies. For this purpose,

The Tracking Ecosystem property -casualty insurers look at people’s credit reports, as

Follow @whattheyknow on Twitter opposed to the consumer-marketing databases.
Complete Coverage: What They Know
Life insurers haven't changed their general underwriting

approach for decades, relying heavily on medical screemng.

Deloitte’s effort to promote predictive modeling to life insurers gained steam in recent months, boosted partly
by the Aviva research. Deloitte detailed the test in May at a seminar hosted by the Society of Actuaries, a
professional group.

Atthe seminar, a consultant helped explain Deloitte's concept by discussing imaginary 40-year-old insurance
buyers, "Beth” and "Sarah.”

Using readily available data, the cousultant said, an insurer could learn that Beth commutes some 45 miles to
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work, frequently buys fast food, walks for exercise, watches a lot of television, buys weight-loss equipment and
has "foreclosure/bankruptcy indicators," according to slides used in the presentation,

"Sarah,” on the other hand, commutes just a mile to work, runs, bikes, plays tennis and does aerobics. She eats
healthy food, watches little TV and travels abroad. She is an "urban single” with a premium bank card and
“good financial indicators.”

Deloitte’s approach, the consultant said, indicates Sarah appears to fall into a healthier risk category. Beth
seems to be a candidate for a group with worse-than-average predicted mortality. The top five reasons: "Long
commute. Poor financial indicators. Purchases tied to obesity indicators. Lack of exercise. High television
consumption indicators."”

Another consultant detailed the Aviva test to the seminar
attendees. Deloitte didn't identify the insurer; Aviva confirmed
its role to the Journal.

Data From 'What They Know"

The Wail Street Journal anaiyzed the tracking

files installed on people’s computers by the 50
most popular websites, plus WSJ.com. Explore A . .
the data here and see separate analysis of the The consumer-marketing data for the test came from Equifax

files on popular children's sites. Inc.'s marketing-services unit, since bonght by Alliance Data
Systems. An Alliance spokeswoman says the company was
unaware of the insurance-related test, which was done before it bought the former Equifax subsidiary. Alliance
“does not provide its marketing data for such purposes,” she says.

The goal of Aviva's test: With 60,000 actual insurance applicants, figure out how to use the marketing
databases and other information to reach the same underwriting conclusions that Aviva reached using
traditional methods such as blood work. The 60,000 people were applicants Aviva had already judged.

Such predictive models wouldn't necessarily look for indicators of all diseases, such as AIDS, because the
insurer would likely learn about some conditions from the answers on an application. Rather, insurers say a
model would tend to look for potential risks such as, for instance, diabetes {from, say, a poor diet).

Aviva declined to discuss the process in detail, but Mr. Currier says the insurer found that the model
consistently yielded results that “closely aligned with those of purely traditional underwriting decisions.”

The insurer says pilot projects with marketing data are continuing in its effort to improve clients’ buying
experience,

Deloitte acknowledges the potentially controversial nature of its work. "No matter what their predictive
powers may be, any variable that is deemed to create a legal or public-relations risk, or is counter to the
company’s 'values,” should be excluded from the model,” its consultants wrote in an April paper.

Deloitte isn't the only firm pushing data-mining for insurers. Celent, an insurance consulting arm of Marsh &
McLennan Cos., recently published a study suggesting insurers conld use social-networking data to help price
policies and aid in fraud detection.

A life insurer might want to scrutinize an applicant who reports no family history of cancer, but indicates online
an affinity with a cancer-research group, says Mike Fitzgerald, a Celent senior analyst.

"Whether people actually realize it or not, they are significantly increasing their personal transparency,” he
says. "It's all public, and it's electronically mineable.”

‘Write to Leslie Scism at leslie.scism@wsj.com and Mark Maremont at mark. maremont@wsj.com

More From 'What They Know’
A Web Pioneer Profiles Users by Name
Web's New Goldmine: Your Secrets
Personal Details Exposed Via Biggest Websites
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Microsoft Quashed Bid to Boost Web Privacy

On Web's Cutting Edge, Anonymity in Name Only
Stalking by Cellphone
On the Web, Children Face Intensive Tracking
Google Agonizes Over Privacy
‘Scrapers’ Dig Deep for Data on Web
Facebook in Privacy Breach
The Tracking Ecosystem
Follow @whattheyknow on Twitter
Complete Coverage: What They Know
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huﬁyhm:wruihmmhn--ﬂmhmYaIhu\‘himnlh-nhnnllm-mmlyamvﬂummnﬂdmnmlmindlhuhvmsmmmwwmd
these Terms and Conditions take precedenca.
Bt Chacses
Gooe does oot chargs for dowmicadivg o uaing Google Mages far s, Ik deperedng oy plan a0 vobs CATie o s, Youecarescr oihes Xavider may tharge you for downleading Gongle
Saps for mohile of kv use of your mobile phone when you aczass informalion of othes Gongle sesvices throwgh Coogle Maps for mobile.
Non-Copmerciat itss Onbe

Goagle Maps for mobita 13 e awallable 10 you for your mop—commencial use only. THE ety (NGt You iy use It JoF your pArsoRal ute Only: you may us# 1t al work of 2t hame, t SArch for amything you
m‘mmmmmuhhTmsuwmmrwn-nmwnﬁqhswﬁubnnmnhnmmmwmmmw you wart to 5ef Google Maps
Yor mabtie of any seraces, R, af 1 you wat to modiy, ooy, Acense, or creace destvative works ffom Google Maprs for mable.

Unless you hiave dur prior wrilten Consent, you 2gree not m modiy, adapt, trantiite, prepare derative works fram, decomplie, reverse enginser, disacsemble or otherwise attempl i therive soures code fram
Google Maps for

Funthrermare, yau may not use Google Mags far mobiie In sy manner that oouid damage. disable, qwerburden, 0f ImPalr Googie's SErvCES {e.gL. You may nok use the Google Maps for mabile it an sitomated
manner), nor iy you use Coogie Maps far mobite Ia sy mannes thal could inverfere with any mher party' s use and enjoyment of Google's services.

If you have comments on Gople Maps for mobite of kieas o how to improve IL. please emal! ODES-UIOOUINIORGIE LLOL Please nate that by doing 3, yau alsa grant Cooght ad third parties permison 1o
52 and incorporate your deas br commments ntm Coogle Maps for muabiin {or third party ) Parther noilce.

Insedinciual Pronsty

A1 batwesn you armd Cotrgle, You arve aadt acknowtecige that Coogle cwns 3l s, thde 20d intsrert n xnd to Google Maps for mablte, Including withour Jmiation 2l atsociated Inellectual Propesty Righas.

TmelecualProperty ISH” Star 3y 4 U g extiog rom o e et puent i, CODYIgh b rade sec U,mhluf ‘Competian law, and any and all ot proprierany

mu'm-unﬂmmmwnm or hereaiter it Jorce and wifect woridwide. You RV, obAcis Or har GoOge's oy thrd Barys
uolkgMmmumrm.vmumlﬂzlhu!mnrmﬂdmﬂvﬁﬂnwxmﬁdhmwmhnmrvnnhmughmﬂoﬂultit:uht
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Dissialmer of Warrmtisa

Gaogle and amy third party who makes 1ts software auaifalde i Corjuncrion with of through Googhe Magrs for mobile disclalm any responsibifiy lor zny harm resulting Trom your use of Google Maps for mablie
andjor amy third party software acoessed In conjunction whit or through Goagle Maps for mobile.

GOOGLE MAPS FOR MOBILE IS FROVIDED AS 15,” WITH N0 WARRANTIES WHATSOEVER, COOGLE AMIS SUCH THIRD PARTIES EXPRESSLY DISCLAIM TO THE FULLEST EXTENT PERMITTED BY LAW ALL EXPRESS,
BIpUED, INCLUDING, vnrnour UMITATION, THE WARRANTIES OF MERCHANTABILITY, FITNESS FOR A PARTICIZLAX PURPOSE, AND NON-INFRINGEMENT OF PROPRIETARY
u:m r.oocl.s AND ANY SUCH THIRD PARTIES DISCLAIM AN REGARDING THE SECURITY, RELMABILITY, TIMELINESS, AND PERFORMANCE OF COOGLE MAPS FOR MOBILE AND SUCH THIRD PARTY

YOU UNDERSTAND AND AGREE THAT YOU DOWNLOAD AN lokusEwocuW\rsFokMoiuA'rvounawnnﬁclmonAmwmumrvmmuumvlmlwmmmmsm
YOUR COMPTER OR MOMLE DEVICE SYSTEM OR LOSS OF DATA THAT RESULTS FROM THE DOWNLOAD OR USE GF COOGLE MAPS FOR MOBILE, SOME STATES OR OTHER JURISDICTIONS DO NOT ALLOW THE
EXCLUSKIN OF IMPLUIED WARRANTIES, 5O THE ABOVE ENCLUSIONS MAY NOT APFLY TO YOU, YOU MAY ALSD HAVE OTHER RICHTS THAT VARY FROM STATE YO STATE AND JURISOKTION TO JURSTICTION.

Limitation of Liabily

(GOOCLE GR ANY THRD FARTY WHO MAKE THER SOFTWARE AVAILASLE N CONJUMCTION WITH OR THROUGH THE GOOGLE MAPS FOR MOBILE 8E LABLE
ACCOUNY OF THAT USER USE O MISUSE OF COOGLE FORl MOSILE. SUCH LAMTATION OF LIABILITY SHALL APPLY TO PREVENT RELOVERY OF DIRGCT, INDIRECT, INCIDENTAL, CONSEQUENTIAL, SPECIAL,

3 SUCH LA IS ITRALT, TORT LIGENCS, OR OTHEAWISE, {EVEN (F GOOGLE AND/OR A THEAD FARTY
FROVIDER HAVE BEEH ADVSED OF THE POSSIBILITY OF SUCH DAMAGES). SUCH LIMITATION OF LIABIITY SHALL APPLY WHETHER THE DAMAGES ARISE FROM USE OR MISUSE OF ANIY RELIANCE ON COOCLE
MAPS FOR MOSILE OR ON PRODUCTS OR SERVICES MADE A\ ™ OA THROUGH FOR MOBRLE, FROM INARYITY PRODUCTS O
SERVICES MADE AVAILARLE IN OR THAOU(H THE CODGLE MAFS FOR MOBILE, GR FROM THE INTERRL! OR TEANINATION OF CODGLE MAPS FOR MOMLE OR FRODUCTS
OR SBIVICES MADE AVAILAME IN CONJLNCTION WITH mmmnmuammmrmwwmnnmﬁm SUCH LIMITATION SHALL APPLY
LBATED REWEDY AND TO THE FULLEST EXTENT PERMITTED BY LAW.

lDilSI‘A"B ammmmvmmmmlurAﬂuuorMmm&mmmﬂmmwmsmmmﬂmmmmv

Mscaltanenut Pravidens

These Terms and Con the lass of the Srare of Caifornia, withoul giving effect To the conftict f Laws provisions of Californta or yoor aclual siae of
mydmnun.lhnnymamdmbmﬂmmmmuwumrmmcwlmsmhmhmm the remalnder of trese Termes and Conditions wil

cooateoe in Fufl force and

These Terms ama tmd:bmmunmunmh- agrenmt between you And Caogle with rE1pec 10 the subject mator hervol and superiede and reptace 3il Prios DF COMEMPOraAECuS UndersGAdRgS or

agreements, wetten o oral, reganding such Subject matter. mmn!mymdmnrm“mnsu!huﬂmmmnmmsmwww

Septambier 2007
YouTihe Terms of Sarvics
1. Your Accepiance
* D “’&'&ﬂ”i‘&m s o Senaee, (B ouTobe's ooy b, R o W0 o ey e iy etamence, s (JJNV—JTuh(x

y here by reference. i you 60 nat Agece (0 any of these terme, the YouTube prvacy natice, or
the Community Guidelines, piease do not use the YouTube Website.

B Akhough we may mum(nmnlvmwhmma}orm are made 1o 1hese Terms of Service, you sbould periodically revhew the mas hap.
YouTube e, i 3 s Oacoeon, odiy o e theve Terms ofSerice and paRces 1 s ety and o 31t 13 e b iy SuEh mochcaions o revhlona. Mg n s Agremm sl be
dermed 1o m-mnw—pamngmw fits.

2. YouTube Mebeite

A These Terms of Service apply to all uters of the YauTuby Wetwite, iaduding users who are alo contribumcs of viden content, informuaticn, and oter materisls or services on the Websiie, The YouTahe
w.mu: includes 3t aspects of YouTube, including but rat imited ra alf products, sofeare aud services offered yix the weebsite such s the YouTube channels, the YouTube "Embeddable Player.” the
“Uplowder” and mher wons,

applica
B ‘D\IYuuTubeVlbslle mlym’l'h o third party websites that are not pwned or tontrolied by YoaTube. YouTube has no ¢omrol over, And 255umes N0 responsibillty for, Lire Content,
‘0ficies, 0r PrAKtices of a7y thi ATy webisibes. in addithon, YouTube sl not ard Cannot consor or edlt the content of amy third-party Bte, BY using the Webrsite, you expressly relieve YouTube from
wwanhmmmng!mmyu-uunlwwm- websne.
€. Accordingly, we encowrage you (o be mware when you leave the vmrmwmue-.ammn the terms and conditinns and privacy poficy of each oiher websiie thal you Wil

3. YouTube Accoums
A tn order 1o acons of the Hebsire, you 2 YouTubt SCCOUNL. You My pever Use Another's account witkour permission, When creatiisg your accowt, you mi
ndmpﬂmmhm-lmYmmstthlmmWanmywrmm(. and you mUSK keep Yoier acEouM password 3acire. You must motly VouTube Immedut'ynl

2y bronch f excurny or ursthortead use of your ecou
[ nmngn ‘VouTube wil not be Kable for your lnases mudb,mymmnmm use of your account, you may be tiable Jor the losses of YouTube or Dihers due Yo such unauthorized ute.

4. General iize of the Wabsite-—Permissions and Restriciioes
YouTie hereiry QAT you DEMTYSAION 10 ACTRTS 30 Use the Websie as set forth In thess Tenmy of Serice, provided that:
A You agree not o sistrioue In any medais 41y part of the Website, ichuding st not imited 1o tser Subeissions (defiies below), without YouTube's prior writsen autherization.
s relaied

L vwwmmmwmhwmdxw , inchuding but not Emdeed 10 YouTube's Emdeddable Mayer o7 any of hs
c vuwmnmwmmmmbﬂm)my«mm:wmmmqhmmdm»ww ‘means othes than the video playback pages of tre Websire itself, she YouTube Embeddable
Player, or other expicthy scthorized means. ibe may desigrate.
.3 vummmmmmwmmmwﬂuhMMVlnummmduu.mmmmmnmdmﬂuumu&uﬂmmﬂmmduaemnlm-
Rollowtg actions taicen without s exgress approvak
wumwmmnwn;ummm“mmmmmmm
wse of the Website or its relaied seevices ls-numwmmmummwmolgnmmummmmm e
the sk of abveaising, o the y third-party e User Submiastons oF YouTube content;
wid any use of the Websie or Plasyer) th Vw?ub:hds Iuhxde&mwvquMesmumrSm-ﬂlktﬁad
For YouTube, s abiut proibited cormmerc uses, sex e FADL)
E  Probidited commercial uses do moa inchude:
uploading A orginal VORS 10 YouTube, O Mavtaning an original channet o1 YouTube, b POMOLE Y0ur bUSiess OF ISt eterprise:
on an ad Sog or webiske, b primary purpoae of USing the s IS nOX 1D galn compgie
with YouTube;
awmmnurmummmmm
k. , s our FAQLY
[ uym-uu»eyo-ro: Player on vour welisitz, you st incude a prominent link back 1a Uk YouTube wabsite on Ue pages containing the Embeddable Player and you may nat madily,
‘buiid upon, or Block any porton of the Embeddable Pyer in aty way.
H. M you use the YouTube Uploader, from YouTube. These updates are detigned to improve, enhance wnd furthee
he fosm of bug fixes. e Soars Tratuies and COmHRIERy e 3ers¥ons. ¥ns Syee 1 TeCEe St Pt (el et YouTuge b vy
thest Lo you) a5 par of your use of the Ugoader.
L You agree nol to use o7 ng. Simitation, “robots,” “spkiers,” oF oﬂkntludcu‘ \meulhﬂ&sﬂtmamm&umﬁsm
the YouTube servers in has a b produce in the by mmmnmm
the opersors of pablic ixs Spiders lrvmunsnc'crwwkwmd y exum “ anung;....\..
indices of the maxerias, bt 10C Cacies o archives of such materials. the righy genecaity or In specific © collect of harvest ay
mwwmmhbbmwommdummmm' nonuvstm systems provided by . ema) for any Commenca) solcitation
purposes. You agree nok to solicit, for ‘ 10 thelr User Submissions.

L i your use of the website, mwmmu«mummm:mmumn:m;e?emds:vammwm and all applcable local, naional, and Insernadional Lavs
[3 'lw'?u:‘rummmmmmmmldk\'m‘mhzmnxmum
5. Your Use of Contant on the Ska
It 3déiNion to the general reiriiions above, the following restsictions ad condkions 2pply SpECFcay (0 your use of cantent on the YouTube Websie.

A, The content an The YouTube Website, except all Usar Submissians (as defined heiow), inchuding without bmitation, the text, soffeare, scripls, graphics, photos, sounds, music, wdens, interacte
Features a0d the Bxe (Content) and the irademarks, senice marks and loges contained theren (Warks?), afe cwoed by or Reensed tn YouTube, subject to copyright and other intelieciual propecty
rights under the kaw. Contem on the Websize I5 provided 6 you AS IS for your Information and personal use only and may ot be downleaded, copled, reproduced, distrbaned, ransmied, broadearst,
displayed, sokd, icensed. of Diberwise explaited for any orher purPotes whatt never without th peiar written consant of the respective owners. YouTube reserves all fights not expoessly granted in and
0 the Website and tre Contem.

B You may access User Submissions for your infarmalion and peronal use Solely as intended through the provided Funcionality of the YouTube Webshe. You shall not copy or downioad any User
Submission unless you see a “desvnload” or stmilar ik QIsplayed by YouTube on the YouTube Website for tha User Submssien.
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c uwcv-nn-numm whbltm for your nformation and personal use wolely a1 mtended through Mie normal functionality of the YouTube Wabsite. User Comments are made avaiable “as 1s7,
d may rot 0, reproduced, smnhuud, uansmitted, bmnﬂnul. Saplayed, s0id, licensed, downioaded, of otherwise Sxpiited In any manner not mtended by the normal functionaty of

Ihe YouTube »-bmz Pyt s

‘You may aceess YouTube Conteat, Liser s«mmus e oxher coment anly a1 permitted under this Agresmeni. YouTube reserves all Aghts not expressly granted in and ko the YouTube Content and

L)

You agree 15 7N engage in the use, copying, or disidbution of any of the Content pther than capreasly permirted hesein, induding any use, copying, o dixsibulion of User Submissioas of Uird panies

‘abtained through the Webske for any commercial wwm

F. You ageee not aivaon ¢ Seatures of the YouTube Webshe or features (A prevent oF estrict use or copying of any Concent or enforce
limhatons on wse of the YouTube Websie or the Conten therein.

G. You undersiand that when using (he YouTube Website, you will be exposed tn Uses Submissions From 2 vaery of sources, and that YouTube i nat respansible for the accuracy, usefuiness, safety, or
intefiectua propenty rights of or refating 1o such User Submissions. You rumm understand and acknowledge that you iy be exposed 10 User Submitsions that are inactutate, offensive, Indecertt, of
abjectionable, and you agree 16 woive, and berebry do walve, any legal or equitabie rights or remedies you have oF rray ave againsi YouTube whi nespect thereto, and agres to indemnity x0d hold
YouTube, s Owners/Operatars, afiifates, and/of hcensass, hatmiess 10 e Tuhest extent sAowed try Bw regarding a manters related 1o your use of the sie.

& Your User Ssbanlsalony arvd Condurt

A As-mv»umummmxmmmu-u-u('uuvvwmhna:mudmmau('uwCummﬂ.Um\ndmswmucm User .

fou uadersiand o not such User ioms e pubhs ot guaraniee asy 5pect 10 any Uses Subnrissions.

[N v-mnuam yous own User of posting or pubNshing them. ' covnecion e Ut Submasiont, you A, eoresert, and/of wartan tat
Y00 own or have the pecersary Bcenses, fighis, consends, mmmmmmvwnuumwmnmnm rade secreL, copyTight or other propriecary rights in and w sy
and alt User Submissioms 2nd ise of the User or a3 tese et o Serdch,

€. For clasky, you fetatn a¥ of yuur ownership rights in your User However, 10 YouTuba, free,
sublicenseable and transterable licasse to use, reprodisce, distribute, pragare dervative warks nl dispiay, YouTube \Mebsue and YouTube's
{and s successars’ and aFibiates) butess, Wncluding whtirout Jkmiiation for promodiag and redistributing pm B all of the YouTue Websire (:nd derivative works theseof) in any media farmats snd
through any mea channes. You atvo hereby grant £ach user of the YouTube Webshte a non-exclusive license 1 access your User Submissions through the Wetisite, and 1a use, reproduce, distribute,
disphay and pertorm s e ay permitied of the Websire and under these Terms of Service, The aliave Acesises granted by you In User Videos terminate withis a
commercalyretsouabie ime aer vou rnovs or defete yout User Videos from e YouTube Websit. You unersiand and agres, howeee. hat ¥ouTube may ratain, but ot displey. dsbute, o
peeform, served copies of User Submitsions that have been remcved or deleted. The above licenses granted by you in User Commnts are perpesal and irrevocable,

0 CONNACTION Wil User Submissions, you fonher agree that you will Ack submit matenat that is. mwngm«t. protected by trade secret ur Dtherwise sub)!n 0 thind party propnatary ngim, inchuding
Py and puslice gt i1 Y 30 the ownee ol such nghTs o have pecicton fm hei Fghtul owi o p0st he materia and o grant ¥0uTube s of the Mcknse mohis granted beren.
E  ¥ou furiher agn not, submix material that s cantrasy 10 ibe YouTube C . found al
wuanomuning_uidatives, which mar be updated from , of contrary u‘w taws and regulstions,
¥, YouTube does not endorse any lser Submission opinion, o disciaims any and alt Kabikty 10 conneciion with User

Sehmisnions. YouTube G0 ot pesrmit mvmgm lnl‘mging acivitles and infringement of ntellecusal wcp«ry v)gbu an s Websie, ac YouTube will remowe alt Content and User Submissions if
‘properly motified thak such Content or tiser Submission infringes oo another's intetieciual property nights. YouTube reserves the right 1o remove Content and User Submisskons withaut prioe notce.

7. Accowst Terrelination Poflcy

A YouTue whl torminae a Users sccess (o s Welrsire I, unde apprapriae drcumstances, they we detesmined 1o be 2 repeat nfringer.
[ mm;. reserves the right to Content of 2 Lizer Submis wth these Terms of Service For violations other than capyright Infringentent, such as, but not
0, parmogragiy. dscene or defumarty mareral, o eacesshe ool ¥ e o remoos P User Sbmsrons a0 i 3 Uror' sceess Tor opbasdon och mateid 1 ickaben of
MYM‘W‘W!II‘.MIWWNIMM

8. Digital Millexium Copyright AL
A vmn-wmnr-ngmmﬁmwmmwuwSumummwummunmmv Your copyrights, you may submh a motification pursuan to the Digital Millenrus
Act ["DMCA” Pproviding our Copyright Agent with the following Iformanion In writing (szw 37 US.C 512{cN3} for further ﬂeli!l)
A urlhuml(wunnnlape mithortzed 10 At on behal of the cwrmer af an exclusk right that is alkgediy W

Phwiical
Mnunnn of the copaightad work claimed 1o havwe biem infriogec, or, I Muliple copyrightad works 2 2 single onilne site are cowered Dy & §inglt nOLACATION, & represmzative NSy of SUCh works 2t
that skt
&vmhmmnlﬂ-mﬂaﬂﬂ-uwwk )nmmngunuum- subject of Infringing 2civity and that is 1o be nesmaved as acoess 1o which fs o e disabled and informanien seasonably

sufiCent to penmit the service provider 1o he matestal;
mwmnomnhemm«mmmmimnumtmnumw and, f avakadle, mmxusm
or
o mnmuwmmmnmmmxxmmwdmma»mmmmumw

L erm;mcmw of akmed 3 301 Cherey Ave. San Bruno, CA 34056, emil: copyrighn@voutube com fax: §50-872-8513.

For carey, anly DNCA roikcex sheukd ga 1 the Copwight Agent; any otber feesback. comments, r technical suppar, and tber houkd be directed

thak §F you fa of this Sextion 5105, yous DWC ot vy ot b v,

€ Cow i mmmmmummammumwwmmmmmmmmmmmmmmme

e’ agent, of pUrsuRnL 5 the Fw, 10 905t and e the Conbent In Your User Subrmission, you iy send 3 Eouner-nolce containing the following tnformidon to the Copyrght Agenc.

e b

identiBcation of the contant that has bean removed or T wirich accrss hay been disabledd and the location 2t wivich the contant appasred before It was remaved or disabied;

A statament thal you have » good Zaith bedief tha 1he Content was removed of disadled 2 & renuh of mistake or & mricidentieaton of the content; and

Your same, address, telephone mumbier, and ¢-mail adcdress, 2 staiensent that you consent 1o the Jurisdiction of the federal eourt in San Francisen, Cilifomia, and 2 siatemer that you wil accept
— the:

service

D, If 3 couneer-pitice mmbg Coppsight Agent, YouTabe may send 2 copy af hat per3Cn that it May repiace the remowed content
ar cease i1 10 bussiness days. Unless the cooyight owner MmmmmnmnmwmmmumwammMmmmunMu
083 (0 1 Pestored, in 10 1o 14 business days or more after receint of 1 YouTube's

5. Wineranty Disclulemr

YOU SPECIACALLY ACKNGWLEDGE THAT YOUTUDE SHALL NOT BE LIABLE FOR USER SUBMISSIONS DR THE DEFAMATORY, OFFENSIVE, OS RRLEGAL CONDULT OF ANY THIRD PARTY AND THAT THE RESK OF RARM
OR DAMAGE FROM THE FOREGOINC RESTS ENTIRELY WITH ¥OU.

The Website s comtrolied and offered wv«:thuh.hwntuhdﬂmhI’-Uﬂ-!!undmxvm‘mb-miﬂnurlnmmllnnslh-MYMYDB-MWISWWG&MIIN!’MW'-AM
locations. Thoce who acoess or use the YouTube Websire rom other furtsdictons do 10 M ihelr Dwn volltion and are responible for compllance wi .

11, indemeviry

You agres t defand, Indemnify and heket harmiess YouTube, lts parent corporation, officers, directors, emplavees 3 agent, from and against any and al daims, damages. cbiations, lossey, labline,
costs or deta, 20d expenses Gnciuding but aot Rmided o aIDMVeY's fees) ashing frunT ) YOLIr e of nd acters bo the YouTube Websie: (1) yous vitation of any ey of theve Terms of Servics: P your
violalion of sy third party right, incading Weilout limiTaion amy copy©ight, DrperTy, 0F privacy night; oF i) any clam that one of your User Sobmissions caused damage 1o a tird party. This defenre and
Wndernnification obllgation will survive these Tesms of Service and your use of the YouTube Webske.

12. Abiit 1 Accept Teson of Service

You affinm that you are either more than 18 YA of age, or an emancipated minor, Of potk31 legal pareatal or guardian consend, and are fully able a0 COmpEEN 10 ¢ater Into the fem, condXions,
SbBgations, Aot reores oS, nd wirTuTcE oo 1onh 1 e Torms o SUAECe, 204 10 A0S by 20 Comphy ith Dotse Tors of Serace. 1t B e, you o hat yo are ever 1o g8 of 13, 23
The YouTubic Webisite ks not intended for chikdren under 13, I you Y under 13 years of age, then please o not use the YouTube Wetzlie. There arc ats of otler gres web e for you., Talk to your pareats
abaut what sites sre apgropriare for you.

13. Aszignment

These Terms of Service, and ary fights and licenses granted herrunder, my not be trangferred or assigned by yoo, but may be as5igoed by YouTube without resiriclion.

14 Ganeral



386

You sares 1N ()the YouTube Webiiv shal e desmad tolely based n Calomi; 4 () VouTube Wekane shut be dsemed s pastive webiite thal does ot gie s to personatsrsdicion ovr
JouTubs, etherspedc or genera, in jorisdictons other than Celonsa. There erms of the imernal of the State of Calfornia, withowt respect to 1 confiie of

Taws principles. Any claim or dhspte betweer: you and Ve mmmmwweumpm hmvmrmd!he‘lou‘nmzwmkzxml e esded mmmw. of competent Jurivdiction located in
Seena Cars County, Calfornia. Theor Terms of Sersee, oot Privacy Hotice legal nottces published by YouTube on the Wehshe, shak consiiute
the ntire agreement between you and YouTube concerning the YouTube Websie, If sy pravision of these Terms of Servic s desmed iwvalid by 3 courof comperent furisdietion, the ivaldity of such

ion S0 ok afect e vaddiey of the rEmaleing peowploms ofthes Termy of Service, whichshall el o 40 force s effect. Mo warver o oy termof this these Teres of Service shall be deemed 3
{urtheror Contoulng waiver of Xh 187 o oy Other term, 1 YouTuba's e o Bstert ay igh o provision undsr these Tars of Serice shall nat consutue 3 wanver o such ight of provison.
YouTubereserves the igh to amend these Tarms o Service at anf time 37 wkhou molice,nd 1 Your [esoon Ny ta e ow these Tems of Sevice for an changes. Your e of the YouTube Website
following any amendment of these Terms of Service will signify your assent to and AGREE THAT ANY CAUSE OF ACTION oSG DU OF OR RELATED O
T YO R WERSTE WUST o iNCE WhTHM OV (1) YEAR AETER T CACRE OF ALTHON ACERUES. GTHERWSE. SUCH CAVSE OF ACTION 5 PERMANENTLY
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IPhone Stored Location Even if Disabled
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TECHNOLOGY | APRIL 25,2011

IPhone Stored Location in Test Even if Disabled

ByJENNIFER VALENTINO-DEVRIES

Apple Inc.'s iPhone is collecting and storing location information even when jocation services are turned off,
according to a test conducted by The Wall Street Journal.

The location data appear to be collected using cellphone towers and Wi-Fi access points near a user's phone and
don't appear to be transmitted back to Apple. Apple didn't immediately respond to a request for comment.

Apple’s ifhone is collecting and storing location data
even w hen kocation services are turned off, according
to a Journat lest. Jen Vaientino explains on digits.

Earlier
The Really Smart Phone
Google Defends Way It Gets Phone Data
Apple, Google Collect User Data
Digits: What Your iPhone Knows About You
Complete Coverage: What They Know
Outside Research
Phone Stores Months of Location Data
Geothought: Alocalion Technology Blog

Journal Community

..wsj.com/.../SB10001424052748704123...

Still, the fact that the iPhone is collecting and storing location
data—even when location services are turned off—is likely to
renew questions about how well users are informed about the
data being gathered by their cellphones. The fact that the
iPhone stores months' worth of location data was disclosed by
two researchers last week.

The discovery of an unencrypted location file on the iPhone
created an uproar among people concerned that their phones
could be searched and their location data used against them.
On Saturday, Rep. Edward Markey (D., Mass.) called for a
congressional investigation into the iPhone location storage,
saying that unprotected location information on the phone
could put children at risk from predators who hack their
phones.

The discovery of the iPhone location file comes amid growing
concern about cellphone tracking overall.

Last week, the Journa} reported that Apple’s iPhone and
cellphones powered by Google Inc.’s Android software
transmitted their Jocations back to Google and Apple,
respectively.

And last year, a Journal investigation showed that many of the
most popular cellphone "apps” go even further, sharing
location data and other personal information with third-party
companies without a user's knowledge or consent.

Apple and Google have both previously said that the data they
receive is anonymous and that users can turn it off by disabling
location services.

1/2



388

5/17/2011 IPhone Stored Location Even if Disabled...
How concerned are you that the However, it appears that turning off location services doesn't
ﬂ‘;’,‘e t;“‘:b and stores your disable the storage of location data on iPhones. The Journal

tested the collection of data on an iPhone 4 that had been

Y Very .
) Semewhat restored to factory settings and was running the Jatest version
~ Notatal of Apple’s 108 operating system.

Dont iPhol - . . N
onthave an iPhone The Journal disabled location services (which are on by

View Results » default) and immediately recorded the data that had initially
been gathered by the phone. The Journal then carried the
phone to new locations and observed the data. Over the span of

several hours as the phone was moved, it continued to collect location data from new places.

These data included coordinates and time stamps; however, the coordinates were not from the exact locations
that the phone traveled, and some of them were several miles away. The phone also didn't indicate how much
time was spent in a given location. Other technology watchers on hlogs and message boards online have
recorded similar findings. :

Independent security researcher Ashkan Soltani verified the Journal's findings.

Copyright 2011 Dow Jones & Company, Inc. Ali Rights Reserved
This copy is for your personal, non-commercial use only. Distribution and use of this material are governed by our Subscriber Agreerment and
by copyright law . For non-personal use or to order multiple copies, piease contact Dow Jones Reprints’ at 1-800-843-0008 or visit
www direprints.com

..wsj.com/.../SB10001424052748704123...
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Got an iPhone or 3G iPad? Apple is recording Print &
your moves Uisten =

Ahidden fite in i0S 4 is reguiarly recording the position of
devices.

by Alas dair Aan | @aalton | Gomments: 230 | 20 April 2011

5,133 e 1K

Update, 4/27/11 — Apple has posted a response to questions raised in this report and others.

By Alasdair Allen and Pete Warden

Today at Where 2.0 Pete Warden and 1 will announce the discovery that your iPhone, and your
3G iPad, is regularly recording the position of your device into a hidden file. Ever since iOS 4
arrived, your device has been storing 2 long list of iocations and time stamps. We're not sure why
Appie is gathering this data, but it's clearly intentional, as the database is being restored across
backups, and even device migrations.

A visualization of iPhone location data. Click to enjarge.

The presence of this data on your iPhone, your iPad, and your backups has security and privacy
implications. We've contacted Apple's Product Security team, but we haven't heard back.

What makes this issue worse is that the file is unencrypted and unprotected, and it's on any
machine you've synched with your iOS device. Rk can also be easily accessed on the device itself if
it falls info the wrong hands. Anybody with access to this file knows where you've been over the
last year, since iOS 4 was released.

In the following video, we discuss how the fite was discovered and take a look at the data
contained in the file. Further delails are posted betow.

_..oreifly.com/.../apple-location-tracking.... 1/35
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What information is being recorded?

Al |Phones appear to log your location to a file cafled mnsohdated db." This contains latitude-

along with a ti The aren't always exact, but they are
pretty detailed. There can be tens of thousands of data points in this file, and it appears the
collection started with iOS 4, so there's typlcaﬂy around a years worth of information at this point.
Our best guess is that the focation is by ion, and the timing of the
recording is erratic, with a widely varying frequency of updates lhat may be triggered by traveling
between cells or activity on the phone itseif.

Who has access to this data?

Don't panic. As we discuss in the video, there’s no immediate harm that would seem o come from
the availability of this data. Nor is there evidence to suggest this data is leaving your custody. But
why this data is stored and how Apple intends to use i — or not — are impartant questions that
need io be explored.

Reiated books by Alasdair Allan and Pete Warden

What are the il icati of this | tion data?

The cell phone companies have ataays had this data, but it takes a court order to access it. Now
this information is sitting in plain view, unprotecied from the world. Beyond this, there is even more
data that we have yet to look at in depth.

For example, in my own case i {Alasdair) di a list of of of wireless.
access points that my iPhane has been in range of during the las! year.

How can you look at your own data?

We have built an application that helps you look at your own data. It's availabie at

petewarden github.comviPhoneTracker along with the source code and deeper technical
information.

What can you do about this?

An immediate step you can take is to encrypt yous backups through iTunes {click on your device
within iTunes and then check "Encrypt iPhone Backup® under the "Options” area).

Related:

« iPhone tracking: The day after

...oreilly.com/.../apple-iocation-tracking....
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U.S. Department of Justice

Office of Legislative Affairs

Office of the Assistant Attorney General Washington, D.C. 20530
May 9, 2011

The Honorable Al Franken

United States Senate

Washington, D.C. 20510
Dear Senator Franken:

This responds to your letter to Assistant Attorney General Lanny A. Breuer dated
April 12,2011, regarding the Computer Fraud and Abuse Act (CFAA). The Department of
Justice endeavors every day to protect both public safety and individual privacy, and the CFAA
plays a key role in those efforts. An identical response has been sent to Senator Blumenthal, who
joined in your letter.

As you noted, some courts disagree about the precise scope of the term “exceeds
authorized access” under the CFAA. The November 2010 edition of the Department of Justice’s
Prosecuting Computer Crimes manual describes several categories of cases that interpret this
term. Your question concerns the most uncertain of these categories: where the defendant’s
action is not expressly prohibited, but the use is contrary to the implicit interests of the owner or
operator of the computer system. Courts have reached different conclusions on whether criminal
or civil liability is appropriate under the CFAA in this circumstance. Compare Motorola, Inc. v.
Lenko Corp., 609 F. Supp. 2d 760, 767 (N.D. Ill. 2009) (finding that an employee’s “improper
purpose” was sufficient evidence that the employee exceeded her authorization, even without an
official policy in place), with LVRC Holdings LLC v. Brekka, 581 F.3d 1127, 1135 n.7 (9th Cir.
2009) (stating in dicta that defendant does not “exceed authorized access” under the CFAA when
he breaches a duty of loyalty to authorizing party). The Eleventh Circuit’s ruling in United
States v. Rodriguez, 628 F.3d 1258 (11th Cir. 2010), sheds additional light on the dispositive
impact of a guideline or policy that expressly prohibits a defendant’s action. Further, the Ninth
Circuit recently decided United States v. Nosal, 2011 WL 1585600 (Sth Cir. 2011). The
Department is still examining the ruling, and expects it to provide more guidance. As more
prosecutions are brought under this clause of the CFAA, additional rulings should help to clarify
the scope of this term.

We cannot comment on any ongoing cases or the precise facts that may be considered by
prosecutors who might examine the CFAA in the context of smartphone application providers.
Nevertheless, when deciding whether to bring an indictment under the CFAA, Department
prosecutors consider a wide range of factors, including the particular facts involved, the law of
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the applicable circuit and the actual conduct. When legal precedent is uncertain, the Department
recommends that prosecutors proceed.carefully and be guided by statutory language and their
circuit’s court rulings. The Department is continually providing guidance to prosecutors and
seeking to promote greater clarity in the law, through ongoing training 1o Computer Hacking and
Intellectual Property coordinators in U.S. Attorneys’ Offices, publication of manuals such as the
Prosecuting Computer Crimes manual mentioned above, and legal support to prosecutors as they
apply the CFAA to emerging technologies and evolving methods of criminal conduct. To the
extent that we identify gaps in the CFAA, we would be happy to work with your committee to
identify and potentially correct them. :

Additionally, the Department is working diligently with other parts of the Administration
to develop proposals for amendments to the CFAA that will address the ongoing threat to our
computer networks and the nation’s cybersecurity needs. We hope to be able to share these
proposals with Congress in the near future.

Second, your letter also asked the Department to update our Prosecuting Computer
Crimes manual to clarify that the definition of “computer” under the CFAA includes many
mobile and electronic devices beyond traditional computers, as the Eighth Circuit recently
discussed in United States v. Kramer, 631 F.3d 900, 902 (8th Cir. 2011). Thank you for bringing
this issue to our attention. This change will be included in the updates to the electronic edition of
the manual that are currently underway.

Third, you asked about the resources that the Department of Justice has at its disposal to
ensure the safety and privacy of American citizens. The Department relies on a robust set of
legal, technological, and human resources, all of which are vital to the success of our mission.
For more specific details of our needs for the coming year, we would direct you to the President’s
2012 proposed budget, which outlines our detailed requests. In particular, the budget includes a
request for funding for the Department 1o establish six International Computer Hacking and
Intellectual Property (“ICHIP”) attachés at embassies around the world. Criminal Division
FY 2012 President’s Budget, 19. Because computer crime is so often transnational in nature, it is
vital that the Department of Justice have strong overseas representation to ensure that we can
work more quickly and effectively with our international partners when investigating and
prosecuting intemnational computer crimes that target American citizens. The ICHIP program
would establish Department of Justice representatives at hotspots for computer and intellectual
property crime around the world, and would belp ensure that we can continue to protect
American citizens’ privacy, both at home and abroad. We hope that Congress will provide the
resources that we need to establish this program and expand our resources to fight international
computer crime.
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Finally, we would emphasize that the Department’s investigations and prosecutions for
privacy crimes often rely on lawful access to electronic evidence stored by communications
providers. The Electronic Communications Privacy Act (“ECPA™) governs this access. ECPA
thus enables the government to investigate and prosecute hackers, identity thieves, and other
online criminals. Only by ensuring that ECPA effectively and efficiently allows for lawful access
to such records can the Department fulfill this important mission. We know that the Senate
Judiciary Committee continues to examine this important issue, and we look forward to working
with you and Congress to ensure that public safety and online individual privacy continue to be
protected through ECPA’s careful balances.

We hope this information is helpful. Please do not hesitate to contact this office if we
may provide additional assistance regarding this or any other matter.

Sincerely,

V=N

Ronald Weich
Assistant Attorney General
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Alex Levinson

alex [dot} levinson [at] me [dot] com /// @alexlevinson
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Posted on Aprit 21, 2011 by alexievinson

3 Major Issues with the Latest
iPhone Tracking “Discovery”

UPDATE: http:/alexlevinson.wordpress.comy/2011/04/23/3-new-thoughts-on-
mobile-focation/

Today, two researchers for O’'Reifly media published an article claiming discovery
of a hidden tracking system on the iOS 4 operating system. Using simple
techniques, Alasdair Allan and Pete Warden extracted data off of an iOS version 4

device and wrote an open source software utility to effectively graph this data onto
amap. As a fellow researcher, | champion their creativity and their development.
As an expert in this field, | have three points of argument to raise.

..wordpress.com/.../3-major-issues-with... 1/12
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1) Apple is not collecting this data.

And to suggest otherwise is completely misrepresenting Apple. I quote:

Apple is gathering this data, but it’s clearly intentiondl, as the
database is being restored across backups, and even device

migrations.

Apple is not harvesting this data from your device. This is data on the device that
you as the customer purchased and unless they can show concrete evidence
supporting this claim — network traffic analysis of connections to Appie servers —|
rebut this claim in full. Through my research in this field and all traffic analysis |
have performed, not once have | seen this data traverse a network. As rich of data
as this might be, it’s actually illegal under California state law:

(a} No person or entity in this state shall use an electronic tracking
device to determine the location or movement of a person.

Idon’t think that’s a legal battle Apple wants to face considering the sale of over 100
million iDevices worldwide. That raises the question — how is this data used? It's
used all the time by software running on the phone. Buiit-in applications such as
Maps and Camera use this geolocational data to operate. Apple provides an AP for
access to location awareness called Core Location. Here is Apple’s description of
this softare library:

The Core Location framework lets you determine the current
location or heading associated with a device. The framework uses
the available hardware to determine the user’s position and
heading. You use the classes and protocols in this framework to
configure and schedule the delivery of location and heading events.
You can also use it to define geographic regions and monitor when
the user crosses the boundaries of those regions.

Seems pretty clear. So now the question becomes why did this “hidden” file
secretly appear in iOS 4?7

2) This hidden file is neither new nor secret.

It's just moved. Location services have been available to the Apple device for some

...wordpress.com/.../3-major-issues-with...
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time. Understand what this file is — a log generated by the various radios and

sensors located within the device. This file is utilized by several operations on the
device that actually is what makes this device pretty “smart”. This file existed ina
different form prior to iOS 4, but not in form it is today.

Currently, consolidated.db lies within the “User Data Partition” on the device. This
is a logical filesystem that maintains non-system level privileges and where most of
the data is stored. When you perform an iOS Backup through iTunes, it is backing
up this partition. Prior to 10S 4, a file called h-cells.plist actually existed in the
Iroot/Library/caches/locationd folder, but with hidden access from other software
and applications. h-cells.plist contained much of the same information regarding
baseband radio locations as consolidated.db does now, but in Apple Property List
format rather than sqlite3. Through my work with various law enforcement
agencies, we've used h-cells.plist on devices older than iOS 4 to harvest
geolocational evidence from iOS devices,

So lets recap.

h-celis.plist = Pre iOS 4 / Radio Logs including Geolocational Data / Hidden from
Forensic Extraction {usually)

consolidated.db = iOS 4+ / Radio logs including geolocational Data / Easily
acquired through simple forensic techniques

The change comes with a feature introduced in iOS 4 — Mutlitasking and
Backaround Location Services. Apps now have to use Apple's APl to operate in the

background — remember, this is not pure unix we're dealing with — it is only a logical
multitasking through Apple’s APL Because of these new APls and the sandbox
design of 3rd party applications, Apple had to move access to this data. Either way,
it is not secret, malicious, or hidden. Users still have to approve location access to
any application and have the ability to instantly turn off location services to
applications inside the Settings menu on their device. That does not stop the
generation of these logs, however, it simply prevents applications from utilizing the
APls to access the data.

3) This “discovery” was published months ago.

lunderstand that Mr. Allan and Mr. Warden are valued researchers for O'Reilly, but
they have completely missed the boat on this one. in the spirit of academia,

..wordpress.com/.../3-major-issues-with...
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due diligence is a must to determine who else has done such research. Mr. Allan,
Mr. Warden, and O'Reilly have overlooked and failed to cite an entire area of
research that has aiready been done on this subject and claimed full authorship of
it. Let's break down my history:

Back in 2010 when the iPad first came out, | did a research project at the
Rochester Institute of Technology on Apple forensics. Professor Bill Stackpole of
the Networking, Security, & Systems Administration Department was teaching a
computer forensics course and pitched the idea of doing forensic analysis on my
recently acquired iPad. We purchased a few utilities and began studying the
various components of apple mobile devices. We discovered three things:

» Third Party Application data can contain usernames, passwords, and
interpersonal communication data, usually in plain text.

= Apple configurations and logs contain lots of network and communication
related data.

= Geolocational Artifacts were one of the singie most important forensic
vectors found on these devices.

After presenting that project to Professor Stackpole’s forensic class, | began work
last summer with Sean Morrissey, managing director of Katana Forensics on it’s
iOS Forensic Software utility, Lantern. While developing with Sean, | continued to
work with Professor Stackpole an academic paper outlining our findings in the
Apple Forensic field. This paper was accepted for publication into the Hawaii
International Conference for System Sciences 44 and is now an [EEE Publication. |
presented on it in January in Hawaii and during my presentation discussed
consolidated.db and it's contents with my audience — my paper was written prior
10 i0S 4 coming out, but my presentation was updated to include iOS 4 artifacts.

Throughout the summer, 1 worked extensively with Sean on both developing
Lantern and writing custom software to interpret forensic data for customers of
ours who needed better ways of searching for and interpreting data.

When the iPhone 4 came out, | was one of the first people in San Francisco to grab
one (yes | waited to be in the front of that awful line).

..wordpress.com/.../3-major-issues-with...
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—  { Look for the RIT shirt)

Within 24 hours of the iPhone 4's release, we had updated Lantem to support
forensic analysis of iOS 4.0 devices. Within 36 hours, we had began writing code
to investigate consolidated.db. Once a jailbreak came out for iOS 4, Iwrote a
small proof of concept application to harvest the contents of consolidated.db and
feed it to a server for remote location tracking.

Ever since then, location artifacts have been a main area of interest for me. I'm
now the Lead Engineer for Katana Forensics leading all technical research and
development of both Lantemn and private utilities. | travelled to Salt Lake City, UT in
November for the Paraben Forensics Innovation Conference (PFIC) and presented

with Sean on iOS Forensics including the content of consolidated.db. At that
same conference, Sean and | announced the development of Lantern 2.0 which
would fully support the interrogation of consolfidated.db and other geolocational
artifacts scattered throughout the device.

.wordpress.com/.../3-major-issues-with... 5/12
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Most Mobile Apps Lack Privacy Policies: Study

A study jointly performed by TRUSTe and Harris Interactive indicates that just
19 percent of the top 340 free applications contain a link to a privacy policy, a
problem as mobile privacy issues come to the fore.

Over the past few days, the blogosphere has been consumed with whether
or not the iPhone is tracking users, and even with location features turned
off. The largest percentage (32 percent) of thase surveyed by Harris/TRUSTe
were iPhone owners, with 26 percent using BlackBerrys, 25 percent using
Android phanes, and 7 percent using Windows phones.

But 2pp vendors can aiso oollect their own information, and the Harris poll indicated that 74 percent of
the 1000 smartphone users the poll surveyed indicated that they do not like advertiser tracking, 77
percent don't want to share their location with app owners, and that 85 percent wouid like the choice
o opt in or opt out of targeted mobile ads.

"This survey makes it crystat dear that privacy concems are a huge stumbling block to cansumer

pcmag.comy/.../0,2817,2384363,00.asp
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usage of gpplications and websites on smartphones,” said Fran Maier, president and executive chair
of TRUSTe. "As growth of the mobile market continues to surge, the industry needs a dedicated
approach to educate consumers about how their data is being used and lets them make choices
whether or not to engage. 0 i hesitancy and ing i and
regulator concerns require privacy practices that inciude notice and choice.”

Half of those surveyed actually said they have read a mobile privacy policy; with 51 percent saying
that they actively seek them out.

The poll also revealed that 98 percent of those palled consider having some access to mobile privacy
controls is impartant, and B85 percent say they've restricted some type of mabile information sharing
on mobile applications. Less than a third of those polied said that their smartphone alerts them when
lncation information is collected.

About 37 percent of those surveyed said they would be willing to share information with an app
vendor in exchange for a lower-cost app.

For more from Mark, folfow him on Twitter @MarkHachman.

For the top stories in tech, follow us on Twitter st @ PCMag.
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The Testimony of
The National Network to End Domestic Violence
with The Minnesota Coalition for Battered Women

For the Hearing of the Senate Judiciary Committee
Subcommittee on Privacy, Technology and the Law

United States Senate
Protecting Mobile Privacy: Your Smartphones, Tablets, Cell Phones and Your Privacy

May 10, 2011
In e

Chairman Franken. Ranking Member Coburn. and distinguished Members of the Committee, the
National Network to End Domestic Violence, on behalf of its member coalitions including the Minnesota
Coalition for Battered Women. thanks you for the opportunity to submit testimony on this important issue. The
National Network to End Domestic Violence (NNEDV) is a social change organization dedicated to creating a
social, potitical, and economic environment in which violence against women no longer exists. Founded in 1990
and officially incorporated in 1995, NNEDV represents 56 state and territory domestic violence coalitions who in
turn represent nearly 2,000 local domestic violence service providers across the country.

In 2002, NNEDV's Safety Net Technology Project was launched nationally to educate victims of stalking,
sexual and domestic violence. their advocates and the general public on the strategic use of technology to
increase personal safety and privacy. For the past nine years, the Safety Net Project has been providing
training, education, support and technical assistance for domestic violence victims and their advocates as they
navigate the benefits and challenges of the internet and other forms of technology. One issue the Safety Net
Project has long focused on is survivor safety and privacy in an increasingly networked and mobite world. The
Safety Net Project provides ongoing trainings, tools. and advice that helps victims increase and maintain their
online and mobite privacy when using social networking sites and location based and social ocation sharing
services. We also train victim advocates. iaw enforcement. lawyers, prosecutors, and others how to recognize
and hold abusers accountable when they misuse technology. such as global positioning system (GPS) or
spyware programs. to monitor and stalk.

NNEDV works closely with our 56 member coalitions, including The Minnesota Coalition for Battered
Women. The Minnesota Coatition for Battered Women is a well-established, membership organization with 83
local. regionat, and national member programs located throughout Minnesota. The Coalition has existed for
almost 30 years as the state's primary voice for battered women and has a strong history of effectively carrying
out public policy that advances women's safety and security.

Minnesota has long been a leader in the domestic violence movement. especially with implementing
{egislative policy that supports and protects battered women and children. They were one of the first states to
adopt a stalking statute in the early 1990s and most recently. the Coalition initiated and monitored the passage
of several amendments to the stalking statute to update and increase protections for victims. A significant
provision in this statute now inctudes the use of modern technologies being used as a means to stalk a victim.
The Minnesota statking statute (MN Stat §609/748 sudb. 2{8)) specifically states that it is a criminal act of
stalking if a person “repeatedly mails or detivers or causes the delivery by any means. including electronically.
of letters. telegrams. messages. packages, through assistive devices for the visually or hearing impaired, or
any communication made through any available technologies or other objects”. The Coalition supported the
passage of this provision in 2010 because they received reports from battered women throughout the state that
modern technology was being misused by abusers to statk victims.

As we address the Committee’s questions it is critical to point out that technology does not cause
stalking. If a victim removes all technology from her life, her controtling abuser will simply resort to utilizing

For more information please contact: Cindy Southworth. Vice President of Devetopment and Innovation i
and founder of the Safety Net Technology Project at the National Network to End Domestic Violence
Web: www.nnedv.org/ yNetDocs  Emait: y dvorg Phone: 202-543-5566
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non-technological means to harass, monitor, and stalk. However. since technology is prevalent in our lives,
statkers and abusers use this readily available tool to facilitate their harm and control. Abusive partners want
control and power over the victim. In fact, the most dangerous time for a victim of domestic violence is when
she takes steps to leave the abusive relationship.! Women who are separated from their abusive partners are 3
times more likely than women who are divorced and 25 times more likely than married women to be victims of
violence at the hands of an intimate partner.? Many victims are stalked relentlessly for years after having
escaped from their partners. Batterers who statk their former partners are the most dangerous and pose the
highest tethality risk.? In fact, 54% of femicide victims reported stalking behavior to the police before the victims
were killed by their statkers.* Eighty percent of women who are stalked by former husbands are physically
assaulted by that partner and 36 percent are sexually assaulted by that partner.$

Stalking is an extremely dangerous event for victims and it can be equatly dangerous for those around.
The abuser who knows the location of a shelter pregram in which the victim is residing and seeking safety can
target the entire shelter and put all the residents at serious risk of harm. The Minnesota Coatition for Battered
Women recently surveyed their 83 member programs and received numerous accounts of how batterers
misuse modern technology to further monitor. control. and intimidate women. Batterers misuse various forms
of technology in conjunction with one another to optimize the level of control and power over their victims.

When victims are harmed by abusers who misuse technology. some peopte suggest that the victim get
rid of the technology to prevent the statking or harassment. For some victims who are in the process of
planning to teave an abuser. changing phone numbers, getting rid of a cell phone. or discontinuing social
networking or location sharing sites may actually increase suspicion by the abusive partner and increase the
risk for violence. Sometimes when an abuser’s ability to remotely track a victim is interrupted, the abuser
escalates his violence in an attempt to regain control over the victim. There are additional reasons why “simply
discontinuing” her use of technology might result in greater harm to a victim. For instance, many victims with
disabilities use technology to decrease barriers, assist with aclivities in their daily lives and facilitate or enable
communication with the outside world. in these instances, it may be impossibie or very difficult for the victim to
stop using the technology, despite the fact that the statker might be misusing it to monitor or control her.®

Mobil s Ben to Victims

As technologies converge, mobile phones are abte to do so much more for victims who are fleeing
violence. Victims can use technology to catl 911, take pictures of an abuser who violates a no-contact order,
send and receive emails from supportive family member. search for help on the internet, and map directions in
real-time, This instant access to information has made it easier for victims of domestic violence to seek and
find safety from abuse. From their mobile devices, victims can focate a domestic violence program in their
community. reach out for support, find information about protection orders. and search for housing and
employment opportunities. In addition, mobile devices have enabled survivors of abuse to stay in touch with
their families and friends and find support in new communities, which often hetps reduce isotation, an integrat
part of an abusive relationship. For peopte experiencing violence who are Deaf or have a disability, accessible
mobile devices and refay services can decrease barriers and ensure access to help at crucial moments. For
example, people who are Deaf can use a web browser or Instant Messaging program on a mobile phone to

! Ronet Bachman and Linda Salzman, Bureau of Justice Statistics, Violence Against Women: Estimates From the Redesigned Survey 1

{January 2000},
? Ronet Bachman and Linda Salzman, Bureau of Justice Statistics, Violence Against Women: Estimates From the Redesigned Survey 1
{January 2000).
¥ Jacqueline Campbell, “Prediction of Homicide of and by Battered Women ", Assessing Dangerousness: Violence by Sexual Offender,

Baiterers. and Sexual Abusers 96 (1. Campbell, ed., 1995). Also:

Barbara J. Hart, “Assessing Whether Batterers Will Kill,"(1990) Available at; http://www.mincava. unn.edu/ hart/lethali.htm),

* Judith McFarlane et al., “Stalking and Intimate Partner Femicide,” Homicide Studies 3, no. 4 (1999).
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make calls via IP Relay to hotlines or 911. In summary. new technology and mobite technology can benefit
many victims.

Cell phones can be a lifeline for battered women and victims of sexuat assault and stalking. Enhanced
911 features of cell phones provide operators with critical location information of a victim. Cell phones have
also been beneficial in helping victims and finding abusers. In 2005, a young woman in Maryland used text
messaging to get help while being kidnapped by her ex-boy{riend. Hiding the phone hetween the passenger
seat and the door, she texted her sister whe called 911 and relayed the license plate number and other crucial
information, The woman was rescued by New York potice.”

in March 2011, a man was arrested for kidnapping his 4-year-old son outside of a domestic violence
center, where. fearing for her safety. the boy's mother had gone to seek help in obtaining a restraining order.
By quickly working with the man’s cell phone service provider, police were able to track his movements based
upon his cell phone signal. He was taken into custody without incident and the boy was returned to his mother.
The man was jaited. charged for assault, and his estranged wife was granted a restraining order against him ®

Pa. o Vicih =) isuge Mobil hnologit

Although it is obvious that mobite devices can be quite helpful they can also store or provide sensitive
information about the user’s activities. communications, and location. As technology evolves, statkers and
abusers guickty misuse it for nefarious purposes. Years ago. abusers who enforced rigid controt over their
victims™ movements would check the odometer on the car to discover, by noting the excessive miteage,
whether the victim had dared venture to the grocery store when the abuser had forbidden any trip beyond
picking up the children at schoot. Enhanced technologies have provided more sophisticated toots for the same
behaviors and crimes.

In a recent case in Northern St. Louis County, MN, an advocate reported that a woman who entered the
domestic violence program located within a county building received a text message from her abuser within
five minutes of entering the building. The abuser asked why she was in the county buitding. The woman was
extremely frightened and the advocate helped her obtain an Order for Protection (OFP) at the locai courthouse.
Atter filing the OFP, the woman received another text message asking why she went to the courthouse and if
she was filing an OFP against him. The only device the woman had on her was her smart phone and they later
concluded that her abuser was tracking her via a tocation tracking application or service on her phone.

In another situation in Minnesota. an immigrant woman from Thailand who sought emergency housing
in a metro area domestic violence shelter discovered that her American citizen husband had used a tocation
tracking application or service on her phone to monitor and control her whereabouts. The Thai woman came to
America with a limited understanding of the American judiciat system and spoke very littte Engtlish. Her only
family in the United States was her husband who was physically. emotionally and psychotogically abusive
towards her. He even went so far as to apply for an Order for Protection against his Thai wife in order te further
maniputate and controt her. Finally. through the police, she was able to escape her abusive husband and seek
shelter at the tocal domestic violence program. While staying at the shelter, her abusive husband sent her text
messages asking why she was there and totd her to come home. He woutd cali taxi cabs to wait for her outside
of the shelter at all hours of the day untit she was relocated to another tocation. The Thai woman did not know
her husband used her cell phone to monitor her whereabouts but she did suspect he was monitoring her. it
seemed too coincidental that he would randomty show up at places where she was going or he would know
where she had been during the day. it wasn’t until she arrived at the shelter that she realized her abusive
husband was using an application on her cell phone to track her. Battered women who are limited English

" Lee, Jennifer, "Cellphone Messages Lead Police to Abducted Maryland Woman.” The New York Times - Breaking News, World News &
Muitimedia. 11 June 2005, Web. 26 Apr. 2011, <htip://www.nytimes.com/>.

® Temy, Lynne. "Washington Police Used Cell Phone Pings to Zero in on Fugitive in Amber Alert.” Oregon Local News, Breaking News,
Sports & Weather - OregonLive.com. 2 Mar. 2011, Web. 26 Apr. 201 1. http://www.oregonlive.com/pacific-northwest-
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proficient {LEP) are often some of the most vulnerable battered women and they need additional safeguards to
protect them against abusers.

In 2004, a stalker in Catifornia purchased a cell phone with location tracking service expressly for the
purpose of tracking his ex-partner. He attached the cell phone {o the underside of her car and was only caught
when the victim saw him under her car changing the cell phone’s battery.” Numerous cases of GPS stalking
have arisen since then. in 2010, an Arizona man stalked his wife using a location service before atlegedty
murdering their two children and shooting himself." In 200%. in Seattle, a man used the location service on his
estranged wife’s phone to track her to a {ocai store. After finding her speaking to a man there. he shot and
killed their five children and himself. "

it is difficult fo determine the prevatence of cases involving misuse of mobile technology. Although
research is beginning to emerge, victims of stalking often do not know all of the methods a statker uses to gain
information. Victims™ unsubstantiated reports are tikely to be disbelieved and offenders are unlikely to disclose
their itlegal stalking tactics. Additionatly. many stalking cases are never reported to law enforcement, so
reliance on police reports will, again. provide an underestimate. Research from data collected in 2006 shows:
that more than 1 in 4 stalking victims reported that their statker used some form of technology to stalk them.™
Of those who were aware and able to report being statked electronically, 83 percent reported being stalked by
email or instant messaging. Additionally, 46 percent reported that the stalker used a camera to monitor their
actions, and 10 percent reported that GPS technology was used to monitor them.” With the growing use of
mobile location-based services. it is our experience that perpetrators are location-tracking victims more often
and in increasingly varied ways. Paradoxically, when crimes are committed using digital technology. there is
often digital evidence that can assist in investigating and prosecuting the abusers.

/. im from ers and Stalkers who Misuse Mobile Technologie

This committee has expressed an interest in learning about locatian tracking through mobile devices
and location-based services used in mobile phones and other devices. As mentioned earlier, mobile devices
that have location services can be guite helpful, particularly in cases where law enforcement can use that
information to locate someone who dials 911 or is missing. For victims, GPS-enabled mobile devices atlow
them to use applications that list nearhy shopping. hospitals or police stations, provide quick real-time
directions. and more. However. the location capability of GPS also has risks when it is misused.

Statkers may misuse technology and enable location products offered through a wireless phone
service provider or install location tracking applications onto GPS-enabted cell phones.. Generatly, locator
services provided directty from a celt phone carrier as part of a family plan require some level of authorization
to access the victim’s account and activate the service. Unfortunately. since most stalkers are former intimate
partners, it is somelimes possible for them to find a way to impersonate the victim, access the account, and
add these optional location services. Most cell phone carriers. however, have added extra authenlication and
verification steps, such as automatically sending a text message to the phone informing them that a tracking
application or service has been enabled. For this reason. stalkers may favor third-party {ocation tracking
applications {available in some app stores or via Internet} because some of these tracking applications and
services do not provide as much notice to the consumer or verification that consent to track has been obtained.
There are ways stalkers can install a location-tracking application on to the victim's phone without lhe victim’'s
knowledge. Depending on the type of application, the stalker can then monitor the tocation of the victim’s phone
via a website or his celt phone to monitor the reat-time or historical movement of the victim's phone.

? Boghossian, N. {2004, Sepiember 4). High-tech tale of stalking in the 215t century. Ld Daily News, pN1
1% Scheck, Justin, "Stalkers Exploit Cellphone GPS." Business News, Finance News, World, Political & Sports News from The Wall Street
Journal - Wsj.com. 3 Aug. 2010, Web. 26 Apr. 2011,

<{hup://0nﬁne.wsj.cum/aniclc/SB 10001424052748703467304575383522318244234 him>.
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" Baum, K. Catalano, S., Rand, M., & Rose, K. (2009, January). Stalking Victimization in the United States, Bureaw of Justice Statistics
Special Report. NCJ 224527, 1-15.
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Another method in which an abuser may attempt to discover sensitive victim information
is through call history and other data collected by cell phone service providers and devices. Risks regarding
information stored on the device is highest for victims who have not yet fled and have regular contact with the
abuser who can, with physical access to the phone, track the extent to which victims may be reaching out for
help and trying to plan an escape. The location data collected by cell phone service providers is not typically
accessible to the general public. Generally law enforcement must subpoena the cell phone provider for that
information.

Sometimes, the mobile device stores location information. For example, certain iPhone and iPad
devices may automatically store a file with historicat location information of the Wi-Fi hotspots and cell towers
nearest where you have been. When this historical data is viewed by an abuser. there is a risk that an abusive
partner could use this file to see where the victim has been. 1t is yet unclear ail the ways a technology-savvy
abuser might attempt to misuse this data. however the information in this file might provide information about
where the victim has been going versus reat-time location tracking of the victim. For example if a victim is
secretly visiting a domestic violence center but told her abuser that she was aeross town at the library. the
historical location information might atert the abuser to her plans to leave. While this sort of location
information on a device can reveal information the victim wants to hide from her abuser. if an abuser is
monitoring and controiting the victim to that extent, it is unfortunately likely that the abuser is also using other
technologies to control and monitor the victim possibly even including spyware or keystroke loggers on the
victim’s home computer or smart phone.

As technologies converge. and voice, data, and location are offered by one mobile device, the
information these devices collect and store can be revealing. At the same time. some benefits of this
technological convergence can be helpful for survivors seeking to use their mobile device to call for help,
search the internet for critical legal information. and use location services to identify the nearest police
department. To support the privacy of all consumers, inciuding the safety of victims., it is critical that companies
be transparent about what data is being collected. when it is collected. what application or service is using the
data, who the data is shared with, and how long the data is stored. Companies must also allow consumers to
choose what information can or cannot be collected and with whom that information will or will not be shared.

To increase victim safety and privacy. whenever possible, NNEDV works with an impressive array of
technology companies to incorporate privacy features into their products. Many technology companies,
including AOL, Facebook. Googtle, Loopt. Microsoft, Twitter and Verizon. have proactively solicited NNEDV's
input and feedback before releasing new products. Appte recently contacted NNEDV and we hope that Apple
will continue to work with us to increase privacy for all consumers including enhanced safety for victims.

NNEDV has worked ctosely with wireless phone carriers such as Verizon and third-party Location
Based Service (LBS) applications such as Loopt and Google Latitude to ensure that an abuser cannot turn on a
location tracking service on the victim’s phone without the victim’s knowledge. With special consideration to
victim safety. some third-party tocation-sharing appiications even allow a victim to manuaily set her ocation so
if her abuser forces her to share her location while she is still in the retationship and risking viotent retribution,
she can manuaily set a false location and then secretly travel to meet with a victim advocate, a police officer or
an attorney.

In this digital age. any company that is rolling out services that use a consumer’s personally identifiable
inforrnation or location should proactively identify and address risks for victims of domestic and sexual
violence, stalking and abuse. This is not only good business but it can save lives. For example, since 2007,
NNEDV has worked with Google to ensure that the confidential addresses of domestic violence shelters are
removed from Google's Street View and the Google Maps application. NNEDV has also assisted Verizon,
Google. Loopt and other companies in working to prevent stalkers and abusers from misusing products and in
creating user privacy and notification options for location-based services and other products. We welcome
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further opportunities to assist Apple and other companies on mobile privacy options that enhance the privacy of
alt consumers, especiaily those with heightened safety concerns.

Technology companies that devetop location tracking tools or applications that rely on location tracking
to improve their functionatity or speed can help protect victims by ensuring that the consumer has notice of the
information collected, whether that information is transmitted in real-time. and the length of time for which
locatior information is retained. To hest protect victims, and comply with industry standards, celt phone service
providers, application developers, and device manufacturers should follow the Wireless Association’s {CTIA)
Best Practices and Guidelines for Location Based Services." These guidelines “rely on two fundamental
principles: user notice and consent.”

Users should be informed about how their location information will be used. disclosed and shared. This
process should be prominent, transparent, and easy to understand. As noted in CTIA's Guidelines. “Any notice
must be provided in plain language and be understandable. it must not be misleading. and if combined with
other terms or conditions, the LBS portion must be conspicuous.”™ Knowing how and when their location
information {via mobile device} is gathered and-shared will help empower victims to develop strategies to
minimize their vulnerability and determine whether or not it is safe to carry their mobile phone and/or to
purchase a new pre-paid phone that wilt provide greater privacy and safety.

Users must have the opportunity to actively and meaningfully consent to the use, disclosure, or sharing
of their tocation information. Meaningful consent must be prominent, succinct, and very easy to navigate. "Pre-
checked boxes that automatically opt users in to iocation information disciosure, or, choice mechanisms that
are buried within a lengthy privacy policy or a uniform licensing agreement ordinarity woutd be insufficient to
express user consent.”” Consent is especially critical when the product or application does not require location
information in order to function. For example, some mobile internet browsers may retain location information
regarding past wireless access points users have accessed. This may altow the device to more quickly access
wireless internet in the future, when an individual returns to that location. However, this is not critical to the
functioning of the device. The device can search anew for internet access each time the user visits that physical
location. While this will take more time, some consumers would prefer an increased wait time to having the
device maintain unencrypted location log files. This may be true for victims of stalking and domestic violence,
who have very real concerns about their personat safety.

Consumers can only truly consent when they have been provided with enough information to gain a full
understanding of the collection. transmission. and retention practices and policies of the applications and
services they use. As CTiA's Guidelines suggest. “All entities involved in the delivery of LBS. inciuding wireless
carriers, device manufacturers, operating system developers, application aggregators and storefront
providers, should work to educate users about the location capabilities of the devices. systems. and
applications they use as well as to inform them of the various privacy protections available.”® When consumers
understand all elements of their devices and applications, they can make fully informed decisions that may
enhance the privacy of many users and increase the safety of some especially vulnerable consumers, including
battered womnen and consumers with low literacy and/or limited English proficiency.

When developing products that may track or share location or other sensitive information, device
manufacturers and apptication developers should consider and proactively address and minimize potential
misuses of their product. They should consult with organizations, such as NNEDV and its member coalitions,
that work with victims to determine how similar products have been misused in the past and work closely with
technology companies to identify low cost. but high impact notifications which might alert a victim to monitoring
or stalking. Relativety simple safeguards can be added to help prevent misuse of the product and unauthorized

¥ CTIA. Best Praciices and Guidelines for Location Based Service. Volume 2.0. March 23, 2010, Available at:
hitp:/files.ctia.org pdUCTIA_LBS_Best_Practices_Adapted_03_10.pdf
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Y CTIA. Best Practices and Guidelines Jor Location Based Service. Volume 2.0. March 23, 2010. Available at:
hitp://files.ctia.org/pd/CTIA_LBS_Best_Practices Adopted 03_10.pd(

¥ Thid.

For more information please contact: Cindy Southworih, Vice President of Development and fnnovation 6
and founder of the Safety Net Technotogy Project at the National Network to End Domestic Violence
Web: www.nnedv.org/ yNetDocs  Ernail: safety .org  Phone: 202-543-5544




407

access to infarmation. Far location-based services, this could take the form of periodic text messages, splash
notification, or an ever-present icon to notify and remind the user that a tracking application is on the device. It
can also take the form of a centrat transparent place to view all device features and additional applications that
are requesting use of your mobile phone’s focation. The iPhone, for example, lists ali applications {e.g. Camera.
Maps, Loopt. Foursquare, Twitter, Yelp. Dictionary. etc.) that want to use location services and provides the user
with an easy way to turn the location services on or off for the entire phone or for any individuat application.
Robust verification and authentication processes will also help prevent illegitimate access to information.

Finatty companies should develop processes that will respond to and support victims quickly when
technology is being misused by abusers or statkers to harm. Companies should create an accessibie and
responsive process that provide clear and quick information to users about how their technology works, how to
work with either the company or law enforcement to stop the abusive behavior. and resources that can provide
assistance to victims.

‘Canclusion

Mobile devices have, undeniably. become an amazing safety tool for victims of violence and stalking.
Knowing that one can summon help with the press of a single key can provide incredible peace of mind to a
victim of stalking or abuse. Unfortunately. mobile devices can also be misused by abusers to statk. monitor,
and locate victims. By working together with groups like NNEDV to protect those most vulnerable to misuse of
their location and personally identifiable data. a variety of companies in the mobile industry have demonstrated
a commitment to minimizing any possible risks and maximizing benefits for all consumers are fully
considered. NNEDV recommends first, that all mobile providers and application developers follow the Wireless
Association’s (CTIA) Best Practices and Guidelines for Location Based Services” and second, that companies
work proactively with organizations such as NNEDV that specialize in addressing how technology impacts
victims to anticipate and address potential harms before they ever occur. When companies proactively design
safety and privacy options into their products and services with victims clearly in mind, they help victims of
domestic violence, sexual violence and stalking stay alive and be better protected, and they prevent abusers
and staikers from easily misusing their products to further perpetrate abuse and harm. Designing privacy,
notice and consent into mobile devices, applications and services that use location or personally identifiable
data will keep us all - victims, the victim's family and friends. police officers. and community members - safer.
It is good business and it may save lives.

9 CTIA. Best Practices and Guidelines for Location Based Service. Volure 2.0, March 23, 2010, Available at:
hitp:#/fites ctia.org/pd/CTIA_LBS_Best_Practices_Adopted 03_10.pdll
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But despite the growing popularity of check-in services in the U.S., there are still many who are reticent to share information about their geographic location.
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How One App Sees Location Without Asking

One advertising company has found a way to estimate the location of iPhone app users without notifying them, a Wall
Street Joumal investigation revealed.

That's not supposed to happen. Apple Inc. requires users to agree
before apps can tap the phone’s location. Appie declined to
comment.

The Joumal discovered the apparent discrepancy when it tested the
iPhone app Pumpkin Maker. The pumpkin-caning app transmitted
the location of the Journaf's test phone without asking permission.

The app’s maker, Anthony Campiti, says he inserted a software “kit”
from an advertising network, Greystripe Inc. That's a common

) - practice among app makers, who use these ready-made kits to
Screen shots from Purmpkin Maker's page in the _ .

{Tunes Stoe. place ads and generate revenue. Some apps use muitiple kits; one
of the 101 iPhone and Android apps tested by the Joumnat sent

information to eight ad networks.

Greystripe Chief Executive Michael Chang says his company’s
software located the phone by identifying its Intemet address.
That's common among websites, less so on mobile devices. Most
apps use Global Positioning System satellites or maps of Wi-Fi hot
spots to locate users.

Explore the Data

Greystripe’s method wasn't particularly precise. The app reported
latitude and longitude coordinates about three miles from the Denver
office of the Joumat’s contractor. Other apps tested by the Joumal
iocated a phone within 25 feet.

Mr. Chang says Greystripe's method does not violate Apple’s rules
because it doesn’t use the GPS system or other focation

What They Know information from the phone itself. He says Greystripe takes user
See more about privaty on phonies from the privacy “extremely seriously.”

Wall Street Joumal's series on intemet-

tracking technology. It's unclear how widespread this practice may be. Pumpkin Maker

was the only app tested by the Joumai that reported latitude and

Your Apps Are Watching You longitude coordinates without asking a user's permission to tap
What Can You Do? Not Much location. & was aiso the only app that sent data to Greystripe. Mr.

Chang says Greystripe also uses intemet addresses to iocate

The J al's Cellphone Testin a: . A B
ourna’s 25ing e phones using Google’'s Android operating system.
What Settings to Look for in Apps
Unique Phone ID Numbers Explained A handfut of other iPhone apps tested by the Joumatl transmitted

) more general locations, such as Denver, or a zip code. it was often
Follow @whattheyknow on Twitter 9 < " i
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not ciear where the app obtained the city or zip code information.

Mr. Campiti, Pumpkin Maker's deweloper, says he wasn't aware of Apple’s policy requiring user permission for tapping
the phone's location “because we don't do that.” Mr. Campiti says Greystripe's technique is acceptable because “they
need to be able to do that to effectiely adwertise.”

Capyright 2008 Dow Jones & Company, Inc. Al Rights Reserved
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Stalkers Exploit Cellphone GPS

ByJUSTIN SCHECK

Cellphones of domestic-abuse viclims staying at A Safe Pace in New Harmpshire are taken apart to disable their
tracking systems.

Phone companies know where their customers’ cellphones are, often within a radius of less than 100 feet. That
tracking technology has rescued lost drivers, helped authorities find kidnap victims and let parents keep tabs
on their kids.

But the technology isn't always used the way the phone company intends.

One morning last summer, Glenn Helwig threw his then-wife to the floor of their bedroom in Corpus Christi,
Texas, she alleged in police reports. She packed her 1995 Hyundai and drove to a friend's home, she recalled
recently. She didn’t expect him to find her.

The day after she arrived, she says, her husband "all of a
sudden showed up."” According to police reports, he barged in
and knocked her to the floor, then took off with her car.

The police say in a report that Mr. Helwig found his wife using
a service offered by his cellular carrier, which enabled him to

follow her movements through the global-positioning-system

chip contained in her cellphone.

...wsj.com/.../SB1000142405274870346... 1/6
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Marsie Sivestro, w ho runs battered-w omen shelters,
says fracking is a problem.

them to take advantage of location-based socist
netw orking applications. WSJ's Andy Jordan reports.
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Mr, Helwig, in an interview, acknowledged using the service to
track his wife on some occasions. He says he signed up for the
tracking service last year. "AT&T had this little deal where you
could find your family member through her cellphone,” he
says. But he didn't use it to find his wife that day, he says. Mr.
Helwig, who is awaiting trial on related assault charges,
declined to comment further about the matter. He has pleaded
not guilty.

The allegations are a stark reminder of a largely hidden cost
from the proliferation of sophisticated tracking technology in
everyday life—a loss of privacy.

Global-positioning systems, called GPS, and other technologies
used by phone companies have unexpectedly made it easier for
abusers to track their victims. A U.8. Justice Department
report last year estimated that more than 25,000 adults in the
U.S. are victims of GPS stalking annually, including by
cellphone.

In the online world, consumers who surf the Internet
unintentionally surrender all kinds of personal information to
marketing firms that use invisible tracking technology to
monitor online activity. A Wall Street Journal investigation of
the 50 most-popular U.S. websites found that most are placing

intrusive tracking technologies on the computers of visitors—in some cases, more than 100 tracking tools ata

time.

The cellphone industry says location-tracking programs are meant to provide a useful service to families, and
that most providers take steps to prevent abuse. Mike Altschul, chief counsel for wireless-telecommunications
trade group CTIA, says recommended "best practices” for providers of such services include providing

notification to the person being tracked.

Mr. Helwig's wife had received such a notification, by text message, from AT&T. A spokesman for AT&T Inc.
says it notifies all phone users when tracking functions are activated. But users don't have the right to refuse to
be tracked by the account holder. Turning off the phone stops the tracking.

Dig Deeper

Graphic: Alocator map provided to a user

of AT&T's FamilyMap program

On Web's Frontier, Anonymity in Name Only

Foliow @whattheyknow on Twitter
Digits: Info Needed to identify You: 33 Bits

Personal Details Exposed Via Biggest U.S.
Websites

The Journal's Methedology

What They Know About You

Explore the Data

Digits: Your Questions on Digital Privacy
Digits: Analyzing What You Have Typed

Digits: Lawsuit Tackles Files That'Re-
Spawn’ Cookies

Full Coverage: wsj.com/WTK
Glossary
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Cellphone companies will deactivate a tracking function if law-
enforcement officials inform them it is being used for stalking.
Mr. Altschui says authorities haven't asked carriers to change
their programs. He adds that carriers have long supported
programs to give untraceable cellphones to domestic-violence
victims.

In Arizona this year, Andre Leteve used the GPS in his wife's
cellphone to stalk her, according to his wife's lawyer, Robert
Jensen, before allegedly murdering their two children and
shooting himself. Mr. Jensen says Mr. Leteve’s wife, Laurie
Leteve, didn't know she was being tracked until she looked at
one of the family's monthly celiphone bills, more than 30 days
after the tracking began. Mr. Leteve, a real-estate agent, is
expected to recover. He has pleaded not guilty to murder
charges, and is awaiting trial. The law firm representing him
declined to comument.
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Key tracking terminology

How to Protect Yourseif

Amost every major website you vsitis
tracking your onfine activity. Here's a step-by-
step guide to fending off rackers.

The Tracking Ecosystem

Surfing the intemst kickstarts a process that
passas information about you and your
interests to tracking companies and
advertisers. See how itworks.

¥ou And visits
™ one of the
Websites  Intamet’s

most popolar
wibsites .

Back | Next

In a suspected murder-suicide last year near Seattle, a
mechanic named James Harrison allegedly tracked his wife's
cellphone to a store. After he found her there with another
man, he shot to death his five children and himself, according
to the Pierce County Sheriff’s Office.

Therapists who work with domestic-abuse victims say they are
increasingly seeing clients who have been stalked via their
phones. At the Next Door Solutions {or Battered Women
shelter in San Jose, Calif., director Kathleen Krenek says
women frequently arrive with the same complaint: "He knows
where I am all the time, and I can't figure out how he's tracking

In such cases, Ms. Krenek says, the abuser is usually tracking a
victim's cellphone. That comes as a shock to many stalking
victims, she says, who often believe that carrying a phone
makes them safer because they can call 911 if they're attacked.

There are various technologies for tracking a person’s phone,
and with the fast growth in smartphones, new ones come along
frequently. Earlier this year, researchers with iSec Partners, a
cyber-security firm, described in a report how anyone could
track a phone within a tight radius. All that is required is the
target person’s cellphone number, a computer and some
knowledge of how celiular networks work, said the report,
which aimed to spotlight a security vulnerability.

The result, says iSec researcher Don Bailey, is that "guys like
me, who shouldn't have access to your location, have it for
very, very, very cheap.”

That is, in part, an unintended consequence of federal
regulations that require cellphone makers to install GPS chips
or other location technology in nearly all phones. The Federal
Communications Commission required U.S. cellular providers
to make at least 95% of the phones in their networks traceable
by satellite or other technologies by the end of 2005. The
agency's intention was to make it easier for people in
emergencies to get help. GPS chips send signals o satellites
that enable police and rescue workers to locate a person.

To alarge extent, that potential has been fulfilled. Last year,
for example, police in Athol, Mass., working with a cellphone
carrier, were able to pinpoint the location of a 9-year-old girl
who allegedly had been kidnapped and taken to Virginia by her
grandmother. In December, police in Wickliffe, Ohio, tracked
down and arrested a man who allegedly had robbed a Pizza Hut
at gunpoint by tracking the location of a cellphone they say he
had stolen.

Mr. Altschul, of the cellphone-industry trade group, says the
tracking technology has been of great help to both law-

enforcement officials and parents. "The technology here is neutral,” he says. “It's actually used for peace of

mind.”
..wsj.com/.../SB1000142405274870346...
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But as GPS phones proliferated, tech companies found other uses for the tracking data. Software called
MobileSpy can "silently record text messages, GPS locations and call details” on iPhones, BlackBerrys and
Android phones, according to the program's maker, Retina-X Studios LLC. For $99.97 a year, a person can load
MobileSpy onto someone's cellphone and track that phone's location.

Craig Thompson, Retina-X's operations director, says the
software is meant to allow parents to track their kids and
comparies to keep tabs on phones their employees use. He
says the company has sold 60,000 copies of MobileSpy. The
company sometimes gets calls from people who complain they
are being improperly tracked, he says, but it hasn't been able to
verify any of the complaints.

Installing such programs requires a person to physically get
hold of the phone to download software onto it.

Courtney Biethen/The Seattle Times

A memorial near Seattie for five chidren murdered by GPS-tracking systems provided by celiular carriers such as
their father, who then killed himsel, after tracking his ; oo €
wife by celphane. AT&T and Verizon Communications Ine, are activated

remotely, by the carriers.

Domestic-violence shelters have learned the consequences. As soon as victims arrive at shelters run by A Safe
Place, "we literally take their phones apart and put them in a plastic bag"” to disable the tracking systems, says
Marsie Silvestro, director of the Portsmouth, N.H., organization, which houses domestic-violence victims in
secret locations so their abusers can't find them.

The organization put that policy in place after a close call. On Feb. 26, Jennie Barnes arrived at a shelter to
escape her husband, Michael Barnes, according to a police affidavit filed in a domestic-violence case against
Mr. Rarnes in New Hampshire state court. Ms. Barnes told police she was afraid that Mr. Barnes, who has
admitted in court to assaulting his wife, would assault her again.

Ms, Barnes told a police officer that "she was in fear for her life," according to court filings. The next day, a
judge issued a restraining order requiring Mr. Barnes to stay away from his wife.

Later that day, court records indicate, Mr. Barnes called his wife's cellular carrier, AT&T, and activated a
service that let him track his wife's location. Mr. Barnes, court records say, told his brother that he planned to
find Ms. Barnes.

The cellular carrier sent Ms. Barnes a text message telling her the tracking service had been activated, and
police intercepted her husband. Mr. Barnes, who pleaded guilty to assaulting his wife and to violating a
restraining order by tracking her with the cellphone, was sentenced to 12 months in jail, A lawyer for Mr.
Barnes didn't return calls seeking comment.

Another source for cellphone tracking information: systems meant to help police and firefighters. Some
cellular carriers provide services for law-enforcement officers to track people in emergencies. Using such
systems requires a person to visit a special website or dial a hot-line number set up by the carrier and claim the
data request is for law-enforcement purposes.

Cellular carriers say they try to verify that callers are legitimate. An AT&T spokesman says an office is manned
around the clock by operators who ask for subpoenas from law-enforcement officials using the system.

But federal law allows carriers to turn over data in emergencies without subpoenas. Al Gidari, a lawyer who
represents carriers such as Verizon, says such location-tracking systems can be easy to abuse. Police, he says,
often claim they need data immediately for an emergency like a kidnapping, and therefore don't have time to
obtain a warrant, in which a judge must approve an information request.

In Minnesota, Sarah Jean Mann claimed last year in a county-court petition for a restraining order that her

.wsj.com/.../SB1000142405274870346...
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estranged boyfriend, a state narcotics agent, followed her by tracking her celiphone and accessing her call and
location records through such a system. The court issued the restraining order. The boyfriend, Randy Olson,
has since resigned from the police force. He didn't respond to calls seeking comment.

M. Gidari says law-enforcement's easy access to such data makes the systems easy to abuse. He says carriers
would like to have a system in place requiring agents to get warrants. Without such a requirement, there is little
carriers can do to resist warrantless requests, say Mr. Gidari and Mr. Altschul of trade group CTIA. Federal law
says carriers may comply with such requests, and law-enforcement agencies have pressured them to maiutain
the tracking systems, Mr. Gidari says.

The easiest way for stalkers to locate a target—and perhaps the most common, say therapists who work with
victims and abusers~is by using systems offered by carriers. When cellphone users sign up for a "family plan”
that includes two or more phones, they have the option to contact the carrier and activate a tracking feature
intended to allow them to keep tabs on their children.

The AT &T FamilyMap program, for example, is free for 30 days and requires only a phone call to activate. .
"Know where your kids and loved ones are at any time!" says AT&T's website. The system is for parents, says
an AT&T spokesman. He says the company hasn't received complaints about FamilyMap being used by
stalkers.

The system provides an on-screen map on the smartphoue or computer of the person doing the tracking. A dot
on the map shows the location and movement of the person being followed. The carrier sends a text-message to
the person being tracked that their phone is registered in the program.

These add-on services can be lucrative for carriers. AT&T debuted its FamilyMap system in April 2009. It
charges $9.99 a month to track up to two pbones, $14.99 for up to five. FamilyMap users must agree to "terms-
of-use" stating that they may not use the system to "harrass, stalk, threaten” or otherwise harm anyone.

In Corpus Christi, Mr. Helwig and his wife, who had been married since early 2008, bought phones under an
AT&T family plan. Mr. Helwig says he activated the feature last year. His wife says she received a text message
that a tracking function had been activated on her phone, but wasn't sure how it was activated. Her husband,
she says, initially denied turning on the tracking function.

She says she eventually came up with a plan to flee to the house
of a family whose children she baby-sat. Her husband "had no
idea where they lived” or even their names, she says. As she
was packing, her husband confronted her. They argued, and,
according to her statements in police reports, Mr. Helwig
dragged her around by her hair.

Joumal Community DISCUSS

Ignorance is NOT bliss and it
is time for this to be fully

debated out in the open.

The police came. She says she told them she didn’t want them

—Stephen Babait to a.rrest Mr. Helw1g,4that she simply wanted to leave. The
police told Mr. Helwig to stay away from her for 24 hours, she

says.

As she drove to her friend's house, she says, she made sure her phone was off so Mr. Helwig couldn't track her.
But she turned it on several times to make calls. The next day, Mr. Helwig was outside in a rage, according to
police reports.

Mr. Helwig forced his way into the house, pushed her to the floor, took her car keys and drove away inher
Hyundai, according to police reports.

Police arrested Mr. Helwig a short distance away. Mr. Helwig, a firefighter, is facing chiarges of assault and
interfering with an emergency call. His trial is scheduled to begin this summer.

Mr. Helwig and his wife divorced, and she left Corpus Christi. She says she doesn’t want to testify against him.

.wsj.com/.../SB1000142405274870346...
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She says she is more careful about trusting her celiphone now.

‘Wrrite to Justin Scheck at justin.scheck@wsj.com

Copyright 2011 Dow Jones & Cormpany, Inc. All Rights Reserved
This copy s for your personal, non-commercial use only. Distribution and use of this materiat are governed by our Subscriber Agreement and
by copyright law . For non-personal use or to arder multiple copies, please contact Dow Jones Reprints at 1-800-843-0008 or visit
www direprints.com

...wsj.com/.../SB1000142405274870346...

6/6



421

5/17/2011 Parting with privacy with a quick click f...
+
The Washington Post

Back to previous pa;

Parting with privacy with
a quick click

By Cecilia Kang, Published: May 8

When Scott Fitzsimones turned 13, he got an iPhone, set up
accounts for Facebook and Pandora and went on an apps

downloading spree. At the same time, the new teenager lost
many protections over his privacy online.

The games he plays know his location at any given moment
through the phone’s GPS technology. He has entered his
parents’ credit card number to buy apps, and iTunes has his family’s e-mail address and everyone’s full names.
Facebook knows his birth date and the school he attends.

At an age when his parents won’t let him go to the mall alone and i an era when he would never open up to a
stranger, Fitzsimones, who lives in Phoenix, already has a growing dossier accurmulating on the Web. And while
Congress has passed Jaws to protect the youngest of Internet users from sharing much information about
thenselves, once those children become teens, the same privacy rules no longer apply.

“It’s the Wild West for teens when it comes to privacy online,” said Kathryn Montgomery, a privacy advocate
and commumications professor at American University.

The federal govemment has a history of regulating media to protect children under age 12. Examples are the
1998 children’s Internet privacy law and television advertising limits that were set for broadcasters and cable
networks in 1990. And recent problems with Intemet privacy and security — such as last week’s breaches at
Somny’s online gaming network — have led to renewed calls for regulations to protect consumers. For the first
time, the White House has called for Internet privacy rules.

But experts on adolescent development say youths between 13 and 18 deserve special attention. Reps. Edward
J. Markey (D-Mass.) and Joc Barton (R-Tex ) said last week they are working on a bill to limit the collection of
personal mformation about teens and prevent targeted marketing to them

Adolescents are among the most voracious and precocious users of new mobile Internet services, constantly
making grown-up decisions with grown-up consequences, experts say. But, according to Montgomery, “Their
ability to make decisions is still forming and clearly different from that of adults.”

‘I never say no’
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With few restramts, teens are creating digital records that also shape their reputations offline. All the status
updates, tweets and check-ins to specific locations can be reviewed by prospective employers, msurarice
companies and colleges.

Web firms say sensitive data can be collected only with penmission and that parents can set controls on phones
and desktop computers to help keep teens out of the public eye. But for teens like Fitzsimones, the opportunities
to share information online are so frequent and routine that they hardly even stop to think about them.

The first time he was asked to share his location on the game Pocket God, the seventh-grader paused for a
moment to consider why the company would want to know his whereabouts.

But he feared that if he didn’t agree, his experience on the app would be limited, and Fitzsimones wanted to get
started on his cartoon pygmy adventure on Oog Island. So he tapped “okay,” feeling comfort in the masses; his
friends, after all, were using the app and never complained.

Since then, such decisions have been easier. He automatically agreed when Angry Birds, Pandora and other
apps asked to track his location

“I never say no. It’s more annoying than anything when they ask, but I’'m used to it now,” said Fitzsimones, now
14, who writes blogforteens.com. ’

Such decisions are often done under stressful conditions and without enough information about the risks involved,
privacy advocates say. Social pressures play out on the Internet, and teens are constantly tested on how mach
they are willing to expose of themmselves in order to ply games and participate m social networks, advocates say.

Bolt Creative, which nms Pocket God, said its social networking partner, Open Feint, gets the location data so
users can see how their scores rank among people within their vicinity.

Chief executive Dave Castelnuovo said location data is only coliected vohmtarily. Making too much of a fuss
about privacy could tum off users, he said.

“At the end of the day, we’re in the entertainment business and we’re a small team at that. We only have 5
seconds to engage a user once they open our game otherwise we lose that custoreer,” Catelmovo wrote man e~
mailed response. “All customers have access to the privacy policy for Open Feint but if we were to present them
with additional warnings, cautions and terms and conditions in a form that is ipossible to ignore or
misunderstand, it will end up ruining the experience that they paid for.”

That perspective concerns privacy and adolescent development experts, who say numerous studies show that
teenagers can be more impulsive online.

A 2009 paper by neurobiologists and marketing experts at the University of California at Irvine reported that
teens were more susceptible than adults to online advertising and take greater risks with therr mformation online.
Ifa group of friends is meetmg for a movie at the AMC Theatre in downtown D.C., for instance, a teen who
badly wants to join may send out notice through a public status update — without thinking about the risks of
disclosing that mformation to anyone who might be on a social networking site,

Brain development
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The prefrontal cortext, the part of the brain that makes planned and rational decisions, doesn’t fully develop until
the 30s, according to the UC Irvine report, coauthored by Frances Leslie, a professor of pharmacology and
neurobiology. “Whereas adults rely on a sophisticated nterplay between multiple. brain structures to make risk-
return trade-off§, this is simply unavailable to adolescents,” she and her co-authors wrote in “Adolescents’
Psychological and Neurobiological Development: Implications for Digital Marketing,”

Herm Nigam, a security expert and former chief privacy officer for My Space, says that means companies
should be making their privacy settings for teens tighter by default. “We as parents can to a degree protect our
teens from bad content, but we can’t protect them from their own conduct,” Nigam said.

The new challkenge in teen privacy involves mobik phones, which are used by six out of 10 teens. Nearly all of
those users send text messages and exchange pictures, according to the Pew American Internet and Life project.
Three out of 10 teens access the Internet on smartphones.

On phones, privacy policies are ofien unclear. The Federal Trade Commission said it is mvestigating one app
company that explains its privacy policy only after 152 screen clicks from a mobile device.

About a half of smartphone users read app privacy policies, according to a recent study by ndustry-finded
privacy group Truste. Privacy advocates estimate the numbers are lower for teens.

Up to parents

So parents like Jordan Glicksman’s set rules. He could download only teen-appropriate games on his iPod
Touch. They forbade him from giving out personal nformation like his home address.

But the 14-year-old regularly agrees to location requests from games and Facebook’s Places program. He
admits he’s never read through a privacy policy and doesn’t know how much nformation about him is out there
on the open Web.

Glicksman, who is temporarily iving in Israel, got swept up i a policy change that made his Facebook profile
more widely available. He started getting “friend” requests from adult strangers. Stories he shared about sports
and his status updates were public. “T don’t know how that happened, and it was creepy,” he said.

But it hasn’t slowed him down; he doesn’t give it much thought when he checks in a few times a day to his
Facebook app and plays games.

Revelations that Apple and Google may have logged the locations of mobile users has brought new attention to
Internet privacy from Jawmakers, who will question the two companies about their geo-locational collection at a
hearing this week.

Foursquare and Gowalla, two popular location-based services, have built a business out of users broadcasting
their locations online so that companies can push local coupons and retail suggestions. Both companies set 13 as
the minimum age for users.

Foursquare co-founder Naveen Selvadurai said parental controls can help teens opt out of certan services. They
don’t track users” movements, and location is only detected by voluntary “check-ins,” he said.

But he said the firm didn’t consider special protections for teens.
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“With a lot of these things, we will figure things out as we go along,” Selvadurai said in an interview. “We are stil
a younger service, and most of the policies are trying to catch up with things people are doing.”
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WIRELESS NETWORK-BASED LOCATION
APPROXIMATION

CROSS-REFERENCE TO RELATED
APPLICATIONS

{0001]  This application claims the benefit of the filing date
of United States Provisional Patent Application No. 61/196,
167, entitled “Wireless Network-Based Location Approxi-
mation,” attoruey decket GOOGLE 3.8-020, filed Oct. 15,
2008, and of United States Provisional Patent Application No.
60/990,488, entitled “Accuracy Analysis of Wireless Base
Station Location,” attomey docket oumber 2525.1180000,
filed Nov. 27, 2007, the entire disclosures of which are hereby
incorporated herein by reference.

BACKGROUND OF THE INVENTION

{0002} 1. Field of the Invention

{0003} The present invention relates generally to approxi-
mating the location of electronic devices such as wireless
access points (“APs”) and client devices.

{6004} 2. Description of Related Art

{0005} Wireless networks offer a wide variety of services
using a number of different architectures. Client devices such
as mobile phoses, laptops and PDAs may connect to APs via
cellular/PCS networks as well as wircless local area petworks
(“WLANs") such as IERE 802.11, Bluetooth® or other Wi-
Fi® networks.

10006} Location-based services can leverage the physical
Jocation of a client device to provide an enhanced service or
experience for a user. A location-based service may deter-
mine the location of the user hy using one of several tech-
pologies for determining position, then use the location and
possibly other infotation to provide personalized applica-
tions and services.

{0007] Conventional cellular/PCS networks may position
their APs (e.g., base stations) in accordance with specific
coverage criteria. The locations of these base stations may be
placed at known locations. Chent devices in such networks
may include GPS-enabled handsets, which enable accurate
determination of the location of the devices.

{0008] In contrasi, WLANs networks may include APs
which are relatively stmall or ponable (e.g., mini base siations
or wireless routers), and which may be placed at Jocations as
necded. The exact locations of APs in this sitvation may not
be known. For instance, a corporate wireless network may
have a gumber of APs distributed across the corporate cam-
pus. So long as the APs provide adequate coverage, a general
koowledge of their location such as which building they are in
may suffice.

{0009} Another type of scenario where the specific location
of the APs may not be known is in a building-wide (e.g., an
airport terminal) or city-wide mesh or ad-hoc WiFi network,
In such cases, users may access APs set up by one or more
service providers.

{0010} Insuchcases, the APs and client devices themselves
may not be GPS-enabled. Or the devices may be located
indoors or jn other environments where GPS does not operate.
Thus, it may be difficult or impossible to offer location-based
services without some way to determine the positions of the
APs and/or the client devices.

BRIEF SUMMARY OF THE INVENTION

{0611} The present invention provides systers and meth-
ods for estimating AP locations as well as estimating the
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confidence and accuracy for such Jocations. Using such infor-
mation, the locations of client devices may also be deter-
mined, which in turn enables the use of location-based ser-
vices.

{0012} In accordance with an embodiment of the present
invention, a computer-implemented method of estimating the
location of a wireless device is provided. The methed com-
prises obtaining a packet of data transmitted from a first
wireless device to a second wireless device; determining
whether one of the first and second wireless devices is a
wireless access point; determining the data rate of the trans-
mitted data packet; if one of the first and second wireless
devices is the wireless access point, then evaluating the deter-
mined data rate against a predetermined criterion; and assign-
ing an estimated Jocation to the wirgless access point based
upon the evaluation.

[0013] In one alternative, the predetermined criterion is
stored In a database such as in a look-up table. Here, the
evaluation includes identifying a distance in the look-up table
associated with the determined data rate. In one example, the
transnuitted data packet is obtained by a client device and the
method further includes identifying a distance associated
with the data rate, wherein the distance is used as a separation
between the first wireless device and the client device. Here,
if the client device is at a known location, then the method
may further comprise assigning a distance between the wire-
less access point and the client device to be the same as the
distance between the first wireless device and the client
device; and triangulating a position of the wireless access
device using the known location of the client device, the
distance between the f{irst wirelesy device and the client
device and the distance between the wireless access point and
the client device to obtain the estimated location. In this
example, the client device may vse a GPS receiver to obtain
the known location.

{0014} In snother alternative, the predetermined criterion
includes a worst-case distance estimate based upon at least
one parameter. In an example, the at least one parameter
includes one or more of a chaunel propapation charactenistic,
a transmitter characteristic and a receiver characteristic.
[0015] In yet another alternative, the method further com-
prises revising the estimated location of the wireless access
point based upon multiple data packets sent or received by the
wircless access point.

[0016] Inanother aliemative, the method further comprises
determining a position of the client device based upon the
estimated location of the wireless access point and providing
a location-based service to the client device based on the
determined position.

{0017] In accordance with another embodiment of the
present invention, a computer-implemented method of esti-
mating confidence in a status of a wireless device is provided.
The method comprises obtaining ane or more packets of data
transmitted from a first wircless device to a second wircless
device; evaluating the ope or more transmitted data packets to
identify a frame type for each respective data packet; identi-
fying the first wireless device or the second wireless device as
a wireless access point based upon the identified {rame type
for at least one of the data packets; and assigning a cenfidence
value fo the ideatification of the wireless access point.
{0018] Inonealternative, if the frame type of at least one of
the respective data packels is a management frame, then
identifying the first wireless device as a wireless access point.
In this case the method sets the confidence value for the
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identification of the wireless access point t0 a maximum
confidence value. Optionally, if the frame type of at least one
of the respective data packets is not the r frame,
then the method evajuates whether the frame type of any of
the respective data packets is a control frame. Here, if the
frame type of at least one of the respective data packets is the
control frame, then the method identifies the first wireless
device as the wireless access point and sets the confidence
value for the identification of the wireless access point to a
value between the maximum confidence value and a mini-
mum confidence value.

{0019} In another alternative, identifying the first wireless
device or the second wireless device as the wireless access
point further includes analyzing a number of frames trans-
mitted or received by each device

j0020} In accordance with another embodiment of the
present invention, a computer-implemented method of esti-
mating confidence in a location of a wireless device is pro-
vided, Bere, the method comprises obtaining one or more
packets of data trapsmitted from a first wireless device to a
second wireless device; determining that the first or second
wireless device is a wireless access point based upon the
transmitted packets; determining an estimated location of the
wireless access point; and assigning a confidence value to the
estimated location.

j0021} Inone alternative, the confidence value represents a
percentage likelihood that the wireless access point is con-
tained within a specified area of interest. In another alterna-
tive, the estimated location is based on multiple data points. In
this case, a confidence code may be applied to each data point.
in one example, the confidence code for each data point is
calculated using a weighted function. In another example, the
confidence code for each data point represents a likelihood
that that data point is valid or an outlier.

{0022] In yet another embodiment of the present invention,
an apparatus for use ina wireless network comprises memory
for storing information associated with a phurality of devices
in the wireless network, means for communicating with one
or more of the phurality of devices in the wireless network and
a processor. The processor is operable to estimate a location
of an access point device in the wireless vetwork based upon
data packet information sent to or received from the access
point device. The processor is adapted to provide location
based service information to one or more client devices asso-
ciated with the access point device upon estimation of the
location.

[0023]  Inonealternative, the data packet information for a
given data packet includes a data rate of the given data packet.
Here, the information stored in the memory includes distance
estimates associated with different data rates. The processor
determines the location estimate of the access point device by
companng the data rate of the given data packet to the differ-
ent data rates and distance estimates stored in the memory.
[0024] In another alternative, the processor is operable to
estimate the location of the access point device using the data
packet information for multiple data packets sent to or
received from the access point device. The processor is fur-
ther operable to rank the data packet information for each of
the multiple data packets to obtain approximate distances
based upon cach such packet. In one cxamplc, the processor
estimates the location using a centroid of the approximate
distances. In another example, the processor is further oper-
able to assign a confidence in the estimated location of the
access point device. The confidence may represent a likeli-
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hood that the access point device is within a given area.
Optionaily, the confidence is based upon at least one of spatial
diversity of selected devices associated with the access point
device, recciver characteristics of the selected devices, trans-
mitter characteristies of the selected devices, and freshness of
information stored in memory or the data packet information
sent to or received from the access point device.

[0025] Inyetanother alternative, the processor comprises a
plurality of processing devices in a distributed architecture
and the memory stores the information so that the information
is accessible to one or more of the plurality of processing,
devices.

{0026} Each of the aforementioned methods and processes
may be performed by a processor such as a CPU, micropro-
cessor, ASIC or other computing device. Furthermore, such
methods and processes may be stored on a computer-readable
recording medium (e.g., CD-ROM, DVD, Blue Ray disc,
flash memory or the like) for execution by a processor.

BRIEF DESCRIPTION OF THE DRAWINGS

{0027} FIG. 1 illustrates an exemplary wireless network in
accordance with aspects of the present invention.

{0028] FIG. 2 illusirates aspects of a wireless petwork in
accordance with aspects of the present invention.

{0029} FIG. 3 illustrates an exemplary configuration for
estimating device location in accordance with aspects of the
present invention.

[0030] FIG. 4 illustrates an exemplary confidence and posi-
tioning diagram in accordance with aspects of the present
invention.

[0031} FIG. 5 iflustrates an exemplary dynamic scepario
for focation estimation.

{0032} FIGS. 6A-B illustrate exemplary wireless devices
for use with aspects of the present invention,

DETAILED DESCRIFTION

{0033] ‘The instant application is related to United States
Provisional Patent Application No. 60/990,569, entitled
“Locating Flectronic Devices Using Passive Radios,” attor-
ney docket number 16113-0938P01, filed Nov. 27, 2007,
United States Provisional Patent Application No. 60/990,259,
entitled “Estimating Location Using Cell 1D and Application
Specific Data,” attorney docket nurmber 2525.1140000, filed
Nov. 26, 2007, United States Provisional Patent Application
No. 60/990,238, entitied “Disambiguation of Wireless Data
Clusters Using Preclassification,” attorney docket number
2525.116000, filed Nov. 26, 2007, United States Provisional
Patent Application No, 6(0/990,247, entitled “Method and
System for Cell-Id Remapping Detection and Adaptation,”
attorney docket number 2525.1170000, filed Nov. 26, 2007,
and United States Provisional Patent Application No. 60/990,
597, entitled “Wireless Dase Station Location Estimation,”
attorncy docket number 2525.1150000, filed Nov. 27, 2007,
the entire disclosures of which are hereby incorporated by
reference herein.

[0034] The instant application is also related to U.S. patent
application Ser. No. entitled “Determining Location
Information Using Passive Radios,” attormey docket number
16113-0938001, filed concwmrently herewith, U.S. patcmt
application Ser. No. entitled “Systems and Methods
for Estimating Location Using Cell 1D and Application Spe-
cific Data,” attorney docket number 2525.1140001, hiled con-
currently herewith, U.S. patent application Ser. No. .
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entitled “Disambiguation of Wireless Data Clusters Using
Preclassification,” attorney docket number 2525.116001,
filed concurrently herewith, U.S. patent application Ser. No.
e Catitled “Moethod and System for Cell-id Change
Detection and Updating,” attorney docket number
2525.1170001, filed concurrently herewith, US. patent
application Ser, No. enfitled “Wireless Base Station
Location  Estimation,”  attorney  docket  number
2525.1150001, fled concurrently herewith, and U.S. patent
application Ser. No, entitled “Accuracy Analysis of
Wireless Base Station Location,” attorney docket number
2525.1180001, filed concurrently herewith, the entire disclo-
surcs of which arc hereby incorporated by referenee herein.

[0035] The aspects, features and advantages of the present
invention will be appreciated when considered with reference
1o the following description of preferred embodiments and
accompanying figures. The same reference numbers in dif-
ferent drawings may identify the same or similar elements.
Furthermore, the following description does not limit the
present invention; rather, the scope of the invention is defined
by the appended claims and equivalents.

{0036} FiG. 1 provides an exemaplary WLAN 100 which
may have a pumber of APs 102 (e.g., 102A, 102B and 102C)
as well as one or more client devices 104 (e.g,, 104A, 104B
and 104C) a5 shown. The APs 102 may include devices of
different types from various manufacturers and may have
different capabilities. Some APs 102 may be wireless routers
that can support dozens of client devices or more, while some
APs may act as signal repeaters. The client devices 104 may
also be of different types and have different capabilities. For
instance, as shown client device 104A may be a PDA, 104B
may be a laptop/notebook computer, and 104C may be a
mobile phone.

{0037) The WLAN 100 may also include a server 110 that
is in wired or wireless communication with some or all of the
APs 102. A database 112 may be associated with the server
110. The database 112 may be used 1o store data related to the
APs 102 and/or the client devices 104. For instance, the
database 112 may maintain Jocation-related records for the
APs 102,

10038} Each AP 102, each client device 104 and the server
110 may coutain at least one processor, memory and other
components typically present in a computer. FIG. 2 illustrates
an alternative view 200 of a single AP 102, a single client
device 104 and server 110 identifying such components. As
shown, the AP 102 inciudes a processor 202 and memory 204.
Components such as a transceiver, power supply and the Jike
are not shown in any of the devices of FIG. 2.

{0039] Memory 204 stores information accessible by the
processor 202, including instructions 206 that may be
executed by the processor 202 and data 208 that may be
retrieved, manipulated or stored by the processor. The
mermory may be of any type capable of storing information
accessible by the processor, such as a hard-drive, ROM,
RAM, CD-ROM, flash memories, write-capable or read-only
memories. The processor 202 may compnise any number of
well known processors, such as processors from Intef Corpo-
ration. Alternatively, the processor may be a dedicated con-
troller for executing operations, such as an ASIC.

{0040} The instructions 206 may comprise any sct of
instructions to be executed directly (such as machine code) or
indirecily (such as scripts) by the processor. In that regard, the
terms “instructions.” “steps” and “programs” may be used
interchangeably herein. The instructions may be stored inany
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computer language or format, such as in object code or mod-
ujes of source code. The functions, methods and routines of
instructions in accordance with the present invention are
explained in more detail below.

[0041] Data 208 may be refrieved, stored or modified by
processor 202 in accordance with the instructions 246. The
data may be stored as a collection of data. For instance,
although the invention is not limited by any particular data
structure, the data may be stored in computer registers, in a
relational database as a table having a plurality of different
fields and records.

{0042} The data may also be formatted in any computer
readable format such as, but not limited to, binary values,
ASCH or EBCDIC (Extended Binary-Coded Decimal Inter-
change Code). Moreover, the data may include any informa-
tion sufficient to identify the relevant information, such as
descriptive text, proprietary codes, pointers, references to
data stored in other memories (including other network loca-
tions) or information which is used by a function to calculate
the relevant data,

{0043} Although the processor 202 and memory 204 are
functionally illustrated in FIG. 2 as being within the same
biock, it will be understooed that the processor and memory
may actually comprise multiple processors and memories
that may or may not be stored within the same physical
housing or location. For example, some or all of the instruc-
tions and data may be stored on a removable CD-ROM and
others within a read-only computer chip. Some or all of the
instructions and data may be stored in a location physically
remote from, yet stil] accessible by, the processor 202. Simi~
larly, the processor 202 may actvally cornprise a coflection of
processors which may or may not operate in parallel, Data
may be distributed and stored across multiple memories 204
such as hard drives or the like.

{0044} 1o one aspect, AP 102 communicates with one or
more client devices 104 and the server 110 via wireless net-
work 210 {e.g., a Wi-Fi®-type network such as an 802.11 g
network or a Bluetcoth®-type network). Each client device
104 and the server 110 may be configured similarly to the AP
102 with a processor 202, memory 204 and instructions 206,
as well as one or more user input devices 212 and a userovtput
device, such as display 214. Each client device 104 and the
server 110 may be a general purpose computer, intended for
use by a person, having ali the components normally found in
a persopal computer such as a central processiog unit
(“CPU™, display, CD-ROM or DVD drive, bard-drive,
mouse, keyboard, touch itive screen, sp , MICro-
phone, wireless modem and all of the components used for
conneciing these elements 1o one another.

{0045} Bach device on the network 100 may transmit and
receive data (packets) according to a known protocol in a
segment (channel) of allotted portion the spectrum (fre-
quency band). For instance, the IEEE 802.11 series of proto-
cols specifies the format of various types of packets which
may be transmitted in preset channels of the spectrum, such as
the ISM band located in the 2.4 GHz frequency range or the
public safety band located in the 4.9 GHz [requency raoge.
{0046} Depending upon their configuration, each AP may
have a coverage arca 106 such as coverage areas 106 A, 1068
and 106C as shown in FIG. 1. In many instances the coverage
areas 106 of adjacent APs 102 may overlap, such as shown by
overlap region 108, It should be understood that the coverage
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areas 106 in real-world implementations may be affected due
to transmit power requiremaents, signal attenvation, multipath
and other factors.

{0047} As discussed above, it is desirable to provide loca-
tion-based services to client devices. While some client
devices may include a GPS receiver or some other tool to
determine and/or communicate the device’s location, many
client devices may not have such equipment or capabilities.
Thus, in accordance with one aspect of the prescat invention,
the location of a given client device may be determined based
upon the jocation(s) of one or more APs, either alone or in
conjunction with other network-related information.

[0048} In such a scenario, one important issue is that in
many instances the specific location of an AP 102 may not be
known. Therefore, in accordance with another aspect of the
present invention, systems and methods are provided to esti-
mate an AP’s Jocation using dala rate information between the
AP and one or more client devices. FIG. 3 illustrates an
exemplary configuration 300 with a single AP 302 having a
coverage area 304. A first client device 306 and a second
client device 308 are jocated within the coverage area 304.
{0049} In the present example, the client device 306 may be
“associated” with the AP 302, transmitting packets to and
receiving packets from the AP 302. Here, the client device
306 is not GPS enabled and is not otherwise configured to
determine its location. In contrast, the client device 308 may
include a GPS receiver or other means of performing geolo-
cation.

{0050] In this example, the client device 306 is located a
first distance 310 from the AP 302, while the client device 308
is located a second distance 312 from the AP. And the chent
device 306 is Jocated a third distance 316 from the client
device 308. The client device 308 performs geolocation using
its GPS receiver or by other means to accurately determine its
location.

0051} Furthermore, the client device 308 may be config-
ured to observe or capture data packets such as frame 314
transmitted to or from the AP 302. By way of example, the
client device 308 may be a laptop having a wireless trans-
ceiver that can operate in a “sniffer” or “monitor” mode,
thereby handling transmitted frames 314 without requiring
the clieat device 308 to be associated with the AP 302.
[0052} In accordance with one embodiment, the client
device 308 receives and captures the frame(s) 314. The client
device 308 may analyzc the frame 314, such as with an
analyzer program executed by its processor. Altematively, the
server 110 may execute the analyzer program. The analyzer
program may parse different pontions of the frame 314 and
perform error checking on the frame 314. As part of the
analysis, it is determined which device (e.g., AP 302 or client
device 306) transmitted the frame 314, as well as the data rate
at which the transimitter sent the frame 314, The data rate may
be identified by data in the frame 314 itself or may be other-
wise identifiabic. For cxample, the data rate is the rate of
transmission from the AP 302 to the client device 306 or from
the client device 306 to the AP 302. Alternatively, if the client
device 308 is associated with the AP 302 and is communicat-
ing with the AP 302 (as opposed to merely sniffing packets),
then the data rate may be the rate transmitted from the AP 302
to the client device 308 or from the client device 308 to the AP
302.

[0053} Using this inforpiation, the client device 308 or the
server 110 may estimate the distance of the client device 308
relative to the AP 302 and/or the client device 306. Tor
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instance, the data rate may be used as an estimate of channel
quality to indicate the physical separation between client
device 308 and the AP 302 or between the client device 308
and the client device 306. In one example, a look-up table may
beused to estimate the distance. An exemplary look-up table
is provided below.

Rate Distance
5 Mbps 250 weters
10 Mbps 1235 meters
34 Mbps 30 meters

[0054] As shown in this example, the higher the data rate,
the shorter the distance. However, the distance may be
adjusted by various par as will be di d below.
The distances in the look-up table may be approximated using
a worst-case estimate based on various channe] parameters
such as propagation characteristics, transmit power, antcnna
gain, receiver sensitivity and other radio characteristics for
both the transmitter and receiver, as well as terrain type, ctc.
{0055} In accordance with another aspect, so long as the
ctient device 308 is able to capture and properly decode a
packel containing a transmitted frame, then it is determined
that the distance berween the client device 308 and the trans-
mitting entity (e.g., AP 302 or client device 306) must fail
within the worst-case estimate. If the client device 308 is not
associated with the AP 302, then some platforms may not
provide or process certain [rames. In the case where client
device 308 is associated with the AP 302, then more informa-
tion about the AP 302 may be available which can be used to
improve the accuracy of the AP’s location. For instance, in
addition fo the frames that client device 308 observes between
the AP 302 and the client device 306, client device 308 also
has frames transmitted to itself by thc AP 302, These frames
also have data ratc information associated with them, so this
is another opportunity to obtain an estimate of the distance
between the AP 302 and the client device 308.

{0056] Thus, in one altcrnative the frame(s) observed
between AP 302 and client device 306 provide a first estimate
or multiple estimates which can be used to determine a first
approximaic distance 312, whilc the frame(s) reccived by the
client device 308 from AP 302 provide a first estimate or
mukltiple estimates which can be used to determine a second
approximate distance 312. In this case, weights or rankings
may be applied to the first and second approximate distances
10 arrive at a resultant distance 312. Of course, it should be
understood that there may be other client devices within the
area 304 in communication with the AP 302. In that situation,
there may be even more approximate distances 312 calcu-
lated/weighted to arnve at an even more accurate resultant
distance 312.

{0057) if the packet cannot be decoded or is decoded with
uncorrectable errars, then the distance approximation may
aot be performed. Alternatively, if the packet cannot be
decoded praperly, it may be inferred that the distapce 312
between AP 362 and client device 308 is greater than the
distance 310 between the AP 302 and the client device 306.

j0058] The abave look-up table may be supplemented or
otherwise parameterized based upon additional factors
besides distance. For instance, the table can be parameterized
based upon the transmit power values of the transmitter. Or if
the transiit power values are unknown, a certain distribution
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of common transmit power values can be used as an approxi-
mation. The table can aiso be parameterized based upon the
environment where the packet/frame was captured. For
example, in a dense urban environment, one may expect a
high multipath coelficient. On the other hand, in 2 rural envi-
ropment, one may expect the propagation pattern to be very
symmetric, leading to larger distances for the same data rate.
The table could also be parameterized based upon the recciv-
er’s radio characteristics, such as the sensitivity, antenna gain
and any diversity metrics (e.g., multiple antennas) which may
be applicable.

[0059} Calibration or otherwise updating of the look-up
Lable may be done based on the power, radio sensitivity and/or
vendor information of the various devices. For instance, dif-
ferent radios may have very different RF characteristics.
Some APs are operable to transmit at higher power than
others. Thus, at the same data rate, a higher power AP may be
located farther away than a Jower power AP.

[0060} Similarly, it may be beneficial to evaluate the sensi-
tivity of the receiver of the client device 308. By way of
example, a dedicated sniffer/scanner may have a much higher
gain antenna/receive chain than the radio receiver on a laptop,
which in turn may have a higher gain than the radio on a
celiular phoge.

[0061} Vendor and model information for a given device
and its radio/receiver may be determined based upoa the
device’s MAC address (c.g., using the object identifier
(“OID™)) apd frames transmitted hy the device. This in turn
may be used to evaluate the power and sensitivity ol the
radio/receiver.

{0062] Once the packet containing a frame is properly
decoded, the frame may be examined to determine whether it
way sent by the AP 302 or the client device 306 (or some other
entity). This information may provide additional insight into
the specifications of the particular AP 302 or client device
306. For instance, if the frame information identifies the AP
302 as being of a specific type, then that may indicate the
power level(s) at which the AP 302 operates.

[0063] If the decoded frame was sent by the AP 302, then
the distance detereined using the look-up table gives an
accurate upper bound on the separation between the chient
device 308 and the AP 302. This is coupled with the location
of the client device 308 provided by its self-geolocation.
Thus, starting with the client device 308 at a center point of a
circle similar to the coverage area 304, the AP 302 can he
determined to be within a radius of the circle, where the radius
is the distance identified by the Jook-up table.

[0064] If the decoded frame was sent hy the client device
306, then the distance determined using the look-up table
identifies the maximum separation between the client device
306 and the client device 308. Similarly, the distance deter-
mined using the data rate (and possibly other information) in
the look-up table also provides the maximum separation
between the client device 306 and the AP 302. Using the
geometrical principal known as the Triangle Inequality, the
maximum separation between the AP 302 and the client
device 308 is no more than twice the distance determined
using the look-up table.

10065]  As discussed above, because the client device 308
has a GPS receiver or can otherwise determine its position
using geolocation, the location of client device 308 is known.
Thus, in accordance with another aspect of the invention, the
location of the AP 302 is determined by tnnangulating using
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the distance between the client devices 306 and 308 and the
distance between the AP 302 and the client device 308.
[0066] This process may be repeated by analyzing multiple
packets sent between the AP 302 and the client device 306 (or
other client devices falling within the coverage area 304.
Muttiple estimates of the location of the AP 302 may be made
by the client device 308 and/or other client devices having
geolocation capabilities.

[0067] Alternatively, an estimate of the location of the AP
302 may be performed using a centroid (mean Jocation) of
multiple points associated with the AP 302. These points may
correspond to locations obtained by the same or different
client devices 308 using the AP 302 at the same or different
times. A coverage radius of the AP 302 may also be estimated
50 that most or all the points in a tollection are covered.
[0068] Once a given packet/frame has been captured and
decoded by the client device 308, theq the location estimation
process for the AP 302 may be done by the client device 308,
the AP 302 or other entity such as server 110 of FIG. 1. By
way of example only, the look-up table may be stored in
database 112. This database may be accessible only to the
server 110, to some or all of the APs 102, and/or to some or all
of the client devices 104. Alternatively, the database 112 may
be a distributed database spread among various nodes of the
wireless network, including some of the APs 102 and/or the
server 110.

{0069] Returning to FIG. 3, once the location of the AP 302
has been estimated, then that information may be used to
provide location-based services to the client device 306. For
instance, this may be done relying solely on the location of the
AP 302, and that Jocation estimate is used when offering
location-enabled features to the user of the client device 306.
Alternatively, the Jocation of the client device 306 itself may
be determined using the processes discussed above with
regard to the AP 302. Here, for example, once the AP 302
location has been estimated, the Triangle Inequality or other
geolocation technique {e.g., time difference of arrival
(“TDOA™), angle of arrival (“AOA™), etc.) may be vsed to
estimate the location of the client device 306. As above,
repeated measurements may be used to determine the loca-
tion before or during offering location-enabled services to the
user of the client device 306.

{0070} In accordance with other aspects of the present
invention, the confidence of the location of an AP may be
estimated. The confidence determipation may include an
evaluation as 10 whether the transmitting entity is in fact an
AP. And the confidence determination may evalvation the
relative aceuracy of the physical location for that transmitting
entity.

[0071} In ome evaluation, it is important to determine
whether the device of interest is really an AP. This may be
done by evaluating different types of frames sent to (or
received from) the device of interest. Depending upon the
protocol of the WLAN, there may be management frames,
contro! frames, data frames, etc. which are sent and received
by devices in the network. In the example of FIG. 3, if the
client device 308 decodes a management frame such as a
beacon frame, then it is determined that the transmitting
entity is the AP 302. However, if the decoded frame is a
control frame such as a “Request To Send” (“RTS™), “Clear to
Send” (“CTS™), “Acknowledgement” (“ACK™), “Power
Save-Poll” (“PS-POLL"), or “Contention Free-End” (“CE-
END™), then the transmitter may or may not be the AP 302.
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[0072} Another indicator of whether the device of interest is
the AP 302 js the number of frames it taosmits. For example,
a high number of frames such as contro! frames sent over a
shont period of time (e.g., 100 control frames sent in 2 min-~
utes) may suggest that the device is an AP. Similarly, a high
number of frames received may also suggest that the device is
an AP,
{0073] Data and metrics concerning the device of interest
may be obtained by various client devices 308 at the same or
different periods of time. Such information may be stored in
a database such as database 112. These various indicators are
analyzed to provide some value of confidence that the device
is an AP, By way of example oaly, the confidence may be
expressed as a percentage valve (e.g., 90%) that the device of
interest is an AP An exemplary algorithm may rely on a
ouraber of factors to obtain confidence levels/valies. For
instance, spatial, temporal and/or platform diversity of GPS
would be relevant. Also, the types of frames
that are used in the measurement, such as data frames, man-
agement frames and/or control frames may affect the confi-
dence. And the source of the measurement may be a relevant
factor, such as if it 1s a trusted party providing the readings
versus uploading them through an Open AP implementation.
{0074} Inanother evaluation, the confidence in the location
of the AP 302 is determined. Here, the confidence may be
expressed as a percentage, e.g., that it is %0% likely that the
device of interest is within a certain radius/area). Factors
affecting this analysis include spatial diversity of the different
clieat devices which interact with the AP. In addition, whether
the client devices are of different types may be relevant to the
evaluation. For instance, the antenna gain and overall robust-
ness of the receiver may impact the accuracy of the measure-
ments taken, Here, the data taken by a high quality receiver
with multiple spatially diverse antennas having high gain may
be given a higher weight in the analysis than data taken from
a receiver with a single, low gain antenna.
|0075] Furthermore, the accuracy of the GPS or other
geolocation measurements may affect the accuracy calcula-
tion. Here, for instance, a differential GPS receiver may be
determine the client device 308's position to within a meteror
fess, while a non-differential GPS receiver may determine the
position to within 5-25 meters or more. In addition, while the
aceuracy of a GPS measurement outdoors with a clear view of
the sky may be close to optimum, performance degradations
may occur in urban canyoh environmennts where fewer satel-
lites are “visible™ and especially when the GPS receiver is
located indoors. In the latter case, the GPS receiver may be
unabie to fix a location at all. Also the “freshness™ of the data
collected may be relevant to the confidence determination.
Here, more recent data may be given a higher weight in the
analysis than older data. As above, an exemplary algorithm
may rely on a number of additional factors to obtainaccuracy.
For instance, spatial, temporal and/or platform diversity of
GPS measurements would be relevant. Also, the types of
frames that are used in the measurement, such as data frames,
management franes and/or control frames may affect the
confidence. And the source of the measurement may be a
relevant factor, such as i it is a wrusted party providing the
readings versus upioading them through an Open AP imple-
mentation.
18076] In accordance with another aspect of the present
invention, processes 1o determine the accuracy of AP loca-
tions are provided. In one embodiment, the measurements
taken by various client devices determioe a confidence that a
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given AP is within a certain area. One or more data points
represented the expected position of the given AP may be
calculated based upon the various factors discussed herein. A
“confidence code” may be applied to cach data point.
[0077} The confidence code may be calculated using a
weighted function. The weights used by the weighted fune-
tion may be obtained based on information of the eollected
data such as size of the collection (e.g., the cardinality or
number of points in the collection), platform information of
the client devices, temporal and/or spatial diversity of the
points corresponding to the client devices, etc. One or more
estimates of the location of the AP may be adjusted based on
the caloalated confidence code. A Monte Carlo-type analysis
may also be performed.

{0078] Inorder to provide more accurate estimation of AP
locations and coverage regions, several factors can be faken
into account to analyze the y of such estimations. The
factors may include the oumber of points, platform informa-
tion of corresponding client devices, temporal diversity of the
points, spatia} diversity of the paints, etc. For example, the
estimated location for a given AP will be more accurate when
using more poiuts for the estimation.

[0079] More varicty of platforms of client devices indicates
more users for the AP, and may increase the accuracy of the
estimation. Withregard to temporal diversity, points spanning
multiple distinct times may contribute to a more accurate
estimation thaa points spaoning fewer distinct times. Also,
with regard to spatial diversity, more accurate estimation can
be achieved by using points spread in a larger space than
points clustered in a smaller area. A weight function can be
used to calculate a confidence code based on the above infor-
mation. Accordingly, the estimated location and coverage
radius for the given AT can be adjusted based on the confi-
dence code.

{0080] Inonc example, the confidence code represents the
likelihood that a particular data point is valid or an outlier. For
instance, this may be expressed as a perceatage (e.g., 90%
likely that \he data point is valid), as a ranking (e.g.,ad ona
scale of 1-5, with 1 being the lowest confidence and 5 being
the highest confidence), or some other relative indicator. The
confidence code may then be vsed to discard outliers. Once
this is done, the system may compute a “best circle” repre-
senting the likely position of the AP of interest.

{0081} In an alleroative, multiple circles may be provided
as shown in the confidence and positioning diagram 400 of
FIG. 4. In this example, AP 402 may be placed in the center of
muitiple concentric cireles 404, 406, 408 and 410. Each circle
may be associated with both an area and a confidence vajue.
For instance, the innermost circle 404 may indicate that there
is a 50% likelikood that the AP 402 is within 10 meters of the
epicenter of that circle. The next smallest circle 406 may be
used to indicate that there is 2 67% likelihood of the AP 402
being within 25 meters o[ the epicenter of that eircle. Thenext
circle 408 may be used to indicate that there is a 75% likeli-
hood of the AP 402 being within 50 meters of the epicenter of
that circle. And the outermost circle 410 may be used to
indicate that there is 8 90% chance of the AP 402 being within
125 meters of the epicenter of that circle. In one example, an
O(n®) algorithm may be used to detect outliers. This may be
done as follows. First, the centroid of a given qumber of
points may be computed. Then for each point, its distance to
the ¢entroid may be computed. If the distance for a given
point exceeds a threshold, then the point may be marked or
otherwise identified as an outlier. The process may be refined
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by removing some/all outliers and repeating the above. This
may be repeated uatil there are no more outliers or the algo-
rithm converges.

|0082]  Asdiscussed herein, the Jocation of a given AP may
be based on a aumber of measurements taken by one or more
client devices. The raw data collected by a client device may
be processed locally or sent to a central repository (e.g., server
110 of FIG. 1) for processing. Regandiess of which device
performs the calcnlations, each distance and/or each location
estimate may be stored in a database, for instance as part of a
location 1able. The location table may store, for one or more
APs, aunique identifier for the AP (such as a MAC address, [P
address or SSID), a location estimate (e.g., latitude and lon-
gitude coordinates and/ox height), a time the Jocation estimate:
was obtainod/calculated, a coverage radivs for the AP, a con-
fideace for the focation estimate (e.g., 90% likely to be within
50 meters of the specific position), equipment type (e.g.,
transceiver make/model) and/or RSS!} information. If mul-
tiple location measurements are made, some or all of them
may be stored in the location table. Calculated locations and
associated estimates such as discussed above with regard to
FIG. 4 may also be stored in the location table.

j0083] The server 110 may provide AP location informa-
tion from the location table to users upon request. In addition,
when a location is needed for a given client device, the server
110 may obtain relevant data for ope or more APs from the
location table and either provide them 1o the client device or
perform Jocation calculations for the client devices position.
{0084] By way of example, a client device without geolo-
cation capabilities may perform a scanning or sniffing opera-
tion to obtain a fist of all APs that can be observed by theclient
device. This list may then be evatuated against a database of
APs such as the aforementioned location table to determine
the specific or estimated locations of the observed APs. Given
the (likely) AP locations, a location of the client device may
be estimated as set forth above.

{0085] In accordance with other aspects of the present
invention, the cliegt devices may be stationary or may be
moving. In either situation, the data rate between a given
client device and a serving AP may change. This may be due
to a number of factors such as multipath interference, error
rates, etc. For example, a client device may use a maximun
data rate (e.g., 54 Mbps) at first to coranounicate with an AP.
If therc is no ACK control frame received from the AP, then
the client device may drop or back off its data rate to 24 Mpbs
or less until it receives the ACK. Thus, in one example,
changes in the data rate between a given client device and the
AP may be used to refine the distance estimate. As different
measurenents may occur at different data rates, there may be
multiple distance estimates and/or Jocation estimates for a
given AP. Statistical processing may be used 1o arrive at an
average distance or most likely location estimate for a given
confidence lcvel, In the case where the client device includes
a GPS receiver, if that device captures multiple frames relat-
ing to an AP, then it may also obtain multiple GPS measure-
ments and use the dala raie as a bounding factor. Such mea-
surements of GPS signals and/or frames may be aggregated in
a localization process to obfain a more accurate estimate for
the AP’s location.

{0086] Iltisalso possible tousc the [rame size and checksum
of the frame/packet to estimate distance and accuracy. For
instance, the Jarger the frame size, the more fikely it is that the
frame may become corrupted during transmission. Thus, if’
thechent device received/sni ffs a large frame (e.g., 500 bytes)
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from an AP, then it is lkely that the AP is closer than an
average distance for the data rate that packet/[rame is being
transmitted at. Conversely, if the frame is very small (e.g., 10
bytes or less), then the distance may be farther than the
average distance. The average distance may be computed or
otherwise determined as part of the development of the fook-
up table. For inslance, a mean value or median value caleu~
lation may be performed on multiple data points to arrive at
the average distance. Furthermore, the look-up table may be
constructed using an analytical model for bit error rate and
use that information to determine how faraway a device could
be so that a packet could be received at a certain data rate. Or,
in addition or alternatively, the look-up table could be con-
structed using experinaental data.
{0087] In a further alternative, the WLAN of interest may
permit multiple APs to share a singlc frequency channel, such
as in a spread-spectrum based architecture. However, depend-
ing on the implementation, the various APs and/or client
devices using a particular frequency channel may need o
adjust their data rates and/or power levels in order to share the
h 1 while mainlaining an ptable noise or error rate.
In this scenario, if there are multiple APs using the same
channel and the data rate is relatively low (e.g,, at 1 Mbps
instead of 34 Mbps), then the distance estimation for a given
transmitter may be increased. The amount of increase may be
related to the number of APs in the same channcl. By way of
example only, the distance estimation may be increased by a
certain percentage such as on the order of 5-20%.
{0088] FIG. 5 illustrates an alternative scenario 500
wherein there is a single AP 502 and a first client device 504
associated with the AP 502 at a first distance 506 from the AP
502. The first client device 504 is stationary. In contrast, a
second client device 508 moves from a first location at time T,
to a second location at time T, At time T, the distance
between the client device 508 and the AP 502 is shown by tine
510, while at time T, the distance between the client device
508 and the AP 502 js shown by line 512.
{0089] In accordance with another aspect of the present
invention, the system ray compare the received signal
strength indication (“RSSI") and data rate at time T, with the
RSSI and data rate at time T,. The packet decoding stccess
rates at times T, and T, may be compared and evaluated with
the RSS1 and data rates to further improve the distance esti~
mation, While only two time points are shown, any number of
points may be employed. Thus, tbe client device 508 may be
placed in a vehicle and data may be obtained continuously or
at predetermined time increments. Furthermore, the rate of
speed of the elient device 508 may be factored into the analy-
sis as well.
{0090] In a further example, the clicnt device scanning or
sniffing transmitted frames may inciude a receiver with mui-
tiple antennas and/or multiple receive chains. Such architec-
tures may be used to provide spatial and/or temporal diversity
and give a “stereo” effect which can improve the accuracy of
the triangulation caleulations. For instance, in one embod:-
ment two separate receivers are Jocated on either side of a
vehicle. Both receivers may be electrically connected a single
processing device {e.g., a laptop), and both may scan for data
packets simultancously. As with the moving example dis-
cussed with respect to FIG. 5, the difference in RSS! and

- packet decoding success rate for each receiver may improve

the distance estimation. Of course, more than two receivers
and/or antennas may be employed.
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[0091] FIGS. 6A and 6B illustrate general architectures of
wireless devices for use in accordance with the present inven-
tion. Specificaily, FIG. 6A provides an exemplary GPS-en-
abled device 600 while FIG. 6B provides anexemplary device
602 which is not GPS enabled. As shown in FIGS. 6 A and 6B,
each device 600 and 602 may include a transceiver 604 which
is operable to send and receive data packets over a Wi-Fi® or
other type of WLAN using an antcnna 606. Although a single
antenna 606 is shown, multiple antennas (and/or multiple
receive chains) may be used for diversity purposes as
explained herein.

[0092] Each device may also include a microprocessor or
controller 608 and memory 610 for storing instructions and/
or data. A vser interface 612 may be provided along with one
or more applications 614. The applications 614 may be stored
in an application memory (not shown) or may be stored in
memory 610. The key differences as shown between the
devices 600 and 602 are the GPS receiver 616 and associated
antenna 618 of the device 600, The GPS receiver 616 may be
implemented in hardware, software or some combination.
The GPS receiver 616 is used to identify a location of the
device 600. Referring back to the earlier example of FIG. 3,
the client device 308 may be a GPS-enable device such as
device 600, while the client device 306 and/or the AP 302 may
be configured without a GPS receiver such as device 602.
{0093} Although the invention herein bas been described
with reference to particular embodiments, it is to be under-
stood that these embodiments are merely illustrative of the
principles and applications of the present invention. It is
therefore to be understood that numerous modifications may
be made to the illustrative embodiments and that other
arrangements may be devised without departing from the
spirit and scope of the present invention as defined by the
appended claims. Furthermore, while particular processes are
shown in a specific order in the appended drawings, such
processes arc not limited to any particular order unless such
order is expressly sct forth berein.

1. A computer-implemented method of estimating the Joca-
tion of a wireless device, the method comprising:

oblajning a packet of data transmitted from a first wireless

device to a second wireless device;

determining whether one of the first and second wireless

devices is a wireless access point;

determining the data rate of the transmitted data packet;

ifoneof the firstand second wireless devices is the wireless

access point, then evaluating the detenmined data rate
against a predetermined criterion; and

assigning an estimated location to the wireless access point

based upon the evaluation.

2. The method of claim 1, wherein the predetermined cni-
terion is stored in a look-up table and the evaluation inciudes
identilying a distance in the look-up table associated with the
determined data rate.

3. The method of claim 1, wherein:

the transmitted data packet is oblained by a client device;

apd

the method further inchudes identifying 2 distance associ-

ated with the data rate, wherein the distance is used as a
separation between the first wireless device and the cli-
ent device.
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4. The method of claim 3, wherein the client device is at a
known location and the method further comprises:
assigning a distance between the wireless access point and
the client device to be the same as the distance between
the first wireless device and the client device; and

triangulating a position of the wireless access device using
the known location of the client device, the distance
between the first wireless device and the client device
and the distance between the wireless access point and
the clicnt device to obtain the estimated Jocation.

5, The methed of claim 4, wherein the client device uscs a
GPS receiver to obtain the known location.

6. The method of clair 1, whexein the predetermined cri-
terion includes a worst-case distance estimate based upon at
least one parameter.

7. The method of claim 6, wherein the at least one param-
eter includes one or more of a channel propagation charac-
teristic, a transmitter characteristic and a receiver character-
istic.

8. The method of claim 1, further comprising revising the
estimated location of the wireless access point based upon
multiple data packets sent or received by the wireless access
point.

9. The method of claim 1, further comprising;

determining a position of the client device based upon the

estimated location of the wireless access point; and
providing a location-based service to the client device
based on the determined position.

10. A computer-impl d method of csti g confi-
dence in a status of a wireless device, the method comprising:

ohtaining one or more packets of data transmitted from a

first wireless device to a second wireless device;
evaluating the one or more transmitted data packets to
identify a frame type for each respective data packet;
identifying the first wireless device or the second wireless
device as a wireless access point based upon the identi-
fied frame type for at least one of the data packets; and
assigning a confidence value to the identification of the
wireless access point.
11. The method of claim 10, wherein:
if the frame type of at least ope of the respective data
packets is a management frame, then identifying the first
wircless device as a wircless access point; and

setting the confidence value for the ideatification of the

wireless access point {0 a maximum confidence value.

12. The method of claim 11, wherein:

if the frame type of at least one of the respective data

packels is not the management frame, then evaluating
whether the frame type of any of the respective data
packets is a control frame;

if the frame type of at least one of the respective data

packets is the control frame, then identifying the first
wireless device as the wireless access point; and
setting the confidence value for the identification of the
wireless access point to a value between the maximum
confidence value and a minimum confidence value.

13. The method of claim 10, wherein identifying the first
wireless device or the second wireless device as the wireless
access point further includes analyzing a number of frames
transmitted or received by each device.

14. A computer-inpl d method of cstimating confi-
dence in a location of a wireless device, the method compris~
ing:

obtaining one or more packets ol data transmitted from a
first wireless device to a second wireless device;
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determining that the first or second wireless device is a
wireless access point based upon the transmitted pack-
ets;

determining an estimated location of the wireless access
point; and

assigning a confidence value to the estimated location.

15. The method of claim 14, wherein the confidence value
represents a percentage likelihood that the wireless access
point is contained within a specified area of interest.

16. The method of claim 14, wherein the estimated location
is based on multiple data points.

17. The method of claim 16, wherein a confidence code is
applied to each data point.

18. The method of claim 17, wherein the confidence code
for each data point is calculated using a weighted function.

19. The method of claim 17, wherein the confidence code
for each data point represents a Jikelihood that that data point
is valid or an outlier.

20. An apparatus including a processor operable to esti-
mate the Jocation of a wireless device, the processor exccut-
ing a process io:

obtain a packet of data wransmitted from a first wireless
device to a second wireless device;

determine whether one of the first and second wireless
devices is a wireless access point;

determine the data rate of the transmitted data packet;

ifone of the firstand second wireless devices is the wireless
access point, then evaluate the determined data rate
against a predetermined criterion; and

assign an estimated location to the wireless access point
based upon the cvaluation.

21. A computer-readable recording medium recorded with

a computer program for use by a processor to perform a
process of estimating the location of a wireless device, the
Process comprising:

obtaining a packet of data ransmitted from a first wirelcss
device to a second wireless device;

determining whether one of the first and second wireless
devices is a wireless access point;

determining the data rate of the transmitted data packet;

ifone of the first and second wireless devices is the wireless
access point, then evaluating the determined data rate
against a predetermined eriterion; and

aysigning an estimated location to the wireless access point
based upon the evaluation.

22. An apparatus including a processor operable to esti-
mate confidence in a slatus of a wireless device, the processor
execuling a process to:

obtain one or more packets of data transmitted from a first
wireless device to a second wireless device;

evaluate the one or more transmitted data packets to iden-
tify a frame type for cach respective data packet;

identify the first wirelcss device or the second wireless
device as a wireless access point based upon the identi-
fied frame type for at least one of the data packets; and

assipn a confidence value to the identification of the wire-
fess access point.

23. A computer-readable recording medium recorded with

a computer program for use by a processor to perform a
process of estimating, confidence in a stats of a wireless
device, the process comprising:
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obtaining one or more packets of data transiitted from a
first wireless device 1o a second wireless device;

evaluating the one or more transmitted data packets to
identify a frame type for each respective data packet;

identifying the first wireless device or the second wireless
device as a wircless aceess point based upon the identi-
fied frame type for at Jeast one of the data packets; and

assigning a confidence value to the identification of the
wireless access point.

24. An apparatus including a processor operable to esti-
mate confidence in a location of a wirefess device, the pro-
€CsSOr executing a process to:

obtain ogic or more packets of data transmitted from a first

wireless device to a second wireless device;

determine that the first or second wireless device is a wire-

less access point based upon the transmitted packets;
determine an estimated Jocation of the wireless access
point; and .

assign a confidence value to the estimated Jocation.

25, A computer-readable recording mediurn recorded with
a comaputer program for use by a processor to perform a
process of estimating confidence in a location of a wireless
device, the process comprising:

obtaining one or more packets of data wansmitted from a

first wireless device to a second wireless device;

detertnining, that the first or second wireless device is a

wireless access point based upon the transmitted pack-
ots;

determining an estimated location of the wireless access

point; and

assigning a confidence value to the estimated location.

26. An apparatus for use in a wireless network, the appa-
ratus comprising:

memory for storing information asseciated with a plurality

of devices in the wireless network;

means for communicating with one or more of the plurality

of devices in the wireless network; and

a processor operable to estimate a location of an access

point device in the wireless network based upon data
packet information sent to or received from the access
point device;

wherein the processor is adapted to provide location based

service information to one or more chient devices asso-
ciated with the access point device upon estimation of
the location.

27. The apparatus of claim 26, wherein the data packet
information for a given data packet includes a data rate of the
given data packet, the information stored in the memory
includes distance estimates associated with different data
rates, and the processor determines the location estimate of
the access pointdevice by comparing the data rate of the given
data packet to the different data rates and distance estimates
stored in the memory.

28. The apparatus of claim 26, wherein the processor is
operable to estimate the location of the access point device
using the data packet information for multiple data packets
sent to or reccived from the access point device, and wherein
the processor is further operable to rank the data packet infor-
mation for each of the multiple data packets to obtain approxi-
mate distances based upon each such packet.

29. The apparatus of claim 28, wherein the processor esti-
mates the location using a centroid of the approximate dis-
tances,
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30. ‘The apparatus of claim 28, wherein the processor is
further operable to assign a confideace in the estimated loca-
Gon of the access point device.

31. The apparatus of claim 30, wherein the confidence
represents a likelihood that the access point device is within a
given area.

32. The apparatus of claim 30, wherein the confidence is
based upon at least one of spatial diversity of selected devices
associated with the access point device, receiver characteris-
tics of the selected devices, transmitter charactenistics of the
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selected devices, and freshness of information stored in
memory or the data packet information sent to or received
from the access point device.

33. The apparatus of claim 26, wherein the processor com-
prises a plurality of processing devices in a distributed archi-
tecturc and the memory stores the information so that the
information is accessible 1o one or more of the plurality of
processing devices.
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{57) Abstract: The invention pertains to location ap-
proximation of devices, e.g., access points ("APs")
(102A, 102B, 102C) and client devices {104A, 104B,
104C) in a wireless network (100). Location estimates
may be obtained by observation/analysis of packets
(314) transmitted or received by APs. For instance,
data rate information associated with a packet is used
to approximate the distance between a device and the
AP. This may be coupled with known positioning in-
formation to estimate an approximate location for the
AP, Confidence information and metncs (404, 406,
408, 410) about whether a device is an AP and its lo-
cation may aiso be determined. Accuracy of the loca-
tion determination may be affected by factors includ-
ing propagation and environmental factors, transmit
power, antenna gain and diversity, etc, Location infor-
mation database (112) of APs may cmploy measure-
meats from various devices over time. Such informa-
tion may identify locations of client devices and pro-
vide location-based services to them.
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WIRELESS NETWORK-BASED LOCATION APPROXIMATION

CROSS~-REFERENCE TO RELATED APPLICATIONS

[0001] This application claims priority to and claims the
benefit of the filing date of United States Provisional Patent
Application No. 61/196,167, filed October 15, 2008, entitled
"Wireless Network-Based Location Approximation," the entire
disclosure of which is hereby incorporated herein by
reférence.

BACKGROUND OF THE INVENTION

Field of the Invention

[0002] The present invention relates generally to
approximating the location of electronic devices such as
wireless access points (*APs*") and client devices.

Description of Related Art

[0003] Wireless networks offer a wide variety of services
using a number of different architectures. Client devices
such as mobile phones, laptops and PDAs may connect to APs via
cellular/PCS networks as well as wireless local area networks
("WLANS") such as TEEE 802.11, Bluetooth’ or other Wi-Fi’
networks.

100041 Location-based services can leverage the physical
location of a client device to provide an enhanced service or
experience for a user. A location-based service may determine
the location of the user by using one of several technologies
for determining position, then use the location and possibly
other information to provide personalized applications and
services.

[0005] Conventional cellular/PCS networks may position
their APs ({e.g., base stations) in accordance with specific
coverage criteria. The locations of these base stations may
be placed at known locations. Client devices in such networks
may include GPS-enabled handsets, which enable accurate

determination of the location of the devices.
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[0006] In contrast, WLANs networks may include APs which
are relatively small or portable {e.g., mini base stations or
wireless routers), and which may be placed at locations as
needed. The exact locations of APs in this situation may not
be known. For instance, a corporate wireless network may have
a number of APs distributed across the corporate campus. So
long as the APs provide adequate coverage, a general knowledge
of their location such as which building they are in may
suffice.

[0007] Another type of scenario where the specific location
of the APs may not be known is in a building-wide {e.g., an
airport terminal) or city-wide mesh or ad-hoc WiFi network.
In such cases, users may access APs set up by one br more
service providers.

[0008] In such cases, the APs and client devices themselves
may not be GPS-enabled. Or the devices may be located indoors
or in other environments where GPS does not operate. Thus, it
may be difficult or impossible to offer location-based
services without some way to determine the positions of the

APs and/or the client devices.

BRIEF SUMMARY OF THE INVENTION

[0009] The present invention provides systems and wmethods
for estimating AP locations as well as estimating the
confidence and accuracy for such locations. Using such
information, the 1locations of client devices may also be
determined, which in turn enables the use of location-based
services.

[0010] In accgrdance with an embodiment of the present
invention, a computer-implemented method of estimating the
location of a wireless device 1is provided. The method
comprises obtaining a packet of data transmitted from a first
wireless device to a second wireless device; determining
whether one of the first and second wireless devices is a

wireless access point; determining the data rate of the
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transmitted data packet; if one of the first and second
wireless devices is the wireless access point, then evaluating
the determined data rate against a predetermined c¢riterion;
and assigning an estimated location to the wireless access
point based upon the evaluation.

[0011] In one alternative, the predetermined criterion is
stored in a database such as in a look-up table. Here, the
evaluation includes identifying a distance in the look-up
table associated with the determined data rate. In one
example, the transmitted data packet is obtained by a client
device and the method further includes identifying a distance
associated with the data rate, wherein the distance is used as
a separation between the first wireless device and the client
device. Here, if the client device is at a known location,
then the method may further comprise assigning a distance
between the wireless access point and the client device to be
the same as the distance between the first wireless device and
the client device; and triangulating a position of the
wireless access device using the known location of the client
device, the distance between the first wireless device and the
client device and the distance between the wireless access
point and the client device to obtain the estimated location.
In this example, the client device may use a GPS receiver to
obtain the known location.

[0012] In another alternative, the predetermined criterion
includes a worst-case distance estimate based upon at least
one parameter. In an example, the at least one parameter
includes one or more of a channel propagation characteristic,
a transmitter characteristic and a receiver characteristic.
[0013] In yet another alternative, the method further
comprises revising the estimated location of the wireless
access point based upon multiple data packets sent or received

by the wireless access point.
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[0014] In another alternative, the method further comprises
determining a position of the client device based upon the
estimated location of the wireless access point and providing
a location-based service to the client device based on the

determined position.

[0015] In accordance with another embodiment of the present
invention, a computer-implemented wethod of estimating
confidence in a status of a wireless device is provided. The

method comprises obtaining one or more packets of data
transmitted from a first wireless device to a second wireless
device; evaluating the one or more transmitted data packets to
identify a frame type for each respective data packet;
identifying the first wireless device or the second wireless
device as a wireless access point based upon the identified
frame type for at least one of the data packets; and assigning
a confidence value to the identification of the wireless
access point.

{0016] In one alternative, if the frame type of at least
one of the respective data packets is a management frame, then
identifying the first wireless device as a wireless access
point. In this case the method sets the confidence value for
the identification of the wireless access point to a maximum
confidence value. Optionally, if the frame type of at least
one ©of the respective data packets is not the management
frame, then the method evaluates whether the frame type of any
of the respective data packets is a control frame. Here, if
the frame type of at least one of the respective data packets
is the control frame, then the method identifies the first
wireless device as the wireless access point and sets the
confidence value for the identification of the wireless access
point to a value between the maximum confidence value and a
minimum confidence value.

[0017] In another alternative, identifying the first

wireless device or the second wireless device as the wireless
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access point further includes analyzing a number of frames
transmitted or received by each device

[0018] In accordance with another embodiment of the present
invention, a computer-implemented method of estimating
confidence in a location of a wireless device is provided.
Here, the method comprises obtaining one or more packets of
data transmitted from a first wireless device to a second
wireless device; determining that the first or.second wireless
device is a wireless access point based upon the transmitted
packets; determining an estimated 1location of the wireless
access point; and assigning a confidence value to the
estimated location.

[o019] In one alternative, the confidence value represents
a percentage 1likelihood that the wireless access point is
contained within a specified area of interest. In another
alternative, the estimated location is based on multiple data
points. In this case, a confidence code may be applied to
each data point. In one example, the confidence code for each
data point is calculated using a weighted function. In
another example, the confidence code for each data point
represents a likelihood that that data point is valid or an
outlier.

[0020] In yet :another embodiment of the present invention,
an apparatus for use in a wireless network comprises memory
for storing information associated with a plurality of devices
in the wireless network, means for communicating with one or
more of the plurality of devices in the wireless network and a
processor. The processor is operable to estimate a location
of an access point device in the wireless network based upon
data packet information sent to or received from the access
point device. The processor is adapted to provide location
based service information to omne or more client devices
associated with the access point device upon estimation of the

location.
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[0021] In one alternative, the data packet information for
a given data packet includes a data rate of the given data
packet. Here, the information stored in the memory includes
distance estimates associated with different data rates. The
processor determines the location estimate of the access point
device by comparing the data rate of the given data packet to
the different data rates and distance estimates stored in the
memory .

[0022] In another alternative, the processor is operable to
estimate the location of the access point device using the
data packet information for multiple data packets sent to or
received from the access point device. The processor is
further operable to rank the data packet information for each
of the multiple data packets to obtain approximate distances
based upon each such packet. In one example, the processor
estimates the location using a centroid of the approximate
distances. In another example, the processor is further
operable to assign a confidence in the estimated location of
the access point device. The confidence may represent a
likelihood that the access point device is within a given
area. Optionally, the confidence is based upon at least one
of spatial diversity of selected devices associated with the
access point device, receiver characteristics of the selected
devices, transmitter characteristics of the selected devices,
and freshness of information stored in memory or the data
packet information sent to or received from the access point
device.

{0023] In yet another alternative, the processor comprises
a plurality of processing devices in a distributed
architecture and the memory stores the information so that the
information is accessible to one or more of the plurality of
processing devices.

[0024] Each of the aforementioned methods and processes may

be performed by a processor such as a CPU, microprocessor,



449

WO 2010/044872 PCT/US2009/005640

ASIC or other computing device. Furthermore, such methods anc
processes may be stored on a computer-readable recording
medium (e.g., CD-ROM, DVD, Blue Ray disc, flash memory or the

like) for execution by a processor.

BRIEF DESCRIPTION OF THE DRAWINGS

[0025] FIG. 1 illustrates an exemplary wireless network in
accordance with aspects of the present invention,.

[0026] FIG. 2 illustrates aspects of a wireless network in
accordance with aspects of the present invention.

[0027] FIG. 3 illustrates an exemplary configuration for
estimating device location in accordance with aspects of the
present invention.

[0028] FIG. 4 illustrates an exemplary confidence and
positioning diagram in accordance with aspects of the present
invention.

[0029] FIG. S illustrates an exemplary dynamic scenario for
location estimation. »

[0030] FIGS. 6A-B illustrate exemplary wireless devices for
use with aspects of the present invention.

DETAILED DESCRIPTION

[0031] The aspects, features and advantages of the present
invention will be appreciated when considered with reference
to the following description of preferred embodiments and
accompanying figures. The same reference numbers in different
drawings may identify the same or similar elements.
Furthermore, the following description does not limit the
present invention; rather, the scope of the invention is
defined by the appended claims and equivalents.

[0032] FIG: 1 provides an exemplary WLAN 100 which may have
a number of APs 102 (e.g., 102A, 102B and 102C) as well as one
or more client devices 104 (e.g., 104A, 104B and 104C) as

shown. The APs 102 may include devices of different types
from various manufacturers and may have different
capabilities. Some APs 102 may be wireless routers that can
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support dozens of cliént devices or more, while some APs may
act as signal repeaters. The client devices 104 may also be
of different types and have different capabilities. For
instance, as shown client device 104A may be a PDA, 104B may
be a laptop/notebook computer, and 104C may be a mobile phone.
[0033] The WLAN 100 may also include a server 110 that is
in wired or wireless communication with some or all of the APs
102. A database 112 may be associated with the server 110.
The database 112 may be used to store data related to the APs
102 and/or the client devices 104. For instance, the database
112 may maintain location-related records for the APs 102.
[0034] Each AP 102, each client device 104 and the server
110 may contain at least one processor, memory and other
components typically . present in a computer. FIG. 2
illustrates an alternative view 200 of a single AP 102, a
single c¢lient device 104 and server 110 identifying such
components. As shown, the AP 102 includes a processor 202 and
memory 204. Components such as a transceiver, power supply
and the like are not shown in any of the devices of FIG. 2.
[0035] Memory 204 stores information accessible by the
processor 202, including instructions 206 that may be executed
by the processor 202 and data 208 that may be 7retrieved,
manipulated or stored by the processor. The memory may be of
any type capable of storing information accessible by the
processor, such as a hard-drive, ROM, RAM, CD-ROM, flash
memories, write-capable or read-only memories. The processor
202 may comprise any number of well known processors, such as
processors from Intel Corporation. Alternatively, the
processor may be a dedicated controller for executing
operations, such as an ASIC.

[0036] The instructions 206 may comprise any set of
instructions to be executed directly (such as machine code) or
indirectly (such as scripts) by the processor. In that

regard, the terms "instructions,” "steps" and *“programs® wmay
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be wused interchangeably herein. The instructions may be
stored in any computer language or format, such as in object
code or modules of source code. The functions, methods and
routines of instructions in accordance with the present

invention are explained in more detail below.

[0037]} Data 208 may be retrieved, stored or modified by
processor 202 in accordance with the instructions 206. The
data may be stored as a collection of data. For instance,

although the invention is not limited by any particular data
structure, the data may be stored in computer registers, in a
relational database as a table having a plurality of different
fields and records.

[0038] The data may also be formatted in any computer
readable format such as, but not limited to, binary values,
ASCII or EBCDIC (Extended Binary-Coded Decimal Interchange
Code) . Moreover, the data may include any information
sufficient to identify the relevant information, such as
descriptive text, proprietary codes, pointers, references to
data stored in other memories (including other network
locations) or information which is used by a function to
calculate the relevant data.

[0039] Although the processor 202 and memory 204 are
functionally illustrated in FIG. 2 as being within the same
block, it will be understood that the processor and memory may
actually comprise multiple processors and memories that may or
may not be stored within the same physical housing or
location. For example, some or all of the instructioné and
data may be stored on a removable CD-ROM and others within a
read-only computer chip. Some or all of the instructions and
data may be stored in a location physically remote from, yet
still accessible by, the processor 202. Similarly, the
processor 202 may actually comprise a collection of processors

which may or may not operate in parallel. Data may be
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distributed and stored across multiple memories 204 such as
hard drives or the like.

[0040] In one aspect, AP 102 communicates with one or more
client devices 104 and the server 110 via wireless network 210
(e.g., a wi~Fi°~type network such as an 802.11g network or a
BluetoothmAtype network) . Each client device 104 and the
server 110 may be configured similarly to the AP 102 with a
processor 202, memory 204 and instructions 206, as well as one
or more user input devices 212 and a user output device, such
as display 214. Each client device 104 and the server 110 may
be a general purpose computer, intended for use by a person,
having all the components norxrmally found in a personal
computer such as a central processing unit ("CPU"), display,
CD-ROM or DVD drive, hard-drive, mouse, keyboard, touch-
sensitive screen, speakers, microphone, wireless modem and all
of the components used for connecting these elements to one
another.

[0041] Each device on the network 100 may transmit and
receive data (packets) according to a known protocol in a
segment (channel) of allotted portion the spectrum (frequency
band) . For instance, the IEEE 802.11 series of protocols
specifies the format of various types of packets which may be
transmitted in preset channels of the spectrum, such as the
ISM band located in the 2.4 GHz frequency range or the public
safety band located in the 4.9 GHz frequency range.

[0042] Depending upon their configuration, each AP may have
a coverage area 106 such as coverage areas 106A, 106B and 106C
as shown in FIG. 1. In many instances the coverage areas 106
of adjacent APs 102 may overlap, such as shown by overlap
region 108. It should be understood that the coverage areas
106 in real-world implementations may be affected due to
transmit power requirements, signal attenuation, multipath and

other factors.

~-10-
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[0043] As discussed above, it 1is desirable to provide
location-based services to client devices. While some client

devices may include a GPS receiver or some other tool to
determine and/or communicate the device's location, wmany
client devices may not have such equipment or capabilities.
Thus, in accordance with one aspect of the present invention,
the location of a given client device may be determined based
upon the location{s} of one or.more APs, either alone or in
conjunction with other network-related information.

[0044] In such a scenario, one important issue is that in
many instances the specific location of an AP 102 may not be
known. Therefore, in accordance with another aspect of the
present invention, systems and wmethods are provided to
estimate an AP's location using data rate information between
the AP and one or more client devices. FIG. 3 illustrates an
exemplary configuration 300 with a single AP 302 having a
coverage area 304. A first client device 306 and a second
client device 308 are located within the coverage area 304.
[0045] In the present example, the client device 306 may be
"associated" with the AP 302, transmitting packets to and
receiving packets from the AP 302. Here, the client device
306 1s not GPS enabled and is not otherwise configured to
determine its location. In contrast, the client device 308
may include a GPS receiver or other wmeans of performing
geolocation.

[o046]} In this example, the client device 306 is located a
first distance 310 from the AP 302, while the client device
308 is located a second distance 312 from the AP. And the
client device 306 is located a third distance 316 from the
client device 308. The client device 308 performs geolocation
using 1its GPS receiver oOr by other means to accurately
determine its location.

[0047] Furthermore, the client device 308 may be configured

to observe or capture data packets such as frame 314

-11-
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transmitted to or from the AP 302. By way of example, the
client device 308 may be a laptop having a wireless
transceiver that can operate in a "sniffer" or "monitor" wode,
thereby handling transmitted frames 314 without requiring the
client device 308 to be associated with the AP 302.

[0048] In accordance with one embodiment, the client device
308 receives and captures the frame({s) 314. The client device
308 - may analyze the. frame 314, such as with. an analyzer
program executed by its processor. Alternatively, the server
110 may execute the analyzer program. The analyzer program
may parse different portions of the frame 314 and perform
error checking on the frame 314. As part of the analysis, it
is determined which device (e.g., AP 302 or client device 306)
transmitted the frame 314, as well as the data rate at which
the transmitter sent the frame 314. The data rate may be
identified by data in the frame 314 itself or may be otherwise
identifiable. For example, the data rate 1is the rate of
transmission from the AP 302 to the client device 306 or from
the client device 306 to the AP 302. Alternatively, if the
client device 308 1is associated with the AP 302 and is
communicating with the AP 302 (as opposed to merely sniffing
packets), then the data rate may be the rate transmitted from
the AP 302 to the client device 308 or from the client device
308 to the Ap 302.

[0049] Using this information, the client device 308 or the
server 110 may estimate the distance of the client device 308
relative to the AP 302 and/or the client device 306. For
instance, the data rate may be used as an estimate of channel
quality to indicate the physical separation between client
device 308 and the AP 302 or between the client device 308 and
the client device 306. In one example, a look-up table may be
used to estimate the distance. An exemplary lock-up table is

provided below.

~12-
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| Rate Distance

'5 Mbps 250 meters

10 Mbps 125 meters

54 Mbps 30 meters
[oos50] As shown in this example, the higher the data rate,
the shorter the distance. However, the distance may be

adjusted by various parameters as will be discussed below.
The distances in the look-up table may be approximated using a
worst-case estimate based on various channel parameters such
as propagation characteristics, transmit power, antenna gain,
receiver sensitivity and other radio characteristics for both
the transmitter and receiver, as well as terrain type, etc.
[0051] In accordance with another aspect, so long as the
client device 308 is able to capture and properly decode a
packet containing a transmitted frame, then it is determined
that the distance between the client device 308 and the
transmitting entity (e.g., AP 302 or client device 306) must
fall within the worst-case estimate. If the client device 308
is not associated with the AP 302, then some platforms may not
provide or process certain frames. In the case where client
device 308 is associated with the AP 302, then more
information about the AP 302 may be available which can be
used to improve the accuracy of the AP's location. For
instance, in addition to the frames that client device 308
observes between the AP 302 and the client device 306, client
device 308 also has frames transmitted to itself by the AP
302. These frames also have data rate information associated
with them, so this is another opportunity to obtain an
estimate of the distance between the AP 302 and the client
device 308.

[0052] Thus, in one alternative the frame{s) obsexrved
between AP 302 and client device 306 provide a first estimate

or multiple estimates which can be used to determine a first

-13-
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approximate distance 312, while the frame{s) received by the
client device 308 from AP 302 provide a first estimate or
multiple estimates which can be used to determine a second
approximate distance 312, In this case, weights or rankings
may be applied to the first and second approximate distances
to arrive at a resultant distance 312. Of course, it should
be understood that there may be other client devices within
the area 304 in communication with the AP 302. In that
situation, there may be even more approximate distances 312
calculated/weighted to arrive at an even more accurate
resultant distance 312.

[0053] If the packet cannot be decoded or is decoded with
uncorrectable errxors, then the distance approximation may not
be performed. Alternatively, if the packet cannot be decoded
properly, it may be inferred that the distance 312 between AP
302 and client device 308 is greater than the distance 310

between the AP 302 and the client device 306.

[0054] The above 1look-up table may be supplemented or
otherwise parameterized based upon additional factors besides
distance. For instance, the table can be parameterized based
upon the transmit power values of the tramsmitter. Or if the

transmit power values are unknown, a certain distribution of
common transmit power values can be used as an approximation.

The table can also be parameterized based upon the environment

where the packet/frame was captured. For example, in a dense
urban environment, one may expect a high multipath
coefficient. On the other hand, in a rural environment, one

may expect the propagation pattern to be very symmetric,
leading to larger distances for the same data rate. The table
could also be parameterized based upon the receiver's radio
characteristics, such as the sensitivity, antenna gain and any
diversity metrics {e.g., multiple antennas) which may be

applicable.
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f0055] Calibration or otherwise updating of the 2look-up
table may be done based on the power, radio sensitivity and/or
vendor information of the various devices. For instance,
different radios may have very different RF characteristics.
Some APs are operable to transmit at higher power than others.
Thus, at the same data rate, a higher power AP may be located
farther away than a lower power AP.

[0056]- Similarly, it may be beneficial to evaluate .the
sensitivity of the receiver of the client device 308. By way
of example, a dedicated sniffer/scanner may have a much higher
gain antenna/receive chain than the radio receiver on a
laptop, which in turn may have a higher gain than the radic on
a cellular phone.

[0057] Vendor and model information for a given device and
its radio/receiver may be determined based upon the device's
MAC address {e.g., using the object identifier ("0ID")} and
frames transmitted by the device. This in turn may be used to
evaluate the power and sensitivity of the radio/receiver.
[o058] Once the packet containing a frame is properly
decoded, the frame may be examined to determine whether it was
sent by the AP 302 or the client device 306 {or some other
entity). This information may provide additional insight into
the specifications of the particular AP 302 or client device
306. For instance, if the frame information identifies the AP
302 as being of a specific type, then that may indicate the
power level{s} at which the AP 302 operates.

[0059] If the decoded frame was sent by the AP 302, then
the distance determined wusing the look-up table gives an
accurate upper bound on the separation between the client
device 308 and the AP 302. This is coupled with the location
of the client device 308 provided by its self-geolocation.
Thus, starting with the client device 308 at a center point of

a circle similar to the coverage area 304, the AP 302 can be
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determined to be within a radius of the circle, where the
radius is the distance identified by the look-up table.

[0060] If the decoded frame was sent by the client device
306, then the distance determined using the look-up table
identifies the maximum separation between the client device
306 and the client device 308. Similarly, the distance
determined using the data rate (and possibly other
information) in the look-up table also provides the maximum
separation between the client device 306 and the AP 302.
Using the geometrical principal known as the Triangle
Inequality, the maximum separation between the AP 302 and the
client device 308 1is no more than twice the distance
determined using the look-up table.

fooe61] As discussed above, because the c¢lient device 308
has a GPS receiver or can otherwise determine its position
using geolocation, the location of client device 308 is known.
Thus, in accordance with another aspect of the invention, the
location of the AP 302 is determined by triangulating using
the distance between the client devices 306 and 308 and the
distance between the AP 302 and the client device 308.

[0062] This process may be repeated by analyzing multiple
packets sent between the AP 302 and the client device 306 (or
other client devices falling within the coverage area 304.
Multiple estimates of the location of the AP 302 may be made
by the client device 308 and/or other client devices having
geolocation capabilities.

[0063] Alternatively, an estimate of the location of the AP
302 may be performed using a centroid (mean location) of
multiple points associated with the AP 302. These points may
correspond toc locations obtained by the same or different
client devices 308 using the AP 302 at the same or different
times. A coverage radius of the AP 302 may also be estimated

so that most or all the points in a collection are covered.
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[0064] Once a given packet/frame has been captured and
decoded by the client device 308, then the location estimation
process for the AP 302 may be done by the client device 308,
the AP 302 or other entity such as server 110 of FIG. 1. By
way of example only, the look-up table may be stored in
database 112. This database may be accessible only to the
servexr 110, to some or all of the APs 102, and/or to some or
all of the client devices 104. Alternatively, the database
112 may be a distributed database spread among various nodes
of the wireless network, including some of the APs 102 and/or
the server 110.

[0065] Returning to FIG. 3, once the location of the AP 302
has been estimated, then that information wmay be used to
provide location-based services to the client device 306. For
instance, this may be done relying solely on the location of
the AP 302, and that location estimate is used when offering
location-enabled features to the user of the client device
306. Alternatively, the 1location of the client device 306
itself may be determined using the processes discussed above
with regard to the AP 302. Here, for example, once the AP 302

location has been estimated, the Triangle Inequality or other

geolocation technigque (e.g., time difference of arrival
("TDOA"), angle of arrival ("AOA"), etc.) may be used to
estimate the location of the client device 306. As above,

repeated measurements may be used to determine the location
before or during offering location-enabled services to the
user of the client device 306.

[0066] In accordance with other aspects of the present
invention, the confidence of the location of an AP may be
estimated. The confidence determination may include an
evaluation as to whether the transmitting entity is in fact an
AP. And the confidence determination may evaluation the
relative accuracy of the physical location for that

transmitting entity.
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[0067] In one evaluation, it 1is important to determine
whether the device of interest is really an AP. This may be

done by evaluating different types of frames sent to (or
received from) the device of interest. Depending upon the
protocol of the WLAN, there may be management frames, control
frames, data frames, etc. which are sent and received by
devices in the network. In the example of FIG. 3, 1if the
client device. 308 decodes a management frame such as a beacon
frame, then it is determined that the transmitting entity is
the AP 302. However, if the decoded frame is a control frame
such as a "Request To Send" ("RTS"), "Clear to Send* ("CTS"),
"Acknowledgement” (“"ACK"), "Power Save - Poll" ("PS-POLL"), or
"Contention Free -~ End" ("CF-END"), then the transmitter may
or may not be the AP 302.

[0068] Another indicator of whether the device of interest
is the AP 302 is the number of frames it transmits. For
example, a high number of frames such as control frames sent
over a short period of time (e.g., 100 control frames sent in
2 minutes) may suggest that the device is an aP. Similarly, a
high number of frames received may also suggest that the
device is an AP.

[o069] Data and metrics concerning the device of interest
may bée obtained by various client devices 308 at the same or
different periods of time. Such information may be stored in
a database such as database 112. These various indicators are
analyzed to provide some value of confidence that the device
is an AP. By way of example only, the confidence may be
expressed as a percentage value (e.g., 90%) that the device of
interest 1is an AP. An exemplary algorithm may rely on a
number of factors to obtain confidence levels/values. For
instance, spatial, temporal and/or platform diversity of GPS
measurements would be relevant. Also, the types of frames
that are used in the measurement, such as data frames,

management frames and/or contrcl frames wmay affect the
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confidence. aAnd the source of the measurement may be a
relevant factor, such as if it is a trusted party providing

the readings versus uploading them through an Open API

implementation.
[0070] In another evaluation, the confidence in the
location of the AP 302 is determined. Here, the confidence

may be expressed as a percentage, e.g., that it is 90% likely
that .the device of interest is within a c¢certain radius/area).
Factors affecting this analysis include spatial diversity of
the different client devices which interact with the AP. In
addition, whether the client devices are of different types
may be relevant to the evaluation. For instance, the antenna
gain and overall robustness of the receiver may impact the
accuracy of the measurements taken. Here, the data taken by a
high quality receiver with multiple spatially diverse antennas
having high gain may be given a higher weight in the analysis
than data taken from a receiver with a single, 1low gain
antenna.

[0071] Furthermore, the accuracy of the GPS or other
geolocation measurements may affect the accuracy calculation.
Here, for instance, a differential GPS receiver may be
determine the client device 308's position to within a meter
or less, while a non-differential GPS receiver may determine
the position to within 5-25 meters or more. In addition,
while the accuracy of a GPS measurement outdoors with a clear
view of the sky may be <c¢lose to optimum, performance
degradations may occur in urban canyon environments where
fewer satellites are ‘"visible" and especially when the GPS
receiver is 1located indoors. In the latter case, the GPS
receiver may be unable to fix a location at all. Also the
*freshness® of the data cocllected may be relevant to the
confidence determination. Here, more recent data may be given
a higher weight in the analysis than older data. As above,

an exemplary algorithm may rely on a number of additional
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factors to obtain accuracy. For instance, spatial, temporal
and/or platform diversity of GPS measurements would be
relevant. Also, the types of frames that are used in the
measurement, such as data frames, management frames and/or
control frames may affect the confidence. And the source of
the measurement may be a relevant factor, such as if it is a
trusted party providing the readings versus uploading them
through an Open API implementation.

[0072] In accordance with another aspect of the present
invention, processes to determine the accuracy of AP locations
are provided. In one embodiment, the measurements taken by
various client devices determine a confidence that a given AP
is within a certain area. One or more data points represented
the expected position of the given AP may be calculated based
upon the various factors discussed herein. A "confidence
code" may be applied to each data point.

[0073] The confidence code may be calculated using a
weighted function. The weights used by the weighted function
may be obtained based on information of the collected data
such as size of the collection (e.g., the cardinality or
number of points in the collection), platform information of
the client devices, temporal and/or spatial diversity of the
points corresponding to the client devices, etc. One or more
estimates of the ‘location of the AP may be adjusted based on
the calculated confidence code. A Monte Carlo-type analysis
may also be performed.

[0074] In order to provide more accurate estimation of AP
locations and coverage regions, several factors can Dbe
taken into account to analyze the accuracy of such
estimations. The factors may include the number of points,
platform information of corresponding client devices, temporal
diversity of the points, spatial diversity of the points, etc.
For example, the estimated location for a given AP will be

more accurate when using more points for the estimation.
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[0075] More variety of platforms of <client devices
indicates more users for the AP, and may increase the accuracy
of the estimation. With regard to temporal diversity, points
spanning multiple distinct times may contribute to a more
accurate estimation than points spanning fewer distinct times.
Also, with regard to spatial diversity, more accurate
estimation can be achieved by using points spread in a larger
space.. than pecints clustered in .a smaller area. A weight
function can be used to calculate a confidence code based on
the above ‘information. Accordingly, the estimated location
and coverage radius for the given AP can be adjusted based on
the confidence code.

[0076] In one example, the confidence code represents the
likelihood that a particular data point is valid or an
outlier. For instance, this may be expressed as a percentage
{(e.g., 90% likely that the data point is valid), as a ranking
(e.g., a 4 on a scale of 1-5, with 1 being the lowest
confidence and 5 being the highest confidence), or some other
relative indicator. The confidence code may then be used to
discard outliers. Once this is done, the system may compute a
"best circle" representing the 1likely position of the AP of
interest.

[0077] In an alternative, multiple circles may be provided
as shown in the confidence and positioning diagram 400 of FIG.
4. In this example, AP 402 may be placed in the center of
multiple concentric circles 404, 406, 408 and 410. Each
circle may be associated with both an area and a confidence
value. For instance, the innermost circle 404 may indicate
that there is a 50% likelihood that the AP 402 is within 10
meters of the epicenter of that circle. The next smallest
circle 406 may be used to indicate that there is a 67%
likelihood of the AP 402 being within 25 meters of the
epicenter of that circle. The next circle 408 may be used to

indicate that there is a 75% likelihood of the AP 402 being
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within 50 meters of the epicenter of that circle. And the
outermost circle 410 may be used to indicate that there is =
90% chance of the AP 402 being within 125 meters of the
epicenter of that circle. 1In one example, an 0(n®?) algorithm
may be used to detect outliers. This may be done as follows.
First, the centroid of a given number of points may be
computed. Then for each point, its distance to the centroid

may be computed. If the distance. for a given point exceeds a

threshold, then the point may be marked or otherwise
identified as an outlier. The process may be refined by
removing some/all outliers and repeating the above. This may

be repeated until there are no more outliers or the algorithm
converges.

[0078] As discussed herein, the location of a given AP may
be based on a number of measurements taken by one or more
client devices. The raw data collected by a client device may
be processed locally or sent to a central repository {e.g.,
server 110 of FIG. 1) for processing. Regardless of which
device performs the calculations, each distance and/or each
location estimate may be stored in a database, for instance as
part of a location table. The location table may store, for
one or more APs, a unique identifier for the AP (such as a MAC
address, IP address or SSID), a 1location estimate (e.g.,
latitude and longitude coordinates and/or height), a time the
location estimate was obtained/calculated, a coverage radius
for the AP, a confidence for the location estimate (e.g., 90%
likely to be within 50 meters of the specific position),
equipment type (e.g., transceiver make/model) and/or RSST
information. If multiple location measurements are made, some
or all of them may be stored in the location table.
Calculated 1locations and associated estimates such as
discussed above with regard to FIG. 4 may also be stored in

the location table.
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[0079] The server 110 may provide AP location information
from the location table to users upon request. In addition,

when a location is needed for a given client device, the
server 110 may obtain relevant data for one or more APs from
the location table and either provide them to the c¢lient
device or perform 1location calculations for the client
device's position.

[0080] By way of example, a client. device without
geolocation capabilities may perform a scanning or sniffing
operation to obtain a list of all APs that can be observed by
the client device. This list may then be evaluated against a
database of APs such as the aforementioned location table to
determine the specific or estimated locations of the observed
APs. Given the (likely) AP locations, a 1location of the
client device may be estimated as set forth above.

[0081]) In accordance with other aspects of the present
invention, the client devices may be stationary or may be
moving. In either situation, the data rate between a given
client device and a serving AP may change. This may be due to
a number of factors such as multipath interference, error
rates, etc. For example, a client device may use a maximum
data rate {e.g., 54 Mbps) at first to communicate with an AP.
If there is no ACK control frame received from the AP, then
the client device may drop or back off its data rate to 24
Mpbs or less until it receives the ACK. Thus, in one example,
changes in the data rate between a given client device and the
AP may be used to refine the distance estimate. As different
measurements may occur at different data rates, there may be
multiple distance estimates and/or location estimates for a
given AP. Statistical processing may be used to arrive at an
average distance or most likely location estimate for a given
confidence level. In the case where the client device
includes a GPS receiver, 1if that device captures multiple

frames relating to an AP, then it may also obtain multiple GPS
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measurements and use the data rate as a bounding factor. Such
measurements of GPS signals and/or frames may be aggregated in
a localization process to obtain a more accurate estimate for
the AP's location.

[0082] It is also possible to use the frame size and
checksum of the frame/packet to estimate distance and
accuracy. For instance, the larger the frame size, the more
likely - it is that the frame may become:- corrupted during
transmission. Thus, if the client device received/sniffs a
large frame (e.g., 500 bytes) from an AP, then it is likely
that the AP is closer than an average distance for the data
rate that packet/frame is being transmitted at. Conversely,
if the frame is very small (e.g., 10 bytes or less), then the
distance may be farther than the average distance. The
average distance may be computed or otherwise determined as
part of the development of the look-up table. For instance, a
mean value or median value calculation may be performed on
multiple data points to arrive at the average distance.
Furthermore, the 1look-up table may be constructed using an
analytical model for bit error rate and use that information
to determine how far away a device could be so that a packet
could be received at a certain data rate. Or, in addition or
alternatively, the look-up table could be constructed using
experimental data.

[0083]) In a further alternative, the WLAN of interest may
permit multiple APs to share a single frequency channel, such
as 1in a spread-spectrum based architecture. However,
depending on the implementation, the various APs and/or client
devices using a particular frequency channel may need to
adjust their data rates and/or power levels in order to share

the channel while maintaining an acceptable noise or error

rate. In this scenario, 1if there are multiple APs using the
same channel and the data rate is relatively low {(e.g., at 1
Mbps instead of 54 Mbps), then the distance estimation for a

.24~



467

WO 2010/044872 PCT/US2009/005640
given transmitter may be increased. The amount of increase
may be related to the number of APs in the same channel. By

way of example only, the distance estimation may be increased
by a certain percentage such as on the order of 5-20%.

[0084] FIG. 5 illustrates an alternative scenario 500
wherein there is a single AP 502 and a first client device 504
associated with the AP 502 at a first distance 506 from the AP
502, The first client device 504 is stationary. In contrast,
a second client device 508 moves from a first location at time
T, to a second location at time T,. At time T, the distance
between the client device 508 and the AP 502 is shown by line
510, while at time T, the distance between the client device
508 and the AP 502 is shown by line 512.

[0085] In accordance with another aspect of the present
invention, the system may compare the received signal strength
indication ("RSSI") and data rate at time T, with the RSSI and
data rate at time T,. The packet decoding success rates at
times T; and T, may be compared and evaluated with the RSSI and
data rates to further improve the distance estimation. While
only two time points are shown, any number of peints may be
employed. Thus, the client device 508 may be placed in a
vehicle and data may be obtained continuously or at
predetermined time increments. Furthermore, the rate of speed
of the client device 508 may be factored into the analysis as
well.

[0086] In a further example, the client device scanning ox
sniffing transmitted frames may include a receiver with
multiple antennas and/or multiple receive chains. Such
architectures may be used to provide spatial and/or temporal
diversity and give a "stereo" effect which can improve the
accuracy of the triangulation calculations. For instance, in
one embodiment two separate receivers are located on either
side of a vehicle. Both receivers may be electrically

connected a single processing device {(e.g., a laptop), and
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both may scan for data packets simultaneously. As with the
moving example discussed with respect to FIG. 5, the

difference in RSSI and packet decoding success rate for each
receiver may improve the distance estimation. Of course, more
than two receivers and/or antennas may be employed.

[oo87] FIGS. 6A and 6B illustrate general architectures of
wireless devices for wuse in accordance with the present
invention. Specifically, FIG. 6A provides an exemplary GPS-
enabled device 600 while FIG. 6B provides an exemplary device
602 which is not GPS enabled. As shown in FIGS. 6A and 6B,
each device 600 and 602 may include a transceiver 604 which is
operable to send and receive data packets over a Wi-Fi® or
other type of WLAN using an antenna 606. Although a single
antenna 606 is shown, multiple antennas (and/or multiple
receive chains) may be used for diversity purposes as
explained herein.

[0088] Each device may also include a wmicroprocessor or
controller 608 and memory 610 for storing imstructions and/or
data. A user interface 612 may be provided along with one or
more applications 614. The applications 614 may be stored in
an application memory (not shown) or may be stored in memory
610. The key differences as shown between the devices 600 and

602 are the GPS receiver 616 and associated antenna 618 of the

device 600. The GPS receiver 616 may be implemented in
hardware, software or some combination. The GPS receiver 616
is used to identify a location of the device 600. Referring

back to the earlier example of FIG. 3, the client device 308
may be a GPS-enable device such as device 600, while the
client device 306 and/or the AP 302 may be configured without
a GPS receiver such as device 602.

[0089] Although the invention herein has been described
with reference to particular embodiments, it 1is to Dbe
understood that these embodiments are merely illustrative of

the principles and applications of the present invention. It
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is therefore to be understood that numerous modifications may
be made to the illustrative embodiments and that other
arrangements may be devised without departing from the spirit
and scope of the present invention as defined by the appended
claims. Furthermore, while particular processes are shown in
a specific order in the appended drawings, such processes are
not 1limited to any particular order unless such order is

expressly set forth herein.

INDUSTRIAL APPLICABILITY
{00901 The present invention enjoys wide  industrial
applicability including, but not limited to, network services

and applications for wireless devices.
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CLAIMS

1. A computer-implemented method of estimating the

location of a wireless device, the method comprising:

obtaining a packet of data transmitted from a first
wireless device to a second wireless device;

determining whether one of the first and second
wireless devices is a wireless access point;

determining the data rate of the transmitted data
packet;

if one of the first and second wireless devices is
the wireless access point, then evaluating the determined data
rate against a predetermined criterion; and

assigning an estimated location to the wireless

access point based upon the evaluation.

2. The method of claim 1, wherein the predetermined
criterion is stored in a 1look-up table and the evaluation
includes identifying a distance in the look-up table

associated with the determined data rate.

3. The method of claim 1, wherein:
the transmitted data packet is obtained by a client
device; and
the method further includes identifying a distance
associated with the data rate, wherein the distance is used as
a separation between the first wireless device and the client

device.

4. The method of claim 3, wherein the client device is at

a known location and the method further comprises:
assigning a distance between the wireless access
point and the client device to be the same as the distance

between the first wireless device and the client device; and
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triangulating a position of the wireless access
device using the known location of the client device, the
distance between the first wireless device and the client
device and the distance between the wireless access point and

the client device to obtain the estimated location.

5. The method of claim 4, wherein the client device uses

a GPS receiver to obtain the known location.

6. The method of claim 1, wherein the predetermined
criterion includes a worst-case distance estimate based upon

at least one parameter.

7. The method of claim &6, wherein the at least one
parameter includes one or more of a channel propagation
characteristic, a transmitter characteristic and a receiver

characteristic.

8. The method of claim 1, further comprising revising the
estimated location of the wireless access point based upon
multiple data packets sent or received by the wireless access

point.

9. The method of claim 1, further comprising:
determining a position of the client device based
upon the estimated location of the wireless access point; and
providing a location-based service to the client
device based on the determined position.

10. A computer-implemented method of estimating
confidence in a status of a wireless device, the method
comprising:

obtaining one or more packets of data transmitted

from a first wireless device to a second wireless device;
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evaluating the one or more transmitted data packets
to identify a frame type for each respective data packet;

identifying the first wireless device or the second
wireless device as a wireless access point based upon the
identified frame type for at least one of the data packets;
and

assigning a confidence value to the identification

of the wireless access point.

11. The method of claim 10, wherein:
if the frame type of at least one of the respective
data packets is a management frame, then identifying the first
wireless device as a wireless access point; and
setting the confidence value for the identification

of the wireless access point to a maximum confidence value.

12. The method of claim 11, wherein:

if the frame type of at least one of the respective
data packets is not the wmanagement frame, then evaluating
whether the frame type of any of the respective data packets
is' a control frame;

if the frame type of at least one of the respective
data packets is the control frame, then identifying the first
wireless device as the wireless access point; and

setting the confidence value for the identification
of the wireless access point to a value between the wmwaximum

confidence value and a minimum confidence value.

13. The method of claim 10, wherein identifying the first
wireless device or the second wireless device as the wireless
access point further includes analyzing a number of frames

transmitted or received by each device.
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14. A computer-implemented method of estimating
confidence in a location of a wireless device, -the method
comprising:

obtaining one or more packets of data transmitted
from a first wireless device to a second wireless device;

determining that the first or second wireless device
is a wireless access point based upon the transmitted packets;

determining an estimated location of the wireless
access point; and

assigning a confidence value to the estimated

location.

15. The method of claim 14, wherein the confidence value
represents a percentage likelihood that the wireless access

point is contained within a specified area of interest.

16. The method of claim 14, wherein the estimated

location is based on multiple data points.

17. The method of claim 16, wherein a confidence code is

applied to each data point.

18. The method of claim 17, wherein the confidence code

for each data point is calculated using a weighted function.

19. The method of claim 17, wherein the confidence code
for each data point represents a 1likelihood that that data

point is valid or an outlier.

20. An apparatus including a processor operable to
estimate the location of a wireless device, the processor
executing a process to:

obtain a packet of data transmitted from a first

wireless device to a second wireless device;
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determine whether one of the first and seconc
wireless devices is a wireless access point;

determine the data rate of the transmitted data
packet;

if one of the first and second wireless devices is
the wireless access point, then evaluate the determined data
rate against a predetermined criterion; and

assign an estimated locatien to the wireless access

point based upon the evaluation.

21. A computer-readable recording medium recorded with a
computer program for use by a processor to perform a process
of estimating the location of a wireless device, the process
comprising: .

obtaining a packet of data transmitted from a first
wireless device to a second wireless device;

determining whether one of the first and second
wireless devices 1s a wireless access point;

determining the data rate of the transmitted data
packet;

if one of the first and second wireless devices is
the wireless access point, then evaluating the determined data
rate against a predetermined criterion; and

assigning an estimated location to the wireless

access point based upon the evaluation.

22. An apparatus including a processor operable to
estimate confidence in a status of a wireless device, the
processor executing a process to:

obtain one or more packets of data transmitted from
a first wireless device to a second wireless device;
evaluate the one or more transmitted data packets to

identify a frame type for each respective data packet;
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identify the first wireless device or the second
wireless device as a wireless access point based upon the
identified frame . type for at least one of the data packets;
and

assign a confidence value to the identification of

the wireless access point.

23. A computer-readable recording medium recorded with a
computer program for use by a processor to perform a process
of estimating confidence in a status of a wireless device, the
process comprising:

obtaining one or more packets of data transmitted
from a first wireless device to a second wireless device;

evaluating the one or more transmitted data packets
to identify a frame type for each respective data packet;

identifying the first wireless device Qr the second
wireless device as a wireless access point based upon the
identified frame type for at least one of the data packets;
and

assigning a confidence value to the identification

of the wireless access point.

24. An apparatus including a processor operable to
estimate confidence in a leocation of a wireless device, the
processor executing a process to:

obtain one or more packets of data transmitted from
a first wireless device to a second wireless device;

determine that the first or second wireless device
is a wireless access point based upon the transmitted packets;

determine an estimated location of the wireless
access point; and

assign a confidence value to the estimated location.
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25. A computer-readable recording medium recorded with a
computer program for use by a processor to perform a process
of estimating confidence in a location of a wireless device,
the process comprising:

obtaining one or more packeté of data transmitted
from a first wireless device to a second wireless device;

determining that the first or second wireless device
is a wireless access point based upon the transmitted packets;

determining an estimated location of the wireless
access point; and

assigning a confidence value to the estimated

location.

26. An apparatus for use in a wireless network, the

apparatus comprising:

memory for storing information associated with a
plurality of devices in the wireless network;

means for communicating with one or more of the
plurality of devices in the wireless network; and

a processor operable to estimate a location of an
access point device in the wireless network based upon data
packet information sent to or received from the access point
device;

wherein the processor is adapted to provide location
based service information to one or more client devices
associated with the access point device upon estimation of the

location.

27. The apparatus of claim 26, wherein the data packet
information for a given data packet includes a data rate of
the given data packet, the information stored in the memory
includes distance estimates associated with different data
rates, and the processor determines the location estimate of

the access point device by comparing the data rate of the
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given data packet to the different data rates and distance

estimates stored in the memory.

28. The apparatus of claim 26, wherein the processor is
operable to estimate the location of the access point device
using the data packet information for multiple data packets
sent to or received from the access point device, and wherein
the processor 1is further operable to rank the data packet
information for each of the multiple data packets to obtain

approximate distances based upon each such packet.

29. The apparatus of c<¢laim 28, wherein the processor
estimates the location using a centroid of the approximate

distances.

30. The apparatus of claim 28, wherein the processor is
further operable to assign a confidence in the estimated

location of the access point device.

31. The apparatus of claim 30, wherein the confidence
represents a likelihood that the access point device is within

a given area.

32. The apparatus of claim 30, wherein the confidence is
based upon at least one of spatial diversity of selected
devices associated with the access point device, receiver
characteristics of the selected devices, transmitter
characteristics of the selected devices, and freshness of
information stored in memory or the data packet information

sent to or received from the access point device.
33. The apparatus of claim 26, wherein the processor

comprises a plurality of processing devices in a distributed

architecture and the memory stores the information so that the
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information is accessible to one or more of the plurality of

processing devices.
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iPhone’s Location-Data Collection Can’t Be
Turned Off

Appke claims turning Location Services to "Off will cease all collection of geodata on iOS devices. Independent
tests show otherwise. Photo: Jon Snyder/Wired.com

The Phone continues to store location data even when location services are disabled, contrary to Apple’s
previous claims,

The Wall Street Journal did independent testing on an iPhone and found that even after turning off location
services, the device was still collecting information on nearby cell towers and Wi-Fiaccess points.

This discovery challenges some of Apple’s chims. As Wired.comreported last week, the company explined in
a detailed ketter last year that it deliberately collects geodata to store i a comprehensive location database to
mmprove location services. In the letter, Apple noted that customers can disable location-data collection by
turning off Location Services in the settings ment.

wired.com/.../iphone-iocation-opt-out/
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“If customers toggle the switch to “Off’ they may not use location-based services, and no location-based
information will be collected,” Apple said in the letter (.pdf).

That doesn’t appear to be the case from WSS s testing, as well as multiple independent reports from customers
who had the same results.

The controversy surrounding Apple’s location-tracking stems from a discovery by two data scientists, who found
that a file stored on iPhones and Pads (“consolidated.db”) contains a detailed history of geodata accompanied
with time stamps.

Apple claimed in its letter last year that the geodata is stored on the device, then anonymized and transmitted
back to Appk every 12 hours, using a secure Wi-Fi connection (if one is available).

Although it’s thorough, Apple’s explanation does not address why the stored geodata continues to live on the
device permanently after it’s transmitted to Apple, nor does it address why geodata collection appears to persist
even when Location Services is umed off

Google does similar geodata collection for its own location-services database. However, it notifies Android users
clearly m a prompt when geodata collection will occur, and it also gives users a way to opt out. Also, Android
devices do not permanently store geodata after transmitting it to Google.

Meanwhile, a MacRumors.comreader claims he sent an e-mail to CEQO Steve Jobs asking him to explain why
Apple tracks geodata, threatening to switch to an Android device.

“Maybe you could shed some light on this for me before T switch to a Droid,” the reader wrote. “They don’t
track me.”

The CEO shot back a terse reply, defending his company and attacking his competitor Google, according to the
reader: “Oh yes they do. We don’t track anyone. The mfo circulating around is false.”

Apple has not commented on the authenticity of the e-mail

The purported e-mail is similar in nature to many e-mails that Jobs has sent to customers in the past: It’s concise
and still manages to pull off some word play. Jobs would be accurate to claim that Apple is not tracking
customers directly — but instead it is using iPhones to gather information about nearby cell towers and Wi-Fi
stations, occasionally combined with GPS data. In other words, Appk is tracking geodata from mobile devices,
as Googk is akso doing,

Apple has not commented on the location-tracking issue since the story broke last week.

While the collected geodata doesn’t reveal specific addresses for loeations you’ve visited, it can still kave a
pretty rich trail of a user’s movements. Combine this data with other pieces of information on the iPhone, like
your messages and photos, and you’ve got a device that knows more about you than vou do yourself says The
Atlantic’s Alexis Madrigal

Madrigal tested an iPhone forensics program called Lantern, which stitches together contacts, text messages and
geodata mto a neat interface that reconstructed a timeline of his life.

wired.com/.../iphone-iocation-opt-out/
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“Immediately after trying out Lantern, I enabled the iPhone’s passcode and set it to erase all data on the phone,”
Madrigal said. “This thing remembers more about where I've been and what I’ve said than I do, and I'm damn
sure [ don’t want it falling into anyone’s hands.”

See Also:

* Why You Should Care About the iPhone Location- Tracking Issue
¢ Why and How Apple Is Collecting Your iPhone Location Data
e iPhone Tracks Your Every Move, and There’s a Map for That

is a Wired.com technology reporter focusing on Apple and Microsoft.
He recently wrote a book about the always-comected mobile future called Alvays On (publishing June 7, 2011
by Da Capo).

Follow {@bxchen and @gadgetlab on Twitter.

Tags: Apple, iPhone, privacy, Security
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THE WALL STREET JOURNAL

APRIL 26, 2011, :113 PM ET

The Unique ID Android Uses in Collecting
Location

In tests last week, a security analyst found that Google Inc.’s Android phones were collecting and transmitting location
data, along with a unique phone identifier, back to Google.

So what is that phone identifier, and what does Google do with it?

Basically, it's a string of numbers and fetters associated with your phone. The ID is created when the phone is booted
up for the first time. A user can change the D by performing a “factory reset” of the device, which wipes out the data on
the phone.

Google says the identifier is associated only with the iocation data, not with other user information. indeed, the analyst
doing the research, Samy Kamkar, did not see the ID transmitted with other information, such as emait or calendar
data.

Mr. Kamkar found that the identifier . called a “platform key” — is simitar to another ID on the phone, something known
as an Android ID.

The numbers are created when the phone is first booted up, and the Android iD can be used by application developers
to do things like keep track of scores in games. But having the phone's Android iD doesn’t mean that an app developer
would also be able to get the platform key.

Google has said it uses location data to, among other things, determine the rate at which trafiic is moving to provide
traffic information on Google Maps. It uses this data only if users agree to allow location senices when they set up the
phone.

Mr. Kamkar has a controversial past. in 2005, when he was 19, he created a computer worm that caused MySpace to
crash. He pled guilty to a felony charge of computer hacking and agreed to not use a computer for three years. Since
2008, he has been doing independent computer security research and consulting.

The Joumnal hired an independent consuitant, Ashkan Soltani, to review Mr. Kamkar's findings. Mr. Soltani confirmed the
conclusions.

Copyright 2008 Dow Jones & Company, Inc. Al Rights Reserved
This copy is for your personal, non-commercial use only. Distribution and use of this materiat are governed by our Subscriber Agreement and
by copyright law . For nan-personal use or to order multiple copies, please contact Dow Jones Reprints at 1-800-843-0008 or visit
www djreprints.com

blogs.wsj.com/digits/2011/04/.../print/ 1/1
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Apple, Google Collect User Data

By JULIA ANGWIN And JENNIFER VALENTINO-DEVRIES

WS.).com Senior Technology Editor Julia Angw in reports Apple’s iPhone and Google’s Android regularly transit user
location data back to those cormpanies, based on data analyzed by The Wall Street Journal.

Apple Inc.'s iPhones and Google Inc.'s Android smartphones regularly transmit their locations back to Apple
and Google, respectively, according to data and documents analyzed by The Wall Street Jourpal-intensifying
concerns over privacy and the widening trade in personal data.

Google and Apple are gathering location information as part of their race to build massive databases capable of
pinpointing people’s locations via their cellphones, These databases could help them tap the $2.9 billion
market for location-based services—expected to rise to $8.3 billion in 2014, according to research firm
Gartner Inc.

More Inthe case of Google, according to new research by security
analyst Samy Kamkar, an HTC Android phone collected its
location every few seconds and transmitted the data to Google
at least several times an hour. It also transmitted the name,
location and signal strength of any nearby Wi-Fi networks, as

How to Avoid Mobile Trackers
Security Analyst Samy Kamkar's Website
well as a unique phone identifier.

Google declined to comment on the findings.
Until last year, Google was collecting similar Wi-Fi data with its
fleet of StreetView cars that map and photograph streets

..wsj.com/.../SB1000142405274870398... 1/4
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E world-wide. The company shut down its StreetView Wi-Fi
collection last year after it inadvertently collected e-mail
addresses, passwords and other personal information from Wi-
Finetworks. The data that Mr. Kamkar observed being
transmitted on Android phones didn't include such personal

information.

Apple, meanwhile, says it “intermittently” collects location
data, including GPS coordinates, of many iPhone users and
nearby Wi-Fi networks and transmits that data to itself every
12 hours, according to a letter the company sent to U.S. Reps.

There are ways for users to block the transmission of
location information by Android devices and Phones-
although deing so fimits important smartphone functions
suich as maps. WSJ's Jennifer Valentine explains.

What They Know

AWati Street Journal investigation into the world

of digital privacy.
Stalkers Exploit Celiphone GPS
Google Agonizes on Privacy
Facebook in Privacy Breach
Read More: The Complete Series

Journal Community

Haow concerned are you that the
iPhone tracks and stores your
Ipcation?
Y Very

* Somewhat

J Notatalt
¢ Donthave an iPhone

| View Results »

Appie’s iFhone.

Edward Markey (D-Mass.) and Joe Barton (R-Texas) last year,
Apple didn't respond to requests for eomment.

The Google and Apple developments follow the Journal's
findings last year that some of the most popular smartphone
apps use location data and other personal information even
more aggressively than this—in some cases sharing it with
third-party companies without the user’s consent or
knowledge.

Apple this week separately has come under fire after
researchers found that iPhones store unencrypted databases
containing location information sometimes stretching back
several months.

Google and Apple, the No. 1 and No.3 U.S. smartphone
platforms respectively aceording to comScore Inc., previously
have disclosed that they use location data, in part, to build
giant databases of Internet WI-Fi hotspots. That data can be
used to pinpoint the location of people using Wi-Fi
connections.

Cellphones have many reasons to collect location information,
which helps provide useful services like local-business lookups
and social-networking features. Some location data can also
help cellphone networks more efficiently route calls.

Google also has said it uses some of the data to build accurate
traffic maps. A cellphone’s location data can provide details
about, for instance, how fast traffic is moving along a stretch of
highway.

The widespread collection of location information is the latest
frontier in the booming market for personal data. Until
recently, most data about people's behavior has been collected

from personal computers: That data generally can be tied to a city or a zip code, but it is tough to be more
precise. The rise of Internet-enabled cellphones, however, allows the collection of user data tied with much

more precision to specific locations.

This new form of tracking is raising questions from government officials and privaey advocates. On
Wednesday, Rep. Markey sent a follow-up letter to Apple asking why the company is storing customer-location

data on its phones.

"Apple needs to safeguard the personal location information of its users to ensure that an iPhone doesn't

..wsj.com/.../SB1000142405274870398...
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become an iTrack,” Rep. Markey said ina statement.

Google previously has said that the Wi-Fi data it collects is anonymous and that it deletes the start and end
points of every trip that it uses in its traffic maps. However, the data, provided to the Journal exclusively by
Mr. Kamkar, contained a unique identifier tied to an individual's phone.

Mr. Kamkar, 25 years old, has a controversial past. In 2005, when he was 19, he created a computer worm that
caused MySpace to crash. He pled guilty to a felony charge of computer hacking in Los Angeles Superior Court,
and agreed to not use a computer for three years. Since 2008, he has heen doing independent computer
security research and counsulting. Last year, he developed the "evercookie"—a type of tracking file that is
difficult to be removed from computers—as a way to highlight the privacy vulnerabilities in Web-browsing
software.

The Journal hired an independent consultant, Ashkan Soltani, to review Mr. Kamkar's findings regarding the
Android device and its use of location data. Mr. Soltani confirmed Mr. Kamkar's conclusions.

Transmission of location data raises questions about who has access to what could he sensitive information
abaut location and movement of a phone user.

Federal prosecutors in New Jersey are investigating whether
smartphone applications illegally obtained or transmitted
information such as location without proper disclosures, the
Journal reported in April, citing people familiar with the
matter.

Location Matters

A spokeswoman for the Office of the Privacy Commissioner of
Canada said the office "had concerns” about using celiphones
to collect Wi-Fi data and has expressed those concerns to
Google. "The whole issue of the tracking capabilities of new
mobile deviees raises significant privacy issues," she said.

The business of collecting location information began in 2003,
when Boston-based Skyhook Inc. launched and began the
practice of "wardriving”—cruising around in cars to collect
information about Wi-Fi hotspots. Comparing the names and signal strengths of nearby Wi-Fi hotspots against
a database allows for a cellphone’s location to be determined within 100 feet, in many cases, Skyhook says.

"For the first four or five years, people thonght we were nuts,” said T ed Morgan, Skyhook’s founder and CEO.
"We invented this whole concept of driving aronnd and seanning for Wi-Fi and tuning these algorithms.”

In 2007, Google began building its own Wi-Fi database, using the StreetView cars. Last year, Apple switched
from using Skyhook and began creating its own database of Wi-Fi points for use on its newest phones, although
it still uses Skyhook data for older phones and Macintosh computers.

Skyhook's Mr. Morgan says the company attemnpts to protect users’ privacy by coliecting data via cellphone
only when a person requests location from its servers—for instance when they are actively looking at a map.
Each time a user requests location, the information is encrypted and gathered without any identifying user
numbers, Mr. Morgan says. That means Skyhook can't follow a person from one location to the next, he says.

Google seems to be taking a different approach, to judge from
the data captured by Mr. Kamkar. Its location data appears to
be transmitted regardless of whether an app is running, and is
tied to the phone's unique identifier.

EXPERIENCE W5J PROFESSIONAL

Editors’ Deep Dive: Privacy Battles
Transform Legal Landscape
COMMUNICATIONS DAILY

Washington Revs Up internet
Legislafion
THE LEGAL INTELLIGENCER

..wsj.com/../SB1000142405274870398...

Injts letter to Congress last year, Apple said that it only
collects location data from people who use apps that require
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Dnline Behavioral Advertising and ‘Do Not
Track Me'
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Despite Uproar, Consumers Give Up Privacy
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1Phones Power Apple’s Growth
Amazon Giitch Hobbles Websites
F king Friends in ¥

company wrote in the July letter to Congress.

location. It doesn't specify how often a person must use the
app for intermittent collection to occur.

Apple also said in the letter that it collects Wi-Fi and GPS
information when the phone is searching for a cellular
connection. Apple said the data it transmits about location
aren't associated with a unique device identifier, except for
data related to its mobile advertising network

Apple gathers the data to help build a "database with known
location information,” the letter says. "This information is
batched and then encrypted and transmitted to Apple over a
‘Wi-Fi Internet connection every twelve hours (or later if the
device does not have Wi-Fi Internet access at that time),” the

The letter, which is available on Rep. Markey's website, became newsworthy this week in light of findings from
two researchers who uncovered a file on iPhones that keeps a record of where the phone has been and when it
was there. The file is unencrypted and stored by default.

The discovery of this location file touched off a furor among iPhone owners who could see for the first time a
trove of location data about themselves stored on their phones. The researchers, Alasdair Allan and Pete
‘Warden, said that they had no evidence that the file was being transmitted to Apple.

‘Write to Julia Angwin at julia.angwin@wsj.com

Copyright 2011 Dow Jones & Corrpany, Inc. All Rights Reserved
This copy is for your personal, non-cormmercial use only. Distribution and use of this material are governed by our Subscriber Agreement and
by copyright law . For non-personat use or to order multiple copies, please contact Dow Jones Reprints at 1-800-843-0008 or visit
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WHAT THEY KNOW ;| DECEMBER 17, 2010

Your Apps Are Watching You

A WSJ Investigation finds that iPhone and Android apps are breaching the privacy of
smartphone users

BySCOTT THURM and YUKAR} IWATAN{ KANE

Few devices know more personal details about people than the smartphones in their pockets: phone numbers,

current location, often the owner's real name—even a unique ID number that can never be changed or turned
off.

These phones don't keep secrets. They are sharing this
personal data widely and regularly, a Wall Street Journal
investigation has found.

An examination of 101 popular smartphone "apps"—~games and
other software applications for iPhone and Android phones—
showed that 56 transmitted the phone's unique device ID to
other companies without users’ awareness or consent. Forty-
seven apps transmitted the phone's location in some way. Five

B gw in explains to Si stable hoy N .
smartphone apps collect and broadcast data about your  Sent age, gender and other personal details to outsiders.
habits. Many don’t have privacy policies and there ismi .
much you can do abaut it.

The findings reveal the intrusive effort by online-tracking
companies to gather personal data about people in order to
flesh out detailed dossiers on them.

Among the apps tested, the iPhone apps transmitted more data than the apps on phones using Google Inc.'s
Android operating system. Because of the test's size, it's not known if the pattern holds among the hundreds of

...wsj.com/../SB1000142405274870469... 1/6
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thousands of apps available.

Apps sharing the most information included TextPlus 4, a popular iPhone app for text messaging. It sent the
phone’s unique ID number to eight ad companies and the phone’s zip code, along with the user's age and gender,
to two of them,

Both the Android and iPhone versions of Pandora, a popular music app, sent age, gender, location and phone
identifiers to various ad networks. iPhone and Android versions of a game called Paper Toss—players try to
throw paper wads into a trash can—each sent the phone's ID number to at least five ad companies. Grindr, an
iPhone app for meeting gay men, sent gender, location and phone 1D to three ad companies.

"In the world of mobile, there is no anonymity," says Michael
Becker of the Mobile Marketing Association, an industry trade
group. A cellphone is "always with us, It's always on.”

More
What Can You Do? Not Much
What Settings to Look For
How One App Sees Location Without Asking iPhone maker Apple Inc. says it reviews each app before

Unique Phone ID Numbers Explained offering it to users. Both Apple and Google say they protect
The Journal's Cell, Testing users by requiring apps to obtain permission before revealing
Complete Coverage: What They Know certain kinds of information, such as location.

"We have created strong privacy protections for our
customers, especially regarding location-based data,” says Apple spokesman Tom Neumayr. "Privacy and trust
are vitally important.”

The Journal found that these rules can be skirted. One iPhone app, Pumpkin Maker (a pumpkin-carving game),
transmits location to an ad network without asking permission. Apple declines to comment on whether the app
violated its rules.

Smartphone users are all but powerless to limit the tracking. With few exceptions, app users can't "opt out” of
phone tracking, as is possible, in }imited form, on regular computers. On computers it is also possible to block
or delete "cookies,” which are tiny tracking files. T hese techniques generally don't work on cellphone apps.

The makers of TextPlus 4, Pandora and Grindr say the data they pass on to outside firms isn't linked to an
individual’s name. Personal details such as age and gender are volunteered by users, they say. The maker of
Pumpkin Maker says he didn't know Apple required apps to seek user approval before transmitting location.
The maker of Paper Toss didn't respond to requests for comment.

Many apps don't offer even a basic form of consumer

Journal Community protection: written privacy policies. Forty-five of the 101 apps

f;my:u mi’:ﬁgg’ s d ‘;BH you didn't provide privacy policies on their websites or inside the
in_forntumnn abouglhcs;::bik apps at the time of testing. Neither Apple nor Google requires
" Yes, every time app privacy policies.

! Yes, but onfy when  firstinstall the app
+ Only if sending data to other companies
* No, this doesntbother me

To expose the information being shared by smartphone apps,
the Jourual designed a system to intercept and record the data
they transmit, then decoded the data stream. The research
covered 50 iPhone apps and 50 on phones using Google's
Android operating system. (Methodology available here.)

View Reaults »

closed, plgase

The Journal also tested its own iPhone app; it didn't send information to outsiders. The Journal doesn't have an
Android phone app.

Among all apps tested, the most widely shared detail was the unique ID number assigned to every phone. It is
effectively a "supercookie,” says Vishal Gurbuxani, co-founder of Mobclix Inc., an exchange for mobile
advertisers.

...wsj.com/.../SB1000142405274870469...
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On iPhones, this number is the "UDID," or Unique Device Identifier. Android IDs go by other names. These IDs
are set by phone makers, carriers or makers of the operating system, and typically can't be blocked or deleted.

"The great thing about mobile is you can't clear a UDID like you can a cookie,” says Meghan O'Holleran of
Traffic Marketplace, an Internet ad network that is expanding into mobile apps. "That's how we track
everything.”

Ms. O'Holleran says Traffic Marketplace, a unit of Epic Media Group, monitors smartphone users whenever it
can. "We watch what apps you download, how frequently you use them, how much time you spend on them,
how deep into the app you go," she says. She says the data is aggregated and not linked to an individual.

The main companies setting ground rules for app data-
gathering have hig stakes in the ad business. The two most
AWeb Pioneer Profiles Users by Name popular platforms for new U.S, smartphones are Apple’s
Web's New Goldmine: Your Secrets iPhone and Google's Android. Google and Apple also run the
Personal Details Exposed Via Biggest Sites two biggest services, by revenue, for putting ads on mobile
Microsoft Quashed Bid to Boost Web Privacy phones.

On Cutting Edge, Anonymity in Name Only

Stalking by Celiphone Apple and Google ad networks let advertisers target gronps of
Google Agonizes Over Privacy users. Both companies say they don't track individuals based
on the way they use apps.

Mere From the Series

On the Web, Children Face Intensive Tracking
‘Scrapers’ Dig Deep for Data on Web
Facebook in Privacy Breach

insurers Test Data Profiles to identify Risky

Apple limits what can be installed on an iPhone by requiring
iPhone apps to be offered exclusively through its App Store.
Apple reviews those apps for function, offensiveness and other

Clients e
N criteria.
Shunned Profiling Technology on the Verge
of Comeback . " N
. Apple says iPbone apps "cannot transmit data about a user
Race Is On to "Ringerprint’ Phones, PCs N .. N N L. .3
without obtaining the user's prior permission and providing the
The Tracking Ecosystem

user with access to information about how and where the data
will be used.” Many apps tested by the Journal appeared to
violate that rule, by sending a user's location to ad networks,
without informing users. Apple declines to discuss bow it

Follow @whattheyknow on Twitter
Complete Coverage: What They Know

interprets or enforces the policy.

Phones running Google's Android operating system are made by companies including Motorola Inc. and
Samsnng Electronics Co. Google doesn't review the apps, which can be downloaded from many vendors.
Google says app makers "bear the responsibility for how they handle user information.”

Google requires Android apps to notify users, before they download the app, of the data sources the app
intends to access. Possible sources include the phone's camera, memory, contact list, and more than 100
others. If users don't like what 2 particnlar app wants to aceess, they can choose not to install the app, Google
says.

"Qur focus is making sure that users have control over what apps they install, and notice of what information
the app accesses," a Google spokesman says.

Neither Apple nor Google requires apps to ask permission to access some forms of the device ID, or to send it
to outsiders, When smartphone users let an app see their location, apps generally don't disclose if they will pass
the location to ad companies.

ILack of standard practices means different companies treat the same information differently. For example,
Apple says that, internally, it treats the iPhone's UDID as "personally identifiable information.” That's because,
Apple says, it can be combined with other personal details about people-—-such as names or email addresses—
that Apple has viathe App Store or its iTunes music services. By contrast, Google and most app makers don’t
comnsider device IDs to be identifying information.
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A into profiles of cellphone users. Mobclix, the ad exchange, matches
more than 25 ad networks with some 15,000 apps seeking
advertisers. The Palo Alto, Calif., company collects phone IDs,
encodes them (to obsenre the number), and assigns them to
interest categories based on what apps people download and
how much time they spend using an app, among other factors.

By tracking a phone's location, Mobelix also makes a "best
guess" of where a person lives, says Mr. Gurbuxani, the
Mobclix executive. Mobelix then matches that location with
spending and demographic data from Nielsen Co.

Inroughly a quarter-second, Mobeclix can place a user in one of
150 "segments” it offers to advertisers, from "green enthusiasts” to "soccer moms.” For example, "die hard
gamers" are 15-to-25-year-old males with more than 20 apps on their phones who use an app for more than 20
minutes at a time. :

Mobclix says its system is powerful, but that its categories are broad enough to not identify individuals. "It's
about how you track people better,” Mr. Gurbuxani says.

Some app makers have made changes in response to the findings. At least four app makers posted privacy
policies after being contacted by the Journal, including Rovio Mobile 1Ld., the Finnish company behind the
popular game Angry Birds (in which birds battle egg-snatching pigs). A spokesman says Rovio had been
working on the policy, and the Journal inquiry made it a good time to unveil it.

Free and paid versions of Angry Birds were tested on an iPhone, The apps sent the phone’s UDID and location
to the Chillingo umnit of Electronic Arts Inc., which markets the games. Chillingo says it doesn't use the
information for advertising and doesn't share it with outsiders.

Apps have been around for years, but burst into prominence when Apple opened its App Store in July 2008.
Today, the App Store boasts more than 300,000 programs.

Other phone makers, including BlackBerry maker Research in Motion Lid. and Nokia Corp., quickly built their
own app stores. Google’s Android Market, which opened later in 2008, has more than 100,000 apps. Market
researcher Gartner Inc. estimates that world-wide app sales this year will total $6.7 billion.

Many developers offer apps for free, hoping to profit by selling ads inside the app. Noah Elkin of market
researcher eMarketer says some people "are willing to tolerate advertising in apps to get something for free.”
Of the 101 apps tested, the paid apps generally sent less data to outsiders.

Ad sales on phones account for less than 5% of the $23 billion in annual Internet advertising. But spending on
mobile ads is growing faster than the market overall.

Central to this growth: the ad networks whose business is connecting advertisers with apps. Many ad networks
offer software "kits” that automatically insert ads into an app. The kits also track where users spend time inside
the app.

Some developers feel pressure to release more data about people. Max Binshtok, creator of the
DailyHoroscope Android app, says ad-network executives encouraged him to transmit users' locations.

Mr. Binshtok says he declined because of privacy concerns. But ads targeted by location bring in two to five
times as much money as untargeted ads, Mr. Binshtok says. "We are losing a lot of revenue.”

Other apps transmitted more data. The Android app for social-network site MySpace sent age and gender,
along with a device 1D, to Millennial Media, a big ad network.

In its software-kit instructions, Millennial Media lists 11 types of information about people that developers may
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transmit to "help Millennial provide more relevant ads.” They include age, gender, income, ethnicity, sexual
orientation and political views. In a re-test with a more complete profile, MySpace also sent a user's income,
ethnicity and parental status.

A spokesman says MySpace discloses in its privacy policy that it will share details from user profiles to help
advertisers provide "more relevant ads.” My Space is a unit of News Corp., which publishes the Journal.
Millennial did not respond to requests for comment on its software kit. ’

App makers transmitting data say it is anonymous to the outside firms that receive it, "There is no real-life 1.D.
here,” says Joel Simkhai, CEO of Nearby Buddy Finder LLC, the maker of the Grindr app for gay men. “Because
we are not tying [the information] to a name, I don't see an area of concern.”

Scott Lahman, CEO of TextPlus 4 developer Gogii Inc., says his company "is dedicated to the privacy of our
users, We do not share personally identifiable information or message eontent.” A Pandora spokeswoman says,
"We use listener data in accordance with our privacy policy,” which discusses the app’s data use, to deliver
relevant advertising. When a user registers for the first time, the app asks for email address, gender, birth year
and ZIP code.

Google was the biggest data recipient in the tests. Its AdMob, AdSense, Analytics and DoubleClick units
collectively heard from 38 of the 101 apps. Google, whose ad units operate on hoth iPhones and Android
phones, says it doesn't mix data received by these units.

Google's main mobile-ad network is AdMob, which it bonght this year for $750 million. AdMob lets advertisers
target phone users by location, type of device and "demographic data,” including gender or age group.

A Google spokesman says AdMob targets ads based on what it knows about the types of people who use an app,
phone location, and profile information a user has submitted to the app. "No profile of the user, their device,
where they've been or what apps they've downloaded, is created or stored,” he says.

Apple operates its iAd network only on the iPhone. Eighteen of the 51 iPhone apps sent information to Apple.

Apple targets ads to phone users based largely on what it knows about them through its App Store and iTunes
music service. The targeting criteria can include the types of songs, videos and apps a person downloads,
according to an Apple ad presentation reviewed by the Journal. The presentation named 103 targeting
categories, including: karaoke, Christian/gospel music, anime, business news, health apps, games and horror
movies.

People familiar with iAd say Apple doesn't track what users do inside apps and offers advertisers broad
categories of people, not specific individuals.

Apple has signaled tbat it has ideas for targeting people more closely. In a patent application filed this past May,
Appie outlined a system for placing and pricing ads based on a person’s "web history or search history” and "the
contents of a media library.” For example, howne-improvement advertisers might pay more to reach a person

who downloaded do-it-yourself TV shows, the document says.

The patent application also lists another possible way to target people with ads: the contents of a friend’s media
library.

How would Apple learn who a cellphone user's friends are, and what kinds of media they prefer? The patent
says Apple could tap "known connections on one or more social-networking websites” ot "publicly available
information or private databases describing purchasing decisions, brand preferences,” and other data. In
September, Apple introduced a social-networking service within iTunes, called Ping, that lets users share music
preferences with friends. Apple declined to comment.

Tech companies file patents on blue-sky concepts all the time, and it isn't elear whether Apple will follow
through on these ideas. If it did, it would be an evolution for Chief Executive Steve Jobs, who has spoken out
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against intrusive tracking. At a tech conference in June, he complained about apps "that want to take a lot of
your personal data and suck it up.”

—Tom McGinty and Jennifer Vaientino-DeVries contributed to this report.

‘Write to Seott Thurm at scott.thurm@wsj.com and Y ukari Iwatani Kane at yukari.iwatani@wsj.com
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